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Microsoft Sentinel 
Microsoft Sentinel is a scalable, cloud-native Security Information and Event Management (SIEM) and Security 
Orchestration, Automation, and Response (SOAR) solution. It helps organizations detect, prevent, and respond to 
threats across their environment using built-in AI, automation, and integrations with Microsoft and third-party services. 
 

Key Features of Microsoft Sentinel 

1. Data Collection 

• Connectors: 

• Provides prebuilt connectors for Microsoft services like Defender for Cloud, Defender for Endpoint, 
Defender for Identity, and Microsoft 365. 

• Supports third-party data sources like firewalls, routers, and other security tools (e.g., Palo Alto, Cisco, 
AWS). 

• Custom Data Collection: 

• Collect logs and events from custom applications using APIs or Azure Monitor. 

2. Threat Detection 

• Log Analytics: 

• Uses Azure Log Analytics to store and query collected data. 

• Built-in Analytics Rules: 

• Includes predefined detection rules for common attack patterns. 

• Custom Detection Rules: 

• Allows security teams to define and configure custom KQL (Kusto Query Language)-based rules for 
specific threats. 

3. Threat Investigation 

• Investigation Graphs: 

• Visualizes relationships between threats, devices, users, and data sources for faster root cause analysis. 

• Entity Behavior Analytics (UEBA): 

• Detects anomalies in user or entity behavior that might indicate insider threats or compromised 
accounts. 

4. Automation and Orchestration 

• Playbooks: 

• Automate responses to incidents using Logic Apps (e.g., block IPs, isolate devices, notify teams). 

• Incident Management: 

• Automatically groups related alerts into incidents to streamline investigation and resolution. 

5. Visualization and Reporting 

• Workbooks: 

• Provides prebuilt and customizable dashboards for real-time monitoring and reporting. 

• Customizable Dashboards: 

• Visualize trends, incidents, and activity across your environment. 

6. Integration 

• Integrates with Microsoft Defender services, Azure services, and third-party security solutions. 

• Supports APIs for extending functionality and integrating with existing tools. 
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Create Microsoft sentinel  
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Microsoft Sentinel | Content Hub 

The Content Hub in Microsoft Sentinel is a central repository of ready-made solutions, analytics, and integrations 

designed to enhance your organization's threat detection, investigation, and response capabilities. It provides prebuilt 

content like analytics rules, hunting queries, playbooks, and dashboards, all tailored to specific scenarios, services, or 

threat types. 

 

 

 

 

 

 

 

 

 

 

 

Microsoft Sentinel | Repositories 

Repositories in Microsoft Sentinel allow organizations to manage, store, and share custom content, such as analytics 

rules, playbooks, hunting queries, and more, using version control and collaboration features powered 

by GitHub or Azure DevOps Repos. This integration enables security teams to standardize and scale their Sentinel 

content across environments. 
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Source Control: 

Choose the source control platform. 

In this example, GitHub is selected. 

Ensure the platform is authorized, as 

indicated by the green checkmark. 

Repository: 

Specify the repository name, 

e.g., aabdelwahed/Azure. 

This is where your Sentinel content 

(e.g., rules, playbooks) is stored. 

Branch: 

Select the branch where the content resides (e.g., main). 
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By default, Microsoft Sentinel retains data in the connected Log Analytics workspace for 30 days. However, you can 

extend the retention period up to 90 days at no additional cost. Here's how this works: 
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Microsoft Sentinel Roles 

Microsoft Sentinel uses Azure Role-Based Access Control (RBAC) to assign permissions and manage access. Roles define 
what users or groups can do within Sentinel, ensuring security and operational efficiency. 

Action Reader Responder Contributor Log Analytics Contributor 

View dashboards, incidents, and 
alerts 

✔ ✔ ✔ ✔ 

Investigate and manage incidents ✖ ✔ ✔ ✖ 

Create or edit analytics rules ✖ ✖ ✔ ✖ 

Manage data connectors and 
playbooks 

✖ ✖ ✔ ✖ 

Configure Log Analytics workspace ✖ ✖ ✖ ✔ 
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Data Sources and Data Connectors in Microsoft Sentinel 

Data Sources and Data Connectors are the foundation of Microsoft Sentinel, enabling the ingestion, analysis, and 

visualization of logs and telemetry from various environments, applications, and systems. Properly configuring them 

ensures comprehensive threat detection and streamlined security operations. 

Data Connector Categories 

Category Examples 

Identity Azure AD, MFA logs, risk detection. 

Endpoint Defender for Endpoint, antivirus tools, CrowdStrike, SentinelOne. 

Cloud Azure, AWS, GCP, Salesforce, Google Workspace. 

Applications Microsoft 365 Defender, ServiceNow, Jira. 

Networking Cisco Umbrella, Palo Alto, Fortinet, Check Point. 

Security Tools SIEM systems (e.g., Splunk), threat intelligence feeds, antivirus tools. 
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Agent Based Connector (Linux) 
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Install Microsoft Sentinel agent on Windows Server 

Add windows security events collector 
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Or through the following 
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In case of a VM in Azure 
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Machine Is connected  
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Queries and Analytics Rules in Microsoft Sentinel 

Microsoft Sentinel allows you to create and manage queries and analytics rules to detect, investigate, and respond to 

threats. These rules use Kusto Query Language (KQL) to analyze data from connected sources. 
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Create a new Scheduled rule through Content hub 
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Incident  

Microsoft Sentinel provides a powerful platform for monitoring and managing security incidents in an organization. 
Incidents in Microsoft Sentinel represent groups of related alerts that indicate potential security threats. Here's an 
overview of how incidents are handled in Microsoft Sentinel: 
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Watchlists 

• Watchlists are lists of data (e.g., IP addresses, usernames, domains, etc.) that are imported into Sentinel to 
enhance analytics, investigations, and threat detection. 

• They allow for the integration of custom or external data to improve threat detection and response workflows. 

Step 1: Create a Watchlist for RiskyUsers 

1. Prepare a Watchlist File: 

o Create a CSV file named HighRiskUsers.csv with the following structure: 

 

 

 

 

 

 

2. Upload the Watchlist to Sentinel: 

o Go to Microsoft Sentinel > Configuration > Watchlist. 

o Click Add new. 
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o Upload the HighRiskUsers.csv file. 

o Save the Watchlist. 
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Step 2: Query the Watchlist 

Use KQL to query login events for users in the Watchlist. 

Query: 

let HighRiskUsers = _GetWatchlist('HighRiskUsers'); 

SecurityEvent 

| where EventID == 4624  // Filter for successful logins 

| where AccountName in (HighRiskUsers) 

| project TimeGenerated, AccountName, Computer, IpAddress 

Explanation: 

• _GetWatchlist('HighRiskUsers'): Loads the HighRiskUsers Watchlist. 

• EventID == 4624: Filters only successful logins. 

• AccountName in (HighRiskUsers): Matches login events with Watchlist users. 
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Create a Watchlist for High Risky IPs 

1. Prepare a Watchlist File: 

 

 

 

 

 

 

 

 

Upload the Watchlist to Sentinel: 
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Query the Watchlist 

let HighRiskIPs = _GetWatchlist('HighRiskIPs') | project SearchKey; // Ensure 'SearchKey' contains IP addresses 

SecurityEvent 

| where IpAddress in (HighRiskIPs) // Filter events by HighRiskIPs 

| project TimeGenerated, AccountName, Computer, IpAddress, EventID, FailureReason 

Filter only by failed retries 

let HighRiskIPs = _GetWatchlist('HighRiskIPs') | project SearchKey; // Ensure 'SearchKey' contains IP addresses 

SecurityEvent 

| where IpAddress in (HighRiskIPs) // Filter events by HighRiskIPs 

| where EventID == 4625 // Filter only failed login attempts 

| project TimeGenerated, AccountName, Computer, IpAddress, EventID, FailureReason 
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Entities in Sentinel 

In Microsoft Sentinel, entities are specific pieces of information extracted from logs or events that can represent users, 

IP addresses, hosts, files, processes, and more. These entities are often used to correlate data, investigate incidents, and 

enrich alerts. 
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Automation Rules 

Automation Rules in Microsoft Sentinel allow you to streamline incident response by automating routine tasks based on 

predefined conditions. They are a powerful way to orchestrate workflows and ensure faster response times to security 

events. 

Example: Automation Rule for High-Risk IPs 

Automatically assign incidents with high-risk IP addresses to the security team and notify via email. 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

http://www.abdelwahed.me/


Microsoft Sentinel 
---------------------------------------------------------------------------------------------------------------------------------------------------------------- 

 

www.abdelwahed.me 
 

Create Automation rule from incident 
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Microsoft Sentinel Workbooks are customizable dashboards that provide a powerful way to visualize and analyze 

your security data. They enable security teams to monitor and investigate security incidents, trends, and data patterns 

interactively. 
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Microsoft Sentinel | Entity Behavior 

Microsoft Sentinel's Entity Behavior Analytics (EBA) helps detect and respond to potential threats by analyzing and 

identifying anomalous behaviors associated with entities, such as users, IP addresses, and hosts. This feature uses 

Machine Learning (ML) models to establish baselines and identify deviations from expected behavior. 
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Microsoft Sentinel | Hunting 

Microsoft Sentinel's Hunting feature allows security analysts to proactively search for threats in their environments. It 

provides a set of tools to craft and run queries across collected data, enabling threat discovery and identification of 

abnormal activities that might indicate potential breaches or attacks. 
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Create Custom Hunting Query 

SecurityEvent 

| where EventID in (4624, 4634, 4648, 4672) // Filter for logon, logoff, and privileged access 

| project TimeGenerated, AccountName, Computer, IpAddress, EventID 

| order by TimeGenerated desc 
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Based on this, create a Hunt 

 

 

And baed on hunt you can create incident 
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Microsoft Sentinel Notebooks is a feature that allows security analysts and engineers to analyze and visualize data 

interactively using Jupyter Notebooks directly within Microsoft Sentinel. These notebooks combine live code, 

visualizations, and markdown to provide a collaborative, interactive, and detailed way to perform threat hunting, 

anomaly detection, and security investigation. 

To start used Notebook you have to enable the next 2 ML option below 
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