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Microsoft Sentinel

Microsoft Sentinel

Microsoft Sentinel is a scalable, cloud-native Security Information and Event Management (SIEM) and Security
Orchestration, Automation, and Response (SOAR) solution. It helps organizations detect, prevent, and respond to
threats across their environment using built-in Al, automation, and integrations with Microsoft and third-party services.

Key Features of Microsoft Sentinel
1. Data Collection
e Connectors:

e Provides prebuilt connectors for Microsoft services like Defender for Cloud, Defender for Endpoint,
Defender for Identity, and Microsoft 365.

e Supports third-party data sources like firewalls, routers, and other security tools (e.g., Palo Alto, Cisco,
AWS).
e Custom Data Collection:
e Collect logs and events from custom applications using APIs or Azure Monitor.
2. Threat Detection
¢ Log Analytics:
e Uses Azure Log Analytics to store and query collected data.
e  Built-in Analytics Rules:
e Includes predefined detection rules for common attack patterns.
e Custom Detection Rules:

e Allows security teams to define and configure custom KQL (Kusto Query Language)-based rules for
specific threats.

3. Threat Investigation
e Investigation Graphs:
e Visualizes relationships between threats, devices, users, and data sources for faster root cause analysis.
e Entity Behavior Analytics (UEBA):

e Detects anomalies in user or entity behavior that might indicate insider threats or compromised
accounts.

4. Automation and Orchestration
e Playbooks:
e Automate responses to incidents using Logic Apps (e.g., block IPs, isolate devices, notify teams).
¢ Incident Management:
e Automatically groups related alerts into incidents to streamline investigation and resolution.
5. Visualization and Reporting
e Workbooks:
e Provides prebuilt and customizable dashboards for real-time monitoring and reporting.
e Customizable Dashboards:
e Visualize trends, incidents, and activity across your environment.
6. Integration
e Integrates with Microsoft Defender services, Azure services, and third-party security solutions.
e Supports APIs for extending functionality and integrating with existing tools.
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Create Microsoft sentinel

£ Search resources, services, and docs (G+/) l o Copilot

Home »

IMicrosoft Sentinel | » - %

Ahmed Tenant

+ Create 5} Manageview ~» () Refresh L Exporitccsv %5 Open query B9 View incidents

| Filter for any field... Subscription equals all Resource group equals all X Location equals all X T Add filter

Showing 0 to 0 of 0 records. No grouping || EE List view hd

MName T Resource group T Location TJ Subscription T Directory T

No Microsoft Sentinel to display

See and stop threats before they cause harm, with SIEM reinvented for a modern world. Micresoft Sentinel is your
birds-eye view across the enterprise.

Learn more & A Give feedback

SIS

Home > Microsoft 5

Add Microsoft Sentinel to a workspace - )

ntinel >

| Create a new workspace () Refrash

@ Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details

[ Fitter by name

No workspaces found

£ Search resources, services, and docs (G+/)

AHMED TENANT (AH

[Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > l

Create Log Analytics workspace

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data is
collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * () | msons3s >
Resource group * @ I (New) SentinelRG ~
Create new

Instance details

Name * © | SentinelWs v

Region * O [ Esstus v

[ epreiows | [ e Togs>
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Microsoft Azure L Search resources, services, and docs (G+/)

Home > Microsoft Sentinel >

Add Microsoft Sentinel to a workspace

+ Create a new workspace O Refresh

o Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details.

| Filter by name...

Workspace T Location T ResourceGroup T Subscription T Directory T,

® sentinelWs eastus sentinelrg MSDNS33 Ahmed Tenant

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel

& Microsoft Sentinel | News & guides

Selected workspace: ‘sentinelws’

P Search &«

~ General

Microsoft Sentinel free trial activated
© Overview The free trial is active on this workspace from 12/14/2024 to 1/14/2025 at 11:59:58 PM UTC

During the trial, up to 10 GB/day are free for both Microsoft Sentinel and Log Analytics. Data beyond the 10 GB/day included quantity will be billed Learn more.
D Logs

& News & guides

find, investigate, and respond t

urce, cloud or on-premises any f

£ Search

real threats in minutes, wi

t-in knowledge and intelligence from dec

w

Threat management

~

Content management

Confiauration -

~
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Microsoft Sentinel | Content Hub

The Content Hub in Microsoft Sentinel is a central repository of ready-made solutions, analytics, and integrations
designed to enhance your organization's threat detection, investigation, and response capabilities. It provides prebuilt
content like analytics rules, hunting queries, playbooks, and dashboards, all tailored to specific scenarios, services, or

threat types.

— Microsoft Azure R Search resources, services, and docs (G+/)

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel

ﬁil Microsoft Sentinel | Content hub ]

Selected workspace: senaneE

\p Search o« () Refresh . Instal/Update [ Delete = SIEM Migration & Guides & Feedback
v General f—
o o A 371 £ 307 @0 (+]0)
verview .
Solutions Standalone contents Installed Updates
@ Logs
& News & guides I £ Search
4+ search Status : All Content type : All Support : All Provider : All Category : All Content sources : All
> Threat management
* Content management D Content title Status Content source P l I
| Iy Content hub
[] ™ aAmazon Web Services  FEATURED () Notinstalled Sclution A
& Repositories (Preview) -
& Community [} @ Azure Activity  FeaTuren () Notinstalled Solution M
> Configuration
[] b CiscoUmbrella | FeaTURED () Notinstalled Solution c No solution selected
Select a solution to view more
[[] '@ DONSEsse.. | Featurep | | preview | (7)) Notinstalled Solution M
[ = Gonnle Clond Platiary LEATURED ot Salution G

Microsoft Sentinel | Repositories

Repositories in Microsoft Sentinel allow organizations to manage, store, and share custom content, such as analytics
rules, playbooks, hunting queries, and more, using version control and collaboration features powered
by GitHub or Azure DevOps Repos. This integration enables security teams to standardize and scale their Sentinel

content across environments.

= Microsoft Azure B Search resources, services, and docs (G+/)

@ foul ahmed_abdu

AHMED TENA

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel

& |Microsoft Sentinel | Repositories (Preview)

Selected workspace: ‘sentinelws’

£ Search ¢« () Refresh |+ Add new I\il' Delete &Y Guides & Feedback

~ General 0
Oven
@ Overview Deployment Connections
@ Logs

& News & guides Continueus deployment
- Search

> Threat management

~ Content management

9 Content hub What is it?

@ No repository connections were found

| & Repasitories (Preview) Microsoft Sentinel Repesitories helps you automate the deployment and management of your Micresoft Sentinel content throug|

3 Community central repositories.

> Configuration How does it work?
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= Microsoft Azure

£ Search resources, services, and docs (G+/)

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel | Repositories (Preview) »

Create new deployment connection

Name *

SentinelStore

Description

Source control *

GitHub

~ | Autharize

AzureDevOps

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel | Repositories (Preview) >

Source Control:

Choose the source control platform.
In this example, GitHub is selected.

Ensure the platform is authorized, as
indicated by the green checkmark.

Repository:

Specify the repository name,
e.g., aabdelwahed/Azure.

This is where your Sentinel content
(e.g., rules, playbooks) is stored.

Branch:

Create new deployment connection

Name *

| SentinelStore

Description

Source contral *

[ Github v
@ Authorized

Repository

I aabdelwahed/Azure ~
Branch *

| main R
Content types *

| Analytics rules, Automation rules, Hunting queries, Parsers, Playbooks, Workbooks ~

Service principal secret (O

D Set Expiration

] Add repository

Rotate secret

Select the branch where the content resides (e.g., main).

= Microsoft Azure

£ Search resources, services, and docs (G+/)

Home > Microsoft Sentinel

Add Microsoft Sentinel to a workspace > Microsoft Sentinel

[Microsoft Sentinel | Repositories (Preview) |

eTected workspace, entnews

£ Search g «

() Refresh - Add new

[il Delete A7 Guides & Feedback

v

General

a1

~

Threat management

Deployment Connections

" Content management
£y Content hub

& Repositories (Preview)

£ Search by name

Continuous deployment

Source control : All X Content types | All X

& Community
Name
~ Configuration

Last deployment status Source control Repository

Branch

AHMED TENANT (AHMEDAS

Content types

SentinelStore
Workspace manager

&

@ Succeeded GitHub

https://github.com...

main

Analytics rul... +5|®

(Preview)

EE Data connectors

& Analytics

Summary rules
(Preview)

& watchlist

£S5 Automation
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= Microsoft Azure

P Search resources, services, and docs (G+/)

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel

o Microsoft Sentinel | Settings P

Selected workspace: ‘sentinelws’

£ Search ¢«

> Threat management

~ Content management
£y Content hub
@ Repositories (Preview)
£ Community

~ Configuration

o Workspace manager
% (Preview)

B8 Data connectors
& Analytics

Summary rules
(Preview)

[ Watchlist

s Automation

| :

By default, Microsoft Sentinel retains data in the connected Log Analytics workspace for 30 days
extend the retention period up to 90 days at no additional cost. Here's how this works:

Microsoft Azure R Search resources, services, and docs (G+/)

Home > Microsoft Sentinel

I Workspace usage report

Pricing  Settings Workspace settings > I

Microsoft Sentinel pricing

Microsoft Sentinel is billed based on the valume of data ingested for analysis in Microsoft Sentinel. Microsoft Sentinel offers a flexible and predictable pricing
model.

There are two ways to pay for the Microsoft Sentinel service: Commitment Tiers and Pay-As-You-Go. The cost for Microsoft Sentinel depends on the pricing tier

selected. Learn more about Microsoft Sentinel pricing,

() This workspace is in the simplified pricing tier experience. The pricing tiers shown below include the total cast for Azure Monitor Log Analytics data
ingestion and Microsoft Sentinel analysis of all analytics logs In this workspace. Learn more

_ 100 GB/day
31% discount over Pay-as-you-go | SAR 1,110.00 per day

. 200 GB/day
36% discount over Pay-as-you-go | SAR 2,055.00 per day

200 GR/dau

. However, you can

Fo Microsoft Sentinel | Settings

Selected workspace: ‘sentinelws'

22 Search ‘
> General
> Threat management
v Content management
4 Content hub
@ Repositories (Preview)
2 Community

~ Configuration

@ Workspace manager
LA

(Preview)

Data connectors

& Analytics

B Summary rules (Preview)
& Watchlist

5 Automation

1} Settings

« |~ Workspace usage report
o Ervuv supuuay

44% discount over Pay-as-you-go | SAR 18,000.00 per day

.. 5,000 GB/day
46% discount over Pay-as-you-go | SAR 43,312.50 per day

. 10,000 GB/day
48% discount over Pay-as-you-go | SAR 83,400.00 per day

.. 25,000 GB/day
50% discount over Pay-as-you-go | SAR 200,437.50 per day

50,000 GB/day
52% discount over Pay-as-you-go | SAR 384,750.00 per day

Current tier
Pay-as-you-go

SAR 16.13 per GB

@ You can increase your workspace data retention to 90 days for free because you are a Microsoft Sentinel
customer. Learn more about workspace data retention.

www.abdelwahed.me
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SRR T e e )

Home > Micrasoft Sentinel > Add Microso

entinel 1o a workspace > Microsoft Sentinel

e Microsoft Sentinel | Settings X
Selected workspac sentinehws’

£ search |+ Workspace usage report

> General Pricing Workspace settings >

> Threat management —

~ Entity behavior analytics
“ Content management
B3 Content hub

~ Anomalies
@ Repositories (Preview)

& Community .
~ Workspace manager configuration

<

Configuration

Workspace manager .
& oreview) ~ Playbook permissions

Data connectors.

?
& Analytics ~ How do we use your data?
E Summary rules (Preview)
~ Auditing and health monitoring
B watchlist

’% Automation .
~ Remove Microsoft Sentinel
| £r Settings

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel | Settings >

. SentinelWS =

Log Analytics workspace
O Search s o« o] Delste
= Overview @ The Log Analytics agents (MMA.OMS) used 1o collect logs from virtual machines and servers will no longer be supported from August 31, 2024. Plan to migrate to Azure Monitor Agent before
. this date. Learn more about migrating to Azure Monitor Agent
B Activity log
fa, Access control (IAM) ~ Essentials ISON View
¢ Tags Resource group (move) : sentinelrg Workspace Mame  : SentinelWs
¥ Diagnose and solve problems Status : Active Workspace 1D | Bae7f8ha-8763-4a11-82e6-2b1e27e178cH
@ Logs Location : EastUS Pricing tier : Pay-as-you-go
5 Settings Subscription (move)  : MSDN533 Access control mode : Use resource or workspace permissions
Subscription ID : 6bdef11b-7c73-4f7cl-8942-8d3baa229533 Operational issues ) 0K
> Classic
Tags (edit) © WebApp : Test
» Monitoring P
> Automation Get Started ~ Recommendations
> Help
Get started with Log Analytics
Log Analytics collects data from a variety of sources and uses a powerful query language to
give you insights into the operation of your applications and resources, Use Azure Monitor to
access the complete set of tools for monitoring all of your Azure resources,
o Connect a data source o Configure monitoring solutions o Monitor workspace health Useful links

Select one or more data sources to Add monitorina solutions that Create alerts to proactivelv detect Narumantation cite

Microsoft Sentinel Roles

Microsoft Sentinel uses Azure Role-Based Access Control (RBAC) to assigh permissions and manage access. Roles define
what users or groups can do within Sentinel, ensuring security and operational efficiency.

Action Reader | Responder | Contributor | Log Analytics Contributor
View dashboards, incidents, and v N4 v v

alerts

Investigate and manage incidents X v v X

Create or edit analytics rules X X v X

Manage data connectors and X X v X
playbooks

Configure Log Analytics workspace X X X v
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Microsoft Azure £ Search resources, services, and docs (G+/) i ahmed abdu
AHMED TENANT (AHMEDAED)

Home > Microsoft Sentinel

F o Microsoft Sentinel | Settings

Sclected workspace: ‘sertinhs’

O search X« |~ workspace usage report /

&) Threat intelligence Pricing  Settings  Workspace settings >

CY MITRE ATT&CK .
(Preview) Microsoft Sen

el pricing Data Ingestion (Last 31 days)
#: SOC optimization Microsaft Sentinel s billed based on the volume of data ingested for analysis in Microsoft Sentinel, Microsoft

Sentinel offers a flexible and predictable pricing model. i
' Content management P pricing No data to display

There are two ways to pay for the Micrasoft Sentinel service: Commitment Tiars and Pay-As-ou-Go, The cost for

£ Content hub Microsaft Sentinel dapencls on the pricing tier salected. Learn more about Microsoft Sentinal pricing

@ Repositories (Preview)

(D) This workspace is in the simplified pricing tier experience. The pricing tiers shown below include the total
cost for Azure Monitor Log Analytics clata ingestion and Microsoft Sentinel analysis of all analytics logs in
this workspace, Lean more

2 Community
v Corfiguration
Wortkspace manager
&

(Preview)

. 100 GB/day

Data retained per solution (Last 21 da
£ Data connectors 319% discount over Pay as you go | SAR 1,110.00 per day P ( ¥s)
4 Analytics

No data to display
Summary rules ~ 290 GB/day
(Preview) 36% discount over Pay-as you-go | SAR 2,055.00 per day
3 watchlist
300 GB/clay
¥5 Automation >

38% discount over Pay-as-you-go | SAR 3,000.00 per day

| :
P Search resources, services, and docs (G+/)

Home > Microsoft Sentinel | Settings » SentinelWS

9R| SentinelWS | Access control gIAM” *

Log Analytics werkspace

V—‘- Search ¢« + Add L Download role assignments == O

;’,{7 Feedback

Overview
‘ My access
Activity lo .
] ¥y o9 View my level of access to this resource.

| fo Access control (IAM) -

@ Tags
Check access

X Diagnose and solve problems . . o . . .
Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more

@ Logs

> Settings

> Classic
Grant access to this resource View access to this resource View deny assignments

> Monitoring

> Automation Grant access to resources by assigning a role. View the role assignments that grant access View the role assignments that have bet
Learn more to this and other resources. denied access to specific actions at this

> Help Learn more scope.

Learn more 5]

P Search resources, services, and docs (G+/) I Ty Copilot

Home > Microsoft Sentinel | Settings > SentinelWs | Access contral (IAM) >

Add role assignment >
Log Analytics Centributor Log Analytics Contributor can read all monitoring data and edit monitoring settings. Editing... BuiltinRole Analytics View
Log Analytics Reader Log Analytics Reader can view and search all monitoring data as well as and view monitorin...  BuiltinRole Analytics View
Managed Application Contributor R... Allows for creating managed application resources, BuiltinRole Management + Gaver.. View
Managed Application Operator Role  Lets you read and perform actions on Managed Application resources BuiltinRole Management + Gover... View
Managed Applications Reader Lets you read resources in a managed app and request JIT access, BuiltinRole Management + Gaver.. View
Microsoft Sentinel Contributor Micresoft Sentinel Contributor BuiltinRole Security View
Microsoft Sentinel Reader Microsoft Sentinel Reader BuiltinRole Security View
Microsoft Sentinel Responder Microsoft Sentinel Respander BuiltinRole Security View
Meanitering Contributor Can read all monitoring data and update menitering settings, BuiltinRole Monitor View
Monitoring Metrics Publisher Enables publishing metrics against Azure resources BuiltinRole Monitor View
Manitoring Reader Can read all monitoring data BuiltinRole Monitor View
Resource Policy Contributor Users with rights to create/madify resource pelicy, create support ticket and read resources... BuiltinRole Management + Gover.. View
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= Microsoft Azure

£ Search resources, services, and docs (G+/)

I  Copilot @ 5@3 ® ré‘j

Home > Microsoft Sentinel | Settings > SentinelWS | Access control (IAM) >

Add role assignment

Role  Members " Conditions Review + assign
Selected role Microsoft Sentinel Reader
Assign access to @ User, group, or service principal
O Managed identity
Members t Select members
Name ObjectID Type
No members selected
Descrintion Nntinnal

Data Sources and Data Connectors in Microsoft Sentinel

Data Sources and Data Connectors are the foundation of Microsoft Sentinel, enabling the ingestion, analysis, and
visualization of logs and telemetry from various environments, applications, and systems. Properly configuring them
ensures comprehensive threat detection and streamlined security operations.

Data Connector Categories

Category Examples

Identity Azure AD, MFA logs, risk detection.

Endpoint Defender for Endpoint, antivirus tools, CrowdStrike, SentinelOne.
Cloud Azure, AWS, GCP, Salesforce, Google Workspace.

Applications Microsoft 365 Defender, ServiceNow, Jira.

Networking Cisco Umbrella, Palo Alto, Fortinet, Check Point.

Security Tools SIEM systems (e.g., Splunk), threat intelligence feeds, antivirus tools.

Microsoft Azure £ Search resources, services, and docs (G+/)

l T Copilot

ahmed_abdulwahed@o.

AHMED TENANT (AHMEDABDUL|

Home > Microsoft Sentinel

Microsoft Sentinel | Data connectors

Selected workspace: sentinelws’
P Search J X

#+ SOC optimization

C) Refresh _ﬁ‘? Guides & Feedback

- ea "rantant crnres = mallans fantant® tamnlatas

0]

Device specific AMA connectors have been deprecated. Learn more

» Content management

LG 0 ﬁl More content at
N Content Hub
Ii Content hub Connectors Connected
& Repositories (Preview)
£ Communif - R
i - Search by name or provider ‘ Providers Data Types

' Configuration

@ Workspace manager
*% (Preview)

B Data connectors

Getting started
< Analytics

Status

Summary rules

! u Featured data connectors
(Preview) u
[ |

These are the top data connectors for your data
ingestion and enboarding needs.

Get these data connectors

[ Watchlist

o Automation

£} Settings -

More data connectors

Explore all connectors in content hub. Install on
demand.

Go to content hub J
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Microsoft Azure £ Search resources, services, and docs {(G+/)

Home > Microsoft Sentinel | Data connectors >

‘

() Refresh 4, Install/Update lil Delete - SIEM Migration A7 Guides & Feedback
mam
& 371 £ 307 @0 00
Solutions. Standalene contents Installed Updates
‘ ) azure X ‘
Status: Al Content type : Data connector (334)  Support : All  Provider : Al Category : All
D Content title Status Content source
[ ] %™ AmazonWeb Services | FEATURED () Notinstalled Solution
e Azure Activity ~ FEATURED I O Not installed Solution
[] it Cisco Umbrella | FEATURED () Notinstalled Solution
D G Google Cloud Platform,.. | FEATURED O Not installed Solution

Content sources :

0o
oo

Provider

Amazon Web S...

Microsoft

Cisco

Goaogle

) Microsoft Entra ID

All

Microsoft . Microsoft B 329
Provider Support Version
Description

Note: Please refer to the following before installing the

Supp N
solution:
Micre
* Review the solution Release Notes
Micre. The Microsoft Entra |D solution for Microsoft Sentinel enables
you to ingest Microsoft Entra |D Audit, Sign-in, Provisianing,
Risk Events and Risky User/Service Principal logs using
Micre Diagnostic Settings inta Micrasoft Sentinel,
1 Warkhnake 2 Anahdtic Ruloc 41
Micre

Tew details

2 Search resources, services, and docs (G+/)

lo

Copilot

Home > Microsoft Sentinel | Data connectors »

Content hub

(O Refresh L Install/U Tl Delete |+ SIEM Migration 27 Guides & Feedback
537 92 00
Solutions Standalone contents. Installed Updates
P azure X I e Azure Activity
Status : All Content type : Data connector (334) Support : All Provider : All Category : All Content sources : All )
Microsoft = 302
Provider Version
0o
oo
Description
D Content title Status Content source Provider Supp - Note: Please refer to the following before installing the
solution:
| ] "2 Amazon Web Services | FEATURED () Notinstalled Solution AmazonWeb 5. Micrc
* Review the solution Release Notes
D Q Azure Activity = FEATURED o Installed Solution Microsoft Micrc The Azure Activity solution for Microsoft Sentinel enables you
to ingest Azure Activity Administrative, Security, Service
. Health, Alert, Recommendation, Policy, Autoscale and
[] ¢ Ciscoumbrella | Featusen () Notinstalled Salution Cisco Micre Resource Health logs using Diagnostic Settings into Microsoft
Sentinel
~ ) i i . .
[ & Google Cloud Platform.. | Featurep | () Not installed Sclution Google Manage [ actions ~ | View details
AHMED TENANT (AHMEDABDL
Home > Microsoft Sentinel | Data connectors >
1
Content hub X
() kefresh L Install/Update i Delete  ~|= SIEM Migration 5 Guides & Feedback
4371 307 @1 60
Solutions Standalone contents Installed Updates
‘ﬁ azure X | Azure Activity
status : All Cohtent type : Data connector (334) support : All Provider : All Category : All Content sources : All
iE 2] ER 220 Micrasoft 5% Microsoft =02
Provider Support Version
oo
oo Note: Please refer 1o the following before Tnstalling the
solution:
[]  contentiitie Status Contentsource  Provider Supp- * Review the solution Release Notes
| U™ Amazon Web Services | FEATURED () Netinstalled Solution Amazon Web S..  Micrc The Azure Activity solution for Microsoft Sentinel enables you
toingest Azure Activity Administrative, Security, Service
) ) Health, Alert, Recommendation, Policy, Autoscale and
@ Azure Activity  FeATURED @ Inprogress Solution Mierosoft Micre Resource Health lags using Diagnestic Settings inta Micrasoft
Sentinel.
D cst Cisco Umbrella | FEATURED () Not installed Solution Cisco Micre Data Connectors: 1, Workbooks: 1, Analytic Rules: 12,
Hunting Queries: 14
D 3 Google Claud Platform. FEATURED O Not installed solution Google Micre

Wiew details
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e

Home > Microsoft Sentinel | Data connectors > Content hub >

Azure Activity

() Refresh [i] Delete ., Reinstal

929

Installed content items

e Azure Activity

A4

Configuration needed

Microsoft B2 Microsoft = 202 Low 4 Content Hub Scheduled
Provider Support Version pr— i, Severity Centent Source Rule Type
. 88 Azure Activity
Solutions - -

Cantent type @
&3 LB © 14

| A search.

Content name

7 it s e s e ]

& Mass Cloud resource deletions Time Series Anomaly

& Microsoft Entra |D Hybrid Health AD FS New Server

@ Creation of expensive computes in Azure

Description

Identifies the creation of large size or expensive VMs (with
GPUs or with a large number of virtual CPUs) in Azure.

An adversary may create new or update existing virtual

»

Analytics rule Data connector Hunting query machines to evade defenses or use them for cryptomining
_— . X purposes, =
‘ 1 & Microsoft Entra ID Hybrid Health AD FS Service Delete H N .
Workhook
& Microsoft Entra ID Hybrid Health AD FS Suspicious Applicat @ Note:
Categoryl® & Now ClowdShell User . i\;ﬂ;27::;(;;:7;;};lsn‘lﬁ2p\amyﬁt You can use
IT Operations -
& NRT Creation of expensive computes in Azure
Manage Actions View details

JO000oo0omo O

# NRT Microsoft Entra ID Hvbrid Health AD FS New Server -
Home > Microsoft Sentinel | Data connectors > Content hub > Azure Activity >

Analytics rule wizard - Create a new Scheduled rule

Creation of expensive computes in Azure

General Set rule logic Incident settings Automated response Review + create ‘ £ search
. > [[J% Reconnaissance
Name * > [:l % Resource Development

> Dnln'\tialAccess

> D & Execution

> [[] < persistence

) D ¥ Privilege Escalation

Creation of expensive computes in Azure 1

Description

Identifies the creation of large size or expensive VMs (with GPUs or with a large number of virtual

CPUs) in Azure. -
An adversary may create new or update existing virtual machines to evade defenses or use them y > @ '™ Defense Evasion
> D €. Credential Access
Severity

W > [J* piscovery

= [ 8 collection

> [[]'% command And Control
> [J= exfiltration

> D L] Impact

> D =5 | ateral Movement

> [ ¥ evasion

> [ ] 8 inhibit Response Function

[ D High

MITRE ATT&CK

| 2 Selected ~

Set rule logic

Home > Microsoft Sentinel | Data connectors > Content hub > Azure Activity >

Analytics rule wizard - Create a new Scheduled rule x

Creation of expensive computes in Azure

General  Set rule legic Review + create

7 Alerfdetans

Incident settings. Automated response

Query scheduling

Run query every *

‘ 1 | Days v

Lookup data from the last *

E [Days -

Start running (@
®) Automatically
O At specific time (Preview)

024 =

(1) Shartina sutnmaticaliu tha rils will nin suen 1 daus lnnkinea un data fram a1 dave

< Previous

Next : Incident setting
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Home > Microsoft Sentinel | Data connectors » Content hub > Azure Activity >

Analytics rule wizard - Create a new Scheduled rule

Creation of expensive computes in Azure

General Set rule logic Incident settings Automated response Review + create
Incident settings

Microsoft Sentinel alerts can be grouped together into an Incident that should be looked into.
You can set whether the alerts that are triggered by this analytics rule should generate incidents.

Create incidents from alerts triggered by this analytics rule

o Enabled

Alert grouping

Set how the alerts that are triggered by this analytics rule, are grouped into incidents.
Grouping alerts into incidents provides the context you need to respend and reduces the noise from single alerts.

Group related alerts, triggered by this analytics rule, into incidents

(@) Disabled

imit the group to alerts created within the selected time frame

5 Hours ~

Next : Automated response >

Home > Microsoft Sentinel | Data connectors > Content hub > create new automation rule 3
Analytics rule wizard - Create a new §

Creation of expensive computes in Azure

. . . Conditions
General Set rule logic Incident settings Automate
If
Incident provider Equals v Al
Automation rules 20
View all automation rules that will be triggered by this analytics Analytic rule name Contains v A v
+ Add new
+ Add v
Order Automation rule name
Mo automation rules Actions @
[ Change severity v ‘ [ Tl
[ I igh ]
And then
‘Ass'\gnowner \/‘/P ! IE
Ahmed Abdelwahed X |

< Previous Next : Review + create >

+ Add action
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Agent Based Connector (Linux)

Microsoft Azure £ Search resources, services, and docs (G+/)

Home >

Content hub

() Refresh ., Install/Update
371 £
Solutions

D G Custom Logs AMA (_j' Not installed Solution Microsoft Micrc| e Syslog
[] @ tlastic Agent () Motinstalled Sclution Elastic Micre Microsoft B8 Microsoft B 106
Provider Support Mersion
[] @ Microsoft Sysmon For Linux () Not installed Solution Linux Micrg L
Description
(] @ xiog Linuxaudit ) Not installed Solution NXLog NXLo Note: Please refer to the fallowing before installing the
solution:
() Notinstalled Solution Microsoft Micre = Review the solution Release Notes
N The Syslog solution allows you to ingest events frem
[] @ Windows Firewal () Mot installed Sclution Micrasoft Micre applications or appliances that generate and can forward logs
in the Syslog format to a Syslog Forwarder, The Agent for
@ w ) Not installed X crosof i Linux is then able to forward these logs to the Log
[l indows Forwarded Events () Not installe Solution Microsoft Micrc; - Analytics/Microsoft Sentinel workspace.
« »
View details
- .. M e ea -
Microsoft Azure P Search resources, services, and docs (G+/)
Home » Content hub >
Syslog
(O Refresh il Delete .. Reinstall
Installed content items Configuration needed
« -
Sysl | S Search..
yslog Syslog
. . D Content name
M\cr'usnfl Microsoft w ?"u'ﬁ Disconnected £ Microsoft ®--
Provider Support Version Status Provider Last Log Received
Description
P! B8 syslog via AMA Description

Standalone contents

—+ SIEM Migration

@2

Installed

iI] Delete

307

A Guides & Feedback

(0]

Updates

Note: Please refer to the following before installing the

solution:

* Review the solution Release Notes

The Syslog solution allows you to ingest events from
applications or appliances that generate and can forward logs
in the Syslog format to a Syslog Forwarder. The Agent for
Linux is then able to forward these logs to the Log

Analytics/Microsoft Sentinel workspace.

Actions View details

Manage

i Syslog via Legacy Agent
Disconnected ¥ Microsoft D -
Status Provider Last Log Received
Description

Syslog is an event lagging protacol that is commen to
Linux. Applications will send messages that may be stored
on the local machine or delivered to a Syslog callector
When the Agent for Linux is installed, it configures the local
Syslog daemen to forward messages to the agent. The
agent then sends the message to the workspace.

Learn more >

Last data received

Content source

Syslog

Author

Version
100

Supported by

U]
]
]
]
O
J
OJ

3 Workspace Function for Syslog Connectors Overall Status

Failed logon attempts in authpriv
NRT Squid proxy events related to mining pools
SFTP File transfer above threshold

SFTP File transfer folder count above threshold

oiiildl nins sniants Bav TAD navaias

i X Configuration

1. Install and onboard the agent for Linux

Workspace Function for SyslogConnectors EventVolume by

Syslog is an event logging protocol that is common to
Linux. Applications will send messages that may be stored
on the lacal machine or delivered to a Syslog collector.
When the Agent for Linux is installed, it configures the local
Syslog daemon to forward messages to the agent. The
agent then sends the message to the workspace. For more
information, see the Microsoft Sentinel documentation.

| ast data received

You can collect Syslog events from your local machine by installing the agent on it. You can also collect Syslog generated on a
different source by running the installation script below on the local machine, where the agent is installed.

Syslog logs are collected only from Linux agents.

Choose where to install the agent:

~ Install agent on Azure Linux Virtual Machine

Select the machine to install the agent on and then click Connect.

Download & install agent for Azure Linux Virtual machines >

> Install agent on a non-Azure Linux Machine

2. Configure the logs to be collected
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Home > Contenthub > Syslog > Syslog via Legacy Agent > Virtual machines >
e ——

RockyLinux

‘irtual machine

¢ Disconnect

O Refresh

o Not connected
Status
Not connected

Workspace Name

None

Message

VM is not connected to Log Analytics.

Home > Contenthub > Syslog » Sysleg via Legacy Agent >

Virtual machines

sentinelws
O Refresh
| Filter by name. 8 selected ~ H 2 selected ~ || MSDN533 ~ H 2 selected ~ H 2 selected
Name Log Analytics Connection os Subscription Resource group Location
(=] mn Q Error Linux 2. diaa2 westus3
B Rockylinux Linux 2.. Rockylinux_group eastus

4

£ Search resources, services, and docs (G+/)

l 0 Copilot

Home > Contenthub > Syslog >

Syslog via Legacy Agent

e e e e

~ Install agent on Azure Linux Virtual Machine

Select the machine to install the agent on and then click Connect.

Download & install agent for Azure Linux Virtual machines >

> Install agent on a non-Azure Linux Machine

2. Configure the logs to be collected
Configure the facilities you want to collect and their severities,

1. Select the link below to apen your workspace agents configuration, and select the Syslog tab.

2. Select Add facility and choose fram the drop down list of facilities. Repeat for all the facilities you want to add
3. Mark the check boxes for the desired severities for each facility.

4. Click Apply.

| Open your workspace agents configuration » I

l T Copilot

Home > Contenthub > Syslog > Syslog via Legacy Agent >

Legacy agents management

98 Windows eventlogs S8 Windows performance counters 3 Linux performance counters & Syslog &} 11S Logs

X
A The Log Analytics agents won't be supportd as of August 31, 2024. Plan to migrate to Azure Monitor Agent prior to this date.
If you've already installed Azure Monitor Agent, make sure to create and associate data collsction wles to the agents.

Collect Syslog data sources from supported facilities. Select the severity for each facility you want to collect.
Only messages with the selected severities will be callected. Learn more

4 Add facility

A2 Filter facilities

Facility name Emergency Alert Critical Error Warning Notice Info

Debug
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I T Copilot

Home » Contenthub > Syslog > Syslog via Legacy Agent >

Legacy agents management

A\ The Log Analytics agents won't be supported as of August 31, 2024. Plan to migrate to Azure Monitor Agent prior to this date,
If you've already installed Azure Monitor Agent. make sure to create and associate data collection rules to the agents.

Collect Syslog data sources from supported facilities. Select the severity for each facility you want to collect
Only messages with the selected severities will be collected. Learn more

l Add fality I

O Filter facilities

Facility name Emergency Alert Critical Error Warning
syslog
daemon =
cron =
auth =

Notice Info

Debug

Discard changes

Apply

Microsoft Azure P search resources, services, and docs (G+/)

I T Copilot

Home > Microsoft Sentinel

1. Microsoft Sentinel | Analytics

Selected workspace: 'sentinelws'

x o« 4 Create v () Refresh | Analyticsworkbooks (1) Enable ) Disable [i] Delete < Impert = Export +e-
. El | ﬂ\ More content at LEARN MORE
' SOC optimization Active rules Cantent hub About analytics rules (1
' Content management
Rules by severity
4 Content hub
0 High (1) Medium (0) Low (0) Informational (0)
& Repositories (Preview)
£ Community Active rules Rule templates Anomalies
~ Configurati =
enfiguratian [0 searchby ID, name, tacticor technique | ¥ Add filter
Workspace manager
(Preview) Severity Name Rule type Data sources Tactics Techniques Sub techniques  Sourc
Data connectors Medium  GitHub Signin Burst fro... (@ Scheduled Microsoft Entra & Credentic  T1110 Micros
| Medium  Cross-tenant Access Set.. | (D Scheduled Microsoft Entra B3 nitial Acce T1078+2® T1078004 +2@  Micror
Summary rules Authentication Method Microsoft Entra ID) i 1096 Mi
Frevie) l High uthentication Methods... | (D Scheduled icrosoft Entra € Persisten: icrot
B Watchiist Medium  Failed logon attempts in. (D Scheduled | Syslogvialegacyd & Credentiz T1110 Syslog
5 Automation Medium  Attemptstosignintadi. | (O Scheduled Micrasoft Entra .. | Bl nitial Acc  T1078 Micros
£ Settings S Low Suspicious application c... @O Scheduled Microsoft Entra ... | & Credentic  T1528 Micros

Microsoft Azure P Search resources, services, and docs (G+/)

I T Copilot

Home > Microsoft Sentinel

. Microsoft Sentinel | Logs

- . .
Selected workspace: 'sentinelus

x

W General

«

& New Query 1% @ New Query 2*

Time range : Last 7 days

§) Overview

@ NewQuery 3+ -

o [

1 Syslog
2 | sort by TimeGenerated desc
El

B

@ News & guides

©

) search
> Threat management
> Content management

~  Configuration

*®

Limit : 1000

Save Vv

M Share v .-

8 Queries hu

KQL mode

Results  Chart pe

8, Workspace manager

(Preview) O TimeGenerated [UTC] Computer EventTime (UTC] Facility HostName SeverityLevel Sysloghessage

Data connectors [ > 12/20/2024,55750611 PM  RockyLinux 12/29/2024, 5:57.50.000 PM  daemon RockyLinux info run-user-0mdll
& Analytics [J > 12/20/2024,55750611PM  Rockylinux 12/20/2024, SSTS0000 M daemon Rockylinux info Stoppecl User

Summary rules [0 > 12/29/2024, 55750811 PM  Rockylinux 12/26/2024, 55750000 M daemon Rockylinux info Stopping User

(Preview) [0 > 12/29/2024,557:50811PM  Rockylinux 12/29/2024, $57:50.000 PM daermon RockyLinux info Reached targe
[ Watchlist () > 12/29/2024,557:50611 PM  RockyLinux 12/29/2024, 5:57:50.000 PM daemon RockyLinux info Stopped User
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Install Microsoft Sentinel agent on Windows Server
Add windows security events collector

Microsoft Azure 2 Search resources, services, and docs (G+/) O Copilot dulwahed@
AHMED TENANT

Home > Microsoft Sentinel

A Microsoft Sentinel | Content hub b

Selected workspace: ‘sentinelws’

2 Search | RS O Refresh i Install/Update Tj Delete + SIEM Migration ;’3\_" Guides & Feedback
@ Overview (Preview) -
o A 371 307 ©3 ©0
Solutions Standalone contents Installed Updates
@ News & guides
3
4 Search [,O Security Events X ] a Windows Security Events
> Threst management Status: Al Contenttype:All  Support:All  Provider:All  Category:All  Content Al
atus : ontent type : upport : rovider : ategory : ontent sources : Microsoft BE | icrosoft | B 309
~ Content management Provider Support Version
| {1 Content hub . -
Content title Status Content source P1 Description

| O

b Repaositories (Preview)
Note: Please refer to the following before

& Community @ Windows Security Events O Not installed Solution installing the solution:
~ Configuration * Review the solution Release Notes
Workspace manager == WithSecure™ Elements via Function C) Not installed Solution W The Windows Security Events solution for
& (Preview) Microsoft Sentinel allows you to ingest
@ ZINC Open Source Threat Protection (:) Not installed Solution M Security events from your Windows machines

Data connectors

using the Windows Agent into Microsoft
Sentinel. This solution includes two (2) data

#» AD FS Abnormal EKU abject identifie... (_) Not installed Standalone o .
View details
) - ~~ . - - - -

& Analytics

] O o g

Summary rules
o UM y

Microsoft Azure £ Search resources, services, and docs (G+/) i & ahmed_abdulwahed@o. .
AHMED TENANT

Home > Microsoft Sentinel

= Microsoft Sentinel | Data connectors - X

Selected workspace: 'sentinelws’

2 Search ‘ ¢« O Refresh ,5? Guides & Feedback
~ "rantant caiirra = aallans rantant” tamnlatac
' General @ Device specific AMA connectors have been deprecated. Learn more > X
Q@ Overview
8 o -1 & Joaviy
Connectors Connected

@ News & guides

J- search === Security Events via Legacy
I 2 Search by name or provider I Providers : Microsoft Data Types : All Status : A a8 Agent
> Threat management
' Content management Disconne... 3 Micros... (O
. Status Connector name T Status Provider Last Log Rece
[ Content hub N
& Repositories (Preview) Azure Activity Description
. Microsoft You can stream all security events from

£ Community the Windows machines connected to

 Configuration Microsoft Entra 1D your Microsoft Sentinel workspace using
) Microsoft the Windows agent. This connection

enables you to view dashboards, create
custom alerts, and improve investigation.

Workspace manager

(Preview) 5 .
iii Security Events via Legacy Agent This aives vou more insiaht into vour M
‘ [ £5% Data connectors l Microsoft
Open connector page

@ Analytics e - Svelan via AMA ’
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Microsoft Sentinel

Microsoft Azure £ Search resources, services, and docs (G+/)

Copilot

Home > Microsoft Sentinel | Data connectors >

Security Events via Legacy Agent

Configuration

<&
Security Events via Legacy Agent Instructions
Not connected 3 Microsoft ® -- A
Status Provider Last Log Received

Description

You can stream all security events from the Windows machines

1. Download and install the agent

Security Events logs are collected only from Windows agents.

connected to your Microsoft Sentinel workspace using the
Windows agent This connection enables you to view dashboards,
create custom alerts, and improve investigation. This gives you
more insight into your organization’s network and improves your
security operation capabilities.

Last data received

Related content

“do 31 420

Workbooks ~ Queries Analytics rules templates

Data received Go to query

100

Or through the following

Choose where to install the agent:

/\I Install agent on Azure Windows Virtual Machine I

Download the agent on the relevant machine and follow the instructions.

Download & install agent for Azure Windows Virtual machines >

~ |Install agent on non-Azure Windows Machine

2. Select which events to stream
* All events - All Windows security and Applocker events.

a Frmmmnnn A rbnmdned cnt A mvimmbe Far mndil ns wiiemacan

Microsoft Azure # Search resou services, and docs (G+/} Copilat

Home > Microsoft Sentinel | Settings > SentinelWs

. SentinelWS | Agents  #

Log Analytics workspace

A Search S
= Windows servers A Linux servers
== Overview —

Activity log ©® 0 Windows computers connected

wia Azure Monitor Windows agent

-
g Access contral (IAM)
@ Tags

ES

Diagnose and solve problems

& logs

v Setlings

Tables ~ Log Analytics agent instructions

|

©® 0 Windows computers connected
via Log Analytics Windows agent (legacy)

See them in Logs See them in Logs

Want to setup the new Azure Monitor agent? Go to ‘Data Collection Rules’

€ Usage and estimated costs
i3 Data export
#> Netwark isolation

= Linked storage accounts

Download agent

Download an agent for your aperating system, then install and configure it using the keys for your workspace 1D,
You'll need the Warkspace 1D and Key ta install the agent

| Download Windows Agent (64 bit) I

!I! Properties
L Locks

> Classic

> Monitoring

> Automation

Workspace 1D Bae7{8ba-8763-4a2 - [in]

Primary key ZVSTRIFKAH Y A [ | Regenerate
Secondary key azBS5/II00N/+HSCH 0 ML e T | Regenerate

> Help

Log Analytics Gateway
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ﬁ Microsoft Monitoring Agent Setup X

Agent Setup Options
Spedfy setup options for this installation of Microsoft Monitaring Agent.

Enable local collection of IntelliTrace logs (requires .NET Framework 3.5
or higher)
This installs a PowerShell interface for gathering advanced application diagnostics data in
local iTrace files.

Connect the agent to Azure Log Analytics (OMS)

Connects the agent to the Microsoft Azure Log Analytics {OMS) service and lets you to
choose the workspace that the agent uses to register with. For more information, see
https: /. microsoft. comjoms.

|:| Connect the agent to System Center Operations Manager

This connects the agent to System Center Operations Manager and lets you specify the
management group for which this agent will partidipate in manitoring.

<Back || MNext> | = cancel

ﬂ Microsoft Monitoring Agent Setup

Azure Log Analytics
Connect the agent to an Azure Log Analytics workspace.

Workspace ID: ISae?‘FSba" -_ e w W

Workspace EE?: || FRERRERRERRERRR RN RN R RN R RN R RN R RN R RN R RN RN RS |

Azure Cloud: |Azure Commercial

Click Advanced to provide HTTP proxy configuration.

When you dick Mext, these properties will be validated by the Azure Log Analytics
service,

I | Cancel
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[EH Al Control Panel Ite [m] pe
< ~ 4 [EH > Control Panel > All Control Panel ltems o
I- 1 Microsoft Monitoring Agent Properties I
Adjust your computer's settings Operations Manager Azure Log Analytics (OMS)  Proxy Settings _ Properties
The Microsoft Monitoring Agent can report to multiple Azure Log Analytics (OMS) workspaces. You
can add, edit, check the status of, or remove workspaces from this page. Learn more about
connecting computers directly to Log Analvtics.
= Administrative Tools B! AutoPlay
- o Workspaces:
, - P Aosnild
& Color Management @ Credential Manager B8ae7f3ba-8763-4a31... @The Microsoft Monitoring Agent has successfully ... 0392ce6a-52h0-435
b Default Programs .-_’ Device Manager
@- Ease of Access Center File Explorer Options
b <
s+ Indexing Options "h Internet Options
“=m Microsoft Monitoring
Keyboard & 1
~ R \‘EEB Agent
ma  Network and Sharing -
[y £ 4 Phone and Modem
= Center | Carcel |
—~ .
Ly Programs and Features 5!_, Recovery " Region
— Pamctafe ced Paclian -

T Copilot |En) @ 533:3 ® & ahmed_abdulwahed@

o AHMED TENANT (AHMEDABDI

Home > SentinelWs

. SentinelWS | Agents

"R |og Analytics workspace

| £ Search | ¢«
£ Windows servers & Linuxservers
== Overview _—
Activity log ©® 0 Windows computers connected © 1Windows computers connected
via Azure Monitor Windows agent via Log Analytics Windows agent (legacy)
-“g Access control (IAM)
See them in Logs See them in Logs

¢ Tags

X Diagnose and solve problems

Want to setup the new Azure Monitor agent? Go to 'Data Collection Rules’

D Logs Data Collection Rules

' Settings

i= Tables ~ Log Analytics agent instructions

&f Agents

In case of a VM in Azure

Microsoft Azure P Search resources, services, and docs (G+/) o Copilot E 1 B ahmed_abdulwahed@o

Home >

Virtual machines

sentinelws

O Refresh

[ Filter by name... ” 8 selected v H 2 selected s ” 2 selected v H 3 selected v ” 3 selected

Name Log Analytics Connection os Subscription Resource group Location

g € FError Linux 6bde611b-7c73-4f7d-8942-8d3baa2... westus3
3 RockyLinux @ This workspace Linux 6bde611b-7c73-4f7d-8942-8d3baa2... Rockylinux_group eastus
2 ym1 @ Not connected Windows b15d766f-8021-4866-bb33-5aad096... test123 centralus
v
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£ Search resources, services, and docs (G+/) I T Copilot

Home > Virtual machines >

vm1

Virtual machine

;_»“’ Disconnect O Refresh

o Mot connected

Status

Not connected

Workspace Name

None

Message

VM is not connected to Log Analytics.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home >

Virtual machines

sentinelws
o Refresh
[ Filter by name... H 8 selected ~ “ 2 selected ~ H 2 selected ~ H 3 selected v “ 3 selected
Name Log Analytics Connection os Subscription Resource group Location
- g - € Error Linux 6bde611b-7c73-4f7d-8942-8d3baa2... westus3
B3 Rockylinux @ This workspace Linux 6bde611b-7c73-4f7d-8942-8d3baa2... Rockylinux_group eastus
I B oym1 @ This workspace Windows I b15d766f-8021-4866-bb33-5aad096... test123 centralus

1

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Microsoft Sentinel | Data connectors >

Security Events via Legacy Agent

S5 Security Events via Legacy Agent Instructions
Not connected 3% Microsoft @® -
Status Provider Last Log Received
~ Install agent on non-Azure Windows Machine
Description

You can stream all security events frem the Windows machines

connected to your Microsoft Sentinel workspace using the 2. Select which events to stream

Windows agent. This connection enables you to view dashboards,

create custom alerts, and improve investigation. This gives you .

more insight into your organization's network and improves your * Common - A standard set of events for auditing purposes,

security operation capabilities, * Minimal - A small set of events that might indicate potential threats. By enabling this aption, you won't be abli
to have a full audit trail.

and Applocker events,

Last data received * None - No security or Applocker events.

Content source @) Version O None O Minimal O CommorI @ All Events |

Windows Security Events 100

Apply changes
Author Supperted by ()
Microsoft Microseft Corporation |
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= Microsoft Azure P Search resources, services, and docs (G+/)

ahmed_abdulyv

T Copilot

Home > Microsoft Sentinel

Microsoft Sentinel | Data connectors

Selected workspace: ‘'sentinelws’

‘,"J Search } X « O Refresh ,Qj Guides & Feedback

@ News & guides (i) Data Connector with "content source = gallery content™ have been removed. All the removed content and more is available in content hub. Click here to reit

tica "rantant canirra — nallan: rantant’ tamnlatac
8]
£ search (D Device specific AMA connectors have been deprecated. Learn more >
> Threat management
L More content at
“ Content management u bl 2 ﬂl Content Hub
Connectors Connected

y Content hub

@ Repositories (Preview)

L2 Search by name or provider | Providers : Microsoft Data Types : All Status : All

£ Community

' Configuration

Status Connector name 7
Workspace manager
s

(Preview)

Azure Activi
g ty

E! Data connectors Microsoft

& Analyti .
nalytics > Microsoft Entra ID
Summary rules Microsoft
(Preview) I

mnm Security Events via Legacy Agent

| = BV SR R mmm

Machine Is connected

@ 5

® ahmed_abdulwahed@

£ Search resources, services, and docs (G+/)
AHMED TENANT (AHMEDABI

Microsoft Azure T Copilot

Home > Microsoft Sentinel

. Microsoft Sentinel | Logs

L] ' 0
Selected workspace: ‘sentinelws

|2 search | x « @ New Query 1* i@ New Query 2* {® NewQuery3* ---x + save v [1] share 8= Queries hut
~ General =
E Time range : Last 7 days Limit : 1000 KQLmode v
@ Overview
E 1 SecurityEvent
1A 2 | sort by TimeGenerated desc
& News & guides O 3
T
) Search
> Threat management
> Content management
=A
~ Configuration
Results  Chart pe
.‘ Workspace manager -
> N
(Preview) D TimeGenerated [UTC] Account AccountType Computer EventSou |
t
Data connectors [ > 12/31/2024, 3:31:28.017 PM WORKGROUP\Wvm 1% Machine wvm1 Microsoft |
& Analytics [:] > 12/31/2024, 3:31:28.013 PM WORKGROUP\WmM 1% Machine vm1 Mit:rosofti
= Summary rules [:] > 12/31/2024, 3:30:28.010 PM WORKGROUP\WmM 1§ Machine wvm1 Microsoft
(Preview) ) > 12/31/2024, 3:30:28.006 PM WORKGROUP\mM 1§ Machine vm1 Microsoft
[ Watchlist
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Microsoft Azure

p Search resources, serv

and docs (G+/)

Home > Microsoft Sentinel

. Microsoft Sentinel | Logs

" Selected workspace: ‘sentinelws’
[0 search | o « @ New Query 1+
V' General © & SentinelWs
© Ovenview Tables Queries Functions
| =
& News & guides ‘ £ _Search
O search (¥ Filmrj = Group by: Category
> Threat management T~ Collapse all
> Content management Favorites

~ Configuration

& Workspace manager
(Preview)

£ Data connectors
& Analytics

Summary rules
(Preview)

[0 Watchlist

You can add favorites by clicking on
the # icon

4 Applications
B CCF application errors
B Error and exception count

Exceptions causing request
failures

B Failed anerations

' New Query 2+ x| +

% Try the new Log Analytics

7 Feedback

2= Queries hub

& M-

{ Time range : Last 24 hours ' Save ™ |# Share v -} Newalert rule ™

1 Heartbeat

2 | where Computer contains “vm1®
3 | sort by TimeGenerated desc

A
Results  Chart yel
D TimeGenerated [UTC] SourceComputerld ComputerlP Compt
D > 12/31/2024, 217:25.251 PM 0392ceba-52b0-4350-96d 1-835fedd6Bead 13.86.20.27 vm.
C] > 12/31/2024, 2:16:25.240 PM 0392ceba-52b0-4350-96d 1-835feddE8ead 13.86.20.27 vm1
D > 12/31/2024, 2:15:25.232 PM 0392ceba-52b0-4350-96d1-835feddE8ead 13.86.20.27 wvm1
C] > 12/31/2024, 2:14:25.217 PM 0392ceba-52b0-4350-96d 1-835feddbBead 13.86.20.27 vl
D > 12/31/2024, 2:13:25.216 PM 0392ceba-52b0-4350-96d 1-835fedd68ead 13.86.20.27 vm1
P — — — o
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Queries and Analytics Rules in Microsoft Sentinel

Microsoft Sentinel allows you to create and manage queries and analytics rules to detect, investigate, and respond to
threats. These rules use Kusto Query Language (KQL) to analyze data from connected sources.

= Microsoft Azure P Search resources, services, and docs (G+/) I o Copilot E . 7 = ahmed_abdulwahed@o...

AHMED TENANT (AHMEDABDUL...

Home > Microsoft Sentinel
—

_‘J Microsoft Sentinel | Analytics I X

Selected workspace: 'sentinelws'

£ Search X« ~+ Create v () rffresh | Analytics workbooks ) Enable (O Disable [i] Delete < Import = Export

- “ More content at LEARN MORE
. SOC optimization Scheduled query rule Content hub About analytics rules [3
“ Content management NRT query rule
4 Content hub Microsoft incident creation rule
gy e gy o (0) Informational (0)
& Repositories (Preview) «
. Community Active rules  Rule templates  Anomalies
o . 2
Configuration | S Search by ID, name, tactic or technique Y Add filter
w Workspace manager -

Home > Microsaft Sentinel | Analytics >

Analytics rule wizard - Create a new Scheduled rule

General  Set rule logic Incident settings Automated response Review + create

Create an analytics rule that will run on your data to detect threats.
Analytics rule details

Name *

Syslogs

Description

Severity

Medium v

Next : Set rule logic >

Home > Microsoft Sentinel | Analytics >
Analytics rule wizard - Create a new Scheduled rule

General Set rule logic Incident settings Automated response Review + create

€ The value must not be empty
View query results >
Alert enhancement

> Entity mapping

> Custom details

> Alert details

[ <orevious | Next:icient setings >
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Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Microsoft Se _» Logs
Analy‘ticg rul " sentinems

@ Sentinelws

General  Setru Tgpjeg

P Search

Functions ... &

Define the logic
(7 Fitter ) 1=
Rule query

Any time details = Collapse all

Group by: Category

2
3
4

jislog
// Last 180 Syslog.
Syslog

ime range . Custom |

| top 180 by TimeGenerated desc

m

=]

@ The value mus

View query resul a8
g
=]

Alert enhanc

Process

All Syslog by facility
All Syslog by process name
All Syslog with errors.

Amount of Network Traffic by

B All Events in the past hour

All Quthound communications
by Remote IF Address

B Average HTTP request time

Results

TimeGenerated [UTC)

Chart

> 12/15/2024, 450:02.193 PM
> 12/15/2024, 450:02.193 PM
> 12/15/2024, 446:07443 PM
> 12/15/2024, 446:07.443 PM
> 12/15/2024, 4.46:02.443 PM
> 12/15/2024, 4:46:02.443 PM
1= 17Rme

Computer
RockyLinux
RackyLinux
RackyLinux
RockyLinux
Rockylinux

Rockylinux

Nisolav time (LTC+0000

EventTime [UTC]

12/15/2024, 450:01.000 PM
12/15/2024, 4:50:01.000 PM
12/15/2024, 446:07.000 PM
12/15/2024, 446.07.000 PM
12/15/2024, 4:46:02.000 PM

12/15/2024, 4:46:02.000 PM

Microsoft Azure £ Search resources, services, and docs (G+/)

jel
Facility
- 1
cron
daemon
daemon
cron
cren
1-Tafr

Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create a new Scheduled rule

General Set rule logic

Incident settings

Define the logic for your new analytics rule

Rule query

Automated response

Any time details set here will be within the scope defined below in the Query scheduling fields.

Review + create

// A1l Syslog
// Last 100 Syslog.
Syslog

| top 1@@ by TimeGenerated desc

7 Please wait while we evaluate your query...

View query results >

Alert enhancement

Next : Incident settings >

I T Copilot

Home > Microsoft Sentinel

. 4 Microsoft Sentinel | Analytics

Selected workspace: 'sentinehws’
O search %
/. SOC optimization
 Content management
£3 Content hub
@ Repositories (Preview)
2 Community
~ Configuration

& Workspace manager
(Preview)

Data connectors
“ Analytics

Summary rules
(Preview)

[ Watchlist

+ Create > () Refresh b Analytics workbooks

&2
Active rules

Rules by severity

More content at
Content hub

G Rule runs (Preview)

) Enable @ Disable

AHMED T!

[il Delete ' Import

LEARN MORE
About analytics rules

B High () [ Medium (1)

Active rules

Rule templates

Low (0} Informational

Anomalies

‘ /2 Search by ID, name, tactic or technique

O
I

Severity

I Medium

o

Name

Syslogs

Advanced Multi.

1(0)
| 7 Addfilter
Rulet.. Status
(O st () Enabled
@ Fu () Ensbled

Tactics

B Collection +11

Techniques

Sub techniques  Saurce
Custor

Gallery,
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Microsoft Sentinel

Create a new Scheduled rule through Content hub

Home > Microsoft Sentinel

A Microsoft Sentinel | Content hub - x
Selected workspace: ‘sentinehws’
B Search s« O Refresh L Install/Update LN Delete | SIEM Migration E’ Guides & Feedback
N -
i@ Logs
i Log 371 i 307 @5 S0
& News & guides Solutions ‘Standalone contents. Installed Updates
) Search =
£ high count % High count of failed attempts from same
> Threat management client IP
Status: All  Contenttype : All  Support:All  Provider: All  Category:All  Content sources: All

“ Content management
Medium 3 Gallery Cont... Scheduled

| {4 Content hub g9 E Severity Content Source Rule Type

@ Repositories (Preview) Description

. Identifies when 20 or more failed attempts from a given
£ Community H ntent so N . -
Content title Status Content source client IP in 1 minute occur on the IIS server.

~ Configuration This could be indicative of an attempted brute force. This
- [ ] & High count of connections by client IP on many ports () Nt installed Standalone ;"“‘d also simply indicate a misconfigured service or
Workspace manager levice.
& preview Recommendations: Validate that these are expected
4 High count of failed attempts from same client IP @ Iinstalledt Standalone connections from the given Client IP. If the client IP is not
£58 Data connectors recognized, potentially block these connections at the edge
& Analytics |J 4 High count of failed logens by a user () Metinstalled Standalone Ef:‘ﬁeﬁ e
Summary rules ® ot
Preview)
( ! * You used this template to create analytics rules
and can use it to create additional rules.
[ Watchlist

% Automation | | Delete

Microsoft Azure

O Search resources, services, and docs (G+/)

Home > Microsoft Sentinel | Content hub >

Analytics rule wizard - Create a new Scheduled rule

High count of failed attempts from same client IP

General  Setrule logic Incident settings Automated response Review + create
TTRITEy ues 1w usans

Name * £ search a
7 |__|= Keconnaissance
High count of failed attempts from same client IP | .
> [ ] % Resource Development
B i
Description > U Initial Access
Identifies when 20 or more failed attempts from a given client IP in 1 minute occur on the 1S server. > D  Execution
This could be indicative of an attempted brute force, This could also simply indicate a | > [ ] persistence
misconfigured service or device, y
> [ ] 7 Privilege Escalation
Severity > | 1" Defense Evasion
Medium v I N @E Credential Access
> —1T1003 - 05 Credential Dumpin
J ping
MITRE ATT&CK ‘m
|| T1040 - Network Sniffing
2 Selected v | —
> || T1056 - Input Capture
Status I > ’T1110 Brute Force I
@D cnabled | T1111 - Two-Factor Authentication Interception
:J T1187 - Forced Authentication
:J T1212 - Exploitation for Credential Access
[ T1414 - Clpboard Dote
> [_]T1417 - Input Capture -
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Microsoft Sentinel

Incident

Microsoft Sentinel provides a powerful platform for monitoring and managing security incidents in an organization.
Incidents in Microsoft Sentinel represent groups of related alerts that indicate potential security threats. Here's an
overview of how incidents are handled in Microsoft Sentinel:

ahmed_abdulwahed@

= Microsoft Azure P Search resources, services, and docs (G+/) l T Copilot
AHMED TENANT (AHMEDABDUL...

Home > Microsoft Sentinel

=. Microsoft Sentinel | Incidents - P
Selected workspace: 'sentinelws’ H

O Search ‘ X < + Create incident (Preview)| O Refresh @ Last 24 hours ~/ %E Actions IT_T[ Delete @ Security efficiency workbook == Calumns

~ General .

Open incidents by severity

i 1 1 0

@ Ovenrview Open incidents Mew incidents Active incidents 1 High (@ Medium (1) Low (0) Informational (0)
i Logs
& News & guides I)’J Search by ID, title, tags, owner or product I &l ‘ Severity : All ™ More (4 = Syslogs
o1 e fags P Q. Incident number 1
) Search
e
@ Auto-refresh incidents & Unas...™ New Med... 4
~ Threat management Owner Status Severity
o B4 severity Ty Incident number T, Title T Alerts Incidenf e
Alert product names
@ workbooks Medium e 1 Syslogs 1 Azure S§r  » Microsoft Sentinel
@ Hunting Evidence
& Notebooks 4 100 o 1 Ro
Events Alerts Bookmarks
" Entity behavior
&) Threat intelligence . Last update time Creation time
12/15/24, 08:57 12/15/24, 08:57
v MITR'E ATTECK _ PM PM
(Preview) < Previous 1-1 Next >
Crbitine 1M
= Microsoft Azure R Search resources, services, and docs (G+/) I T Copilot
Home > Microsoft Sentinel Create incident (PrevieW) X
=. Microsoft Sentinel | Incidents
Selected workspace: 'sentinelws’ Title ™
P Search X« —+ Create incident (Preview) () Refresh (D Last 24 hours v
™ General = _ Description
@ Overview o 1 1 et 0
Open incidents New incidents Active incidents
& Logs
@ News & guides [,9 Search by ID, title, tags, owner or product \ &) | y
[0 Search
-~
@ Auto-refresh incidents .
~ Threat management Severity
_ ity T i 1, T, Medium A3
S Incidents . Severity T. Incident number T, Title Ty ‘ I
A Workbooks . Medium 1 Syslogs S
© Hunting ‘ New \/|
& Notebooks New
+" Entity behavior % Active
&) Threat intelligence { o Closed
= MITRE ATT&CK
(Preview) < Previous 1-1 Next > .
Create Cancel
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Microsoft Sentinel

Watchlists

e Watchlists are lists of data (e.g., IP addresses, usernames, domains, etc.) that are imported into Sentinel to
enhance analytics, investigations, and threat detection.

e They allow for the integration of custom or external data to improve threat detection and response workflows.
Step 1: Create a Watchlist for RiskyUsers
1. Prepare a Watchlist File:
o Create a CSV file named HighRiskUsers.csv with the following structure:

Al v i fx v UserName

I A B C D i F
1 UserName Department
2 |ahmed Finance
3 ahmed_abdulwahed HR

2. Upload the Watchlist to Sentinel:
o Go to Microsoft Sentinel > Configuration > Watchlist.
o Click Add new.

= Microsoft Azure £ Search resources, services, and docs (G+/) i 5 :Q:"‘[‘D‘:E;"Lm

Home > Micrasoft Sentine!

¢ Microsoft Sentinel | Watchlist
Selected workspace: "sentinelws”

P search x (D Refresh == Columns & Guides & Feedback

&) Threat intelligence

=24 127

zp MITRE ATTECK Watehlists Watchlist tems
(Preview)
#. SOC optimization
My Watchlists plates (P )
“ Content management
£ Content hub Name Alias Source
@ Repositories (Previev) High Value Assets HighvalueAssets Custom
& Community Identity Correlation IdentityCorrelation Custom
v Configuration Network Addresses Networkiaddresses Custom
o Workspace manager Service Accounts ServiceAccounts Custom
** (Preview)
Terminated Employees TerminatedEmployees Custom
{8 Data connectors
VIP Users. VIPUsers Custom No template selects
& Analytics

Summary rules
(Preview)

|

5 Automation

[P

O Search resources, services, and docs (G+/)

D Copilot

/. SOC cptimization
' Content management
B Content hub
@ Repositories (Preview)
& Community
~ Configuration

o Workspace manager
% (Preview)

B Data connectors
Analytics

— Summary rules
=~ .
Preview]

| [ Watchlist

& Automation

| Watchlist

O refesh

=0 <0

Watchlists Watchlist Items.

My Watchlists Templates (Preview)

== Columns A7 Guides & Feedback

ahmed_abdulwahed@o...
AHMED TENANT

Microsaft Sentinel watchlist enables the collection of data from external data sources for correlation against the events in your
Microsoft Sentinel environment. Once created, leverage watchlists in your search, detection rules, threat hunting, workbooks and

response playbooks.

How does it work?

Create a new watchlist by selecting ‘Add new' and follow the steps in the new watchlist wizard. You will receive a nofification in

the notifications area within in the Azure portal that your watchlist was created. Watchlists are stored within your Microsoft

Sentinel warkspace as name value pairs and are cached for optimal query perfarmance and low latency
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Microsoft Sentinel

Microsoft Azure P Search resources, services, and docs (G+/) ™ Copilot

Home > Microsoft Sentinel | Watchlist >

Watchlist wizard

General  Source Review + create

Name * HighRiskUsers

Description

Alias * | |

o Upload the HighRiskUsers.csv file.
o Save the Watchlist.

Microsoft Azure L Search resources, services, and docs (G+/) i & ahme C 3
AHMED TENANT

Home > Microsoft Sentinel | Watchlist >

Watchlist wizard - *

General Source Review + create

Source type * [ Local file ~ J
File type * [ CSV file with  header (cs) v]
Number of lines before row with headings * ‘ 0 ‘
Upload file * @ HighRiskUsers.csv

UserName

Department
SearchKey * [ UserName ~

Home > Microsoft Sentinel | Watchlist >

Watchlist wizard

General  Source Review + create

Name * HighRiskUsers
Description

Alias * HighRiskUsers
Source type * Local

File type * Text/Csv
Number of lines before row with headings * 0

SearchKey * Text/Csv
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Microsoft Sentinel

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Microsoft Sentinel

=) Microsoft Sentinel | Watchlist

Selected workspace: ‘sentinehws’

O Search X« () Refresh -+ New [i] Delete 7 Update watchlist == Columns £ Guides & Feedback
/. SOC optimization : O 4 0
"
~ Content management Watchlists Watchlist Items

f} Content hub

@ Repositories (Preview) My Watchlists  Templates (Preview)
s Community | S search by name, alias and description Y Add filter
~ Configuration D Name Alias

o Workspace manager o _—
% preview) ] HighRiskUsers HighRiskUsers

B Data connectors
& Analytics

summary rules
(Preview)

| [ Watchlist

s Automation

Step 2: Query the Watchlist
Use KQL to query login events for users in the Watchlist.
Query:
let HighRiskUsers = _GetWatchlist('HighRiskUsers');
SecurityEvent
| where EventID == 4624 // Filter for successful logins
| where AccountName in (HighRiskUsers)
| project TimeGenerated, AccountName, Computer, IpAddress
Explanation:
e _GetWatchlist('HighRiskUsers'): Loads the HighRiskUsers Watchlist.
e EventID == 4624: Filters only successful logins.
e AccountName in (HighRiskUsers): Matches login events with Watchlist users.

ahmed_abdulwahed @4

AHMED TEM

Source Create... Lastu...

HighRiskU: 12/31/202 12/31/202
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Microsoft Sentinel

Create a Watchlist for High Risky IPs
1. Prepare a Watchlist File:

File Home Insert Pagelayout Formulas Data Review View Automate Developer Help Power Pivot
( \f Y = = ab, | . N .
fl'j A |Aptos Narrow . ‘11 JA A = E] e |AGeneraI [ conditional Formatting £ Insert
v ’ ) = = ~ O v v
Paste i) B I U . . = $ % 9 [iZ Format as Table BX Delete
h - €= 3= 'i’? v v %8 '—93 @ Cell Styles v Eﬁ Format v
Clipboard N Font N Alignment N Number Styles Cells
Al v fx~  IPAddress
A B C D E F G H | J K L
1] IPAddress
2] 159.4¢
3]

£ Search resources, services, and docs (G+/)

T
B O«
&~

Editing <

™ Copilot

Home > Microsoft Sentinel | Watchlist >

Watchlist wizard

General Source Review + create

Name * HighRiskylPs
Description

P
Alias * HighRiskyIPs

= Microsoft Azure £ search resources, services, and docs (G+/)

Home > Microsoft Sentinel | Watchlist >

Watchlist wizard

General  Source Review + create

Source type * Local file ~
File type * CSV file with a header (.csv) ~
Number of lines before row with headings * 0
Upload file * @ HighRiskiPs.csv

Drag and drop the files
SearchKey * I IPAddress l ~

ahmed ab

File preview | First 50 rows and first 5 columns

IPAddress

159,
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Microsoft Sentinel

Query the Watchlist

let HighRiskIPs = _GetWatchlist('HighRiskIPs') | project SearchKey; // Ensure 'SearchKey' contains IP addresses
SecurityEvent

| where IpAddress in (HighRiskIPs) // Filter events by HighRiskIPs

| project TimeGenerated, AccountName, Computer, IpAddress, EventID, FailureReason

Home > Microsoft Sentinel

_®m Microsoft Sentinel | Logs

" Selected workspace: ‘sentinelws'
£ Search x o« £ New Query1* £ NewQuery3* - % @ New Query4* ® New Query 5+ + save ~  [T] Share v .. 6= Queries huk
v General
E Time range : Last 24 hours Limit : 1000 KQL mode
@ Overview
) 1 let HighRiskIPs = _GetWatchlist('HighRiskIPs') | project SearchKey; // Ensure 'SearchKey' contains IP addresses
2] 2 SecurityEvent
@ N & quic ' 3 | where IpAddress in (HighRiskIPs) // Filter events by HighRiskIPs
s & guldes @ 4 | project TimeGenerated, AccountMame, Computer, IpAddress, EventID, FailureReason
) Search Z
7
> Threat management 8
9
> Content management 10
=A
v Configuration il
Workspace manager Results  Chart | bookmark L
‘% (Preview) +
D TimeGenerated [UTC] "4 AccountMName Computer IpAddress EventlD ]
- 4
[88 Data connectors O > 1243172024, 450:22.251 PM vm1 1594 4624 E
& Analytics D > 12/31/2024, 4:50:22.251 PM vm1 159 ¢ 4648 B
& summary rules (Preview) J > 12/31/2024, 4:50:18.196 PM vm1 159 4624
[ watchlist [0 > 12/31/2024, 450:16.611 PM wvm1 159 % 4624
P 12/31/2024, £:49:30.852 PM wvm1 159 % 4625
L5 Automation o
E] > 1273172024, 4:49:27 244 PM vm1 1594 4625
£ settings (-~ |

Filter only by failed retries

let HighRiskIPs = _GetWatchlist('HighRiskIPs') | project SearchKey; // Ensure 'SearchKey' contains IP addresses
SecurityEvent

| where IpAddress in (HighRiskIPs) // Filter events by HighRiskIPs

| where EventID == 4625 // Filter only failed login attempts

| project TimeGenerated, AccountName, Computer, IpAddress, EventID, FailureReason

e e e I 2 vl

Home > Microsoft Sentinel

. Microsoft Sentinel | Logs

Selected workspace: 'sentinehws'

# search X« 1 New Query 1+ O NewQuery3* - % 3 New Queryd* i@ New Query 5* 1 = save ~ [T share v --- 8= Que
~ General
© ov 5 Time range : Last 24 hours Limit : 1000 KQL mede
erview

| =1 el

14] let HighRiskIPs = _GetWatchlist('HighRiskIPs') | project SearchKey; // Ensure 'SearchKey' contains IP addresses

& News & guides 15] SecurityEvent
@D 16] | where IpAddress in (HighRiskIPs) // Filter events by HighRiskIPs
o search 17] | where EventID == 4625 // Filter only failed login attempts
18] | project TimeGenerated, AccountMame, Computer, IpAddress, EventID, FailureReason
> Threat management 13

> Content management

v Configuration

.‘WOrkspacemamger Results ~ Chart N A

(Preview) ) TimeGenerated [UTC] "¢ AccountName Computer IpAddress EventiD

¥ Data connectors O > 123172004, 44930852 PM vm1 159 4625
4 Analytics O > 12/31/2024, 44927244 PM vinl 159 4625
B summary rules (Preview) O > 12/31/2024, 44923770 PM vm1 159 4625
B Watchiis (0 > 12/31/2024, 3:39:58.194 PM vm1 159 4625
. ) O > 12/31/2024, 3:39:53.480 PM vmi 159 4625
& Automation

M1 % 432909004 220048 446 On4 o) 160 FreT
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Microsoft Sentinel

Entities in Sentinel

In Microsoft Sentinel, entities are specific pieces of information extracted from logs or events that can represent users,
IP addresses, hosts, files, processes, and more. These entities are often used to correlate data, investigate incidents, and
enrich alerts.

Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create a new Scheduled rule - :
General Set rule logic Incident settings Automated response Review + create
ATy Gl s usians .
Name * P search -
[=5]
Detecting Failed Logins from HighRiskiPs 2 [ Rersistence
> |:| # Privilege Escalation
Description > [_]"™ Defense Evasicn
v (@] € credential Access
p > :]TWOOS - 05 Credential Dumping
[] 71040 - Network Sniffing
Severity > :| T1056 - Input Capture
High ~
LRE [ T1110 - Brute Force
T1110.007 - Password Guessing
MITRE ATT&CK
6 Selected v . T1110.002 - Password Cracking
B 71110.003 - Password Spraying
Status B 71110.004 - Credential Stuffing
m Enabled —
ITT 111 - Two-Factor Authentication Interception
:I T1187 - Forced Authentication -

:I T1212 - Exploitation for Credential Access

[ ] 71414 - Clipboard Data

S T1417 - Innutt Cantura -

Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create a new Scheduled rule

General Set rule logic Incident settings Automated response Review + create

Define the logic for your new analytics rule. Results simulation

This chart shews the results of the last 50 evaluations of the defined analytics rule. Click
Rule query a point on the chart to display the raw events for that point in time.
Any time details set here will be within the scope defined below in the Query scheduling fields.

2 3 Test with current data
let HighRiskIPs = _GetWatchlist({'HighRiskIPs') | project SearchKey; // Ensure ‘'SearchKey' con 12
SecurityEvent
| where IpAddress in (HighRiskIPs) // Filter events by HighRiskIPs
| project TimeGenerated, AccountName, Computer, IpAddress, EventID, FailureReason
9

View query results > A
Alert enhancement
v Entity mapping

Map up to 10 entities recognized by Microsoft Sentinel from the appropriate fields available in your 3

query results. This enables Microsoft Sentinel to recognize and classify the data in these fields for

further analysis. For each entity, you can define up to 3 identifiers, which are attributes of the entity R

Next : Incident settings >
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Microsoft Sentinel

Microsoft Azure £ Search resources, services, and docs (G+/) I T Copilot & ahmed abdulwahed@o|
AHMED TEN

Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create a new Scheduled rule

General  Set rule logic Incident settings Automated response Review + create

Alert enhancement

valid analytics rule configu ’ current data’ to t

" Entity mapping rule with current data in yo

Map up to 10 entities recognized by Microsoft Sentinel from the appropriate fields available in your
query results. This enables Microsoft Sentinel to recognize and classify the data in these fields for
further analysis. For each entity, you can define up to 3 identifiers, which are attributes of the entity

iat bl dentit the catineas nique ot o,

& Account )

FullName | AccountName ~vo| L Add
identifier

=P N aR|

Address | IpAddress oL Add
identifier

B Host ~ i

HostName | Computer ~ | Add
identifier

|- Add new entity

Next : Incident settings >

Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create a new Scheduled rule - X

General  Set rule logic Incident settings Automated response Review + create

HostMame v 3 | Add -
identifier

|- Add new entity
> Custom details

> Alert details

Query scheduling

Run query every *

5 Minutes s

Lookup data from the last *
5 Hours ~
Start running @

®) Automatically

() At specific time (Preview)

2/2025 @ 12:00em -

Next : Incident settings >
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Microsoft Sentinel

Microsoft Azure P search resources, services, and docs (G+/)

Home » Microsoft Sentinel | Analytics >

Analytics rule wizard - Create a new Scheduled rul¢

General Set rule logic

Automation rules

Incident settings

I o copilot

Create new automation rule

Conditions

Automated response

Review f

Incident provider

2D

Analytic rule name

View all automation rules that will be triggered by this analytics rule and create new autor

+ Add new

QOrder

No automation rules

Automation rule name

< Previous Next : Review + create >

b add v

Equals v Al

Contains v A

Actions (1)

Assign owner

Ahmer! Alnsladussdane!
ahmed =

- Add action

Rule expiration (O

Indefinite

Order

Apply Cancel

B || rime

Incident number 6

Home > Microsoft Sentinel | Incidents >

= Detecting Failed Logins from HighRiskIPs

C) Refresh

E Delete incident £

Logs E Tasks F‘ Activity log

@ This is the new, improved incident page - Now generally available. You can use the toggle to switch back

High 15 New
Severity Status

Workspace name
sentinelws

Description
Alert product names
* Microsoft Sentinel

Evidence

7 91 RO

Events Alerts Bookmarks

Last update time
1/1/2025, 1:09:16 AM

Entities (2)
|- I

B vm1

Inve:

v A, Unassigned

Owmner

Creation time
1/1/2025, 1:09:16 AM

«

Overview  Entities

Incident timeline

F  search

Y Add

Dec3l g Detecting Faile...
20:49:23 Hi. D. Ta. &
Similar incidents &}

Severity Incident number

> I High 7
‘

Q New experience >

Entities Top insights

/2 search Type : All

5159.- -

B Q‘ \

No Insights Available

There are no insights available for this incident.

Title Last update t.

Detecting Failed Logins from Hig... 1/1/2025,01° ™
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Microsoft Sentinel

Automation Rules

Automation Rules in Microsoft Sentinel allow you to streamline incident response by automating routine tasks based on
predefined conditions. They are a powerful way to orchestrate workflows and ensure faster response times to security

events.

Example: Automation Rule for High-Risk IPs

Automatically assign incidents with high-risk IP addresses to the security team and notify via email.

Microsoft Azure

2 Search resources, services, and docs (G+/)

abdulwahed

ahmed

O Copilot

Home > Microsoft Sentinel

AHMED TENANT (AHMEDABDUL |

. »« Microsoft Sentinel | Automation

Selected workspace: ‘sentinehws’

Search X

&) Threat intelligence

o MITRE ATT&CK
7 (Preview)

/. SOC optimization
~ Content management
£y Content hub
& Repositories (Preview)
& Community
~ Configuration

& Workspace manager
" (Preview)
= Data connectors

& Analytics

= Summary rules
(Preview)

[ watchlist

|

e e

Home > Micrasoft Sentinel

i~ Create ™

Automation rule

Ao

) Refresh % Automation health workbook

Enable =T Moveup =l Movedown [il] Remove

o]

edit O I Import * Export

=

More content at
Content Hub

Playbook with incident trigger  gropled rules Enabled playbooks
Playbook with alert trigger
L slaybooks Playbook templates (Preview)
Playbook with entity trigger
Blank playbook Y Add
Order Display name Trigger Analytic rule names Actions Expiration date Created by Rule crea

No automation rules were found

What is it?

Automation rules allow you to centrally manage all the automation of incident handling. Automation rules streamline automation use in Microsoft Sentinel and enable
you to simplify complex workflows far your incident orchestration processes.

How does it work?

Automation rules are triggered by the creation of incidents, You can set conditions to govern when actions will run, based on the incident and entity details and on

analytics rules. You can also set the order of actions and the rule’s expiration time

What does it do for you?

—

Automate incident confiauration

01 Triaaer nlavbooks for Microsoft

ahmed_abdulwahed

AHMED TENANT (AHMEDABD)

l T Copilot

; . Microsoft Sentinel | Automation

Selected workspace: ‘sentinebws'
£ search X«

&) Threat intelligence

£y MITRE ATT&CK
T (Preview)

/. SOC optimization
~ Content management
Y Content hub
€ Repositories (Preview)
£ Community
' Configuration

» Workspace manager
*% (Preview)

Sif Data connectors

. Analytics

Summary rules
(Preview)

[ watchlist

Automation

Automation rules

create ~ () Refresh 9 Autom.

-0

Automation rules

0

Enabled n

Active playbooks

A search
Order Display name

No automation rules w

What is it?
Automation rules allow you to centr
you to simplify complex workflows

How does it work?
Automation rules are triggered by t
analytics rules. You can also set the |

What does it do for you?

2= Automate incider

Create new automation rule

Automation rule name *

High Risk IPs Alert

Trigger
When incident is created ~
Conditions
If
Incident provider Equals ~o Al ~
anp
Analytic rule name Contains ~  Detecting Failed Logins from Hi..

Add v

Actions

Assign owner ~

Ahmed Abdelwahed
ahmed x

Add action
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Microsoft Sentinel

Create Automation rule from incident

P Search resources, services, and docs (G+/)

Microsoft Copilot

AHMED TENANT (AHMEDABDUL..

Home > Microsoft Sentinel

. Microsoft Sentinel | Incidents - X

Selected workspace: ‘sentinelws'

[ 2 Search

| X« + Create incident (Preview) O Refresh ® Last 24 hours ~~ %;? Actions ]E Delete @ Security efficiency workbook Columns
@ Overview — 80 ate 80 7~ 0 Open incidents by severity
—— I xJ e
@ Logs Open incidents New incidents Active incidents 0 High (78) Medium (2) Low (0) Informational (0)
@ News & guides
Analytics rule
J2 Search ‘ £ Search by ID, title, tags, owner or product | C@ | Severity : All ™ More (4)  Dpetecting Failed Logins from HighRisklPs

~ Threat management

@ Auto-refresh incidents

i Incidents ==

Tags

E] Severity T Incident number TJ Title Ty Alerts Incident |
@l Workbooks
. -~ Incident link
D Medium 85 Syslogs 1 Azure ! necen
untin g al.azure.com/#asset/Micro...
© Hunti https://portal /# t/M
p High 84 I Detecting Failed Lo... 1 Azure !
& Notebooks
D High 83 Detecting Failed Lo... 1 Azure | :
> . . nvestigate ;
+" Entity behavior = ] gstgate il 0)
D High 82 Detecting Failed Lo... 1 Azure !
® Threat intelligence | &4 Run playbook 1
11 High 81 Detecting Failled Lo.. 1 Azure:™ | wri ) J
MITRE ATT&CK P » (,% Create automation rule
(Preview)
iv Create team (Preview)
/. SQC optimization [ < Previous 1-30 Next >
View full details
" Content mananement e
Home > Microsoft Sentinel Create new automation rule %
= Microsoft Sentinel | Incidents
Selected workspace: ‘sentinelws a
Conditions
£ Search X« + Create incident (Preview) () Refresh (O tast 24 hours 32 actic | ¢
. = Incident provider Equals < | Al ~
Q@ Overview ﬂ 80 _:ut_ 80 8 0 -
@ logs Open incidents Mew ncidents Active incidents Analytic ule name Containe | | Detecting Failed Logins from H...
& News & guides mo
© Search 0 Search by ID, title, tags, owner o product 1Y) Severity : All Host name ~ Equals ~ |y k4 O
0
~ Threat management o Auto-refresh incident:
@/ Atorretresh incients 1P address o Equals | 150, & i
|
(] Severity 1y Indident number Ty Title Ty
@ Workbooks
[: Medium 85 Syslags T Add
© Hunting
9 I = | High 84 I Detecting Failed Lo...
Notebooks i 0
a@ [} High 83 Detecting Failed Lo.. | “HO™ o
4 i — Run playbook N
Entity behavior [} nigh 82 Detecting Failed Lo... pe il
&) Threat intelligence (.2 Block-EntralDUser-Incident ”
L] viah o Detecting ailed Lo || (4] (500557 o inetvs
MITRE ATT&CK | . .
® (Preview) [ wigh 80 Detecting Failed Lo.. (&) Block-EntralDUser-Incident
— MSDNS33 / SentinelRG
. [ | High 79 Detecting Failed Lo... (oentne
. SOC optimization - @ Playbook1
' Content management [_Jf vigh s Detecting Failed Lo... % MsDNS33 / SentinelRG
; [} High 77 Detecting Failed Lo. . [ 2} Playbaok2
8 Content hub . = MSDNS33 / SentinelRG
[ Hioh 76 Detectina Failed | o
@ Repositories (Preview) < (&) et
3 Wsonsas / SentinelRG
& Community (—
1-50
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Microsoft Sentinel

Microsoft Sentinel Workbooks are customizable dashboards that provide a powerful way to visualize and analyze

your security data. They enable security teams to monitor and investigate security incidents, trends, and data patterns
interactively.

£ Search resources, services, and docs (G+/)

Home > Microsoft Sentinel

o Microsoft Sentinel | Workbooks

Selected workspace: 'sentinelws'

2 Search X & O Refresh } Add Workbook ,Ck'_" Guides & Feedback

~ General (1) Workbook with “content source = gallery content” have been removed. All the removed content and more is available in content hub. Click here to reinstate in use "conte
content” templates,

ﬁl 0 =7 o 0 ﬁl More content at

My workbooks Templates Updates Content hub

Q@ Overview

& Logs

& News & guides

£ search My workbooks ~ Templates

' Threat management

P Ssearch Y Add .
& Incidents
Name Status Source name
| Workbooks
S Hurti Azure Activity - Azure Activity n
unting
& Notebooks Event Analyzer - Windows Securi...
oteboo
 Entity behavior Identity & Access - Windows Securi...
&) Threat intelligence Hnumachines a Syslog
Microseft Entra ID Audit logs - Microsoft Entra ...
® M\TR_E ATT&CK
(Preview) Microsoft Entra ID Sign-in logs -- Microsoft Entra ... No template
! S0C optimization Select templates to*
‘ Syslog Connectors Overview Workbook -- Syslog

' Content management

9 Content hub

Microsoft Azure £ Search resources, services, and docs (G+/)

Home >

Content hub

() Refresh b InstalliUpdate [i] Delete | SIEM Migration 27 Guides & Feedback

8371 5307 @5 (1]

Solutions Standalone contents Installed Updates
A search.. e Syslog
Status : Installed Content type : All Support : All Provider : All Category : All Content sources : All a8
P PP ol oo Microsoft =. Microsoft LX)
Provider Support Versior
[ ] contenttitie Status Content source Provider Support C Description
Note: Please refer to the following before installing the soluti
\7| @ Azure Activity  FEATURED @ installed Solution Microsoft Microsoft n
= Review the solution Release Notes
] & Microsoft EntralD  FEATURED @ Installed Solution Microsoft Microsoft lel  The Syslog solution allows you to ingest events from applicati
appliances that generate and can forward logs in the Syslog f
. . . Syslog Forwarder. The Agent for Linux is then able to forward
l @ syslog I @ installed Solution Microsoft Microsoft 1 to the Log Analytics/Microsoft Sentinel workspace.
Installing this selution will deploy two data connectors,
[] '@ Windows Security Events @ installed Solution Microsoft Microsoft H
1. Syslog via AMA - This data connector helps in ingesti
- messages into your Log Analytics Workspace using the
[ | & High count of failed attempts from sa... ° Installed Standalone Community 19

Monitor Agent. Learn more about ingesting using the
IManitor Agent here, Microsoft recommends using this

Actions ~ | View details
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e e

Home >

Syslog
C) Refresh T_i[ Delete i Reinstall

@22 A8

Installed content items Configuration needed

& | | contentname ~

e Syslog [ - ‘ Linux machines

[} 4© Editing Linux scheduled tasks through Crontab

Microsoft B Microsoft B 306 )
Provider Support Version [] O Linuxscheduled task Aggregation
S, e e 1 e o } . Description
~
supported., J Rere process running on & Linux host Gain insights into your workspaces' Linux machines by connecting
Microsoft Sentinel and using the logs to gather insights around Linu
Data Connectors: 2, Workbooks: 1, Analytic Rules: 7, Hunting Queries: [ l © SCX Execute RunAs Providers events and erors

9
L] © squid commonly abused TLDs

Learn more about Microsoft Sentinel | Learn more about Solutions Required data type @

[]  © squid data volume timeseries anomalies & syslog
Content type & [ ] © squid malformed requests Relevant data connectors &)
Syslog
67 B2 © 9 [} © suspicious crytocurrency mining related threat activity detectec
Analytics rule Data connector Hunting query oot ® N _
- ™ T ontent source emplate version
2 2 Sysleg 11.0
Farser Workbook ‘ Syslog Connectors Overview Workbook .
Auther Supported by
Category @ : ’ Microsoft Microsoft Corporation | Email
-
B < Previous page 1 v of1 Next >
Manage Actions View details View Template

Chmsinm 1 ba 37 AF 37 rnculbe

Home > Syslog >

Linux machines = - X

sentinelws

() & D Autorefresh: Off

Linux Machines

TimeRange: Last 14 days Computer: All ~ Severity: All v

err warn notice info

4 I3 140 13.32«

"Emergency” level events, by computer "Critical” level events, by computer "Alert” level events, by computer

O No emergency events within the defined scope @ Mo critical events within the defined scope @ No alert events within the defined scope

Home > Syslog

Linux machines =

sentinebws

O il,_v' ® Auto refresh: Off

Syslog messages of events Process names of events
Other systemd (daemon)
293« 2.48k
{root) CMD (usr/sbirvlogr d CROND aron)
107 \ 376
% {root) CMDEND fib staty pythons3 (daemor)
107 325
3.4k Resched target Besic System. 3.4 Other
55 98
Queued start job for default target Main User Target. NetworkManager (daemon)
I 54 I 35
I Created shce User Application Siice augenrules (dsemor)
54 29
Started Daily Cleanup of User’s Temporary Dirediories. run parts (o)
54 16
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£ search resources, services, and docs (G+/)

Home > Syslog >

Workbooks

) Refrest Add Workbook /% Guides & Feedback

0 7 o 0 More content at

My workbooks Templates Updates Content hub

Linux machines

rkbooks  Templates
LinuxMachinesWorkbook N Add

Name Status
—

Gain insights into your workspaces' Linux machines by connecting
Microsoft Sentinel and using the

Linux machines to gather insights around Linux

events and erro

Save workbook to... X

Select a location where you want to save this
workbook.

East US ~

Microsoft Azure £ search resources, services, and docs (G+/)

Home > Microsoft Sentinel

| Microsoft Sentinel | Workbooks

Selected workspace: ‘sentinehws’

£ Search X« () Refresh — Add Workbook 27 Guides & Feedback
- News ol guiges .
SO search a1 - o 0 ﬂl More content at
Content hub
~ Threat management My work Templates Updates
& Incidents . .
My workbooks ~ Templates ‘ Linux machines
. -
S Hentng P search Y Add
Status
Notebooks Mame Content source Source name Saved
#* Entity behavior I Linux machines Content hub Syslog Description
Gain insights into your workspaces’ Linux machines by
& Threat intelligence connecting Microsoft Sentinel and using the logs to gather
insights around Linux events and errors.
o MITRE ATTEICK
(Preview) Required data type @
. )
. SOC optimization # Syslog -
' Content management Relevant data connectors ()
. Syslog
3 Content hub
late v
@ Repositories (Preview) E.i:r‘:m source Template version

£ Community

~ Configuration
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Microsoft Sentinel | Entity Behavior

Microsoft Sentinel's Entity Behavior Analytics (EBA) helps detect and respond to potential threats by analyzing and
identifying anomalous behaviors associated with entities, such as users, IP addresses, and hosts. This feature uses
Machine Learning (ML) models to establish baselines and identify deviations from expected behavior.

Microsoft Azure L Search resources, services, and docs (G +/) T Copilot ahmed_abdulwahed
AHMED TENANT (AHMEDA

Home > Microsoft Sentinel

‘[ Microsoft Sentinel | Entity behavior I

Selected workspace: 'sentinelws'

»

[}3 Search j (© Last 24 hours vI 53 Entity behavior settings] & Customize entity page (Preview) 2 Guides & Feedback

o

& Incidents -
@ Workbooks

© Hunting

# Notebooks

| <" Entity behavior

&) Threat intelligence

AAITDE ATTO. 1

= Microsoft Azure £ Search resources, services, and docs (G+/) i for ahmed_abdull

AHMED TENANT (]

Home > Microsoft Sentinel | Entity behavior >

Settings

" Workspace usage report

Pricing Settings Workspace settings >

-~ Entity behavior analytics

What is it?

Microsoft Sentinel's user and entity behavior analytics (UEBA) transforms raw data into meaningful insights to help identify advanced attacks.

It creates comprehensive profiles of users’ and entities’ behavior, uses machine learning models for peer analysis and blast radius (impact on the
organization) to create the context for determining anomalous behavior, and adds detected anomalies to the contextual and behavioral insights for
selected data sources. Learn more about identifying threats with Microsoft Sentinel UEBA.

How to enable it

To turn an Microsoft Sentinel's UEBA in just a few easy steps, select Set UEBA below and follow the on-screen instructions to select identity
providers and data sources. See Enable User and Entity Behavior Analytics {UEBA) in Microsoft Sentinel for more information.

Home > Microsoft Sentinel | Entity behavior > Settings >

Entity behavior configuration

1. Turn on the UEBA feature
You must complete step 2 for UEBA functionality to start.

o On 'y Only a Global Administrator or a Security Administrator in your Microsoft Entra ID can turn this feature on or off

2. Sync Microsoft Sentinel with at least one of the following directory services
This will create profiles for the users and entities in your organization and also creates data stores in Microsoft Sentinel

o Only tenants onboarded to Microsoft Defender for Identity can enable Active Directory syncing
D Active Directory (Preview)

Microsoft Entra ID
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3. Select the existing data sources you want to enable for entity behavior analytics

Security Events
Microsoft

After connecting the following data sources you will be able to enable them for entity behavior analytics

) Audit Logs
Microsoft

Azure Activity
Microsoft

> Signin Logs

Microsoft

Microsoft Azure £ Search resources, services, and docs (G+/) I T Copilot AHMED TE
)

Home > Microsoft Sentinel

.+ Microsoft Sentinel | Entity behavior

Selected workspace: ‘sentinehws'
L Search X« @ Last 24 hours ~~ @ Entity behavior settings & Customize entity page (Preview) ,O? Guides & Feedback

~ General

Q@ Overview

Accounts by # of alerts Hosts by # of alerts
o Logs

& News & guides B oymi 9 78

O search
~ Threat management No data to display
Incicdents
Workbooks

Hunting

nm o KB

Notebooks

* Entity behavi
ity behavion IPs by # of alerts (Preview) loT devices by # of alerts (Preview)
\&) Threat intelligence

= 15 07
=y MITRE ATT&CK

(Preview)

. SOC optimization
’ P Mo data to display

v Content management

9 Content hub

Home > Microsoft Sentinel | Entity behavior >

vml - X

Selected workspace: ‘sentinelws’

7 Guides & Feedback (O Custom range: 12/31/2024 - 1/1/2025

&«
n vm1 Alerts, events and anomalies over time Insights
NS Name. #~ Host IP address remote co... @
. - Mo network sessions have been
Identity © dentified for the device based on
05 Type 08 Version the available device identifiers.
Windows 100 Open in Log Analytics >
s Domain Joined NetBios Name
- - Jan1 Linux new or deleted user... @
Public IP Addresses Private IP Addresses o resulte e
. 10,004 | SecurityAlert Anomalies I SeaurityEvent No results
. 78 0 4.5K
Linux group actions on host @
Entity link 12024, 41 AM
https://portal.azure.com/#asset/Microsoft_Azure Security Insight... [ Entity timeline No results

P saarch Linux sign-in activity @
Timeline content : All X Tactics : All X 57 Add filter 12/31/2024, 41 AM
Run playbook No results
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Microsoft Azure R Search resources, services, and docs (G+/) Copilot

Home > Microsoft Sentinel | Entity behavior >

"rTanrw X

ws'

A7 Guides & Feedback () Custom range: 12/31/2024 - 1/1/2025 ~

E 1594 - Alerts, events and anomalies over time Ingghts
4 12
= 1Pv4 : Internet i
1P Type A\ Microsoft Defender Threa... @
3 9 e ot
9:51:3 - .
P . This widget requires an active
Geolocation information @ 2 6 Microsoft Defender Threat
Organization Organization type In[e\l\gencel\cgnse, click here for
Awaser Oman Lic - mare information about the
! : service,
City Country
- Oman 0 LI S S S T T T T T T+
an /~ Anomalies Count By Ip Ad... @
State Centinent i
- Asia SecurityAlert Anomalies h 5
= 78 0 1P Address '159.48,10.250" was
found to be associated with 0
anomalies in the past 30 days.
Entity link
https.//portal.azure com/iasset/Microsoft Azure Security Insight... [ Entity timeline Open in Log Analytics >
1] Run playbook

£ search /. Network Traffic Inspection @

@ AddtoTl .

[t~

Timeline content : All > Tactics : All X Y Add filter
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Microsoft Sentinel | Hunting

Microsoft Sentinel's Hunting feature allows security analysts to proactively search for threats in their environments. It
provides a set of tools to craft and run queries across collected data, enabling threat discovery and identification of
abnormal activities that might indicate potential breaches or attacks.

Microsoft Azure B Search resources, services, and docs (G+/) I T Copilot

Home > Microsoft Sentinel

¢y Microsoft Sentinel | Hunting

Selected workspace: ‘sentinelws’

2 Search 2 « O Refresh b Newhunt & il == Columns R’j Guides & Feedback
~ General - ~ .
7
. @0/0 oo =0 40
Q Overview Open / total hunts lidated hypath idents created Analytic niles created
i@ Logs

Hunts (Preview) Queries Livestream Bookmarks

& News & guides

SO Search '-'- . .
E'B Microsoft Sentinel Hunts

~ Threat management
& Incidents What is it?

@ Workbooks Microsoft Sentinel hunts enables users to seek out undetected threats and malicious behaviors in an organized way by creating a hypothesis,

| searching through data, validating that hypothesis, and acting when applicable. You can also create new analytic rules, Tl, and incidents based on
findings.

Notebooks

i ?
+* Entity behavior How does it work?

& Threat intelligence Go to the Hunting page queries tab and select the queries related to your hypothesis and select "New hunt” to get started. Learn more

B Search resources, services, and docs (G+/)

Home > Microsoft Sentinel
. ¢ Microsoft Sentinel | Hunting - >
Selected workspace: “sentinehws’
2 Search x ) Refresh () Last 24 hours Newquery [> Runselected queries [i] Delete @@ Huntactions ™ == Columns /7 Guides & Feedback
v General = @

Hunling Query with *content source = gallery content* have been removed. All the removed content and more is available in content hub. Click here to reinstate in use “content source = >
ganery content: tem platcy

@ 69/90 @0/0 E=o O ﬁ More content at

Active / total queries Result couirit / queries min Livestream Results My bookmarks Content hub

© Overview (Preview)
& Logs

& News & guides
. Hunts (Preview) Livestream  Bookmarks -
S search m \:'2‘ Uncommon processes - bottem 5%

Microsoft Azi £ Search resources, services, and docs (G+/) I M Copilot

Home > Micresoft Sentinel

. ¢ Microsoft Sentinel | Hunting - *
Selected workspace: ‘sentinahys’
‘/'-] Search ‘ oo« () Refresh (D Last24 hours Newquery  [> Run selected queries li] Delete @ Huntactions ~ == Columns A Guides & Feedback
 Geners! ~ | Sp T ALV UL LD DU IS SIS U1 Y Description
Query highlights uncommon, rare process runs, to flag new
© Overiew (Preview) ¢ Uncommon processes - bottom 5% - - potantially unauthorized binaries in stable environments for
ppotential attack cletection.
& Logs | - -
i ] Powershell download: ey
@ News &guides I 4 wershell downloads - - | order by frequency asc
. . N | project Filelame, frequency, Since, LastSeen
O search "] 4  Possible Container Miner related artifacts detected 7 reskrict results to unususl processes seen i
| where LastSeen >= ago(1d)
~ Threat management | ¥y Usercreated by unauthorized user - - | extend timestamp = Lastseen
o | extend File_B_Name = FileMame =
& Incidents | ¥t Aeure VM Run Command executed from Azure IP a.. 1 >
\ Wiew query results >
@l orkbooks | 4 Sservice installation from user writable directory
& Huntin ) Entity types
| ] 4  Linuscheduled task Aggregation N . ".’p
& Notebooks
_| ¥r Crypto currency miners EXECVE File
+' Entity behavior -
_| hed Summary of users created using uncommon/undoc... Tactics
&) Threat intelligence Execution The exeeution Lactic represents lechniques
| ¥t Potential Exploitation of MS-RPRN printer bug - - ‘that result in the execution of adversary
o MITRE ATTECK <cortrolled code on a local of remate system.
(Preview) "] 9% LeastCommon Processes Includling Folder Depth - - read mote an attackmitre.or 1
/. SOC optimization — . - . L e 7
4 3
~ Content management
Previous Page 1 |of2 | Next > Showing 1 to 50 of 55 results. "
= View results
£ Content hub -
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Microsoft Azure O Search resources, services, and docs (G+/)

Home > Microsoft Sentinel | Hunting >

.o Logs

B sentinelws

# NewQuery1* - +

=

& User Query ©  Time range : Last 24 hours

. Results  Chart

A}

o [ FileName frequency
[ > dstokencleanexe 1
() > DiskSnapshotexe 1
O > AppHostRegistrationVerifierexe 1
O > cleanmgrexe 1
[ 1
(J > HotPatch 1
() > Registry 1
M > autachkese 1

Limit : 30000 7 Add

Since [UTC]
1/1/2025, 1:34:27.633 PM
1/1/2025, 1:34:27.660 PM
1/1/2025, 1:34:27.688 PM
1/1/2025, 1:34:27.694 PM
1/1/2025, 5:34:02.369 AM
1/1/2025, 5:34:02.369 AM
1/1/2025, 5:34:02.369 AM

1172025 53404 125 AM

LastSeen [UTC]
1/1/2025, 1:34:27.633 PM
1/1/2025, 1:34:27.660 PM
1/1/2025, 1:34:27.688 PM
1/1/2025, 1:34:27.694 PM
141/2025, 5:34:02.369 AM
141/2025, 5:34:02.369 AM
14172025, 5:34:02.369 AM
11172025 534:04 375 AM

timestamp [UTC]

1/1/2025, 1:34:27.633 PM
1/1/2025, 1:34:27.660 PM
1/1/2025, 1:34:27.688 PM
1/1/2025, 1:34:27.694 PM
1/1/2025, 5:34:02.369 AM
1/1/2025, 5:34:02.369 AM
1/1/2025, 5:34:02.369 AM

1/1/2025 53404 325 AM

save v [1] share v 8= Queries hub

Simple mode ~
File_0_Name m
o
dstokenclean.exe g
El
DiskSnapshot exe z

AppHostRegistrationVerifier. exe

cleanmgr.exe

HotPatch
Registry

antachk exe

e e

Home

I o Copilot

Microsoft Sentinel

. ¢y Microsoft Sentinel | Hunting
s

Selected workspace: ‘sentinhys'
P search X« () Refresh (9 Last2ahours ¥ | Newquery [> Runselected queries (1] Dclei] @ Huntactions | == Columns /& Guides & Feedback
~ General = (0 Hunting Query with “content source = gallery content* have been removed. All the removed conter§ |- Create hunt ub. Click here to reinstate in use "content source =

gallery content” templates
@ Overview (Preview)

D Add to existing hunt
o) : ng
@ 69 / 90 @ 0/ 0 - More cantent at
& Logs At Content hub
ive / total queries Result count / queries run My bookmarks
@ News & guides
Hunts (Preview) Queries Livestreamn Bookmarks
4 search P
' Threat management = [ $ (4] ' @ w -
& |ncident 1 0 9 34 16 8 5 10 8
&% Incidents Reconnaissance  Resource Devel.. Initial Access Execution Persistence Privilege Escala.. Defense Evasion  Credential Access Discovery
@l Workbooks
P user < ¥ Add
© Hunting
[ 1 Query Results Results delta Results delta p. Content source Data sources
& Notebooks —
| D6 U ALLUI LT (W BUNG I SSTSIUYS U TEY - - e seeuryuvee
#* Entity hehavior
#r  Uncommon processes - bottom 5% - - - Content hub SecurityEvent
&) Threat intelligence
| T Remote Task Creation/Update using Schtasks Proce.. - - - Content hub SecurityEvent
MITRE ATTE&CK —
(Preview) [ Yr  PowerShell downloads Content hub SecurityEvent
7 S0C optimization f “  Possihla Cntainer Minar ralatod artifarts datartad - - Crntant huh Suslnn

Microsoft Azure

5 Search resources, services, and docs (G+/)

Home > Microsoft Sentinel Create hunt x
. ¢y Microsoft Sentinel | Hunting
Selected workspace: ‘sentinelws’ Creating new hunt with 1 selected query.
O Search X« () Refresh (O Last24 hours ~ | Mew query [> Runselected queries 1| [] Queries will be cloned when adding to a hunt. Updates to queries will not impact the Jopied
- instance after it is cloned to a hunt.
™ General = Hunting Query with *content source = gallery content" have heen removed, All the removed ¢
qallery content” templates. Hunt B
© Overview (Preview) Py Lt name
oL Q 69 / 90 @ 0 / 0 0 Processes Hunt
a logs Active / total queries. Result count / queries run Livestream Rest Description
@ News & guides
. Hunts (Preview) ~ Queries  Livestream  Bookmarks B 7 U&s =@ %P
) search
s Threat management =3 - (2] * @
= incid 1 0 9 34 16
& Incidents Reconnaissance  Resource Devel.. Initial Access  Execution Persistance
a Workbooks .
O user XY Add
© Hunting Ownher
[] L Query Results
& Notebooks N Ahmed Abdelwahed
L 30 R eweoun suumu L sun i S U1 iy [ Ry P
4 Entity behavior
v Y Uncommon processes - bottom 5% = Status
&) Threat intelligence
[ ¥r Remote Task Creation/Update using Schtasks Proce..  -- o — |
® MITRE ATT&CK e
(Preview) [ ] fr  Powershell downloads - Hypothesis
#: SOC optimization [T] 4  Possible Container Miner related artifacts detected
Unknown v |
* Content management E ¥ User created by unauthorized user -- _—
G Content hut: - [ | rarnrasenrl fome Amsion 18
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e e 2 o

Home > Microsoft Sentinel

»

¢y Microsoft Sentinel | Hunting
NS

Selected workspace: 'sentinebws

O search X« () Refresh —+ Mewhunt & Create incident [l == columns 27 Guides & Feedback
' General -
a2 = ]
. @1/1 Qo =0 40
Q Overview (Preview) y 3 N
Open [ total hunts Validated hypotheses Incidents created Analytic rules created
£ Logs
Hunts (Preview) Queries Livestrearn Bookmarks
b News & guides _—
2 Search £ search hunts Y Add
v Threat management "] Huntname Status Hypothesis Owner Created time Last update time |
& Incidents
‘ Processes Hunt 7.0 New o Unknown & Ahmed Abdelwah.. 1/1/2025, 10:52 PM 1/1/2025, 10:52 PM
@ viorkbooks
© Hunting

& Notebooks
+* Entity behavior

&) Threat intelligence

Create Custom Hunting Query

SecurityEvent

| where EventID in (4624, 4634, 4648, 4672) // Filter for logon, logoff, and privileged access
| project TimeGenerated, AccountName, Computer, IpAddress, EventID

| order by TimeGenerated desc

SRS S I o o

Home > Microsoft Sentinel | Hunting >

Create hunting query

(D) Do not use fixed time ranges, either directly or in a function, in your query. Otherwise, we cannot show changes in query results over time.
Name *
All Access

Description

Query *

SecurityEvent

| where EventID in (4624, 4634, 4648, 4672) // Filter for logon, logoff, and privileged access
| project TimeGenerated, AccountName, Computer, IpAddress, EventID

| order by TimeGenerated desc

View query results >
Entity mapping

1~ Add new entity
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Based on this, create a Hunt

Microsoft Azure R Search resources, services, and docs (G+/) l T Copilot

Home > Microsoft Sentinel Create hunt %
O Microsoft Sentinel | Hunting
Selected workspace: ‘sentinelws' Creating new hunt with 1 selected query.
‘ O search X« O Refresh (O Last 24 hours + New query  [> Runselected queries il Queries will be cloned when adding to a hunt. Updates to gueries will not impact thejcopied

instance after it is cloned to a hunt

' General 0] Hunting Query with "content source = gallery content” have been removed. All the removed
gallery content” templates.

© Overview (Preview) Hunt name *
verview (Preview)
@ -
5L L& 70 / 91 @ 0 / 0 0 ‘ All Access Hunt
= Logs Active / total queries Result count / queries run tivestream Resf  poccintion
& News & guides
~ Hunts (Preview) Queries Livestreamn Bookmarks ‘ B 7 U a @ ©
2 Search —
' Threat management =3 X — ) @
. il a 9 34 16
i Incidents p - . -
Reconnaissance  Resolrce Devel... Initial Access Execution Persistence
@ viorkbooks X
A access S0 Y Add
© Hunting o Owner
[ 1 Query Results

Notebooks —

Search users and groups
" Entity behavior | ¥r Al Access | . 1
Status

Detect Outbound LDAP Traffic{ASIM Network Sessi... -

~ Content management

&) Threat intelligence E hxd Port opened for an Azure Resource -
‘ New N~
MITRE ATT&CK /: ¥ Suspicious Windows Login Outsicdle Normal Hours
(Preview) Hypothesis
. [ r Azure WAF Logdj CVE-2021-44228 hunting -
/- SOC aptimization |
s prmizati . | valdated v
Ll %
(.-

Anomalous Azure Operation Hunting Model | Cancel

£ Content hub

And baed on hunt you can create incident

M soft Azure B search resources, services, and docs (G+/) I T Copilot ahmed_abdulwahe
AHMED TENANT (AHMEDA|

Home > Microsoft Sentinel

. ¢y Microsoft Sentinel | Hunting
N/

Selected workspace: ‘sentinebws'

2 search X« O Refresh I New hunt Iﬁl Delete
~ General
(o)) aisla .
@2/2 o1 =0 &0

Open / total hunts Validated hypotheses Incidents created Analytic rules created

Columns ,é\_vl Guides & Feedback

@ Overview (Preview)

@ Logs
Hunts (Preview) Queries Livestream Bookmarks
& News & guides e —

O search £ Search hunts Y  Add

' Threat management ["7 Huntname Status Hypothesis Owner Created time Last update time |
& Incicents I All Access Hunt I 2)% New oValldated == 1/1/2025, 11:07 PM 1/1/2025, 11:07 PM
‘ Workbooks D Processes Hunt MNew 0 Unknown & Ahmed Abdelwah... 1/1/2025, 10:52 PM 1/1/2025,10:52 PM
@ Hunting
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Microsoft Sentinel

Microsoft Sentinel Notebooks is a feature that allows security analysts and engineers to analyze and visualize data
interactively using Jupyter Notebooks directly within Microsoft Sentinel. These notebooks combine live code,

visualizations, and markdown to provide a collaborative, interactive, and detailed way to perform threat hunting,
anomaly detection, and security investigation.

To start used Notebook you have to enable the next 2 ML option below

Microsoft Azure £ search resources, services, and docs (G+/) ¥ Copilot

Home > Microsoft Sentinel

N Microsoft Sentinel | Notebooks

Selected workspace: ‘sentinehws'

P Search

() Refresh | 3= Configure Azure Machine Learning A7 Guides & Feedback

& 21

Noteboolf Set default Azure ML workspace

~ General Create new Azure ML workspace

@ Overview (Preview)

££H

& Logs Navigate to default Azure ML workspace

é News & guides Overview My notebooks . Templates Entity Explorer - Linux Host

J Search n a
#  Search by name or provider Notebook Typ... : All 3% Microsoft (© 7 months ago

' Threat management ~ Created By Last Version Update

Notebook name Notebook types Last version update

-

& Incidents ) Huntng O/ 16/ 2UL4, GUUIUY AV Description

‘ Workbooks =1 :’:tclgi;::\orer - IP Address This notebook brings together a series of tools and

techniques to enable threat hunting within the context of a
© Hunting singular Linux host. The notebook utilizes a range of data

) ) Hunting 6/18/2024, 4:00:00 AM sources to achieve this but in order to support the widest
| g Entity Explorer - Linux Host possible range of scenarios this Notebook prioritizes using
Microsoft

common Syslog data, If there is detailed auditd data
+* Entity behavior available for a host you may wish to edit the Notebook to
. rely primarily on this cataset, as it currently stands auditd is
&) Threat intelligence Hunting 6/18/2024, 4:00:00 AM

o  Entity Explorer - Windows Host used when available to provide insight not othenwise

available via syslog.

., MITRE ATTA&CK Microsoft ysleg
(Preview)
Getting Started 5/6/2022, 4:00:00 AM Vtilized data types ©
/. SOC optimization g Example - Using Sentinel Search Qui ' syslog 1/1/2025, 11:01:01 PM
Microsoft ik Auditd _CL -
“ Content management -

- Hunting 6/18/2024, 4:00:00 AM
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