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Extend On-Premises Windows Server Active Directory to Azure VM

Lab Objective

Our goal in this lab is to extend On-Premise active directory to Microsoft Azure by create additional
domain controller for existing On-Premise active directory domain in Microsoft Azure, so we can protect
active directory in worst case disaster scenarios, and reduce downtime by redirect internal users to use
DC in azure (additional) for authentication and other active directory benefits. Also by this scenario we

reduce the active directory recovery time.

Existing Active directory environment

We have only one On-Premise Domain controller for our ITPROLABS.XYZ domain named DCO1, also we
have only one active directory site that host our domain controller as explained in the figures below.

X
X

Server |P: 192.168.153.10
DNS: 192.168.153.10
DC Name: DCO1

% Domain Name: ITPROLABS.XYZ

Site Name: Default- First-Site-Name

Full install windows server 2016 active directory lab explained in the below link:

https://gallery.technet.microsoft.com/Install-Windows-Server-f37e3c6d

File Action View Help

Active Directory Users and Computers

B Active Directory Sites and Services

File Action View Help

e 20 0/ XE0R BHR2285Yd% es 2@ E o= B 3

=) Active -6irect‘ory Users and Com|
© Saved Queries |

Name

Type

DC

[ype

1 DCot

Computer

GC

v |55 #prolabsxyz '
5 [ Builtin

] Foreign’ tyPrincipal:
> & HR

> @ IT

5> [ Managed Service Accour
> (2] Markting

> B oA

> (3] Sales

[ Users
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[ Active Directory Sites and Servic|
o

[ Inter-Site Transports

A DIICY
Bl Default-First-Site-Name
v nUELG |

>
>
v

Type Description
_ DNS Settings  msDNS-ServerSettings

QNTDS Settings Domain Controller Settings

Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(®) Use the folowing IP address:

IP address: [192.168 . 153. 10 |
Subnet mask: 255 . 255,255 . 0
Default gateway: @

Obtain DNS server address aut§matically

(@ Use the folowing DNS server addresses:

Preferred DNS server: 192.168 . 153 . 10

e A
I
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Existing DNS Configuration

DNS Server: 192.168.153.10
DNS Zone: ITPROLABS.XYZ
GC, Kerberos, LDAP Server: DCOl.itprolabs.xyz

Extend On-Premises Windows Server Active Directory to Azure VM

We have one DNS server that host active directory integrated zone named ITPROLABS.XYZ domain, also
this server (DCO1.ITPROLABS.XYZ) working as Global Catalog, Kerberos and LDAP roles.

www.abdelwahed.me

55 DNS Manager - O
File Action View Help
s 2@ XEo: Hm § 86
% DNsS Name Type Data Timestam
ﬂ Ech ‘ ::I_msdcs
| Forward Lookup Zones j e
> = _msdcs.itprolabs.xyz j_tcp
i J_udp
i jDomainDnsZones
» || _sites -
sy B _tep jForestDnsZones
y B -udp —|(same as paient folder) Start of Authority (SOA) [39], dcO1.itprolabs.xyz., h...  static
5 7] DomainDnsZones | 1(same as paient folder) Name Server (NS) dcO1l.itprolabs.xyz. static
5 [ ] ForestDnsZones ||Jf=|(same as paient folder) Host (4) 192.168.153.10 5/28/2017
> | Reverse Lookup Zones Host (A) 1210815300 stafic
> | Trust Points Host (A) 192.168.153.11 5/29/2017
> || Conditional Forwarders Host (4) 5/29/2017
2, DNS Manager & X
File Action View Help
e 2@ ek Bm i 8
&- DNS Name Type Data Timestam
v i P__c"; . Service Location (SRV) | [0][100](3268] DCO1.itprol.]  5/28/2017
VO d"°‘,’t “pl :"es Service Location (SRV) | [0][100][88] DCO1.itprolab.]  5/28/2017
> - . .
YR Y SRR Service Location (SRV) | [0][100](389] DCO%.itprola.]  5/28/2017
v |z itprolabsxyz
5 ] _msdcs
v _sites
| Default-Fifst-¢
| _tcp
_tcp
> _J _udp
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Existing DHCP Configuration
DHCP Server: 192.168.153.10

Extend On-Premises Windows Server Active Directory to Azure VM

Full DHCP server on windows server 2016 lab explained in the below link:

https://gallery.technet.microsoft.com/Installing-and-Configuring-bf727a5f

% DHCP
File Action View Help
€= 25 cl=| HE *

@ DHCP Start IP Address

End IP Address

v | dc0l.itprolabs.yz | $13192.168.153.50
v 3 IPvd

192.168.153.254

_.3 Server Options
v || Scope[192.168.153.0] ITProL
4 Address Pool
" Address Leases
> Reservations
., Scope Options
1| Policies
] Policies
> (¥ Filters

Descrip
Addres

% DHCP
File Action View Help

e A s N 2 1

@ DHCP

Vendar

Value

=

:= 003 Router
=] 006 DNS Servers
:=| 015 DNS Domain Name

v ﬁ dcOl.itprolabs.xyz
v B IPva
_.3 Server Options
v | Scope[192.168.153.0] ITP:

Standard
Standard
Standard

192.168.153.2
192.168.153.10
itprolabs.xyz

"1} Address Pool
_ @ Address Leases

» = Reservations

4 Palicies
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Extend On-Premises Windows Server Active Directory to Azure VM

Existing VPN Server Configuration

VPN configuration is important part in our lab because our Windows Server 2016 VM on Azure will
contact On-Premise itprolabs.xyz domain through L2TP/IPsec VPN. Our VPN configuration fully

explained in the following link:

https://gallery.technet.microsoft.com/L2TPIPsec-VPN-On-Windows-5cc2c3ae

Note: VM on azure doesn’t support PPTP VPN.

VPN (I

ocal) Properties

General @ IPvé IPv6 IKEv2 PPP

The Authentication provider validates credentials for re
and demand-dial routers.

Authentication provider:
Windows Authentication

v

Authentication Methods...

The accounting provider maintains a log of connection
sessions.

Accounting provider:
|Windows Accounting v

The custom IPsec policy specffies a preshared key for
connections. The Routing and Remote Access servic|
set this option. IKEv2 initiators configured to authentici

v Allow custom IPsec policy for L2TP/IKEv2 chnne

Preshared Key:

Ll

i~ SSL Certificate Binding:
[ Use HTTP

Select the certificate the Secure Socket Tunneling
server should use to bind with SSL (Web Listener)

Certificate: ,Defaun L]

www.abdelwahed.me

General  Securty IPv6  IKEv2 PPP

IV Enable IPv4 Forwarding

—|Pv4 address assignment

Ports Properties ?

Devices

Routing and Remote Access (RRAS) uses the devices listed below.

This server can assign |Pv4 addresses by using: Name | Used By | Type | Numb...
¢ Dynamic Host Configuration Protocol (DHCP) M?niport (SSTP) / out?ng SSTP 12
g address pool ’ AN Miniport (L2TP’ RAS/Routing L2TP 128
o s i ‘
Fom | To | Number | IP Addf (AN Viniport (PPPOE) Routing PPPOE 1
100.100....100.100..._100 LRI | WAN Miniport (GRE) Routing Unkno... 128
Add l Edit
[V Enable broadcast name resolution
Use the following adapter to obtain[DHCP, DNS}and ¥
dial-up cli
Adapter: lLAN
Configure... |
ok ][ Cancel | [ om
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Extend On-Premises Windows Server Active Directory to Azure VM

Create Windows Server 2016 VM in Microsoft Azure

Create Windows Server 2016 Data Center VM step by step
1. Login to Microsoft Azure Portal and follow steps as explained in the figures below.

= C | @ Secure ) & & <« IP @

https://portal.azure.comfcreate/hub

Microsoft Azure New > Compute

= News Compute

O Search the marketplace

MARKETPLACE See all FEATURED APPS See all
Compute e > Windows Server 2012 R2
Datacenter
Networking > Simple to -effective,
application-focu and user-
Storage >
) Wmdow er 2016
Web + Mobile > Datace
Ilup|r-t y, cost-effectiv
Databases > application-focus 1 and user-
Data + Analytics > Red Hat Enterprise Linux 7.2
. ) ., Red Hat Enterprise Linux 7 is the
Al + Cognitive Services > ‘ rednat wotld's leadina enterorise Linux

7|Page
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Extend On-Premises Windows Server Active Directory to Azure VM

2. Configure VM basic settings including:

1- VM Name (special characters not allowed)

2- Hard Disk type: SSD or HDD

3- Create a local account on the VM with strong password (used for sign in to the VM).

4- Select your subscription.

5- Use exiting resource group or create new one

6- Azure allows you to create resources, such as VMs, in geographic regions, so select
region where you want the VM to run (There are 34 geographic regions for Microsoft
Azure).

Resource group is logically group related resources such as storage

accounts, virtual networks, and virtual machines (VMs) to deploy,
manage, and maintain them as a single entity.

MNew Compute Create virtual machine

e virtual machine a X

o * Name
Basics >
1 Configure basic setting | s s s
WM disk type @
oy SSD v
2 Choose virtual machine size * User name
| aabdelwahed o v
3 * Password
Configure optional features [ e
............ v
* Confirm password
[l v

Server 2016 Datace...

Subscription

MSDHM Platforms [6bdeﬁ11b@7d-3! v

* Resource group @

e Create new (0 Use existing
AzuresD_Ra| e—|
Location

South Central US e v

8|Page
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Extend On-Premises Windows Server Active Directory to Azure VM

3. Select VM size that will determine VM configuration including RAM size, processor cores, storage
size which will affect estimated monthly cost. In this lab DS1_V2 Standard is our selected VM size.

Mew > Compute > Create virtual machine > ,O Search resources

Create virtual machine a X Choose a size
Browes= theavaibble seesand their featues
Prices presented are estimates in your local currency that include only Azure infrastructure
costs and any discounts for the subscription and location, The prices don't include any
1 Basics & applicable software costs, Recommended sizes are determined by the publisher of the
Done selected image based on hardware and software requirements,

) o Supported disk type Minimum cores Minimum memory (GiB)
2 Size S 55D v} 1 [[] 0

Choose virtual machine size

* Recommended | View all

3 etting 3 DS1_V¥2 Standard DS2 V2 Standard DS11.¥2 Standard
Configure optiona atures

o e

tional Featur
Core 2 Cores 2 Cores
= 3.5 GB e 7 GB 14 GB
/ 2 4 4
s Server 2016 Datace &5 Datdisks & Dk b SR
o erve 5 Datace..,
o 3200 o 6400 = 6400
Max IOPS Max IOPS v Max IOPS
& 7GB - 14GB 28 GB
L2 B loaisso W aisso B oisso
> Load balancing &5 load balancing &% Lload balancing
("e, <y > ¥ 4 s
? . Premiumdisksupport | ~° Premium disksupport = Premium disk support
G SARAMONTH (E f‘u'-\.‘afzm SARSMONTH ‘557‘\*.‘-’7 ED) SAR/MONTH (ESTIMATED)
. ==

9|Page
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Extend On-Premises Windows Server Active Directory to Azure VM

4. Configure optional features for example you can create virtual network and assign specific IP
addresses to it or you can leave this option by default and azure will configure this options for
you.

MNew > Compute > Create virtual machine > Settings ,O Search resources

ate virtual machine O X Settings

. Use managed disks @
Basics

Done Yes

* Storage account®

(new) azureadrgdisks595

0 Network
Settings ) * Wirtual network @

Configure optional features
2 B (new) AzureAD_RG-vynet

* Subnet®
4 Windows Server 2016 Datace.., ] default (10.1.0.0/24)

* Public IP address @
{new) AzureDC-ip

* Network security group [firewall) @
(new) AzureDC-nsg

Extensions

Extensions @
No extensions

(2 T

10| Page
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Extend On-Premises Windows Server Active Directory to Azure VM

5. Before start VM creation Azure validate your configuration

New > Compute

Create virtual machine

Summary

ch resources

1 Basics

[ Done

2 Size
Done

3 Settings
Daone

o Running final validation...

4 Summary
Windows Server 2016 Datace..,

%

t
¢
S
%

Basics

Subscription
Resource group
Location

Settings

Computer hame
Disk type

User name

Size

Storage account
Managed
Virtual network
Subnet

Public IP address

Metwork security group [firew..

Availability set

Guest OS diagnostics

Boot diagnostics

Diagnostics storage account

MSDN Platforms
[hew) AzuresD_RG
South Central US

AzureDC

SsSD

aabdelwahed

Standard DS1 w2

[new) azureadrgdisks595
No

[hew) AzuresD_RG-vnet
[hew) default (10.1.0.0/24)
[hew) &zureDC-ip

[hew) &zureDC-nsg
MNone

Disabled

Enabled

[hew] azureadrgdiagdes

rch resources oS Q DL ’::‘:3’; (\D @ [ -
: , 3 2 ShGoa A s Eevean e 2o i X
Dashboard v + hboard & Edit dashboard &) Share Fullscreen (@ Clone Notifications
Dismiss: Informational Completed All
All resources Azure Health Tags . R
ALLSUESCRIPTIONS MY RESOURCES ALLSUESCRIPTIONS === Deployment in progress... unning
Deployment to resource group ‘AzureAD_RG' is in
3 ' progress.
e 2 >3
Yo P Abdelwahed : Bat ‘
: L% (i ) credit remaining 1:53 AM
@ .
o Abdehuahed : CH Subscription "MSDN Platforms’ has a remaining credit of
o Abdelwahed : Stc SAR371.37
& (i ] ‘edit remaining 1:53 &M
. Subscription "MSDN Platforms' has a remaining credit of
ﬁ] SARE.99
Tour Marketplace
11| Page

www.abdelwahed.me



www.abdelwahed.me

Extend On-Premises Windows Server Active Directory to Azure VM

Access Azure VM
Once your VM is created Microsoft Azure assign public IP address to it so you can access your VM
through Remote Desktop with your local account credentials that you are created.

0 Search resources x Al > & O 0

x L&

Notifications

Dismiss: Informational Completed Al
O Search {Ctris/) w» Connect P Start Q¥ Restart W Stop =) Move [ Delete ) Refresh i
Essentials ~ @ Deployments succeeded 2:40 AM
= Onnied ) Deplayme ‘AzureAD_RG'
Resource group (change) Computer name epl oy»l:::‘nt to resource group ‘AzureAD_RG' was
B Activity log AzureAD_RG AzureDC successtul.
Satus Operting system } o
M Access control (I8M) Running Wirdows o credit remaining 1:53 &M
Location Size Subscription 'MSDN Platforms’ has a remaining credit of
& Tags South Central US Standard DS1v2 (1 core, 3.5 6 SAR371.37
Subscription (chans) Public IP address
X Diagnose and solve proble.., MSDN Platforms inil
o E credit remaining 1:53 &AM
Subscription 1D winual networks subnet
AzureAD_RG-vnet/default Subscription 'MSDN Platforms’ has a remaining credit of
SETTINGS -
DNS name SARE.99
' Availability set =
& Disks Show data for last: | 1 hour | Ghours 12hours 1day | 7days 30days

Now you can connect through remote desktop by click Connect tab as explained in the figures
below

L Search resources < k ahmed_al

- v~ 4 & > ThisPC > Downloads
= D Search {ctris /) %» Connect P Start Q¥ Restart
Organize v New folder E=, o
L Essentials ~ A
4 Overview e ame ate medifie ype
& o & This PC i L, D e by
> Resource group fchangs)
B Activity log AzuresD_RG I Desktop Compressed File folder
. Satus =) Documents File folder
= M Access control 1AM) Running 8):Documents : .y
GetWindows10-sds File folder
Lacation & Downloads :
(1] & Taos South Central US J’ Music Music File folder
Subscription (changs) Programs File folder
e K Diagnose and solve proble.., MSDN Platforms =/ Pictures SHAREit File folder
Subscription 1D .
_ ubscription \ g Videos Video TelV/+0/+T 5 1s:8A File folder
- SETTINGS - "
‘& Local Disk (C:) & TPROTRAINING.rdp Tel/+0/sF* o oT:0A Remote Desktop ...
2 9 Availability set o CD Drive (D)
€ i Show data for last: w Local Disk (E:)
- = Disks o I >
[ Extensions y
@ o File name: et
B Network interfaces CPU (average) Save as type: | Remote Desktop Connection v
P P
1 Size 1008
o A Hide Folders 2 Cancel
& Backup

12| Page
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Extend On-Premises Windows Server Active Directory to Azure VM

L% Remote Desktop Connection

o =

This remote connection could ham your local or remote computer. Do not connect unless you know
where this connection came from or have used it before.

[1 Dont ask me again for connections to this computer

@ShowDetails | Connect | Cancel

Windows Security X

Enter your credentials

These credentials will be used to connect t¢

‘ aabdelwahed

[] Remember me

More choices

N

www.abdelwahed.me
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Extend On-Premises Windows Server Active Directory to Azure VM

Finally, we sign in Windows Server 2016 VM which we created.

Server Manager * Local Server & Manage  Tools View  Help
PROPERTIES
22 Dashboard For AzureDC TASKS ¥
i Local Server
- Computer name AzureDC Last installed updates 5/11/2017 1:43 AM
B All Servers Workgroup 'WORKGROUP Windows Update Download updates only, using Windows Update
i‘i File and Storage Services P Last checked for updates Today at 10:17 AM
Windows Firewall Private: On Windows Defender Real-Time Protection: On
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Enabled IE Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC) Coordinated Universal Time
Ethernet 2 IPv4 address assigned by DHCP, IPv6 enabled Product ID 00376-40000-00000-AA947 (activated)
Operating system version Microsoft Windows Server 2016 Datacenter Processors ptel(R) Xeon(R) CPU E5-2673 v3 @ 2.40GHz
Hardware information Microsoft Corporation Virtual Machine Installed memory (RAM) 3.5 GB
Total disk space 134 GB

For more information about create and configure windows server 2016 VM on
azure, check the following link:
https://gallery.technet.microsoft.com/Create-and-Configure-65fecd55

14| Page
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Extend On-Premises Windows Server Active Directory to Azure VM

Connect Azure VM Server to On-Premise network using L2TP/IPsec VPN

Assign static IP address for Azure VM VPN connection
Its preferable to assign static IP address for additional DC when connect to On-Premise network,
so PCs in On-Premise can contact additional DC easily, to do this we will assign static IP address
for user that we will use it in VPN connection from Azure to On-Premise, in this example we will
assign this option to aabdelwahed user.

“»-_‘. ve Directory Users and Computers
File Action View Help

B =

— A

e 2m 0/ XEGCE| HE 3
s aabdelwahed Properties ?
] Active Directory Users a m|| Name
> R Saved CQueries aabdetwahed Remote control Remote Desktop Services Profile COM+
v & !tfn:zabse.:y; » & Administrator General s Accomt Profile  Telephones  Organization
=~ BuiuI:in 2 Allowed RODC Password Ay Environment Sessions
B Compuiss %Cen Publishers . Netw Pemission Static IP Addresses
2] Domain Controllers Clonseble Domsain Contrill I e e
(] ForeignSecurityPrincipalt g.;Defa.ultAccoum € Denyaccess
s @ HR %Demed RODC Password § 7 A a static IPv4 addr o
s BT 2 DHCP Administrators " Control access through Nf : : :
5> [ Managed Service Accout| &DHCP Users o . [~ Assign a static IPv6 address:
> [3) Markting 2, DnsAdmins e . I
27 On-Premise QU %DnsUpdateProxy [ Callback Options I prefix;
& QA 2 Domain Admins @ NoCalback [ Inerface It |
J_ USaIes %Domain Computers " Set by Caller (Routing and
~| Users Domain Controllers
ke " Always Callback to: OK Cancel |
%Domam Guests
%Domain Users -
2 Enterprise Admins ¥ Assign Static IP Addresses
58 Enterprise Key Admins Define IP addresses to enable for this Static IP Addresses —
% Enterprise Read-only Don Uik corection, l

www.abdelwahed.me
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Extend On-Premises Windows Server

Active Directory to Azure VM

Create VPN connection from Windows Server 2016 VM on Microsoft Azure
Connect to Windows Server 2016 on Azure and create VPN connect, as explained in the figures below

¥ > Control Panel > Network an Network and Sharing Center v O Search Control Panel Pl
{ome View your basic network information g - X
View your active networks ?‘ Set Up a Connection or Network
ter settings
nced sharing itprolabs.xyz . 2
Do Choose a connection option
Change your networking settings Connect to the Internet
; Set up a broadband or dial-up connection to the Internet.
Set up a new connection or network
Set up a broadband, dial-up, or VPN co Connect to a workplace
Set up a dial-up or VPN connection to your workplace,
@ Troubleshoot problems
Diagnose and repair network problems,
o Next I l Cancel
& [i Connect to a Workplace
How do you want to connect?
—> Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.
—> Dial directly
Connect directly to a phone number without going through the Internet.
16 |Page
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Extend On-Premises Windows Server Active Directory to Azure VM

& |ig Connect to a Workplace

Type the Internet address to connect to

Your netwerk administrator can give you this address,
Public VPN Server address

Internet address:
l ITProLabs Connect

Destination name:

[JUse a smart card

Remember my credentials
G [] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

3 [ Cancel |

Configure L2TP/IPsec

; ITProlabsde ect D,@:;g:&rt:”

ecurty Networking Sharing

G|

General

Type of VPN:
Layer 2 Tunneling Protocol with IPsec (L2TP/1

Advanced Properties

Deda syl __

@j\ L2TP
(®) Use preshared key for authentication

Key: | ITProLabs@17]

|Require encryption (dsconnect  server deciines)
Authentication
(O Use Extensible Authentication Protocol (EAP)

® Nlovemocols

(O Use certificate for authentication

Properties

Verify the Name and Usage attributes of the server’s certificate

[[] Unencrypted password (PAP)
[]Challenge Handshake Authentication Protocol (CHAP)

[] Microsoft CHAP Version 2 (MS-CHAP v2)
[[] Automatically use my Windows logon name and
password (and domain, if any)

€y

www.abdelwahed.me
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Extend On-Premises Windows Server Active Directory to Azure VM

- Enable internet connectivity with VPN and start connection

' ‘.._-..m. A oL N R = e
e i
General Options working  Sharing ‘ Internet Protocol Version 4 (TCP/IPv4) Properties Advanced TCP/IP Settings
This connection uses the following items: General IP Settings DNS ~ WINS
Intemet Protocol Version 6 (TCP/IP . !
Bl g kten B = on 4 & Y, v You can get IP settings assigned automatically if your network This checkbox only applies when you are connected to a local
1., [ntemet Protocol Version 4 (TCP/IPv4) supports this capability. Otherwise, you need to ask your network network and a dial-up network simultaneously. When checked, data
'+ File and Printer Sharing for Microsoft Networks | administrator for the appropriate IP settings. that cannot be sent on the local network is forwarded to the dial-up
E3 Client for Microsoft Networks network.
(® Obtain an |P address automatically
(O Use the following IP address: o Use default gateway on remote network
IP address [:] [[] Disable class based route addition
| nstall.. Umnsta\o Prj {®) Obtain DNS server address automatically Automatic metric
Description f (O Use the following DNS server addresses: Interface metic
Transmission Control Protocol/Intemet Protocol. The! Preferred DNS server l:]
wide area network protocol that provides communica
across diverse interconnected networks. Alternate DNS server [:
oédvanced..
Settings — O >
58 Home . VPN
Find a settin o :
9 £ o Add a VPN connection
Metwork & Internet
O,ZD ITProlLabs Connect
& Status
"1 Fthernet a Connect Advanced options Remove
= Dial-up
Advanced Options
| = ven
Allow VPN over metered networks
& Proxy @ Off
Allow VPN while roaming
18| Page
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% Home VPN

Find a setting 5 o Add a VPN connection

Metwork & Internet
“K’ ITProLabs Connect

Status )
= Connecting to ITProLabs Connect
£l Ethernet Windows Security »
Sign in

7 Dial-up 9

aabdelwahed@itprolabs.xyz
= VPN

C-C-I-I-I.I.II‘.| ,E'-\
€ Proxy

Domain: itprolabs.xyz
oK Cancel
Administrator: C:\Windows\system32\cmd.exe
VPN ’

DNS Servers =
NetBIOS over Tcpip.

Add a VPN connection
+

PPP adapter ITProlLabs Connect:

Connection-specific DNS Suffix

C%?) ITProlLabs Connect g?sc?ipl .gd. &« + « « +« « « « « . : ITProLabs Connect
hysical Address. NN

DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

Connected

IPv4 Address. . . . . . . . . . . : 192.168.153.9(Preferred)
PiCelERle:  Subnet Mask . . . . . . . . . . . : 255.255, .255
Default Gateway :

DNS Servers . . . . . . . . . . . : 192.168.1 .10
NetBIOS over Tcpip. . . . . . . . : Enabled
Advanced Optlons Tunnel adapter isatap.reddog.microsoft.com:

Allow VPN over metered networks Media State . . . . . . . . . . . ! Media disconnected
on-specific DNS Suffix . : reddog.microsoft.com
(: ) Off <5 .

&« + « « + « « « . : Microsoft ISATAP Adapter
Physical Address. . . . . . . . . : 00-00-00-00-00-00-00-E0
. . DHCP Enabled. . . . e o o o 5 NO
Allow VPN while roaming

Autoconfiguration Enabled . . . . : Yes

Q On Tunnel adapter isatap.{AS@EAEFC-F8B5-4839-99

19| Page
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Extend On-Premises Windows Server Active Directory to Azure VM

Now Windows Server 2016 VM on Microsoft Azure is ready to be
additional DC for ITPROLABS.XYZ

Install additional DC in Azure Windows Server 2016 VM

Now windows server 2016 VM on Microsoft Azure connected to our private network through
L2TP/IPsec, so now we can create additional DC for our domain On-Perm (itprolabs.xyz)

install Active Directory Domain services

Y /
e *  Server Manager * Dashboard @ |V Moanage ook View

i& Dashboard

B Local Server I

WELCOME TO SERVER MANAGER fZ Add Roles and Features Wizard

Select installation type

ii All Servers > s

B Fic und s comices Configure this local s
W File and Storage Services

Select the installation type. You can install roles and features on a running physical ¢

machine, or on an offline virtual hard disk (VHD).

QUICK START Before You Begin

¢

Add roles and features
® Role-based or feature-based installation

3 Add other servers to v Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation

WHAT'S NEW TS ae . 2 A
4 Create a server group Install required role services for Virtual Desktop Infrastructure (VDI) to create a vi
or session-based desktop deployment.
5 Connect this server to
LEARN MORE
5 . DESTINATION SERVER
Select destination server AzuredC

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type (®) Select a server from the server pool
Server Selechion () Select a virtual hard disk P N> Instal
Server Roles Server Pool
Features
Filter: | |
Name IP Address Operating System

Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

20| Page
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Extend On-Premises Windows Server Active Directory to Azure VM

f&z Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.

Roles

_| Active Directory Certificate Services
Active Directory Domain Services|

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DNS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MultiPoint Services

Network Controller

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (lIS)

&= Add Roles and Features Wizard X

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Featur6|| Cancel ]

Before You Begin
Installation Type
Server Selection
Server Roles
Features

Confirmation

www.abdelwahed.me

[ [ instal

H Cancel I

i < Pro Next >

Active Directory Domain Services

DESTINATION SERVER
AzureDC

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource

sharing and collaboration between users.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web

apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

o o |

Install H Cancel I

21| Page



www.abdelwahed.me

Extend On-Premises Windows Server Active Directory to Azure VM

I Fﬁ; Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

Confirmation

Select one or more features to install on the selected server.

Features

v

I [m] .NET Framework 4.6 Features (2 of 7 installed)
I Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption (Installed)
BitLocker Network Unlock

BranchCache

Client for NFS

Containers

Data Center Bridging

Direct Play

Enhanced Storage (Installed)

Failover Clustering

Group Policy Management

Host Guardian Hyper-V Support

I/O Quality of Service

IIS Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server

iSNS Server service

JO0000RORO00000RO

— O

x

DESTINATION SERVER
AzureDC

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

o - | e ||

Confirm installation selections

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

Confirmation

www.abdelwahed.me

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Cancel

DESTINATION SERVER
AzureDC

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools

AD DS Tools

Export configuration settings
Specify an alternate source path

Active Directory module for Windows PowerShell

Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

—auen—— ¢

H Cancel |
22 | Pa
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Extend On-Premises Windows Server Active Directory to Azure VM

DESTINATION SERVER

Installation progress AzuredC

View installation progress

Feature installation
===

Installation started on AzureDC

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous ) Close | Cancel

Promote Windows Server 2016 Data Center VM in Azure to be additional DC

Server Manager * Dashboard = /1 ' |'A Manage

|, Post-deployment Configura... |
WELCOME TO SERVER MANAGER

Configuration required for Active Directory Domain pu—

Services at AZUREDC
a CO nflgu re ThlS |Oca] server Promote this server to a domain controller
o Feature installation
age Services b QUICK START

2 Add roles and features Configuration required. Installation succeeded on
AzureDC,

3 Add other servers to manage Add Roles and Features

WHAT'S NEW i
4 Create a server group Task Details

5 Connect this server to cloud services

23 | Page
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Extend On-Premises Windows Server Active Directory to Azure VM

1. There is three options when you try to promoote your server to active dirctory:
- Promote your server to be additional DC in existing domain (selected for our scienario)
- Promote your server to child domain in existing forest
- Promote your server to new forst
2. Select your domain that you want to create additional for (select itprolabs.xyz for our scienario).

& Active Directory Domain Services Configuration Wizard - O
S 4 TARGET SERVER
Deployment Configuration AzureDC

S 2 Windows Security X
Deployment Configuration :
Select the deployment operation o .
1 & , . : Credentials for deployment operation
(® Add a domain controller to an existing domain

(O Add a new domain to an existing forest : .
O Add a new forest Supply credentials for the deployment operation

Specify the domain information for this operation ‘ administrator@itprolabs.xyz ‘
| '...........| |

Supply the credentials to perform this operation
<No credentials provided> e Domain: itprolabs.xyz

? oK Cancel
[ Select a domain from the forest — O X

[ TARGET SERVER
Select a domain in the forest where the new domain controller will AzureDC

reside.
— 1
itprolabs.xyz tl
|

sting domain
forest

is operation

- | itprolabs.gyz ‘ I Select... ]
operation
administrator@itprolabs.xyz I Change... I

More about deployment configurations

24 |Page
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Extend On-Premises Windows Server Active Directory to Azure VM

3. Its recommend to allow this server to also work as GC and DNS according to your requirements,
also select site that will host your server, if you select the same site with parent domain your
replication between two servers will be at the same time by default.

[ Active Directory Domain Services Configuration Wizard — O X
: : TARGET SERVER
Domain Controller Options R eihp

Deployment Configuration

Specify domain controller capabilities and site information

Domain Controller ]
Domain Name System (DNS) server

Global Catalog (GC)
[] Read only domain controller (RODC)

Paths Site name: Default-First-Site-Name v
Review Opticns Q Default-First-Site-Name
Type the Directory Services ode (DSKRM) password

Prereguisites Check

DNS Options

Additional Cptions

Password: |eeesssssscse

Confirm password: \Loo esscssssce

More about domain controller options

4 e (]

25| Page
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Extend On-Premises Windows Server Active Directory to Azure VM

D N S O . TARGET SERVER
pt IonNs AzureDC
| A, Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more x
Deployment Configuration ! : .
Specify DNS delegation options
Domain Controller Options )
Update DNS delegation
Additional Options
Paths
Review Options
Preraguisites Chack
More about DNS delegation
gﬂen > | \*Install ‘ Cancel
4. Select which DC that you want to replicate from
[z Active Directory Domain Services Configuration Wizard &S a X
e : TARGET SERVER
Additional Options AzureDC

Deployment Configuration 3 : :
Specify Install From Media (IFM) Options
Domain Controller Options

DNS Options

Additional Options

[[] Install from media

Specify additional replication options

Paths Replicate from: Any domain controller

Review Cptions Any domain controller

@&

DCO1.itprolabs.xyz

Prereguisites Check

26 |Page
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Extend On-Premises Windows Server Active Directory to Azure VM

5. Select active directory database and log files store location

[ Active Directory Domain Services Configuration Wizard

Paths

Deployment Configuration

Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Options
DNS Options
Additional Opticns rea s oioes

Review Options

Database folder:

Preraguisites Chack

More about Active Directory paths

O X

TARGET SERVER

AzureDC

| CAWindows\NTDS

: CAWindows\NTDS

| CAWindows\SYSVOL

< Previous Next > |

‘\l Cancel |

www.abdelwahed.me

27 |Page



www.abdelwahed.me

Review Options

Deployment Configuration

Domain Controller Options
DNS Options

Additiocnal Options

Paths

Review Options

Prerequisites Check

Extend On-Premises Windows Server Active Directory to Azure VM

6. Review your selected configuration

TARGET SERVER

AzureDC

Review your selections:

Configure this server as an additional Active Directory domain controller for the domain
"itprolabs.xyz".

Site Name: Default-First-Site-Name
Additional Options:
Read-only domain controller: No
Global catalog: Yes
DNS Server: Yes
Update DNS Delegation: No

Source DC: DCO1.itprolabs.xyz

These settings can be exported to a Windo
additional installations

More about installation options

PowerShell script to automate

< Previous Next > Install || Cancel

www.abdelwahed.me
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Extend On-Premises Windows Server Active Directory to Azure VM

7. Prerequisites checked passed, now your VM is ready to promote.

[z Active Directory Domain Services Configuration Wizard oo O

Prerequisites Check

X

TARGET SERVER
AzureDC

& All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more

'_Dex:!oymer't Configuraton |
Domain Conireller Options
DNS Options
Additional Options
Paths

Review Options

Prerequisites Check

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

@ View results

Windows Server 2016 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

1. If you click Install, the server automatically reboots at the end 8he promotion operation.

< Previous | | Next> Install || Cancel

www.abdelwahed.me
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Extend On-Premises Windows Server Active Directory to Azure VM

8. Now Windows Server 2016 is working as additional DC.

@ =

Server Manager * Local Server

i Dashboard

f& All Servers

il ADDS

&5 DNS

g Fileand Storage Services P

i PROPERTIES

For AzureDC

Computer name

Domain

Windows Firewall
Remote management
Remote Desktop

NIC Teaming
Ethernet 2

Operating system version

Hardware information

AzureDC
itprolabs.xyz

] Active Directory Users and Computers

File

Action

View Help

e | HE B XECR BRI T RETE%R

Domain: On
Enabled

Enabled

Disabled

Assigned by DHCP

Microsoft Windows Se

Microsoft Corporation

www.abdelwahed.me

] Active Directory Users and Com
» ] Saved Queries
itprolabs.xyz

v &

12

BRDE

B [ B

¢ (8

5,
g

h e

AzureAD OU

Builtin

Computers
Domain Controllers
ForeignSecurityPrincipal:
HR
IT
Managed Service Accour
Markting
On-Premise OU
QA

Sales

Users

Name Type DC Type
1%l AZUREDC Computer GC
1&ipcot Computer GC

Site
Default-First-Si...
Default-First-Si...
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Extend On-Premises Windows Server Active Directory to Azure VM

Check Active Directory & DNS changes

1. From DNS, our new DC on azure is added as name server, GC, Kerberos and LDAP.

~—1% DNS Manager — Ll X
File Action View Help
oo 2R XEezHE§EE
& DNS Name Type Data Timestam
v il QC01 -J_medes
v [ Forward Lookup Zones E’j_sites
>[50 _msdcsitprolabsxyz || =5~
h—a e :]_tcp
v =4 rtprolabs.xyz
—J_udp
> .. _msdcs = "
= jDomamDnsZones
> & _sites -
> 3 Lep jForestDnsZones
N ;-_J udp .(same as parent folder) Start of Authonty (SOA) [78], dcO1.itprolabsaxyz., h... static
5 (7] DemainDnsZones L Name Server (NS dcO1.itprolabs.xyz. static
5 ] ForestDnsZones (same as parent folder) Name Server (NS) azuredc.itprolabs.yz. static
» [ Reverse Lookup Zones Fl(sameaspmntfowec) Host (A) 192.168.153.9 6/2/2017:
> | Trust Points | & [ 192.168.153.10 5/28/2017
> | Conditional Forwarders 6/2/2017 2
static
static
‘?pﬁ DNS Manager === |
File Action View Help
R EEFEN EIRGE
&: DNS Name Type Data Ti
v i oo =) Service Location (SRV)  [0][100]{3268] AzureDC.itprolab 6
I | Forward Lookup Zones || p- o e S
vl s e ity _gc Service Location (SRV) [0][100][3268] DCO1.itprolabs.xyz. 5t
i _j i-t:':o;:; ProtabsXy2 || [E] kerberos Service Location (SRV)  [0][100](88] AzureDCitprolabsxyz. 6/
o msd::'z [F] kerberos Service Location (SRV)  [0][100](28] DCO1.itprolabs.xyz. 5
v B sites [[]_idap Service Location (SRV)  [0][100]289] AzureDC.itprolabsxyz. 6/
< -J Default-First-¢ E_Idap Service Location (SRV) [0][100][389] DCO1.itprolabs.xyz. 5
.l tep
= tep
> O _udp

> | DomainDnsZone:

www.abdelwahed.me
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Extend On-Premises Windows Server Active Directory to Azure VM

2. Our VM Server on Azure is added as a DC

- Active Director

= y Users and Computers

File Action View Help

4= =) | | Change Directory Server

o Activel ey Directory Server:

y ] Savi
% DCO1.itprolabs xyz
= |tpr{
> Change to:
: O Any writable Domain Controller
>
4 (® This Domain Controller or AD LDS instance
> Name
>

AzureDC itprolabs xyz

LU DIM0Ials XY

5 6

[] Save this setting for the cument console

3. Also, is added as second server in default active directory site

IEE Dashboard

#i# All Servers

i§l ADDS

18 DHcp

& DNS

B3 File and Storage Services P

www.abdelwahed.me

PROPERTIES
For DCO1

Computer name

Domain

Windows Firewall
Remote management
Remote Desktop

NIC Teaming
Ethemnet0

DCo1
itprolabs.xyz

Domain: Off
Enabled
Disabled
Disabled
192.168.153.10

— ['_'] ¢
X
n
ntainer for1
ntainer fori
ntainer for:
DC Type DC Version  Status
ntainer for
Windows Orfine
ntainer fori
OK |  Concd | | Heb |
{81 Active Directory Sites and Services
File Action View Help
& 2E I XBe= HE 2
{92 Active Directory Sites and Servic | Name Type De

v || Sites
> || Inter-Site Transports

?NTDS Settings Domain Controller Settings
] DNS Settings  msDNS-ServerSettings
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Extend On-Premises Windows Server Active Directory to Azure VM

Allow DNS zone transfer between two servers

through additional DC installation and configuration process we allow additional DC to work as DNS

server, so when we access DNS wizard as figured below we will find in name servers tab our two DNS
servers.

©

]
il

o b=

Dashboard

All Servers
AD DS
DHCP
DNS

File and Storage Services P

Server Manager * Local Server

PROPERTIES

For DCO1

Computer nan
Domain

DNS Manager

¢
[

File Action View Help

e n@XEBcz Hm E§a8a

Windows Firey
Remote mana
Remote Deskt
NIC Teaming
Ethernet0

Operating sys

Hardware infof

EVENTS

All events | 7 tot

Filter

www.abdelwahed.me

v | Forward Lookup Zones
> 2] _msdcs.itprolabsxyz
v 2l itprolabsxyz

> 2] _msdes

O _sites
B _tep
> [ _udp
" DomainDnsZones
> || ForestDnsZones
> | Reverse Lookup Zones

> (] Trust Points
> ] Conditional Forwarders

Name

:I_msdcs
[l sites
Ctep
J_udp
j DomainDnsZones
:l ForestDnsZones
E:l (same as parent folder)
[q (same as parent folder)
E:I (same as parent folder)
—| (same as parent folder)
E:J (same as parent folder)
D (same as parent folder)
DAzureDC
[F]azuredc
[Elclientot
Eldcot
FElven
Elven

0
itprolabs.xyz Properties ?
esonly, u
WINS Zone Transfers Security M
General Start of Authorty (SOA) Name Servers
To add name servers to the list, cick Add.
tion: On
Name servers:
Server Fully Qualfied Doman Name (FRDN 1P Address ait, Riyac
a o proiab 68
dc01 itprolabs xyz. [192.168.153.1
15-3470
Add... Edz... Remove
* represents an IP address retrieved as the result of 3 DNS query and may
not represent actual records stored on this server,
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Finally, we will configure DNS zone transfer between the two servers. As explained in the figures below

DNS Manager = [

fre

lFile Action View Help

e 2@ XEcE Bm a6

1

+
-

& DNS Name -
AEL::REDC —_ ::I_msdcs General Start of Authority (SOA) Name Servers
e / °‘?t ”pl :"es = _sites WINS Zone Transfers Security
5 o] _msdcs.itprolabsxyz -
@ itprolabs.xyz g_tc: A zone transfer sends a copy of the zone to the servers that request a copy.
Reverse Lookup Zones Lo .
5 [ Trust Points j DomainDnsZo [ Allow zone transfers:
> | Conditional Forwarders j ForestDnsZone O To any server

(same as parent f
(same as parent fo
(same as parent folder)

(® Only to servers listed on the Name Servers tab
(O Only to the following servers

EI (same as parent folder) IP Address Server FQDN
E;l (same as parent folder)!
LU! é, DNS Manager = O
nan File Action View Help olabs.xyz Properties ? X

e 2@XEoz Bm §
j General

Start of Authonty (SOA) Name Servers

g e WIN Zone Transfers Securly
g-rrl:sdcs Azonetra s a copy of the zone to the servers that request a copy.
_sites

:'_tcp Alow zone transfers:
] udp (O To any server
:.I SomuininsZones Only to servers listed on the Name Servers tab
JForestDnsZones (O Only to the following servers

3 fl:l (same as parent fold

5> | DomainDnsZones I:L:l (same as parent folder) IP Address Server FQDN

> || ForestDnsZones E:](same as parent folder)
Reverse Lookup Zones D (same as parent folder)

syst > B
nfol > ] Trust Points [[](same as parent folder)
> _.| Conditional Forwarders D(same as parent folder)
EAzureDC
m [ WROURN , ¥ o

34| Page
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Extend On-Premises Windows Server Active Directory to Azure VM

Configure DHCP to force internal users to use a new DC on Azure as DNS

& DHCP

v [ dcOlitprolab:
v i IPv4
g Servi
v ] Scope [192.168."

_{i; Address Poo
& Address Lea:

i Reservations
P Scope Optio
] Policies

3 Policies
> | Filters
> B IPVE

www.abdelwah

Option Name

iz 003 Router

1] 006 DN Servers

iz 015 DNS Domain Name

ed.me

Vendor

Standard
Standard
Standard

Value

192.168.153.2
192.168.153.10
itprolabs.xyz

Policy Name.
Scope Options ? X
General  Advanced
& 003 Router Aay of rout
[J 004 Time Server Amay of time
[ 005 Name Servers Aray of nan
4 006 DNS Servers Aray of DN v
< >
—Data entry

Server name:

[ Resolyve |

IP address:

I _ |

Remove
Up I
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Extend On-Premises Windows Server Active Directory to Azure VM

Configure DNS to force internal users to use a new DC on Azure for authentication

To force clients to authenticate or use your new server as GC or LDAP, just increase Azure VM weight or
decrease weight for On-Perm server as explained below.

PROPERTIES
For AzureDC

é, DNS Manager

File Action View Help

es 2 XEREm i EE

Computer name AzureDC
Domain itprolabs,
Windows Firewall Domain: On
Remote management Enabled
Remote Desktop Enabled
NIC Teaming Disabled
Ethernet 2 Assigned by [J
Operating system version Microsoft Win|
Hardware information Microsoft Cory
EVENTS
All events | 135 total
Filter o)

2, DNS

g AzZureDC
v (] Forward Lockup Zones
> 2] _msdcs.itprolabs.xyz
v 2] itprolabsxyz
> [Z] _msdcs

> £ _udp

> [ ] DomainDnsZones

> [ ] ForestDnsZones
> || Reverse Lookup Zones
> ] Trust Points
> [ Conditional Forwarders

Name

Type

Service Location (SRV)
Service Location (SRV)
Service Location (SRV)
Service Location (SRV)
Service Location (SRV)
Service Location (SRV)
Service Location (SRV)

www.abdelwahed.me

_kerberos Properties

Service Location (SRV)  Security

Domain:
Service:
Protocol:
Priority:
Weight (e}

Port number:

Default-First-Site-Name._sites itprolabs xyz

_kerberos

_tcp

P ]
L

Host offering this service:

Data Timestam
[0][100][3268] AzureDC.itp... 6/2/2017 3
[0][100][3268] DCO1.itprol...  5/28/2017
[0][100](88] DCO1.itprolab...  6/2/2017 1
[0][100][88] AzureDC.itpro... 6/2/2017 1
[0][50][88] DCO1.itprolabs... 6/2/2017 1
[0][100](389] DCO1.itprola...  5/28/2017
[0][100][389] AzureDC.itpr... 6/2/2017
X
>
1
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Extend On-Premises Windows Server Active Directory to Azure VM

Testing

Test two side active directory replications
1. Create OU On-Perm and create test user with in and check replication on VM on Azure

@ v Server Manager * Local Server

i PROPERTIES

i2E Dashboard For DCOT

i Local Server : Active Directory Users and Computers
= Computer name DC01 . .

§ All Servers Do RprotbEy File Action View Help :
f§l ADDS o A 0| XEEB HE/TrEaTa%
18 DHCP | Active Directory Users and Com| | Name Type

> | Saved Queries 5 i
& DNS Windows Firewall Domain: Off | « 3 itprolabsxyz & On-Premise User Sl
B File and Storage Services P Remote management Enabled .L AzureAD OU
Remote Desktop Disabled > [ Builtin
NIC Teaming Disabled > B Computers
Ethernet0 192.168.153.10 3 Domain Controllers
» . ForeignSecurityPrincipal:
» @ HR
» @3 I
Operating system version Microsoft Wing x¢ ma:kised Service Accour
Hardware information VMware, Inc. V 2 ;.‘ et
> El QA
3] Sales
] Users
5. On-Premise OU

In the figure below the created OU with user replicated to VM on Azure

@ ¥ Server Manager * Local Server

i PROPERTIES

i& Dashboard For AzureDC
] Active Directory Users and Computers
= Computer name AzureDC ; : :
B All Servers Domain itprolabs.xyz Sie Stin Sieme il
il ADDS o9 2F H B HE 3 aETa%
£ DNS ] Active Directory Users and Com || Name Type Description
g File and Storage Services b Windows Firewall Domain: On i ?avw e & On-Premise_User User
v F itprolabs.xyz
Remote management Enabled 5 &) AzureAD QU
Remote Desktop Enabled 5 =] Builtin
NIC Teaming Disabled , [] Computers
Ethernet 2 Assigned by DHCP = | Domain Controllers
» || ForeignSecurityPrincipal:
» =1 HR
al I
Operating system version Microsoft Window: | Managed Service Accour
Hardware information Microsoft Corpora > : Markting
= On-Premise OU
> @ QA
= Sales
| Users
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2. Create OU on Azure and create test user within and check replication On-Perm

@ =

Server Manager * Local Server

% Dashboard

B Local Server

All Servers
AD DS
DNS

= B

File and Storage Services P

B PROPERTIES

For AzureDC

Computer name

Domain

Windows Firewall
Remote management
Remote Desktop

NIC Teaming

Ethernet 2

Operating system version

Hardware information

AzureDC
itprolabs.xyz

Domain: On
Enabled
Enabled
Disabled

Assigned by DHCP§

Microsoft Window:

Microsoft Corporaf

| Active Directory Users and Computers

v 3 itprolabsxyz
2| AzureAD OU
| Builtin
» | Computers
2| Domain Controllers
| ForeignSecurityPrincipal
3 HR
IT
Managed Service Accour
2| Markting
2| On-Premise QU
3 0A
Sales

Users

LY

s [

In the figure below the created OU with user replicated to On-Perm server

@ ¥ Server Manager * Local Server

Dashboard

i Local Server

w e =

WWW.

All Servers
AD DS
DHCP
DNS

File and Storage Services P

abdelwahed.me

PROPERTIES
For DCO1

File Action View Help
Lol AL HEREERCRERN * Ho:lk % B-K @K
‘ ] Active Directory Users and Com|| Name Type
] Saved Queries %AzureAD_User User

Computer name

Domain

Windows Firewall

Remote management

Remote Desktop

NIC Teaming
Ethernet0

Operating system version

Hardware information

] Active Directory Users and Computers
DCo1 File Action View Help
- = f— bon § L5
itprolabs.xyz @$|"_@|DH325“ !)551_1?&]&5
] Active Directory Users and Com|| Name Type
;“ :SBVEd Qiteries %AzureAD_User User
v & itprolabs.xyz
Domain: Off 5 AzureAD OU
Enabled | Builtin
Disabled » | Computers
Disabled » 2] Domain Controllers
192.168.153.10 » | ForeignSecurityPrincipal:
> @1 HR
» B IT
» | Managed Service Accour
Microsoft Windoy g :4 I\oAarl;ting- Sl
» 2| On-Premise
VMware, Inc. VM =2
var : ;_J C)A
» = Sales
| Users
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Join On-Premise Windows 10 Client to domain through DC on Azure

Configure windows 10 Client to obtain IP address automatic from DHCP server which distribute
Windows Server 2016 VM on Azure as DNS server (192.168.153.9), also we force users early in this lab
to authenticate from VM on Azure.

anel > All Control Panel ltems » System

Windows edition

Windows 10 Enterprise
© 2017 Microsoft Corporation. All rights reserved.

System
Processor: Intel(R) Core(TM) i5-347(
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System,
Pen and Touch: No Pen or Touch Input is

Computer name, domain, and workgroup settings
Computer name: Client01
Full computer name: Client01
Computer description:
Workgroup: WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Softw

Product ID: 00329-00000-00003-AA343

stem Properties

View basic information about your computg =/*¢

Computer Name  Hardware Advanced System Protection Remote Computer name:

|Client01
Windows uses the following information to identffy your comg
on the network. Full computer name:
Clent01
Computer description: -
For example: "Kitchen Computer” or "Mary's | Moe..
Computer”. M of
Ful computer pame: Client01 @® Domain
Workgroup: WORKGROUP itprolabs xyz
To use a wizard to join a domain or workgroup. click i N;twk IC O Workgroup:
Network ID, ' - | WORKGROUP

To rename this computer or change its d

Network Connection Detais:
Property Value
Connectionspecific DN...  tprolabs xyz
Description Intel(R) 82574L Gigabit Network Connect
Physical Address 00-0C-28-82CS9-70
DHCP Enabled Yes
IPv4 Address 152.168.153.50
IPv4 Subnet Mask 255.255.255.0
Lease Obtaned Thursday, June 1, 2017 4:07.53 PM
Lease Expires Saturday, June 10. 2017 4:18:12 PM
|Pv4 Defaul Gateway 192.168.153.2
IPv4 DHCP Server 192.168.153.10
IPv4 DNS Server 192.168.153.9
IPvd WINS Server
NetBIOS over Tepip En...  Yes
Linkdocal IPvE Address  fe80::387a:2731:245¢.d047%3
|Pv6 Defauk Gateway
IPv6 DNS Server

omputer Name/Domain Changes

You can change the name and the membership of this
. computer. Changes might affect access to network resources.

workgrd

&

www.abdelwahed.me

om Chanae oK 1
Windows Security X |

Computer Name/Domain Changes

Enter the name and password of an account with permission
to join the domain.

administrator ’ hte Windows
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aabdelwahed

Sign in to: ITPROLABS

low do | sign in to another domain?

-

View basic information about your computer
Windows edition

Windows 10 Enterprise -- o

© 2017 Microsoft Corporation. All rights reserved. .- WI n d OWS 1 O
System

Processor: Intel(R) Core(TM) i5-3470 CPU @ 3.20GHz 3.20 GHz

Installed memory (RAM): 2,00 GB

System type: 64-bit Operating System, x64-based processor

Pen and Touch: No Pen or Touch Input is available for this Display
Computer name, domain, and werkgroup settings

Computer name: Client01 &) Change settings

Full computer name: ClientOl.itprolabs.xyz

Computer description:

Domain: itprolabs.xyz
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Testing internet connectivity with ITPROLABS.XYZ DNS on Azure

From VM on Azure we use local DNS Server that related to our itprolabs.xyz domain

G https://www.google.co.. O ~ @ C || G Google

Gmail Imégenes

e :

Google

México

Ruscar con Goonle Me siento con suerte
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