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What This Lab Builds

In this lab you will build a working multi-cloud environment in which a single, centralized load
balancer distributes live web traffic across three web servers — one hosted in Amazon Web
Services (AWS), one in Microsoft Azure, and one in Google Cloud (GCP). The result is a hands-
on simulation of how large enterprises run resilient, vendor-independent infrastructure.

By the end you will have deployed virtual machines in three different clouds, connected them
securely, configured a reverse-proxy load balancer, tested automatic failover between
providers, and optionally layered on TLS, DNS, and monitoring.

Phase 1 — Prepare Cloud Accounts

Before provisioning anything, make sure you can log in to all three provider consoles and that
billing/free-tier is active on each.

Create or Verify Accounts

1. Sign in to the AWS Management Console.

2. Sign in to the Microsoft Azure Portal.

3. Sign in to the Google Cloud Console and ensure a billing-enabled project exists.
Console links:

* AWS Console — aws.amazon.com/console
* Azure Portal — portal.azure.com
* Google Cloud Console — console.cloud.google.com

2.2 Recommended Conventions
+ Use free-tier-eligible instance sizes throughout.
* Use Ubuntu 22.04 LTS on every VM for a consistent command set.

* Where possible, pick geographically close regions across the three providers to reduce
cross-cloud latency.
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Phase 2 — Deploy the Web Servers

You will now create one Ubuntu web server in each cloud. Each runs NGINX and serves a
single page that identifies its provider, so you can visually confirm which backend answered
each request.

AWS — Launch an EC2 Web Server
1. In the EC2 console choose Launch instance.
Select Ubuntu Server 22.04 LTS as the AMI.
Choose instance type t2.micro or t3.micro (free-tier).
Create or select a key pair for SSH access.
Configure the Security Group to allow inbound SSH (22) and HTTP (80).

6. Launch the instance and note its public IPv4 address.

o Db

Security group inbound rules:

Type ' Protocol Port Source
SSH TCP 22 Your IP /32
HTTP TCP 80 0.0.0.0/0

SSH in, then install NGINX and publish the identifying page:

sudo apt update
sudo apt install nginx -y
echo "<h1>AWS Web Server</hl>" | sudo tee /var/www/html/index.html

= EC2 Instances

Name and tags info

Name

vm1-aws Add additional tags

¥ Application and OS Images (Amazon Machine Image) o

An AMI contains the operating system, application server, and applications for your instance. If you don't see a suitable AMI below,
use the search field or chocose Browse more AMis.

Q Sea
Recents Quick Start

Amazon macOS Ubuntu Windows Red Hat SUSE Linux DELTED]
Linux

aws
~—7

¥ Instance type info | Get advice

Instance type

All generations

Compare instance types

Additional costs for pre-installed software
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v Network settings 1o

Network info

vpc-0a8852912864779b5

Subnet Info

No preference (Default subnet in any availability zone)
Auto-assign publicIP  Info

Enable

Firewall (security groups)
s 2

| © Ccreate security group Select existing security group

We'll create a new security group called 'launch-wizard-3' with the following rules:

Allow SSH traffic from

Anywhere
Hel, you cor t to yo AR

Allow HTTPS traffic from the internet

1dpaint, for exam

Allow HTTP traffic from the internet

& Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow
access from known IP addresses only.

/\ 98.94.81.159

(| Bookmarks [0 Data [3 202

AWS Web Server
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Azure — Create an Ubuntu VM

1. In the Azure Portal choose Create a resource > Virtual machine.
Select the Ubuntu 22.04 LTS image and size Standard_B1s.
Configure SSH public key authentication.
Under Networking, open inbound ports 22 (SSH) and 80 (HTTP).
Create the VM and note its public IP address.

aoR LN

sudo apt update
sudo apt install nginx -y
echo "<hl1>Azure Web Server</h1>" | sudo tee /var/www/html/index.html

= Microsoft Azure 2 search resources, services, and docs (G+/) T Copilot

Home * Compute infrastructure | Virtual machines

nvm2-azure % W0 Helo me copy this UM in any region Manage this VM with Asure CLI

Virtual machin
£ | P search « @ Helpme capy this VM in any region
Dvervien &1 Connect ~ ' Restart Stop & captue ~ [i] Delete () Refresh I Scale Openinmobile & Feedback [ CLI/PS
a el ¢ & cap I fresh ! P bil dback

i @ Activity log Resource group {move) © lestrg + Linue (ubuntu 24.04)

~ Ao Access contral {|AM) Status Running
@ Tags

K Diagnose and salve problems

Standard B2s (2 vepus, 4 GiB memary)
East US Primary NIC public IP
MSDNO7S

ork/subnet

- b15d766f-8021-4866-bb33-5aad096eci079
% Monitor

Resource visualizer

< &

Favarites Time created 5/28/2026, 3:39 PM UTC

& Network settings Tags (edit) Add tags
X Bastion

Connect Properties  Monitoring  Capabilities (7)  Recommendations  Tutorials

Networking

PR R R R

I Virtual machine & Networking

Settings Camputer name vm2-azure Public IP address & 74

Network interface vm2-azure?27 )

Availability + scale Linue jubuntu 24.04) 1a lic IPs

Security V2 Public IP address (IPvé)

%64 Private IP addre 10004
Backup + disaster recovery
Ready Private IP address (IPV6
Operations

21513 Virtual network/subnet vmiz-azure-vnetidefault

Menitoring Disabled DNS name Configure

Automation Host group

Help v Host

3 size
size Standard B2s

Al ko ramons foveries by presing oot i< Prosimity placement gioup

I\ 74.235.23555

(® Bookmarks 3 Data O 2024 3 Mentor £ SharePoint O 29

Azure Web Server
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1. In the Google Cloud Console open Compute Engine > VM instances > Create instance.

2.

3.

4,

5.
sudo
sudo
echo

Google Cloud

Create an instance

Machine configuration
0S and storage
Ubuntu 26.04 LTS Minimal

Data protection
Snapshot schedules

Networking

1 network interface
Observability
Security

Advanced

Create an instance

Machine
configuration

e2-medium, us-centrall

0S and storage
Ubuntu 26.04 LTS
Minimal

Data protection

Snapshot schedules
Networking

2 firewall rules, 1
network interface

® Bookmarks

2* MCC Training Project

apt update
apt install nginx -y
"<h1>GCP Web Server</h1>"

Operating system and storage
Name

Type

Size

Snapshot schedule (@

License type @

Image ® Ubuntu 26.

Change

Additional disks

=+ Add new disk + Attach exist

Container Deprecated . @

[+ el VM from...

Networking

Firewall @

(/) for resources,

Create the VM and note its external IP address.

Choose machine type e2-micro and an Ubuntu 22.04 LTS boot disk.
Under Firewall, enable Allow HTTP traffic.
Ensure SSH is permitted (allowed by default via the console's SSH button).

| sudo tee /var/www/html/index.html

cs, products, and more

network traffic from the Intemet. Firewall rul

Allow HTTP traffic
Allow HTTPS traffic
[C] Allow Load Balancer Health Checks

Network tags
~ Network tags

‘ http-sérver https-server X

/\ 35.226.245.245

[0 Data [ 2024

GCP Web Server

3 Mentor

Monthly estimate

$25.46
That's about $0.03 hourly

Pay

Item

2 VCPU + 4 GB mel

Monthly estimate
$25.46

That's about $0.03 hourly

y be applied Pay for w

billing

Item

2vCPU+4GB
memary

10 GB balanced
tent disk

“hedule

£ SharePoint

Monthly estimate

$24.46

B Equivalent code

Monthly estimate

$24.46

$1.00

[ 23 Exams

Ahmed Abdelwahed

www.abdelwahed.me

Page 6


mailto:ahmed@abdelwahed.me
http://www.abdelwahed.me/

Multi-Cloud Load Balancing ahmed@abdelwahed.me

Phase 3 — Verify Connectivity

Confirm each web server is independently reachable before introducing the load balancer.
Visiting each public IP in a browser should display its provider's banner.

http://AWS_PUBLIC_ IP -> AWS Web Server
http://AZURE_PUBLIC_IP -> Azure Web Server
http://GCP_PUBLIC_IP -> GCP Web Server

You can also verify from the command line with curl:

curl http://AWS_PUBLIC_IP
curl http://AZURE_PUBLIC_IP
curl http://GCP_PUBLIC_IP
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Phase 4 — Create the Central Load Balancer VM

Provision a fourth Ubuntu VM that will act as the dedicated reverse-proxy load balancer. AWS is
used here for simplicity, but any cloud will work.

1. Launch another EC2 Ubuntu 22.04 instance.

2. Name it multi-cloud-Ib.

3. Open inbound ports 22 (SSH) and 80 (HTTP).

4. Note its public IP — this becomes the single entry point for all traffic.
Install NGINX on the load balancer host:

sudo apt update
sudo apt install nginx -y

R E2

Name and tags info Number of instances

Info
Name 1

multi-cloud-lb Add additional tags

Software Image (AMI)
Canonical, Ubuntu, 26.04, amdé6...read more
ami-091138d0f0d41ffo0
¥ Application and OS Images (Amazon Machine Image) o
Virtual server type (instance type)
An AMI contains the operating system, application server, and applications for your instance. If you don't see a suitable AMI below,

use the search field or choose Browse more AMls.

t3.micro

ecurity group)
Q p o5 ew security group
Storage {volt

Recents Quick Start

Amazon macOS Ubuntu Windows Red Hat SUSE Linux Debian
Linux

aws

~—

¥ Instance type info | Get advice ¥ Summary

Instance type Number of instances  Info
t3.micro 1

All generations
) Software Image (AMI)
Compare instance types Canonical, Ubuntu, 26.04, amd6..
ami-091138d0f0d41ff90

ional costs apply for AMIs with pre-installed software Virtual server type (instance tyf

t3.micro

Firewall (security group)
v Key pair (lOgIl‘I) Info New security group
You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch
. Storage (volumes)
the instance. )
1 volume(s) - 8 GiB
Key pair name - required

|b-aws C Create new key pair Cancel
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Phase 5 — Configure the NGINX Load Balancer

Define an upstream pool containing the three cloud web servers, then create a server block that
proxies all incoming requests to that pool.

Edit the NGINX Configuration

sudo rm /etc/nginx/sites-enabled/default
sudo nano /etc/nginx/conf.d/multicloud.conf

upstream multi cloud backend {
random;

server 74.235.235.55;
server 98.94.81.159;
server 35.226.245.245;

}

server {
listen 80 default_server;
server_name _;

location / {
proxy_pass http://multi_cloud_backend;

proxy_set header Host $host;
proxy_set header X-Real-IP $remote_addr;
proxy_set header X-Forwarded-For $proxy_add_x_ forwarded_for;

Validate and Apply
Always test the configuration syntax before reloading:

sudo nginx -t
sudo systemctl restart nginx
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Phase 6 — Test Load Balancing

Open the load balancer's public IP in a browser and refresh repeatedly. Because NGINX uses

round-robin by default, successive requests are answered by different clouds.

http://LOAD_BALANCER IP
With each refresh you should rotate through the three banners:

AWS Web Server
Azure Web Server
GCP Web Server
To see the rotation clearly from the command line, send several requests in a loop:

for i in $(seq 1 9); do curl -s http://LOAD BALANCER IP | grep -o
'<h1l>.*</h1>"; done

A\ 1322222479

(® Bookmarks O Data O 2024 3O Mentor £» SharePoint 3 23 Exams

Azure Web Server

A\ 1322222479

® Bookmarks [ Data [3J 2024 [3J Mentor & SharePoint [ 23

AWS Web Server

/\ 13.222.224.79

() Bookmarks [0 Data [ 2024 O Mentor & SharePoint [ 23

GCP Web Server
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Phase 7 — Configure Health Checks

Passive health checks let NGINX detect an unresponsive backend and temporarily remove it
from rotation, so failing nodes stop receiving traffic automatically.

Update the upstream block to add failure thresholds:

server 74.235.235.55 max_fails=3 fail timeout=30s;
server 98.94.81.159 max_fails=3 fail timeout=30s;
server 35.226.245.245 max_fails=3 fail timeout=30s;

Directive Effect

After 3 failed attempts within the fail_timeout window, the backend is

max_fails=3 :
— marked unavailable.

Defines both the failure-counting window and how long the backend stays

fail_timeout=30s marked down before NGINX retries it.

Reload NGINX to apply:

sudo systemctl restart nginx
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Phase 8 — Failover Testing

Deliberately take one cloud offline and confirm the service keeps responding from the surviving
providers — the essence of high availability.

Simulate a Provider Outage
On any one of the three web servers (for example, the Azure VM), stop NGINX:

sudo systemctl stop nginx

Observe Continued Service

Refresh the load balancer page or rerun the curl loop. After the failed node is detected, only the
two healthy providers should answer:

for i in $(seq 1 9); do curl -s http://LOAD BALANCER_IP | grep -o
'<h1l>.*</h1>"; done

Restore the Node
Bring the stopped server back and confirm it rejoins the rotation after the fail_timeout window:

sudo systemctl start nginx
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Phase 9 — DNS-Based Load Balancing (Optional)

Replace the raw IP entry point with a friendly hostname, and optionally add a second layer of
resilience at the DNS level. Any managed DNS service works — Cloudflare DNS, AWS Route
53, or Azure DNS.

Create a DNS Record
1. Open your DNS provider's dashboard.
2. Create an A record named lab.yourdomain.com.
3. Point it at the load balancer's public IP address.
4. Wait for propagation, then browse to the new hostname.
http://portal.abdelwahed.me

/\ portal.abdelwahed.me

(® Bookmarks O Data O 2024 C3J Mentor & SharePoint (3 23 Exams

GCP Web Server
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