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Importance of Virtualization:

Efficiency:
o Maximizes hardware usage.
o Reduces the need for multiple physical machines.
e Cost Savings:
o Reduces power consumption.
o Lowers cooling and hardware costs.
e Flexibility:
o Enables rapid VM deployment.
o Supports scaling and migration.
e Business Continuity:
o Simplifies backup processes.
o Bolsters disaster recovery.
o Ensures high availability.
e Isolation:
o Provides distinct environments for applications.
o Enhances both security and performance.

VMware vSphere Introduction:

e vSphere: VMware's leading virtualization platform.
o ESXi Hypervisor: Bare-metal hypervisor for creating VMs.
o vCenter Server: Centralized management for ESXi hosts. Features include:
» Centralized control and automation of resources.
» Simplified deployment and management of virtual environments.
o VSAN: Software-defined storage for hyper-converged infrastructure.
= Performance: Flash-optimized storage.
» Resilient: Fault-tolerant and offers data protection.
= Scalable: Effortlessly add capacity as needs grow.
o Cloud Integration: Seamless connection to public cloud platforms.
*= Hybrid Deployment: Combine on-premises and cloud resources.
= Scale on Demand: Extend infrastructure to the cloud when needed.
= Disaster Recovery: Backup and restore with cloud solutions.
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ESXi Installation and Configuration:

ESXi is the bare-metal hypervisor from VMware that provides the foundation for running virtual machines on a
physical server. In this section, we will cover the basic steps for installing and configuring ESXi.

1. Check hardware compatibility:

e Before installing ESXi, you need to ensure that the hardware is compatible. You can check the hardware
compatibility by visiting the VMware Compatibility Guide - System Search.

2. Download ESXi ISO image and burn to CD/DVD or USB drive:

e Once you have downloaded the ESXi ISO image, you can burn it to a CD/DVD or USB drive using a tool like
Rufus or the built-in Windows USB/DVD Download Tool.

3. Boot the server from the CD/DVD or USB drive:
e Insert the CD/DVD or USB drive into the server and boot from it. The ESXi installer will start.
4, Install ESXi:

e Follow the on-screen instructions to install ESXi. You will need to select the disk on which to install ESXi
and provide basic networking information like IP address, subnet mask, default gateway, and DNS server.

5. Configure ESXi:

e After installing ESXi, you can configure it by logging in to the vSphere Web Client or vSphere Client. You
can configure settings like hostname, network configuration, time zone, and NTP server.

6. Create a virtual machine:

e Once ESXi is installed and configured, you can create virtual machines using the vSphere Web Client or
vSphere Client. You will need to provide settings like virtual machine name, guest operating system,
number of CPUs, amount of RAM, and storage.

7. Power on and access the virtual machine:

e After creating the virtual machine, you can power it on and access it using a remote desktop or a console
connection. You can also install an operating system and other software on the virtual machine.

Note: All instructions are explained in detail below with screenshots to guide you through each step of the
process.
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DNS Configuration for all ESXi Hosts and vCenter Servers

Configuring Domain Name System (DNS) for all ESXi hosts and vCenter Servers is important as it allows these hosts
to communicate with other hosts and services on the network using domain names instead of IP addresses.

Forward Lookup Zone Configuration
1. Add A (Address) Records:

o Open your DNS manager.

Hostname IP Address
ESXIO1 200.200.200.201

200.200.200.202

200.200.200.111
200.200.200.200

o Navigate to the forward lookup zone for abdelwahed.me.

o Add the following A records for each ESXi host, vCenter server:

Reverse Lookup Zone Configuration
1. Add Reverse Lookup Zone:
o Open your DNS manager.

o Create a new reverse lookup zone for the network 200.200.200.x.

2. Add PTR (Pointer) Records:

ESXI01.abdelwahed.me
ESX102.abdelwahed.me
vCenterOl.abdelwahed.me
dc.abdelwahed.me

o Within the reverse lookup zone, add the following PTR
records:

Name (uses parent domain name if blank):

ESXI01
Fully qualified domain name (FQDN):
[ ESXI01.abdelwahed.me. ]
IP address:

[V Create associated pointer (PTR) record
~ [JAllow any authenticated user to update DNS records with the
same owner name

| Cancel
2, DNS Manager = a X
File Action View Help
e nmEcz Hm 8
é.L DNS Name Type Data Timestam
.4 i [iC f d s E(sameasparentfolder) Start of Authority (SOA) [12], dc.abdelwahed.me., ...  static
va ‘?rwar dLnob:pMm:: E](same as parent folder) Name Server (NS) dc.abdelwahed.me. static
> La’ B [ET202002007 Pointer (PTR) ESXI01 abdelwahed.me. | static
- :)‘j “R:—everse Lookup'Zones E|200.200200.111 Pointer (PTR) vCenter01.abdelwahed.me. | static
51 200.200200in-addra [E1200.200.200.2 Pointer (PTR) ESXI02.abdelwahed.me. static
> B ‘i’mst Points [E1200.200.200.200 Pointer (PTR) DC.abdelwahed.me. 5/27/2021
« B Canditianal F 4 [F1200.200.200.222 Pointer (PTR) vCenter.abdelwahed.me. static
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Basic Configuration for a Virtual Machine to Host ESXi Server inside VMware

Workstation

New Virtual Machine Wizard X

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

No drives available

O Installer disc image file (iso):

Browse..,

(® 1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

lew Virtual Mach 1

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(O Microsoft Windows
(O Linux

(®) VMware ESX

() Other

Version

VMware ESXi 7 and later ™

achine Wizard

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer’s
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB): 142.0 2
Recommended size for VMware ESXi 7 and later: 142 GB

O Store virtual disk as a single file
(®) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:
|
Location:
| C:\Users\ahmed\Downloads\VMware Lab\ESXI01 | | Browse...
The default location can be changed at Edit > Preferences.

Hardware
Device Summary
'Memory 7.9GB
[ Processors 2
) New CD/DVD (IDE) Using file C:\Users\ahmed'D...
@ Network Adapter Host-only
USB Controller Present
S pisplay Auto detect
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VMuare ESXi 6.0.1 (VMKernel Release Build 21495737)
VYMuare, Inc. VHuare20,1

x 11th Gen Intel(R) Core(TH) i7-1165G7 @ 2.80GHz
GiB Memory

2
4

Uncompressing boot modules. ..

sh.vo0

s5.v00

atlant ic.vO0
ben_np i3.v08

Press F11 to agree to the license.

End User License Agreement C(EULAJ
VYMUARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOYERN YOUR USE OF THE SOFTHARE. REGARDLESS
OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE
SOF THARE .

IMPORTANT-READ CAREFULLY: BY DOWNLOADING. INSTALLING, OR
USING THE SOFTHARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)
AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE
AGREEMENT (“EULA™). IF YOU DO NOT AGREE TO THE TERMS OF
THIS EULA, YOU MUST NOT DOWNLOAD, INSTALL, OR USE THE
SOFTHARE, AND YOU HMUST DELETE OR RETURN THE UNUSED SOFTHARE
T0 THE VYENDOR FROM HHICH YOU ACQUIRED IT WITHIN THIRTY (30)
DAYS AND REQUEST A REFUND OF THE LICENSE FEE. IF ANY, THAT

Use the arrow keys to scroll the EULA text
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VMuare ESXi 8.0.1 Installer

Welcome to the VMuare ESXi 8.0.1 Installation

VYMuare ESXi 8.8.1 installs on most systems but only
systems on YMuare’s Compat ibility Guide are supported.

Consult the VMuware Compatibility Guide at:
http://um . vnuare . con/resources/conpatibility

Select the operation to perform.

End User License Agreement (EULA)

VHMHARE GENERAL TERMS

Last updated:16 June 2022

By dounloading or using an Offering., Customer agrees to be
bound by the terms of the Agreement.

1. OFFERINGS.

1.1. Applicable Terms. The terms of the Order and these
General Terms, including applicable Exhibits and
Offering-specific Notes (collectively. the “Agreement™)
govern Customer’s use of the Offerings. The follouwing
descending order of precedence applies: (a) the Order: (b)
the General Terms: (c) the Exhibits: and (d) the

Of fering-specif ic Notes.

1.2. Users. Customer is responsible for its Users”
compliance with the Agreement.

1.3. Restrictions. Customer may use the Offerings only for

Use the arrow keys to scroll the EULA text
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»* YMuare, VMuare Virtval S (mpx.vnhba0:CO:T0:LO) 142.00 GiB

(Esc) Cancel (F1) Details (F5) Refresh (Enter) Continue

Passuwords match.

(Esc) Cancel (F9) Back (Enter) Continue

www.abdelwahed.me
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Press F2 to sign in as the root user.

VHuare ESXi 8.0.1 (VHKernel Release Build 21495797)
VHuare, Inc. VHuarez0.l

x 11th Gen Intel(R) Core(TM) i7-1165G7 @ 2.80GHz
GiB Memory

2
4

To manage this host, go to:
https://192.168.244.141/ (DHCP)
https://[fed0::20c:29ff :fe67:d9271/ (STATIC)

<F2> Custonize Systen/Vieu Logs <F12> Shut Doun/Restart

Set up the hostname and network configurations.
You can now set up the hostname and network to enable remote management of the server via http.

System Customization Conf igure Management Network

Conf igure Passuord Hostname :

Conf igure Lockdoun Mode ESXIBL

IPu4 Address:
Restart Management Metwork 200.200.200 .1
Test Management Network

Netuwork Restore Options IPv6 Addresses:

feBO: :20c :29ff : fe9c :857a/64

Conf igure Keyboard

Troubleshoot ing Options To view or nodify this host s management network settings in
detail, press <Enter>.

Vieu System Logs

View Support Information

Reset System Configuration

www.abdelwahed.me
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DNS Configuration

This host can only obtain DNS settings automatically if it also obtains
its IP configuration automatically.

( ) Dbtain DNS server addresses and a hostname automatically

(o) Use the following DNS server addresses and hostname:

Primary DNS Server [ 200.200.200.200

Alternate DNS Server [
lostnane [ ESKIDL

<Up/Doun> Select <Space> Mark Selected {Enter> DK <Esc> Cancel

System Customization Conf igure Managenent Network

Conf igure Passuord Hostname :

Conf igure Lockdoun Mode ESXID1

1Pv4 Address:

Restart Management Network 200.200.200. 1

Test Management Netuwork

Netuork Restore Options To view or modify this host’s management network settings

detail, press <{Enter>.
Conf igure Keyboard
Troubleshoot ing Options

Conf igure Management Network: Confirm

You have made changes to the host’s management network.

Applying these changes may result in a brief netuwork outage.
disconnect remote management software and affect running virtual
machines. In case IPv6 has been enabled or disabled this will
restart your host.

Apply changes and restart management netuwork?

£Y> Yes <N> No <Esc> Cancel

www.abdelwahed.me
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Now, all ESXi servers are manageable directly through a web browser.

103 v Help ~ Q_ search

vm ESXi Host Client root@192

{) Navigator [f] esxi3.ohi.com

[] Host
+ i 0 s i cPu FREE: 6.3 GHz
Manage @ Get vCenter Server | @ Create/Register VM | (ﬁ Shut down '—m Reboot c Refresh ﬂ Actions i
Monitor pet¥) esxi3.ohi.com USED: 49 GHz CAPACITY: 112 GHz
— Version: 8.0 Update 1 MEMORY FREE: 608 MB
@ viuaiactines | [0 State: Normal (not connected to any vCenter Server) R —
& Storis '_' o Uptime: 0.08 days USED: 14.31 GB CAPACITY: 15GB
Networki 1
@ ~d ‘— STORAGE FREE-370.34GB
0%
USED: 141GB CAPACITY: 37175 GB
[ o You are currently using ESXi in evaluation mode. This license will expire in 60 days. X
~ Hardware ~ Configuration
Manufacturer VMware, Inc. Image profile ESXI-8.0U1-21495797-standard (VMware, Inc.)
Model VMware20.1 vSphere HA state Not configured
> @3 cru 4 CPUs x Intel(R) Xeon(R) E-2276M CPU @ 2.80GHz > vMotion Supported
&5 Memory 15 GB "
~ System Information
> ¢ Virtuai fiash WAk S Date/time on host Sunday July 30,2023 10.03.02 UTC
E Recent tasks 15}
Task v Target ~ Initiator v  Queued v Started ~ Result a v Completed v v

Repeat these steps for every ESXi server you intend to set up.
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vCenter

vCenter is a management software platform for VMware vSphere, a virtualization platform used by many
organizations to host and manage virtual machines. vCenter allows administrators to manage multiple ESXi hosts
and their virtual machines from a single centralized location, providing a more streamlined and efficient way to
manage a virtual infrastructure. Here are some of the key features and benefits of vCenter:

1. Centralized Management:

o With vCenter, administrators can manage multiple ESXi hosts and their virtual machines from a
single, unified console.

o This provides a more streamlined and efficient way to manage virtual infrastructure, as well as
more control over the virtual environment.

2. High Availability:

o vCenter supports high availability features, such as vCenter High Availability (vCHA), that ensure
that vCenter remains available in the event of hardware or software failures.

3. Automation:

o vCenter includes automation features, such as vSphere Auto Deploy and vSphere PowerCLlI, that
allow administrators to automate tasks and workflows in the virtual environment, reducing the
workload and potential for human error.

4. Security:

o vCenter includes security features, such as vCenter Single Sign-On (SSO), that help ensure that the
virtual environment is secure and protected from unauthorized access.

5. Performance Monitoring:

o vCenter includes performance monitoring features, such as vSphere Distributed Resource
Scheduler (DRS) and vSphere High Availability (HA), that help administrators optimize the
performance and availability of the virtual environment.
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Deploy vCenter
Install vCenter by mounting the VCA I1SO onto a Domain Controller or any virtual machine that is part of the
abdelwahed.me domain. Begin the installation process with ESXI1 designated as the host for deploying vCenter.

This PC » DVD Drive (D) VMware VCSA > vcsa-ui-installer > win32 »

~

Name Date modified Type Size
~ Files Currently on the Disc (20)

~

locales 4721720211254 A...  File folder

resources 4721720211254 A...  File folder

swiftshader 4/21/2021 1254 A..  File folder
| | chrome_100_percent.pak 12/29/2020 212 PM  PAK File 177 KB
L1 chrome_200_percent.pak 12/29/2020 212 PM  PAK File 314 KB
2] d3dcompiler_47.dll 12/29/2020 212 PM  Application extens... 3,628 KB
1] ffmpeg.dil 12/29/2020 212 PM  Application extens... 2,565 KB
L] icudtl.dat 12/29/2020 212PM  DAT File 10,272 KB
\_;' installer 12/29/2020 212 PM  Application 104,283 KB
1] libFGI.dil 12/29/2020 2112 PM  Annlication extens... 366 KR

vCenter Server 8.0 Installer interface, which provides
four main options:

1. Install:
o Install a new vCenter Server.

wvmw vCenter Server 8.0 Installer English ~

2. Upgrade:

o Upgrade an existing vCenter Server
Appliance or upgrade and converge an

i ]
existing vCenter Server Appliance with

an external Platform Services Controller. Install Upgrade Migrate Restare

3. Migrate:

Restore from a previous

vCenter Sarver Backup

o Migrate from an existing Windows
vCenter Server or migrate and converge
an existing Windows vCenter Server with
an external Platform Services
Controller.

vmw |nstall - Stage 1. Deploy vCenter Server

4. Restore:

o Restore from a previous vCenter Server 1 rociction Introduction
Backup. P I o T e

This installer allows you to install a vCenter Server 8.0

Stage 1

Deploy vCenter Server
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(3 wCenter Server Installer - o s

End user license agreement
1 Introduction

Read and accept the following license agresment.
2 End user license agreement

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL
GOVERN YOUR USE OF THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY
APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING THE
SCFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE
TERMS OF THIS END USER LICENSE AGREEMENT (*EULA"). IF YOU DO NOT AGREE TO
THE TERMS OF THIS EULA, YOU MUST NOT DOWNLOAD, INSTALL, OR USE THE
SCFTWARE, AND YOU MUST DELETE OR RETURN THE UNUSED SOFTWARE TO THE
WVENDOR FROM WHICH YOU ACGUIRED IT WITHIN THIRTY (30) DAYS AND REGUEST A
REFUND OF THE LICENSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE.

FVAIUATION |LICENSFE. If Yri are licensing the Software for svalliation nirnases Your ies

1 accept the terms of the license agreement

(3 vCenter Server Installer = o X

Installer

Install - Stage 1: Deploy vCenter Server

vCenter Server deployment target

Introduction

Specify the vCenter Server deployment target settings. The target is the ESXi host or vCenter

2 End user license agreement 3
Server instance on which the vCenter Server will be deployed.
3 vCenter Server deployment target
ESXi host or vCenter Server esxiOl.abdelwahed.me @
name
HTTPS port 443
User name root [6)
Password
CANCEL ‘ BACK ‘
vCenter Server Installer - O X

Installer

Certificate Warning

If an untrusted SSL certificate is installed on esxiOlabdelwahed.me, secure
communication cannot be guaranteed. Depending on your security policy,
this issue might not represent a security concern

The SHAT thumbprint of the certificate is:

55:A3:28:EB:5F:0C.CF:3A:D8:DC:6F:50:0E:B6:9A:4B:C4:2C:ED:EF

To accept and continue, click Yes
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(3 vcemer Server Installer - =} x

Instalier

Set up vCenter Server VM

1 Introduction

N Specify the VM settings for the vCenter Server to be deployed
2 End user license agreement

3 vCenter Server deployment targst VM name Abdelwaned vCenter ©
4 Setup vCenter Server VM Set root password
Confirm root password
=y
(1) vCenter Server Installer - [u}

nstaller

vmw Install - Stage 1: Deploy vCenter Server

Select deployment size

Select the deployment size for this vCenter Server.

Introduction

2 End user license agreement
3 vCenter Server deployment target re inforr 1 on deployment sizes, ref € 7.0 documentatio
4 Set up vCenter Server VM Deployment size Tiny
5 Select deployment size Storage size Default ()
Resources required for different deployment sizes
Deployment Size VCPUs Memory (GB) Storage (GB) Hosts (upto) VMs (up to)
Tiny 2 12 463 10 100
Small 4 19 528 100 1000
Medium 8 28 748 400 4000
CANCEL BACK ‘
(3 vCenter Server Installer - ]

Installer

vmw Install - Stage 1: Deploy vCenter Server

Select datastore

Introduction

Select the storage location for this vCenter Server

[N

End user license agreement

© Install on an existing datastore accessible from the target host

w

vCenter Server deployment target

Show only compatible datastores

IS

Set up vCenter Server VM

Select deployment size

o

Thin
Name Type Capacity Free Pravisioned Provitianing
6 Select datastore
datastorel VMFS-6 13.75GB 12.34 GB 141GB Supported

1 item

Enable Thin Disk Mode ()

Install on a new VSAN cluster containing the target host (T)

CANCEL BACK NEXT
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[ vCenter Server Installer - O

Installer

wvmw Install - Stage 1: Deploy vCenter Server

v Select datastore
1 Introduction
Select the storage location for this vCenter Server

2 End user license agreement
3 vCenter Server deployment target © Install on an existing datastore accessible from the target host
4 Set up vCenter Server VM Show only compatible datastores
5 Select deployment size

Name Type Capacity Free Provisioned oo
6 Select datastore

datastorel VMFS-6 155.5 GB 154.09 GB 141GB Supported

1 item
Enable Thin Disk Mode (@)
Install on a new vSAN cluster containing the target host @
CANCEL BACK
(3 vCenter Server Installer - o

nstaller

vmw Install - Stage 1: Deploy vCenter Server

Configure network settings

Introduction

2 End user license agreement Network

3 vCenter Server deployment target IP version

4 Set up vCenter Server VM 1P assignment
5 Select deployment size FQDN

6 Select datastore IP address

7 Configure network settings Subnet mask or prefix length

Default gateway

DNS servers

(3 vCenter Server Installer

Installer

Install - Stage 1: Deploy vCenter Server

VM Network @
1Pvd
static
VeenterOlabdelwahed. me @

200.200.200.222
255.255.255.0 [a)

200.200.200.10q

200.200.200.200

CANTEL

Ready to complete stage 1

Introduction
Storage size

Y

End user license agreement
w Datastore Details

w

vCenter Server deployment target Datastore , Disk mode

~ Network Details

4 Setup vCenter Server VM

Network
5 Select deployment size

1P settings
6 Select datastore 1P address
7 Configure network settings Host name

Subnet mask or prefix length

@

Ready to complete stage 1
Default gateway

DNS servers

Default

datastoret , thin

Pud, static

200.200

222

VeenterOlabdelwahed.me

200.200.200.100

200.200.200.200

CANCEE
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() vCenter Server Installer - O hed

Installer

Install - Stage 1. Deploy vCenter Server

Installed vmware-imagebuilder-8.0.1.00000-11005514.x86_64.rpm

Install - Stage 1: Deploy vCenter Server

(@ You have successfully deployed the vCenter Server.

To proceed with stage 2 of the deployment process, vCenter Server setup, click Continue

f you exit, you can continue with the vCenter Server setup at any time by logging in to the vCenter Server Management Interface https:#/200.200.200.222:5480/

CLOSE CONTINUE

Loading stage 2..
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Setup Wizard Introduction

vCenter St

1 Introduction

Stage 2

Installing the wCenter Server is a 39 proc he first s en completed, Click Next, to
19 vCenter Server Installer o x
Installer
vmw Install - Stage 2: Set Up vCenter Server
Setup Wizard vCenter Server Configuration
| 1 Introduction Time synchronization mode Synchronize time with the ESXi host
2 vCenter Server Configuration S8H access Enabled

CANGEL:

(@ vCenter Server Installer

Installer

vmw Install - Stage 2: Set Up vCenter Server

Setup Wizard SSO Configuration
1 Introduction © Create a new SSO domain
2 vCenter Server Configuration Single Sign-On domain name () vsphere local
3 SSO Configuration Single Sign-On username administrator
Single Sign-On password @ @
Confirm password o

Join an existing SSO domain

SANGEL: BAGK NEXT
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[ vCenter Server Installer

nstaller

vmw [nstall - Stage 2:

et Up vCenter Server

Setup Wizard

Introduction

2 vCenter Server Configuration

3 SS0 Configuration

4 Configure CEIP

i vCenter Server Installer

Instalier

Configure CEIP

vSphere Health

= ¥SAN Oniine Health

= vCenter Server Update Planner
= VSAN Performance Analytics

= Host Hardware Compatibility

= VSAN Support Insight

CEIP collects configuration, feature usage, and performance information. No personally | able information is collected. All data is

sanitized and obfuscated prior to being received by VMware.

For additional information on CEIP and the data collected, please see VMware's Trust & Assurance Center.

Data collection can be enabled or disabled at any time

Join the YMware's Customer Experience Improvement Program (CEIP)

CANGEL [ BAGK

vmw [nstall - Stage 2: Set Up vCenter Server

Setup Wizard

1

(&}

w

=

o

Introduction

wCenter Server Configuration

SS0 Configuration

Configure CEIP

Ready to complete

Review your settings befc

Ready to complete

finishing the wizard.

~ Network Details

Network configuration Assign static IP address

IP version

IP address

Subnet mask

Host name

Gateway

DNS servers

~ vCenter Server Details

Warning

Pyd

200.200.200.222

24

VeenterOl.abdelwahed.me

CANCEL BAGCK I FINISH

A You will not be able to pause or stop the install from completing once its

started. Click OK to continue, or Cancel to stop the install.
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{3 vCenter Server Installer = m} >

Installer

Install - Stage 2: vCenter Server setup is in progress

) Starting VMware Service Control Agent

< 1/2 > /\ There are expired or expiring licenses in your inventory. | MANAGE YOUR LICENSES X

vSphere Client O, C & Administrator@VSPHERE.LOCAL v

<

[ vcenter.ohi.com 1 ACTIONS

[Eﬂ @ @ Summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs Datastores Networks

& vcenter.ohi.com

Issues and Alarms

AN\ Memory Exhaustion on veenter Actions ¥

&

vCenter Details i Capacity and Usage

Last updated at 2:25 PM
CcPU

Version: 8.0.1

i . _ O MHz used

Updates Available Updates Available

Build: 21560480 Memeory

Last Updated: Jul 30, 2023, 211 PM Ia)

vm ESXi Host Client

root@192.168.230.103

{ Navigator @@ esxi3.chi.com - Virtual Machines

~ [ Host
Marane *& create / Register vM £l console | W Poweron () Poweroff || Suspend C Refresh £ Actions Q search

Monitor [ wirtual machine ~ Status + Used space v Guest OS ~ Host name ~ HostCPU ~ Hostmemory

@ virtual Machines O "@ vcenter @ Normal 2282 GB Other 3.x or later Linux (64 vcenter.ohi.com 5.5 GHz 12.55 GB
B storage Quick filters ~ 1items
@ Networking

Prior to installing vCenter, it's crucial to create DNS A and PTR records for the server to ensure that other
systems can identify the vCenter's hostname and IP, which is essential for seamless interaction within
the vSphere infrastructure.
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Configuring and managing using ESXi host.

Add a welcome message and assign license

@ Edit option - Annotations.WelcomeMessage

New value Welcome to Ahmed Lab

(string)

Save || Cancel

g

e Based on the license you assign, additional features will be added.
e Atrial license is available and works for 60 days, during the trial period, all features are fully functional.

7 vSphere - VMO1 - Summary X ESXI01.localdomain - VMware EX X + Q
& (&) A Mot secure | esxi01/ui/#/host/manage/licensing

vmware ESXi- root@esxi0l ~ |

Help ~ |

@ ESXI01.localdomain - Manage

System Hardware | Licensingl Packages Services Security & users

4 Aasign license | @ Refresh | £F Actions

Evaluation Mode

AKey: 00000-00000-00000-00000-00000
4 A r’E)'c]JilaIion date: Wednesday, July 28, 2021, 03:42:39 +0400
17y Features: Unlimited wvirfual SMP

H.264 for Remote Console Connections
viCenter agent for VMware host
vSphere API

Content Library

Storage APls

vSphere viotion

X-Switch vMotion

vSphere HA

vSphere Data Protection
vShield Endpoint

vSphere Replication

vEhield Zones

Hot-Pluggable virtual HW

(Nl = | B EHI@H”ENavigator
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Lockdown Mode and Auto Restart Option

e Purpose: Lockdown mode is a security feature in ESXi that restricts access to the host to prevent
unauthorized changes to its configuration.

¢ Functionality:

o When Lockdown
mode is enabled,
only the vCenter
Server system and
the local DCUI
(Direct Console
User Interface)

can perform [, change lockdown mode
operations on the @ Dicaiiod
host. Lockdown mode is disabled

o All other access to © strict lockdown
the hOSt, inCI Uding Users are restricted to logging in from vCenter server only
SSH, console, and
vSphere Web
Client, is blocked. [ change |[ cancel |

Auto Restart Option:

() Normal lockdown
Users may log in via DCUI and vCenter server

e The Auto Restart option allows virtual machines (VMs) to automatically restart if the ESXi host they are
running on is restarted or fails. This ensures that critical VMs are brought back online without manual
intervention, enhancing the availability and resilience of the virtual environment.

f Change autostart configuration

Enabled ®ves ONo
Start delay 120 seconds

Stop delay 120 seconds

Stop action

I Shut down

Wait for heartbeat Oves ®@no

Save | | Cancel
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Adding Local Users to ESXi Host

ESXi hosts have the ability to create and manage local user accounts. Local user accounts can be used to allow
users to log in to the ESXi host using the vSphere Web Client, vSphere Client, or SSH. Once you have added local
user accounts to the ESXi host, users can log in to the host using their username and password. Local user
accounts have a limited set of privileges, which can be modified using the vSphere Web Client or vSphere Client.

Steps to Add Local Users to ESXi Host

vimware ESXi root@esxi0l ~ | Hel

[J ESXi01.localdomain - Manage

System Hardware Licensing Packages Services | Security & users |
Acceptance level 0 Adduser 7 Edituser Remove user | @ Refresh
Authentication
User Name ~ | Description
Certificates
N e

Roles

S
w
=
B
=
I E‘H I Lockdown mode

vmware ESXi- root@esxi0l ~ | Help

[J Esxio1.localdomain - Manage

System Hardware Licensing Packages Services | Security & users |
Acceptance level < Add role Edit role Removerole | @ Refresh (
Authentication
Mame ~ | Summary
_ Certificates
=] P .
E Users Administrator Full access rights
g _ Anonymous Mot logged-in user (cannot be granted)
g_i_'r e No access Used for restricting granted access
Mo cryptography administrator Full access without Cryptographic operations privileges
Read-only See details of objects, but not make changes
E View Vigibility access (cannot be granied)
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Add and Manage Datastore

A datastore is a storage location in vSphere where you can store virtual machine files, ISO images, templates, and

other files. Adding and managing datastores in vSphere is an important part of managing your virtual
infrastructure.

Steps to Add and Manage a Datastore in vSphere
1. Add a Datastore:
o To add a datastore, go to the host or cluster that you want to add the datastore to in the vSphere
Web Client or vSphere Client, and click the Storage tab.

o Click the "Add Datastore" button and select the type of datastore that you want to add, such as
NFS, iSCSI, or VMFS.

o Follow the prompts to configure the settings for the datastore, such as the datastore name,
capacity, and storage location.

2. Manage a Datastore:

o After adding a datastore, you can manage it by performing various tasks, such as formatting,
extending, and deleting the datastore.

= Format a Datastore: Go to the host or cluster that the datastore is attached to, select the
datastore in the Storage tab, and click the "Format Datastore" button.

= Extend a Datastore: Select the datastore and click the "Extend Datastore" button, and
follow the prompts to add more storage capacity.

= Delete a Datastore: Select the datastore and click the "Delete Datastore" button, and
follow the prompts to confirm the deletion.

3. Monitor a Datastore:
o You can also monitor the performance and usage of a datastore in vSphere.

o Todo this, go to the host or cluster that the datastore is attached to, select the datastore in the
Storage tab, and click the "Monitor" tab.

o Here, you can view charts and statistics for the datastore, such as the amount of free space, the
number of virtual machines using the datastore, and the amount of read and write activity.
Storage Allocation for ESXi Hosts

Both servers book around 8GB for the OS, and the rest of the hard disk space is allocated for datastores to save
any kind of data, including VM data and OS ISO files.

@ Login X ESXI01.localdomain - VMware = X ESXI02.localdomain - VMware = X +

&« C O ﬂ\ O~ https://esxi02.abdelwahed.me/ui/#/host/storage/datastores bid N

vmware ESXi” root@esxi02.abdelwahedme ~ | Help v | (Y]

"% Navigator [ ESXI02.localdomain - Storage
- E Host Datastores Adapters Devices Persistent Memory
Manage
Monitor #3 New datastore | g RegisteravM () Datastore browser | | (@ Search
) Virtual Machines Name ~ | Drive Type v Capacity v Provisioned v | Free v | Type ~ | Thin provisio... ~ | Access v
¥ storage [ ] H datastore SSD 1375 GB 1.41GB 123468 VMFSE Supported Single ~
v
€3 Networking titems
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Create new local datastore (VMFS) using ESXi

To establish a new local

datastore (VMFS) using ESXi,

first, you need to install a
new hard drive on the
server. Afterward, either
reboot the ESXi server or
perform a storage rescan
without restarting by
utilizing vCenter. Simply

right-click on the ESXi server,

Virtual Machine Settings

Hardware Options

Device Summary

E=IMemory 7.9 GB

E] Processors 2

[\Hard Disk (SCSI) 142 GB

[\New Hard Disk (SCSI) 142 GB

CD/DVD (IDE) Using file D:\vmware\VMware ...
"‘_E';l Network Adapter Host-only

USB Controller Present

[Cpisplay Auto detect

select 'storage’, and choose 'rescan'. Then proceed as follows:

Disk file

ESXI102-0.vmdk

Capacity
Current size: 17.8 MB
System free: 200.5 GB
Maximum size: 142 GB

New datastore - DBStore

+ 1 Select creation type
A4 2 Select device

Select device

Select a device on which to create a new VMFS partition

Name

| DBStorel

The following devices are unclaimed and can be used to create a new VMFS datastore

Name ~ | Type ~ Capacity v Free space v
2 Local VMware, Disk (mpx.vmhba0:C0:T1:L0) Disk (SSD) 142 GB 142 GB 2
v

1items

New datastore - DBStore

+ 1 Select creation type
v 2 Select device
b4 3 Select partitioning options

Select partitioning options

Select how you would like to partition the device

Use full disk v || VMFS6 v

Before, select a partition

Free space (142 GB)

Back

Next Finish

Cancel
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The entire contents of this disk are about to be erased and replaced with the
specified configuration, are you sure?

(& Login x Log in - VMware ESXi x ESXI02.Iocaldomain - VMware - X+ = A

< C O & httpsi//esxi02.abdelwahed.me/ui/#/host/storage/datastores bk R

vmware ESXi

02 abdelwahed me + Help ~

€ VMFS datastore DBStore succesfully created

~ [ Host | Datastores | Adapters Devices Persistent Memory
Manage
Monitor New datastore | g RegisteraVM  ( Datastore browser | | (@ Sear
e — Name v | DriveType  ~ Capacity v  Provisioned v  Free ~ | Type ~ | Thin provisio.. v  Access v
= Storage B datastore1 SSD 13.75GB 1.41GB 12.34 GB VMFS6 Supported Single )
€ Networking [ DBStore ssD 14175 GB 1416GB 14034 GB VMFS6 Supported Single v
2items
#

www.abdelwahed.me



http://www.abdelwahed.me/

VMware vSphere Install, Configure, Manage | Lab Guide

Extend Existing Datastore

To extend an existing datastore, follow these steps. In this example, we will add a 200GB hard disk to extend
datastorel. Note that you may need to restart the server for the new hard disk to be recognized, or you can
rescan the storage without restarting.

vmware ESXi” root@esxi02.abdelwahed.me + | Hep v | (CRaal

“E Navigater [ ESXI02.localdomain - Storage
- E Host | Datastores ‘ Adapters Devices Persistent Memory
Manage
Monitor New datastore  [# Increase capactty | g Registera VM (3 Datastore browser | (3 Refresh | 4 Actions (Q search
2] Virtual Machines Name ~  Drive Type ~  Capacity ~ | Provisioned v | Free v Type ~  Thin provisio... ¥ Access v
= Storage B3 datastore1 SSD 13.75 GB 1.41 GB 12.34 GB VMFS6 Supported Single &
@ Networking | B8 ossoe B 1.41GB 140.34 GB VMFS8 Supported Single v
®]] Rename 2items
4] Increase capacity
3 Unmount
STORAGE FREE. 12.34 GB
datastore1 5l Delete 10%
i USED: 141 GB CAPACITY. 13.75 GB
Type: (& Browse
Location: {00c2959bags
uuID: @ Refresh
Hosts:
Virtual Machines: £ RegisteravM
e o
ﬂ Increase datastore capacity - datastore1 - datastore1
+ 1 Select creation type Select device
bd 2 Select device . . .
Select a device on which to create a new VMFS partition
3 Select partitig
The following devices are unclaimed and can be used to create a new VMFS datastore
Name v | Type ~  Capacity ~ | Free space v
) Local VMware, Disk (mpx.vmhba0:C0:T2:L0) Disk (SSD) 200 GB 200 GB (o)
W
1 items
4

Increase datastore capacity - datastore

hdl 1 Select creation type Select creation type
v 2 Select device
3 Select partitig

How would you like to create a datastore?

Add an extent to existing VMFS datastore ~
Expand an existing VMFS datastore extent
Increase datastore capacity - datastore1 - datastore1
¥ 1 Select creation type Select partitioning options
¥ 2 Select device Select how you would like to partition the device
b4 3 Select partitioning options
Use full disk v VMFS 6 v

Before, select a partition

Free space (200 GB)
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ﬂ Increase datastore capacity - datastore1 - datastore1

+ 1 Select creation type
v 2 Select device

Ready to complete

Summary
" 3 Select partitig
b4 4 Ready to complete
Datastore datastore1
Disk Local Vdware, Disk (mpx.vmhba0:C0:T2:L0)
Partitioning Use full disk
VMFS version [

VMFS (200 GB)

Back Next Finish

The entire contents of this disk are about to be erased and replaced with the
specified configuration, are you sure?

vmware' ESXi

Cancel

STORAGE
datastore1

USED: 1.41 GB
Type VNFS6

Location: Jvmis/volumes/628fc607-8767 3bcd-070b-000c2959ba95

uuiD: 6287c607-87673bcd-070b-000¢2959ba95
Hosts: 1
Virtual Machines: ]

"E' Navigator E B ESXI02.localdomain - Storage
~ [ Host | Datastores | Adapters Devices Persistent Memory
Manage
Monitor #3 New datastore [ Increase capacity | ({¥ RegisteraVM (g Datastore browser | (@ Refresh | ¥ Actions (Q Search
S — Name v DriveType v Capacity ~ Provisioned v Free ~  Type ~  Thin provisio. . v | Access v
B datastoret ssD 2135GB 1.41GB 212,09 GB VMFS6 Supported Single "
g Networking [ DBStore 88D 14175 GB 141 GB 14034 GB VMFS6 Supported Single v
2items
4

FREE: 212.09 GB
b
CAPACITY. 213.5 GB
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Upload the ISO file to the datastore.

Begin by navigating to that store.

root@esxi02 abdelwahedme v | Help v |

d"|_"| New directory

Directory name QS Source

This directory will be created in [DBStore]/

Create directory H Cancel

Next, transfer the ISO file to the OS Source directory.

“1% Navigator ' || (] DBStore
v E Host
= FREE: 140.34 GB
Manage L@‘J Registera VM (5] Datastore browser \ 4 Increase capacity \ e Refresh \ -n- Actions
CAPACITY: 141.75 GB
Monitor
DBStore
(51 Virtual Machines Type: VMFSE
Bs Location Jvmfs/ivolumes/6293bd29-ec31a501-0984-000c2950bad5
- torage
uuib: 6293bd29-ec312501-0984-000c2959bad5
E DBStore Hosts: .
Monitor I Virtual Machines: 0
More storage...
€ Networking [~ VMIFS details
Version 682
Local Yes
Block size 1MB
uuID 6293bd29-ec31a501-0984-000c2959bad5
Extent 0 mpx.vmhba0:C0:T1:L0, partition 1

) Datastore browser

4 Upload Dowrload  [5 Delete  [4 Move [75 Copy [ Create directory | (@ Refresh 1file(s) ‘ 1%
3 datastoret = | .sdd.sf w ) en-us_windows_ser... ~
@ Datastore browser
4 Upload Download  [5} Delete [ Move [y Copy [*7] Create directory | 1 file(s) | 100%

~ ~

[ datastore1

| sdd sf o o) en-us_windows_ser.
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Create and configure VM through ESXi02 host

To create and configure a virtual machine (VM) through ESXi02 host, follow these steps:

1.

2.

10.

Log in to the vSphere Web Client or vSphere Client using the credentials for the ESXi02 host.
Select the ESXi02 host from the inventory and go to the Virtual Machines tab.
Click the Create/Register VM button to create a new virtual machine.

In the New Virtual Machine wizard, select the type of VM that you want to create, such as a typical VM or
a custom VM.

Follow the prompts to configure the settings for the VM, such as the VM name, guest operating system,
virtual hardware, and storage.

After the VM is created, select it in the inventory and go to the Configure tab to configure additional
settings.

Configure the VM settings as appropriate for your environment, such as the network adapter, storage
adapter, CPU and memory allocation, and advanced settings.

Power on the VM to begin using it.
To access the console of the VM, select the VM in the inventory and go to the Console tab.

Use the console to install the guest operating system, install applications, and configure the VM as
needed.
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Creating a Virtual Machine in ESXi

ﬁ! New virtual machine - VM1-H2 (ESXi 7.0 U2 virtual machine)

+ { Select creation type

2 Select a name and guest OS

Select a name and guest 0OS

Specify a unigue name and OS

Name

VIM1-H2

Wirtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U2 virtual machine ~
Guest OS family Windows Virtualization Based Security (x)
Guest OS version Microsoft Windows Server 2022 (54-bit) Makes Hardware virtualization, IOMMU, EFI, and

Secure Boot available to the guest OS. You must
also enable Virtualization Based Security within the
guest OS of thisvirtual machine

[[] Enable Windows Virtualization Based Security o

- nioea l

ﬁ] New virtual machine - VIM1-H2 (ESXi 7.0 U2 virtual machine)

¥ 1 Select creation type
v 2 Selecta name and g

Select storage

Select the storage type and datastore

Persistent Memory

Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

Name wv | Capacity ~ Free ~ | Type ~ | Thinpro... v Access

datastore1 213.5GB 212.09 GB VMFS6 Supported Single )

DBStore 141.75 GB 140.34 GB VMFS6 Supported Single v
2 items

l Back H Next l Finish Cancel
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Choose CPU Settings

ﬁj New virtual machine - VIM1-H2 (ESXi 7.0 U2 virtual machine)

¥ 1 Select creation type Customize settings
+ 2 Selectaname and g
v 3 Select storagg

b4 4 Customize settings

Caonfigure the virtual machine hardware and virtual machine additional options

[ Virtual Hardware | VM Options |

2 Add hard disk @ Add network adapter (= Add other device

~ [ cru 2 + @
Cores per Socket 1 v | Sockets: 2
CPU Hot Plug Enable CPU Hot Add
Reservation Mane v MHz ~
Limit Unlimited v MHz v
Shares Normal v ~

| Back || Net || Finisn

Choose memory configurations.

ﬁj New virtual machine - ViM1-H2 (ESXi 7.0 U2 virtual machine)

¥ 1 Select creation type Customize settings
+ 2 Select a name and g

+ 3 Select storagg

Configure the virtual machine hardware and virtual machine additional options

b4 4 Customize settings ~ o
- Wl Memory
- -
Reservation None o WB o
[[] Reserve all guest memory (All locked)

Lo Unlimited v B v

TirEs Normal v v

Memory Hot Plug ¥ Enabled

]

I Back H Mext I Finish Cancel
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Options for Hard Disk

New virtual machine - VM1-H2 (ESXi 7.0 U2 virtual machine]
Storage I ( )

¥ 1 Select creation type Customize settings

Configure the virtual machine hardware and virtual machine additional options

Disk Provisioning: Options

include:

+ 2 Hard disk 1 - B

Maximum Size 140.34 GB

e Thin Provisioned:
Selected option,
which allocates

storage space as i
gesp Location ‘[DBStore]vw-Hzf

needed.

Disk Provisioning @ Thin provisioned
O Thick provisioned, lazily zeroed
O Thick provisioned, eagerly zeroed

e Thick Provisioned,
Lazily Zeroed:
Allocates storage

H H TramEs Normal ~
space immediately
but zeros out Limit - 1OPs Unlimited .
blocks as they are | Back |

written.

e Thick Provisioned, Eagerly Zeroed: Allocates and zeroes out storage space immediately.

Options for NIC and DVD (choose an ISO file from the datastore)

'@ New virtual machine - VM1-H2 (ESXi 7.0 U2 virtual machine)

v 1 Select creation type -

v 2 Select dg o
€ &name an Disk sharing is only possible with eagerly zeroed, thick provisioned disks.
+ 3 Select storagg

84 4 Customize settings » K51 SCSI Controller 0 LSl Logic SAS  ~

D SATA Controller 0

USB controller 1

USB 31 w
» HM Network Adapter 1 VM Network v Connect
» & CD/DVD Drive 1 Datastore ISO file v
Connect
» 2 Video Card Default settings v

| Back || Next | Finisn E
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<fjfl MNew virtual machine - VM1-H2 (ESXi 7.0 U2 virtual machine)

+ 1 Select creation type
v 2 Select a name and g
v 3 Select storagg

Ready to complete

Review your settings selection before finishing the wizard

R 5 Ready to complete Name Vit-H2
Datastore DBStore
Guest OS name Microsoft Windows Server 2022 (64-bit)
Compatibility ESXi 7.0 U2 virtual machine
vCPUs 2
IMemory 2GB
Network adapters 1
Network adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE caontroller 0 IDEO

Ty T TN

Back Next Finish || Cancel

ware: ESXi” root@esxi02 abdelwahedme = | Help v |
"':' Navigator ) ESXI02. iin - Virtual
v @ Host
Manage ¥ Create / Register VM \ \ P Poweron | @ Refresh \ ¢ Actions (
Monitor Virtual machine ~  Status v Used space v  Guest OS ~ Host name ~ | Host CPU ~  Hostmemory «
4 Virtual Machines - 71 VM1-H2 @ Normal 0B Microsoft Windows Serve Unknown 0 MHz 0MB
-8 storage Quick filters, 1items
~ [ DBStore
Monitor
More storage... VM1-H2 CRU
. Guest 0S Microsoft Windows Server 2022 (64-bit) VBS o0 MH Lj
€2 Networking Compatibility z
VMware Tools No MEMORY il
CPUs 2 0B
Memory 2GB STORAGE g
oB
B vm1-H2 = {} Actions

beginning installation

*4 Microsoft Server Opersting System Setup

= Microsoft

Enteryour langu:
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VM files saved inside selected datastore.

i\—i? Datastore browser

& Upload s Delete [o Move ([ Copy [ Createdirectory | (& Refresh
[ datastore! “ sdd.sf ~ VM1-H2-cefad9cdv...
OS Source VM1-HZ nvram
i VM1-H2 2 VM1-HZ vmdk

VM1-H2 vmsd

50 VIM1-HZ2 vmx
VM1-HZ vmx Ick
VM1-H2 vmx~
VIM1-H2 vmxf
vmware log

vmx-VM1-H2-a0fb4. .
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Download and Install VMRC

VMRC (VMware Remote Console) is a standalone application that allows you to connect to virtual machines on an
ESXi host or vCenter Server using a remote console. Here are the steps to download and install VMRC:

Go to the VMware VMRC Download Page:

Visit the following URL: VMware VMRC Download Page.

Download VMRC Installer:
Click the "Download" button to download the VMRC installer for your operating system.

You will need to log in with your VMware account or create a new one if you don't have one already.

Install VMRC:
Once the download is complete, run the installer.

Follow the installation wizard to install VMRC on your system.

vmware ESXi" root@esxi]

“T% Navigator f vM1-H2
- E Host - :
[ Console | [E8 Monitor | W Poweroff 11 Suspend 6 Reset |  Edit | & Refresh | 4} Actions
Manage
@ Open browser console VM1-H2
Manitor
‘y Open console in new window Guest 08 Microsoft Windows Server 2022 (64-bit) VBS. ..
~ (1 Virtual Machines Compatibility ESXi 7.0 U2 virtual machine

- [ Open console in new tab Vilware Tools No
wF VM1-H2 CPUs 2

| Launch remote console

Ionitor Memory -
More VMs... * Download YMRC

~ 3 DBStore

Mlnmitnr

vmware CUSTOMER CONNECT Products and Accounts Knowledge Communities Support Learning

Release Date 2021-06-22
Type Drivers & Tools
Product Downloads ]

ﬁ VMware Remote Console Setup —

X
—
) -
VMware Remote Console 1201 Installing VMware Remote Console
|
File size: 84.33 MB
File type: zip

Read More
Please wait while the Setup Wizard installs VMware Remote Console.

VMware Remote Console 12.0.1 f¢ _
DOWNLOAD NOW
File size: 65.20 MB Status:

File type: bundle Updating component registration
e
Read More
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" VMware Remote Console — O *
—1
VMRC = LDJ

vmware

g for connection

You can add that VM to the abdelwahed.me domain.

@ ¥ Server Manager * Local Server Manage

p— You can change the name and the membership of this
BE All Sery | computer. Changes might affect access to network resources.

ii File ang
Computer name: t
VM1-H2 |

computer

Real-Time Protectig
Full computer name:

Settings
VM1-H2

~ Oin
un

Mo

roduct ID Not activated

C-08:00) Pacific
Computer Name/Domain Changes x

Member of

(®) Domain:

|abde|wahed.me

o ‘Welcome to the abdelwahed.me domain.

| OK | Cancel

Administrator: C\Windows\system32\cmd.exe

L = e ==

TACKCT -
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Set up VMware Tools.

VMware Tools comprises various utilities and drivers that improve the performance and capabilities of virtual
machines within vSphere.

« (e QO & =3 hitpsy/esxio2.abdelwahed.me/ui/#fhost/vms/1 i 5

vmware ESXi” B VMIHZ

B Power

15 Navigator 3 v1-H2 -
ia Guest OS5
™ @ host & Console  [BM Monitor | P ff Suspend €
onsole onitor ‘ower of 1 Suspem i
Manage = P 3 Snepshols Operations for the guest operating system
Monitor VM1-H2 [&# Console ceu
Guest 05 Microsoft Wing 180 MH> a
B - Compatibii ESXITOUZ X
~ (3 Virtual Machines patbily & Install VMware Tools R Avostart
o v A
dF VM1-H2 ePlls i | !
Monitor Memory 2GB
MEMORY Sl
More VMs...
2.06 GB
« [ storage |
~ B DBstore {5 Edit setlings
Monitor &, Permissions
d STORAGE
More storage... [ Editnotes 2.08GB
€3 Networking
(] Rename
0 VMware Tools is not installed in this virtual machine. VMware Tools allows detailed guest information to by erform operations on the
guest OS, .. graceful shutdown, reboot, etc. You should install Viware Tools. £ Actions

If VMware Tools do not appear in this VM area, edit the CD/DVD VM settings (connect at power) as shown below.

5 Edit settings - VM1-H2 (ESXi 7.0 U2 virtual machine)
e GB v A
¥ i Hard disk 1 cB o
» & SCsi Controller 0 .
£l SATA Controller 0
USB controller 1 o
> P Network Adapter 1 VM Network v Connect
L D) e Host device ~ | i Connect
Status Connect at power on
VoLeVILES dla anves (£)
i Local Disk (C:) DVD Drive (D) VMware Tools
CD/DVD Media Local N = 0bytes free of 140 MB
Wy 8.5 GE free of 39.3 GB CDFS

| VMware Product Installation

— Preparing VMware Tools'for instalation.

(>

Now VM tools looks installed. Sitems 1 tem selected

I Cancel

T; Navigator | (s VM1-H2
- Host
g & Console  [E8 Monitor W Shutdown i Suspend 3 Restat |  Edt | (& Refresh | £} Actions
Manage
Monitor Err—y VM1-H2 chu
Fr— ! : Guest 08 Microsoft Windows Server 2022 (64-bit) VBS. 3.3 GH a
- ° 8 r4
~ /41 Virtual Machines Compatipiity ESXI 7.0 U2 virtual machine
—— b= Whluare Tools Yes ;“‘ 1
x -
CPUS 2 In IL |
J Ao A
= o - [N ]
More VMs... 5 Host name VNI1-H2 abdetwahed me ZME:IDGR; ask
~ £ storage o o —
ll ~ E3 pBStore
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Edit VM settings.
By editing the settings of a VM using ESXi, you can modify its configuration to meet the needs of your
environment.
Key Configuration Changes
1. Adjust CPU and Memory Allocation:
o CPU Allocation: Modify the number of virtual CPUs assigned to the VM.
o Memory Allocation: Adjust the amount of memory allocated to the VM.
2. Add or Remove Virtual Disks:
o Add Disks: Increase storage capacity by adding new virtual disks.
o Remove Disks: Free up resources by removing unnecessary virtual disks.
3. Configure Network Adapters:
o Add Adapters: Connect the VM to different networks or increase bandwidth.
o Remove Adapters: Simplify network configuration by removing unused adapters.

Power
"E' Navigator (T VM1-H2 ﬁ

@ Guest 0S [
e 87 Console (B8 Monit d ¥ Restart | / Edit | (@ Refresh | 4 Acti
onsole onitor Uspen estal I efresl ctions
Manage {3 Snapshots
Monitor [g Console
rosoft Windows Server 2022 (64-bit) VBS...
¥ (3 Virtual Machines iy Autostart Xi 7.0 U2 virtual machine
5
& VM1-H2
Monitor B
More VMs... f1-H2.abdelwahed.me
~ B storage
~ B DBstore

L‘f\? Edit settings

Monitor &, Permissions

More storage...

[ Editnotes
€3 Networking

]} Rename

With the ESXIO1 server, you are able to adjust few settings such as AutoStart directly.

< G A Notsecure | esxi01/ui/#/host/vms w A
rooli@esxi01 ~ | Help ~ | [eReEE]
“E’ Navigator (%1 ESXI01.localdomain - Virtual Machines
+ [ Host
TrE 451 Create / Register VM | [0 Console ® Power off §1 Suspend | ' Refresh || F Actions |
Moniter &1 VMol
Virtual machine v | St_ v Usedspace v~ GuestOS ~ | Hostname i Power
Storage B 5 Mot 420808 Microsoft Wind _ Unknown @ Gusst 05
0
- s Snapshots
S8l Quick filters... - i
®F Console
5 Enable T Aulosia
vMo1 = =
Guest 03 Configure auto start options
Compatibility
Viiware Tools

As indicated, the management of VMs via ESXi comes with a set of limited features; therefore, we transition to
using Vcenter which offers an expanded suite of management tools including migration, cloning, and high
availability options.
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Configuring and Managing ESXi Servers Using vCenter

vCenter Server: **vCenter01**

--**Datacenters**

--**Datacenter1**

- **Clusters**

-- **ClusterA**
--**Hosts (ESXi Servers)**

**ESXil.ohi.com**

|
|..
[
| |- **VMO1**

[

| |- **VMO2**

I
|-- **ESXi02.0hi.com**

I
|
|
|
|
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| [-- **VMO3**
I

-- **Resource Pools**
I
|-- **HighPriorityPool**
I
|-- **LowPriorityPool**

I

|-- **ProdVMs**

(I

| |- **VMO04**

I

|-- **TestVMs**

I
I
I
I
I
I
I
I
I
I
I
I
I
I
| |-- **VMO5**
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By adding ESXi servers to vCenter, you can centralize the management of your virtual environment and perform
tasks such as creating virtual machines, configuring storage and networking, and monitoring performance. It's
important to follow best practices for managing ESXi servers, such as keeping them up-to-date with the latest
patches and updates, monitoring their performance and usage, and securing them with appropriate permissions
and firewall rules.

/\ There are expired or expiring licenses in your inventory. | MANAGE YOUR LICENSES ‘

vm vSphere Client Menu v Q

(th B @ ) vcenterOl.abdelwahed.me | acrons v
ol veenterOl.abdelwahed.me Summar: Monitor Configure Permissions Datacenters Hosts & Clusters VMs Datastores Networks
[) Actions - vcenter01 abdelwahed me
7.02 cPU
[ New Datacenter.. 17920168
Used: 0 Hz Cap:
d May 28, 2022, 6:55 AM
B3 New Folder ed Backup: Not scheduled Loesy
Export System Logs... Used: 0 B Cay
Storage
@3 Assign License... 0
Used: 0B Cay

o

Tags & Custom Attributes *ines: O

New Datacenter X
Name vDatacenter
Location: %) vcenterOl.abdelwahed.me

1 o | R

A There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSE

vm vSphere Client Menu v Q,
1) B @ vDatacenter = acrions v
v [ vcenterOl.abdelwahed.me Summary Monitor Configure Permissions Hosts & Clusters VMs Datastores

vDatacenter
Hosts:

Virtual Machines:
Clusters:
Networks:

[=lNeielNeiNe)

Datastores:

Adding ESXi hosts is now possible.
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&« C O QG &= https://vcenter01.abdelwahed.me/ui/app/datacenter;nav=h/urn:vmomi:Datacenter.datacentel

Actions - vDatacenter . | MANAGE YOUR

F Add Host...

[ New Cluster...

New Folder
([ B @ vDatacenter >
v () vcenterOlabdelwahed.me Summary Monitor C Distributed Switch ¥ sters VMs C
vDatacenter b New Virtual Machine...
Hosts:
i Virtual Mach - &+ peploy OVF Template...
1 Clusters:
: : : Networks: Storage >
Datastores:
Edit Default VM Compatibility...
& Migrate VMs to Another Netw...
Remember to review the new folder option.
Add Host
1 Name and location Name and location
2 Connection settings Enter the name or IP address of the host to add to vCenter Server.
3 Host summary
4 Assign license Host name or IP address: e5x101|
5 Lockdown mode Location: vDatacenter

6 VM location
7 Ready to complete

Add Host

+ 1 Name and location Connection settings

2 Connection settings Enter the host connection details

3 Host summary
4 Assign license User name: root

5 Lockdown mode

6 VM location

Password: ssssseveense

7 Ready to complete
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Add Host

+ 1 Name and location Host summary
v 2 Connection settings Review the summary for the host
3 Host summary
4 Assign license Name esxi0l.abdelwahed.me
2 Lockdown mode Vendor VMware, Inc.
6 VM location
7 Ready to complete Model VMware7,1
Version VMware ESXi 7.0.2 build-17867351
Virtual Machines vCenter Server
Add Host
+ 1Name and location Assign license
+ 2 Connection settings Assign an existing or a new license to this host

+ 3 Host summary

4 Assign license . .
License T License Key T Product T Usage C:

5 Lockdown mode
6 VM location

7 Ready to complete

Add Host

SPEeCITYy WNRetner 10 enaple 10CKaown mode on the Nost

+ 1 Name and location

+ 2 Connection settings When enabled, lockdown mode prevents remote users from logging directly into this host. The host will only be accessible

+ 3 Host summary through local conscle or an authorized centralized management application.

v 4 Assign license If you are unsure what to do, leave lockdown mode disabled. You can configure lockdown maode later by editing Security

WY 5 Lockdown mode Profile in host settings.

6 VM location @ Disabled

7 Ready to complete O Normal

The host is accessible only through the local console or vCenter Server.

O Strict

The host is accessible only through vCenter Server. The Direct Console Ul service Is stopped.

Add Host

+ 1Name and location VM location

v 2 Connection settings

+ 3 Host summary
+ 4 Assign license

v

5 Lockdown mode

6 VM location

T Dancdir dm ,camamlats
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Add Host

esxiOlabdelwahed.me
vDatacenter

VMware ESXi 7.0.2 build-17867351
Ewvaluation License

VM Network

datastorel

Disabled

+ 1Name and location Ready to complete

+ 2 Connection settings Click Finish to add the host

+ 3 Host summary

+ 4 Assign license Name

+ 5 Lockdown mode Location
Version

+ 6 VM location License

7 Ready to complete Networks

Datastores
Lockdown mode
VM location

A There are expired or expiring licenses in your inventory.

vm vSphere Client Menu v Q,

vDatacenter

(‘N

CANCEL

MANAGE YOUR LICENSES |

O G = o https://vcenter01.abdelwahed.me/ui/app/hostnav=h/urn:vmomi:HostSystem:host-16:02c2f8d4-ec57-4bdc-a378-ebf0b49832 1

(L1 E @ esxiOlabdelwahed.me | acrons v
w [ veenterOlabdelwahed.me Summary Monitor Configure Permissions VMs Resource Pools Datastores
~ [ vDatacenter
Hypervisor: VMware ESXi, 7.0.2, 17867351

¥ [} esxiOlabdelwahed.me Model:

&l vCenter Server

Processor Type:

VMware7,1
Intel(R) Xeon(R) E-2276M CPU @ 2.80GHz

Logical Processors: 2

NICs: 1

Virtual Machines: 1

State: Connected
Uptime: 0 second

Apply the same process to ESXi02 for integration into our data center.

& C

A There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES |

vm vSphere Client Menu v Q,

&

Updates
cPu

Used: 0 Hz

Memory

Used 0B

Storage

Used: 3727 GB

QO G = o https://vcenter01.abdelwahed.me/ui/app/hostnav=h/urn:vmomiHostSystem:host-22:02c2f8d4-ec57-4bdc-a378-ebf0b49833 T¥

Free: 562 GHz

Capacity: 5.62 GHz

Free: 16 GB

Capacity: 16 GB
Free: 118.23 GB

Capacity: 1555 GB

m B B8 e

~ [ veenterOl.abdelwahed.me Summary Monitor

v [ vDatacenter
Hypervisor:
~ [ esxiOl.abdelwahed.me Model:

Gl vCenter Server

Bd [ esxi02.abdelwahed.me

Processor Type:
Logical Processors:

5 VMI-H2 Nics:
Virtual Machines:
State:
Uptime:

Both hosts have now been added.

B esxi02.abdelwahed.me

Configure

ACTIONS Vv

Permissions VMs Resource Pools Datastores

VMware ESXi, 7.0.2, 17867351

VMware7,1

Intel(R) Xeon(R) E-2276M CPU @ 2.80GHz
2

1

1

Connected

7 hours

Updates

CPU

Used: 3 83 GHz

Memory

Used: 3.5 GB

Storage

Used: 20.77 GB

www.abdelwahed.me

Free: 1.79 GHz

Capacity: 5.62 GHz

Free: 4 39 GB

Capacity: 7.9 GB
Free: 334.48 GB

Capacity: 355.25 GB
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Integrate vSphere with Active Directory

Integrating vSphere with Active Directory (AD) allows you to use AD user accounts and groups to authenticate and
authorize access to vSphere resources. This simplifies user management, improves security, and provides a
centralized view of user permissions across the organization. Here are the steps to integrate vSphere with AD:

vm | vSphere Client Menu O, search & Administrator

& Networking

_ Shortcuts
Content Libraries
[ Global Inventory Lists Inventories
—~ %

[& Policies and Profiles D:Q Hh ﬂ E ] L—‘ f-lﬂ

£ - 15
® vRealize Operations Hosts and VMs and Storage Networking Globa Linked

Clusters Templates Inventory Domains
o Lists
gy Administ
Tasks Monitori
onitorin

O3 Events 9

vm vSphere Client Menu Search Adminis

Administration

Croe R

Global Permissions

~ Licensing Roles provider: vCenter(l.abdelwahed.me -

Licenses
: DESCRIPTION USAGE PRIVILEGES
- Solutions + [ oescreron IR :

Full access rights

Client Plug-Ins Administrator

~ Deployment Read-only
Customer Experience . No access

~ Certificates AutoUpdateUser

Certificate Manageme._.

Content library administrator (sample)
Single Sign On

Datastore consumer (sample)
Users and Groups -

Configuration 14 items

vm vSphere Client Menu W

Administrate

Administration

Polici... Active Directory Doma... Login Messa... Smart Card Authentice
Roles -
Global Permissions | ADD IDENTITY SOURCE |
- Licensing
Licenses Name T Server URL T Type T Domain T Alias
~ Solutions _ ) - .
wsphereloca - - System Domain
Client Plug-Ins
WCENTEROT - - Local OS5 (Default)

+ Deployment

Customer Experience ...

4

Certificates

Certificate Manageme ..

4

Single Sign On

Users and Groups

Configuration
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Add ldentity Source X

Identity Source Type Active Directory (Windows Integrated A1 ~

Active Directory (Windows Integrated Authentication)
Domain name @ Active Directory over LDAP

Open LDAP
P Use maching account

() Use Service Principal Mame (SPN)

Add Identity Source X

Identity Source Type Active Directory (Windows Integrated A1 ~

' abdelwahed me
Domain name (3) e

© Use machine account

() Use Service Principal Name (SPN)

Administration

Polici... Identity Sourc... Active Directory Doma... Login Messa... Smart Card Authenticat

Roles -

Global Permissions ADD IDENTITY SOURCE EDIT SET AS DEFAULT REMOVE
* Licensing

Licenses Name T Server URL T Type T Domain T Alias
~ Solutions vsphere local - - System Domain

Client Plug-Ins _

VCEMTEROT - - Local OS5 (Default)
~ Deployment
° abdelwahed. me - Active Directory External Domain -

Customer Experience . {Windows Integr

+ Certificates _ated Authenticat
ion)

Certificate Manageme..

sign in using domain accounts and privileges

T VMware"vCenter” Single Sign-On

Password:

You are now able to log in, however, you lack the necessary permissions to access vCenter resources.

@ Unable to login because you do not have permission on any vCenter Server systems connected to this client. Back to login screen
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Now grant it01@abdelwahed.me permissions using Role-Based Access Control (RBAC).

vm vSphere Client Menu v ; & v | Adminis

Administration Folici... Identity Sourc_.. Active Directory Doma... Login Messa_.. Smart Card Auth

~ Access Control

Roles CYRIV o0 te ol | OCKOUT POLICY | TOKEN POLICY

|Global Permissions |

« Licensing A set of rules and restrictions on the format and expiration of Single Sign-Cn user passwords
Licenses Password Policy

~ Solutions o
Description

Add Permission Global Permission Root p4

User abdelwahed.me 4

Q IO

Role Administrator -

Propagate to children

Roles + 7 X
e e e User/Group T T Role T Defined In
+ Licensing
E, ABDELWAHED MEUTO1 Administrator Global Permission
Licenses
5 VSPHERE.LOCAL\Administrator Adminlstrator Global Permission
~ Solutions
trators strato! Permise
Client Plug-Ins ,g VSPHERE.LOCAL\Administrato! Administrator Global Permission
~ Deployment % WSPHERE.LOCAL AutoUpdate AutcUpdateUser Global Permiselon
Customer Experience . H VSPHERE.LOCALwpxd-2bafod20-biga-11eb-.. Administrator Global Permiselon

ITO1 now has a full access.

vm vSphere Client Menu v

i) 8 © @ vCenterOlabdelwahed.me | actions~

] vCenterOl.abdelwahed.me Summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs Dat
~ [ vserver I .
» Clusterol Virtual Machines: 1 cPU
Hosts: 2
[ esxi0labdelwahed.. r Used: 430 MHz
El esxi02 abdelwahed Wemary
» @ Resource Pool_01 ‘ Used: 2.71 GB Capacity: 15.8 GB
> 3B Abdelwahed_vApp ——— = EeE
T web_server Used: 102.84 GB Capacity: 1.3 TB
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Create VM using vCenter

[l Actions - esxi02.abdelwahed.. There are expired or expiring licenses in your inventory. | MANAGE Y(

Qﬂ.‘ New Virtual Machine...

g Deploy OVF Template...

-
[D] @ (J New Resource Pool... 3de|WahEd.me ACTIONS v
o+
v [ vcenterOl.abdelwahe " New vADP... nitor Configure Permissions VMs Resource Pools
v vDatacenter
- import VMs ypervisor: VMware ESXi, 7.0.2, 17867351
v esxiOl.abdelwah b
Maintenance Mode > odel: VMware7,1
&l vCenter Serve rocessor Type: Intel(R) Xeon(R) E-2276M CPU @ 2.80GHz
M [[] esxi02.abdelwal Connection »  pgical Processors: 2
ICs: 1
T VMI1-H2
v Power » | lirtual Machines: 1
B tate: Connected
Certificates > ptime: 30 minutes
Storage >
New Virtual Machine
1 Select a creation type Select a creation type
2 Select a name and folder How would you like to create a virtual machine?

3 Select a compute resource

Create a new virtual machine A This option guides you through creating a new
4 Select storage

o Deploy from template virtual machine. You will be able to customize
5 Select compatibility
Clone an existing virtual machine processors, memory, network connections, and
6 Select a guest OS . i . . i
Clone virtual machine to template storage. You will need to install a guest operating
7 Customize hardware .
Clone template to template system after creation.

8 Ready to complete . i
Convert template to virtual machine

New Virtual Machine

v 1Select a creation type Select a name and folder

2 Select a name and folder Specify a unique name and target location

3 Select a compute resource

Virtual machine name: VM2-H2
4 Select storage

5 Select compatibility

6 Select a guest OS Select a location for the virtual machine.

7 Customize hardware )
v [} vcenterOl.abdelwahed.me

8 Ready to complete
/ . > vDatacenter
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New Virtual Machine
Select a compute resource
v 1Select a creation type Select the destination compute resource for this operation
+ 2 Select a name and folder

3 Select a compute resource v vDatacenter

4 Select storage > esxi0l.abdelwahed.me
6 Select a guest OS

7 Customize hardware

8 Ready to complete

Compatibility

«~~ Compatibility checks succeeded.

New Virtual Machine

v 1Select a creation type Select storage
v 2 Select a name and folder Select the storage for the configuration and disk files

+" 3 Select a compute resource
Encrypt this virtual machine (Requires Key Management Server)

VM Storage Policy Datastore Default v
[ ] Disable Storage DRS for this virtual machine

4 Select storage

5 Select compatibility
6 Select a guest OS

7 Customize hardware

Name T Storage Con v Capacity T Provisicne v Free T Type
8 Ready to complete
O | B datastorel . - 213.5 GB 1.41GB 212.09 GB VMFS
| E DBstore - 141.75 GB 48.85 GB 124.47 GB VMFS
< >
i | 2 items
New Virtual Machine
v 1Select a creation type Select compatibility
v 2 Select a name and folder Select compatibility for this virtual machine depending on the hosts in your environment

v 3 Select a compute resource

The host or cluster supports more than one VMware virtual machine version. Select a compatibility for the
v 4 Select storage

_ virtual machine.
5 Select compatibility

6 Select a guest 0S Compatible with: |[ESXi 7.0 U2 and later v @

7 Customize hardware This virtual machine uses hardware version 19, which provides the best performance and latest features

8 Ready to complete available in ESXi 7.0 U2.
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New Virtual Machine

New Virtual Machine

1Select a creation type

2 Select a name and folder

v
v
v 3 Select a compute resource
v 4 Select storage

v

5 Select compatibility

6 Select a guest OS

7 Customize hardware

8 Ready to complete

Select a guest OS
Choose the guest OS that will be installed on the virtual machine

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the

operating system installation.

Guest OS Family: IWindows v

Guest OS Version: | Microsoft Windows Server 2022 (64-bit) v

[ Enable Windows Virtualization Based Security ()

Compatibility: ESXi 7.0 U2 and later (VM version 19)

> New Hard disk * 20 GB v
+ 1Select a creation type
+ 2 Select a name and folder s MNew SCSI controller * LSl Logic SAS
+ 3 Select a compute resource
New Network * 44 Connect...
+ 4 Select storage 8 w 9
+ 5 Select compatibility s New CD/DVD Drive * Client Device o
+ 6 Select a guest OS
Client Device
7 Customize hardware > New USB Controller ]
Host Device
8 Ready t let
edyie compiete > Video card * Datastore ISO File
Content Library ISO File
> Security Devices UL LU g U Tu
New Virtual Machine
> New Hard disk * 20 GB
+ 1Select a creation type
+ 2 Select a name and folder 3 New 5CSI controller * LSl Logic SAS
+ 3 Select a compute resource
New Network * 4 Connect...
v 4 Select storage . M g
V' 5 Select compatibility > New CD/DVD Drive * Datastore ISO File v 0 connect...
v 6 Select a guest OS
7 Customize hardware > New USB Controller USB 31 ~
8 Ready to complete i i -
» Video card * Specify custom settings
> Security Devices Mot Configured
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New Virtual Machine

1 Select a creation type Ready to complete

Click Finish to start creation.
2 Select a name and folder

3 Select a compute resource

Virtual machine VM2-H2
5 Select compatibility name
6 Select a guest OS Folder vDatacenter

v
v
v
v 4 Select storage
v
v
v

7 Customize hardware

8 Ready to complete Host esxi02.abdelwahed.me

Datastore DBStore
Guest OS name Microsoft Windows Server 2022 (64-bit)
Virtualization Disabled

Based Security

Server Core 2022 is now installed.

& There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES |

I

vm vSphere Client (>

(0 B @ & VM2-H2 D@ & | acmonsv
v [ veenterOl.abdelwahed.me Summary Monitor Configure Permissions Datastores Networks Snapshots Updates

v [ vDatacenter

v [ esxi0labdelwahed.me SWITCH TO NEW VIEW

Gl vCenter Server Guest OS Microsoft Windows Server 2022 (64-bit) CPU USAGE
- E esxi02.abdelwahed.me Compatibility ESXi 7.0 U2 and later (VM version 19) 84 MHz
& VMLH2 VMware Tools: Not running, not installed
MORE INFO — MEMORY USAGE
NS Name: = o013 MB
IP Addresses:
) O GBS Host: esxi02.abdelwahed.me @ SZEOZASGE(:SBAGE

LAUNCH REMOTE CONSOLE (D :'_' f@

Launch Console

© Web Console

( ) VMware Remote Console (VMRC) INSTALL VMRC

[] Remember my choice
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Edit VM Settings from vCenter.
With VM configurations, you are able to modify various virtual machine settings. In this instance, we will be

demonstrating how to increase the size of the hard drive (note that some settings may necessitate turning the
power off).

<« C O ﬁ; 52 https://esxi02.abdelwahed.me/ui/£/host/vms
vmware ESXI root@esxi02.
“E' Navigator ' || ") ESXI02.localdomain - Virtual Machines
- E Host
Manage 5 Create / Register VM | Console | [ Poweron @ Power off Suspend | (@ Refresh | -ﬂ- Actions
Ionitor [ Virtual machine v | Status v~ Used space ~  Guest 0S ~ | Host nam
& Virtual Machines [ ] 0| & vMi-H2 @ Normal 107 GB Microsoft Windows Serve. . Unknown
* 51 VM1-H2 (57 VM2-H2 @ Normal 20 GB Microsoft Windows Serve...  Unknown
Monitor et E e

Using vCenter, we will increase the VM's hard drive size from 20 GB to 22 GB.

(] Edit settings - VM2-H2 (ESXi 7.0 U2 virtual machine)

[ Virtual Hardware ] WM Options

2 Add hard disk 8 Add network adapter 5 Add other device

» [l cPu A : . @

» @l Memory /i Warning (x)

()

» (3 Hard disk 1 &< As this host's resources are being managed by
vCenter Server, some configuration options are

disabled. If you wish to change this VM's resource

b K=l SCSIController 0| gettings. please do so from vCenter Server.

ED sATA Controller 0

USB controller 1

» M MNetwork Adapter 1 VM Network o
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& C O & =6 https://vcenter01.abdelwahed.me/ui/app/vm;nav=h/urn:vmomi:VirtualMachine:vm-26:02c2f8d4-ec57-4bdc-a378-ebf0b498:

Edit Settings = vM2-H2 X
. e ~
> Memory 1 v GB ~
> Harddisk 1* 22 GB ~
> SCSl controller 0 LSI Logic SAS
> Network adapter 1 VM Network Connect...

» CD/DVD drive 1 Datastore ISO File v [ Connect...
> USB xHCI controller USB 3.1
> Video card Specify custom settings v
> Security Devices Not Configured
VMCI device
SATA controller 0 AHCI bt

Hard drive now expanded to 22GB

vm vSphere Client

[ B @ B VM2-H2 | > B @ & | actonsv
~ [ veenterOl.abdelwahed.me Summary Monitor Configure Permissions Datastores Networks Snapshots Updates

v [f vDatacenter

v [ esxi0labdelwahed.me SWITCH TO NEW VIEW

&P vCenter Server Guest OS: Microsoft Windows Server 2022 (64-bit) CPU USAGE
o E esxi02.abdelwahed.me Compatibility: ESXi 7.0 U2 and later (VM version 19) 0 Hz
VMware Tools: Not running, not installed

@ VM1-H2 Powered Off

MORE INFO — MEMORY USAGE
IP Addresses:
Host: esxi02.abdelwahed.me @ STORAGE USAGE

22 GB

et e e = A L]

www.abdelwahed.me



http://www.abdelwahed.me/

VMware vSphere Install, Configure, Manage | Lab Guide

Configuring NFS Server on Windows Server - NFS Datastore

Creating an NFS datastore in vSphere using a Windows Server involves setting up the NFS Server role on the
Windows machine and then configuring vSphere to mount the NFS share as a datastore. Here's a step-by-step
guide on how to achieve this:

B Add Roles and Features Wizard

‘ DESTINATION SERVER
m Select server roles OCohicom
il
Ii All Select one or more roles to install on the selected server.
i§# AD Roles Description
] r
= DN ] Active Directory Rights Management Services 5 Server for NFS enables this
3 Fil¢ [] Device Health Attestation computer to share files with UNIX-
[] DHCP Server based computers and other
+ DNS Server (Installed) computers that use the network file
Confirmation [] Fax Server system (NFS) protocol.

4 [W] File and Storage Services (2 of 12 installed)
4 (W] File and iSCSI Services (1 of 11 installed)
V| File Server (Installed)
[] BranchCache for Network Files
| Data Deduplication
[] DFS Namespaces
[] DFS Replication
] File Server Resource Manager
[C] File Server VSS Agent Service
iSCSI Target Server

je Provider (VDS and VSS

V! Storage Services (Installed Storage
orage Services (Installed) ; L 9 1 i Local Server
ability @ Manageability
| < Previous ] Next > tal Cancel Events
Services | Services | Services Services

e Home  Share  View o
« v 1 < > ThisPC > NFSData (L} e Search NFS Data (L »
Dashboard ? : ‘ E v O | seacnnespa
I Local Server Name =

=_ # Quick access NFS Share Permissions ? X
s All Servers 1 NFs_Share ] | | share this folder
I Desktop
2 Settings

i§ ADDS | NFS Share Path:  L:\NFS_Share
= ¥ Downloads
2 ons N | x4 e
B Docuimerits - ALL MACHINES Read-Wite _ ANSI
W§ File and Storag & Pictures 2 Network name: | DC =
~ Encoding: ANST v
This PC
= ¥ Kerberos v5 privacy and authentication [KrbSp]
« NFS Data (L) ¥ Kerberos v5 integrity and authentication [KrbSi]
[V Kerberos v5 authentication [Krb5)
e 50l 0n ¥ No server authenticaton [Auth_SS]

- SData2 (S) [V Enable unmapped user access Add..

& Allow unmapped user Unix access (by UID/GID]

@ Network = Lol Typedae BlRead e (-1} ™ Alow oot access

€ Allow anonymous access I
] Encoding ANSI -

G =

To set permissions for how users access this
folder over the network, cick Permissions Permissions

oK L D

1item 1 item selected -
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The upcoming configuration will enable NFS on all ESXi servers in the datacenter, and these steps can be

replicated at the ESXi level.

vSphere Client
[} Actions - Datacenter1

B Add Host...
:TIONS
(Ch New Cluster.
[E]] @ New Fold gure Permissions Hosts & Clusters VMs Datastores Networks Updates
ew Folder
N \icantaronieom Distributed Switch >
B8 [ Datacenterl -
® @ New Virtual Machine...
> [0 FolderA
age
> ([} ClusterA
v [ esxil.ohicd Storage
= E,* New Datastore... .
&5 web - Capacity and Usage
= Edit Default VM Compatibility... & New Datastore Cluster.
v [J esxi2.ohi.c/ Last updated at 9:32 AM
= 3
7 Rocky &, Migrate VMs to Another Network... [ Rescan Storage.. cPU
& Rocky2 5 066 22.464 GHz
o 4 ¢ GHz used allocated
Move To... .
b 4 Recent Tasks
_— Rename...
v v v v | Queued vy
Task Name Tags & Custom Attributes > Details Initiator For

Craata NAQ datactara

New Datastore

1 Type

2 NFS version

3 Name and configuration

New Datastore

Type

Specify datastore type.

O VMFS
Create a VMFS datastore on a disk/LUN.

\/SDHEDFE | NCAI \Adminictratar

O nFs

Create an NFS datastore on an NFS share over the network

vVol

Create a Virtual Volumes datastore on a storage container connected to a storage provider.

Name and configuration

IR7 me

Start Time 2 W

N7/20/2072 1N:4Q9A

CANSEL

@ !t you plan to configure an existing datastore on new hosts in the datacenter, it is recommended to use

the "Mount to additional hosts" action from the datastore instead

NFS Share Details

Name NFSData

Folder /NFS_Share

E.g: /vols/volO/datastore-0C

Server

Servers to be added

192.168.230

CANCEL I BACK ‘ NEXT

www.abdelwahed.me
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New Datastore Hosts accessibility
Select the hosts that require access to the datastore.

Type [(NIIN RGNS INCOMPATIBLE (1 HOSTS) \

Quick Filter I
NFS version

Cluster
Name and configuration .| esxi2.ohi.com

esxi3.ohi

4 Kerberos authentication

5 Hosts acce: y

CANCEL | BACK

New Datastore Ready to complete
Review your selections before finishing the wizard

1 Tyr
IR + NES version

Version
2 NFS version
v Name and configuration

3 Name and configuration Datastorenanie NFSData

Server 192.168.230.100
4 Kerberos authentication
Folder /NFS_Share

5 Hosts accessibility Access Mode Read-write

v Kerberos authentication
6 Ready to complete
Kerberos Disabled

CANCEL ‘ BACK ‘ FINISH
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Add ISCSI disk to both ESXi servers using vCenter.

Initially, | set up dc.abdelwahed.me for ISCSI storage and permitted the two ESXI servers access to this storage via
the network. In this setup, | utilized two ISCSI disks, with capacities of 800 GB and 700 GB respectively. At this
point, the ISCSI software (ISCSI initiator) is used..

& C O & = https://vcenter01.abdelwahed.me/ui/app/hostnav=h/urn:vmomi:HostSystem:host-16:02c2f8d4-ec57-4bdc-a378-ebf0b49833b4/c. Te

A There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES |

vm vSphere Client

[N E @ esxiOl.abdelwahed.me | acrions v
v [Zl veenterOl.abdelwahed.me Summary Monitor Permissions VMs Resource Pools Datastores Networks Updates
v [§ vDatacenter 7
[l esxiOl.abdelwahed.me Storage h Storage Adapters
¥ vCenter Server Storage Ada| £3 Refresh  [34 Rescan Storage_..
v [] esxi02.abdelwahed.me : Adapter o Type T Staws T Identifler T  Targ.. °
& VMI-H2 Host Cache Configuration 4 Model PIIX4 for 430TX/440BX/MX IDE Controller
@ VM2-H2 Protacol Endpoints & vmhbat Block SC..  Unknown . 0
1/O Filters & vmhba64 Block SC..  Unknown — 1
Networking v 4 Model: PVSCSI SCSI Controller

Virtual switches

¢ NVMe over RDMA Adapter: Enable this option if using NVMe storage devices that are shared over an
RDMA network for high performance.
e Software FCoE Adapter: Discover and use software Fibre Channel over Ethernet (FCoE) adapters.

Add Software Adapter  esxiOlabdelwahed.me X

| @ Add software iSCSI adapter | A

A new software 1SCS| adapter will be added to the list. After it has been added, select the adapter and use the Adapter

Details section to complete the configuration.

Add software NVMe over RDMA adapter

Enable software NVVMe adapter on the selected RDMA device.

O Add Software FCoE Adapter

Discover software FCoE adapters associated with the following physical network adapter.

Physical Network Adapter: vmnicO v
VLAN ID 0 Range: O - 4094
Priority Class: 3 Range: 0 -7

Controller MAC Address:
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vm vSphere Client

O G = https://vcenter01.abdelwahed.me/ui/app/host;nav=h/urn:vmomi:HostSystem:host-16:02¢2f8d4-ec57-4bdc-a378-ebf0b49833b4,

Menu W

w

MANAGE YOUR LICENSES |

A\ There are expired or expiring licenses in your inventory.

v [ veenterOl.abdelwahed.me

v [ vDatacenter

v esxiOl.abdelwahed.me

(& vCenter Server

~ [f esxi02.abdelwahed.me
S VMIH2
S VM2-H2

vm vSphere Client

O PA &2 https://vcenter01.abdelwahed.me/ui/app/host;nav=h/urn:vmomi:HostSystem:host-16:02c2f8d4-ec57-4bdc-a378-ebf0b49833b4,

Menu v

O S Adminis
) dminis
esxiOl.abdelwahed.me ACTIONS v
Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates
N
Storage v Storage Adapters
Storage Adapters + Add Software Adapter 5 Refresh [ Rescan Storage
Storage Devices Adapter Y Type Y  Staws T Identfler ¥ Targ.. T Devi
Host Cache Configuration 4 Model- ISCSI Software Adapter
Protocol Endpoints & vmhba65s iSCSI Online iscsi_vmk(ign 1998-01.comyvmwar... 0 (o]
IfO Filters 4 Model: PIIX4 for 430TX/440BX/MX IDE Controller
Networking v & vmhbal BlockSC..  Unknown — — 0 0
Virtual switches 0 c

g

MANAGE YOUR LICENSES

A There are expired or expiring licenses in your inventory.

]

o B 8

~ [ veenterOl.abdelwahed.me

v [ vDatacenter

v esxiOl.abdelwahed.me

vCenter Server

v [} esxi02.abdelwahed.me
0 VMI-H2
5 VM2-H2

Q
[ esxiOl.abdelwahed.me ACTIONS v
Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates
Storage | 4 Model: ISCS| Software Adapter

iSCSI

Online

iscsi_vmk(ign.1998-01.comymwar...

I < vmhba65

Storage Adapters

Storage Devices

4 Model: PlIX4 for 430TX/440BX/MX IDE Controller

<= vmhbal
Host Cache Configuration N

Block SC... Unknown - 0

Protocol Endpoints

Link the ISCSI software you installed to the network adapter.

@

&

8

7 ﬂ vCenter0l.abdelwahed me
v [ vServer
v [ Clusterd

[ esxiotabdelwahed...
H esxi02.abdelwahed...

[ VMot

1/O Filters Properties Devices Paths Dynamic Discovery Static Discovery | N A
Networking v
Virtual switches ~ O Pert Group T  VMkernel Adapter T Port Group Pollcy T Path Status.
[J esxiOlabdelwahed.me | actions~
summary Monitor Configure Permissions WMs Datastores Netwaorks
« Storage

© Storage Adapters

Storage Adapters

+ Add Software Adapter E—& Refresh F‘Q Rescan Storage.. | % Rescan Adapter

Storage Devices

Host Cache Configur.. Adapter T Type T Status T Identifier
Protocol Endpoints 4 Model: ISCS| Software Adapter &
I/ O Filters
I1SCSI Online 1gn.1998-01.comvmware.esxi0l.
w Metworking = =
. - 4 Madel PIRX4 for 430TX/A40BX/MX INF Contraller
Virtual switches 4 [SR]
VMkernel adapters _2‘] Copy All | 4 items
Physical adapters .
P.. Dynamic... Static .. Advance
TCPR/IP configuration
w Virtual Machines
\ tur
VM Startup/Shutdo [ PonGroup Y | VMkernel Adapter Y | PortGroup Policy

Agent WM Settings
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[ esxiOlabdelwahed.me ACTIONS v

Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates

| Storage v B O copyan | 4n

Properties Devices Paths | Dynamic Discovery | Static Discovery Network Port Binding Advanced Options
Hetwork Port Bndne

Storage Devices Remove View Details
Host Cache Configuration ] PortGroup T  VMkernel Adapter T  Port Group Policy T  Path Staws T P
Protocol Endpoints a @ Management Networ... i vmkO @) Compliant & Not used i

1/O Filters

esxiOl.abdelwahed.me ACTIONS

Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates
N - —

| e - ¢+ vmhbal Block SC... Unknown (
¢ vmhbat4 Block SC..  Unknown -

Storage Adapters

Storage Devices

Host Cache Configuration Properties Devices Paths Dynamic Discovery Static Discovery Network Port Bind

Protocol Endpoints -+ Add... Remove Authentication.. Advanced..
I/O Filters T
Networking v dc abdelwahed me 3260

Virtual switches

esxiOl.abdelwahed.me ACTIONS Vv

Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates

Storage v Storage Adapters

e A Due to recent configuration changes, a rescan of "vmhba65" is recommended.

Storage Devices

Host Cache Configuration -+ Add Software Adapter @ Refresh ||.‘5 Rescan Storage... |‘ <:fl Rescan Adapter
Protocol Endpoints Adapter T Type A g Status T Identifler T
I/O Filters & vmhbat BlockSC..  Unknown  — 0
Networking v & vmhba64 Block SC_ Unknown -~ 1
esxiOl.abdelwahed.me ACTIONS
Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates
Storage « | Properties Devices Paths Dynamic Discovery Static Discovery Network Port Binding Advanced Options
Storage Adapters 3 Refresh ‘ Attach Detach Rename
Storage Devices Name v L. v Type ~ Capaclty v Datasto.. v OperationalS.. ¥ Hardwa
Host Cache Configuration [ MSFT iSCSI Disk (naa.60003ff44dc75adc94fde.. 0 disk 49982 GB  NotCons..  Attached ] Not sup

Protocol Endpoints
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The ISCSI Disk becomes visible and is available for addition as a datastore.

G vSphere - esxi01.abdelwahed.n X Log in - VMware ESXi X + .

<« C O 4 = https://vcenter01.abdelwahed.me/ui/app/host;nav=h/urn:vmomi:HostSystem:host-16:02c2f8d4-ec57-4bdc-a378-ebf0b49833b4/c. T¥

[ Actions - esxio1 abdelwahed - here are expired or expiring licenses in your inventory. | MANAGE YOUR LICENSES ‘

&t New Virtual Machine...
vm vSphere Client
&+ Deploy OVF Template...

4
[E” @ (% New Resource Pool... elwahed.me ACTIONS Vv
o+ New vApp... . .
~ [ veenterOl.abdelwahed. r Configure Permissions VMs Resource Pools Datastores Networks Updates
v [f] vDatacenter Import VMs

v | Properties Devices Paths Dynamic Discovery Static Discovery Network Port Binding Advanced Of

H— Maintenance Mode >
G vCenter Server - 3 Refresh ‘

e esxi02.abdelwahe Connection e Name ¥ L. ¥ Type <~ Capaclty ~ Datasto.. ¥ Operational S.. ¥
@ VMI-H2 Power ,  fration MSFT iSCS| Disk (naa.60003ff44dc75adc94fdc... O disk 49982GB  NotCons..  Attached
& VM2-H2
Certificates >
Storage » | E New Datastore...
- [0 copy an
& Add Networking... [Z Rescan Storage... -
Host Profiles 3
Recent Tasks Alarms
R Fvnart Guetam | anc k- [— — [—
New Datastore Type

Specify datastore type.

Create a VMFS datastore on a disk/LUN.

(O NFS

Create an NFS datastore on an NFS share over the network.

() wol

Create a Virtual Volumes datastore on a storage container connected to a storage provider.

New Datastore Name and device selection
Specify datastore name and a disk/LUN for provisioning the datastore.
| 1 Type
Name: Datastore
2 Name and device selection
Name b d LUN hd Capacity T Hardware ¥ Drive Typ Y Sector Fo_ T Clust

MSFT iSCSI Disk (naa.e00... 499.82 GB Not suppo.. HDD
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New Datastore VMES version
Specify the WVMFS version for the datastore.

1 Type O VMFs 6

VMFS 6 enables advanced format (512e) and automatic space reclamation support.

2 Name and device selection

() VMFS 5
3 VMFS version VMFS 5 enables 2+TB LUN support.
New Datastore Partition configuration
Review the disk layout and specify partition configuration details.
1 Type
Partition Configuration Use all available partitions v
2 Name and device selection
Datastore Size ®

3 VMFS version

Block size TMB v
4 Partition configuration

Space Reclamation Granularity 1TMB v
Space Reclamation Priority Low v
New Datastore Ready to complete
Review your settings selections before finishing the wizard.
1 Type v General
2 Name and device selection Name: Datastore
Type: VMFS

3 VMFS version Datastore size: 499.82 GB

4 Partition configuration " Device and Formatting

Disk/LUN: MSFT iSCSI Disk (naa.60003ff44dc75adc94fdc2b8b8c3c3eb)
5 Ready to complete Partition Format: GPT
VMFS Version: VMFS 6
CANCEL

499.C GB

BACK FINISH
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& C O G = https://vcenter01.abdelwahed.me/ui/app/host:nav=h/urn:vmomi:HostSystem:host-16:02c2f8d4-ec57-4bdc-a378-ebf0b49833bd/c. T J

A There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES ‘

vm vSphere Client Menu v Q. C

[ 2 @ B esxiOlabdelwahedme | acronsv
v (5] veenterOl.abdelwahed.me Summary Monitor Configure Permissions VMs Resource Pools Networks Updates

v [f vDatacenter

B [ esxiol.abdelwahed.me Filter

&l vCenter Server

Name T ~  Status ~  Type ~  Datastore Clu.. ~ Capaciy ~  Free
~ [J esxi02.abdelwahed.me
@ Datastore ~ Normal VMFS 6 49975 GB 49834 GB
51 VM1-H2
@ datastorel ~ Normal VMFS 6 155.5 GB 1774 GB
5 vM2-H2

Now, do the same for ESXi02. We won't add a new datastore; we just want to connect it.

< C O & & https://vcenter01.abdelwahed.me/ui/app/hostnav=h/urn:vmomi:HostSystem:host-22:02c28d4-ec57-4bdc-a378-ebf0b49833b4/d T¥ ©

A There are expired or expiring licenses in your inventory. IANAGE YOUR LICENS!

vm  vSphere Client Menu v Q,

[ 2 @ esxi02.abdelwahed.me | actions v
v (7 veenterOl.abdelwahed.me Summary ~ Monitor  Configure  Permissions ~ VMs  Resource Pools  Datastores  Networks  Updates
v [ vDatacenter
v [f esxiolabdelwahed.me Filter
[ vCenter Server Name 1 v Saws v Type v Datastore Clu.. ~ Capachy v Free
v |@ Datastore +/ Normal VMFS 6 49975 GB | 498.34 GB
‘1‘3 VM2 & datastoret () + Normal VMFS 6 2135GB 21209 GB
@ VM2-H2 S DBstore « Normal VMFS 6 14175 GB 102.57 GB

Please proceed to upload files to the ISCSI storage.

A There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES ‘

vm  vSphere Client Menu v o] C ) Admin

N) EI < 8 DBStore ACTIONS

¢ (2l vcenterOl.abdelwahed.me Summary Monitor Configure Permissions Files Hosts VMs
v [ vDatacenter
Q Sea n the entire datastore
= Datastore \
& datastore? = T NEW FOLDER  UPLOAD FILES  UPLOAD FOLDER DOWNLOAD MOVE TO
= datastorel (1 ~
DBStore
[:] Name T Size T Modified T Type
> B3 .sdd.sf L B3 VMI-H2 05/30/2022, 3:13:41 PM Folder
s P OSSource [ B3 VM2-H2 05/30/2022, 3:2620 PM  Folder
41,534.78 .. B File
> B VMI-H2 v
Folders per page 1000~ 1 m
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Select Destination X
Filter by a folder name N
Name L ¢ Free Space v ~ ~
" v [ERREESCIE
| Datastore 498.34 GB
(O | datastorel 17.74 GB > O .sddsf
O | datastoret 1) 212.09 GB > B3 TestISCsSI
O | DBstore 102.57 GB
v
CANCEL oK ‘
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Migrate VM to Another iSCSI Datastore

Cold Migration (Without vMotion)

Without vMotion enabled, it is not possible to move a virtual machine (VM) during its powered-on state. The only
way to move a VM in this state is through a process called "cold migration," which involves powering off the VM,
moving its files to another location, and then powering it back on.

Hot Migration (With vMotion)

On the other hand, with vSphere vMotion, it is possible to move a VM while it is in a powered-on state, without
any disruption to its services. This type of migration is often referred to as "hot migration" or "live migration," and
it is a key feature of vSphere that allows for more flexibility and agility in managing virtual environments.

Key Points About vSphere vMotion

e Live Migration: vSphere vMotion enables the live migration of a running virtual machine from one host to
another with zero downtime.

e Use Cases: You can move virtual machines between hosts for load balancing, maintenance, or other
reasons, without any disruption to their services.

e Requirements:
o Shared Storage: vMotion relies on shared storage accessible by both the source and target hosts.

o High-Speed Network Connection: A high-speed network connection between the hosts is
essential.

o License: vSphere Enterprise Plus license is required to use vMotion.
Best Practices for Using viMotion

e Monitor Network and Storage Performance: Ensure that network and storage resources are sufficient to
handle the migration process.

e Check VM Compatibility: Verify that the virtual machines are compatible with the target hosts.

e Secure vMotion: Implement appropriate permissions and firewall rules to secure the vMotion process.
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Cold Migration Without the Need for vMotion
Disk Migration

& Actions - Rocky2

vSphere Client

Power
Guest OS = e .
& @& : ACTIONS
Snapshots
[E]] @ @ = 2 Permissions Datastores Networks Snapshots Updates
—_— E5 Open Remote Console —
v vcenter.ohi.com
v [l Datacenterl
> [ FolderA
B Clone 0 Status Type Datastore Cluster Capacity Free
>[I ClusterA
/' N 149
v [ esxil.ohicom Fault Tolerance
&% web
= VM Policies
v [ esxi2.ohicom
Template
Compatibility

Export System Logs...

@ Edit Settings..

2z Recent Tasks Alarms

Migrate | Rocky2

1 Select a migration type

Select a migration type

Change the virtual machines' compute resource, storage, or both.

) Change compute resource only

NI

VM origin @

@ Change storage only

Migrate the virtual machines' storage to a compatible datastore or datastore cluster

) Change both compute resource and storage
Migrate the virtual machines to a specific host or cluster and their storage t
) Cross vCenter Server export

Migrate the virtual machines to a vCenter Server not linked to the current S

Migrate | Rocky2 Select storage

Compatibiiity

| 1 Select a migration type

2 Select storage

110.58 GB

Compatibility

o0 a specific datastore or datastore cluster

SO domain

CANCEL NEXT

VMFS 6
VMFS 6

781.64 GB

v Compatibility checks succeeded.
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VM Migration (Power off required)

Migrate | Rocky2 Select a compute resource X

Select a cluster, host, vApp or resource pool to run the virtual machines.

| 1 Select a migration type VM origin @
v vcenter.ohi.com
> [J FolderA

> ([ ClusterA

Compatibility
¥ Rocky2
[ esxil.ohi.com
"Device" 'CD/DVD drive 1' uses backing '[LST2-ESXi-2] Rocky-8.6-x86_64-dvd1.iso', which is not
accessible.
oo [ | [
Migrate | Rocky2 Select storage %
Select the destination storage for the virtual machine migration.
1 Select a migration type VM origin ®
sncn [SISINEEI  CONFIGURE PER DISK
2 Select a compute resource Select virtual disk format Same format as source
VM Storage Policy | Keep existing VM storage policies v
3 Select storage (] pisable Storage DRS for this virtual machine
h £ Storage b 4 L R ¢ v )
Name Compatibility Capacity Provisioned Free Type Cluste
O | BismeeEsxil - 37175 GB 1.41GB 37034 GB VMFS 6
O | Bst2-esxi1 149.75 GB 7GB 142.75 GB VMFS 6

Compatibility

Select networks

Migrate | Rocky?2

Select destination networks for the virtual machine migration.

1 Select a migration type VM origin @
Migrate VM networking by selecting a new destination network for all VM network adapters attached to the same

5 & sonirca network

2 Select a compute resource

Source Network Y  UsedBy v | Destination Network v
3 Select storage

4 Select networks

» | VM Network 1VMs / 1 Network adapters VM Network

ADVANCED >> |

Compatibility

3 Rocky2
[ esxil.ohi.com
"Device" 'CD/DVD drive 1' uses backing '[LST2-ESXi-2] Rocky-8.6-x86_64-dvd1.iso', which is not

accessible,
Saer
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Live Migrate (vMotion needed)

<« C O G = https://vcenter01.abdelwahed.me/ui/app/vm:nav=h/urnivmomi:VirtualMachinevm-25:02¢2f8d4-ec57-4bdc-a378-ebf0b49833b4 i N2
G Actions - VMI-H2 lare expired or expiring licenses in your inventory. | MANAGE YOUR LICENSES
Power >
vm vSphere Client
Guest OS >
[h @ @ Snapshots s 2 & @ ACTIONS Vv
@ Open Remote Console . o
v [ veenterOl.abdelwahed.me Configure Permissions Datastores Networks Snapshots Updates

v [ vDatacenter

v [ esxi0l.abdelwahed.me SWITCH TO NEW VIEW

Clone »

&F vCenter Server Guest OS: Microsoft Windows Server 2022 (64-bit) CPU USAGE
v [ esxi02.abdelwahed.me Fault Tolerance » Compatibility: ~ ESXi 7.0 U2 and later (VM version 19) 0 Hz
VMware Tools:  Running, version:11333 (Current)
W & v
VM Policies 4 MORE INFO = MEMORY USAC
@ VM2-H2 DNSName:  VMI-H2.abdelwahed.me RIsIGE
Template > -
IP Addresses:  200.200.200.20
Compatibility » VIEW ALL 2 IP ADDRESSES @ SIreLEela Uy
E @ Host: esxi02.abdelwahed.me 12‘78 GB

Export Svstem Loas...

Migrate | VM1-H2

~
1Select a migration type Select a migration type VM origin ®
2 Select a compute resource  Change the virtual machines' compute resource, storage, or both.
3 Select storage
(O Change compute resource only
4 Select networks
. o Migrate the virtual machines to another host or cluster.
5 Select vMotion priority
6 Ready to complete O Change storage only
Migrate the virtual machines' storage to a compatible datastore or datastore cluster.
® Change both compute resource and storage
Migrate the virtual machines to a specific host or cluster and their storage to a specific datastore or datastore cluster.
O Cross vCenter Server export
Migrate the virtual machines to a vCenter Server not linked to the current SSO domain. o

CANCEL NEXT

Migrate | VM1-H2

~
v 1Select a migration type Select a compute resource VM origin @
R CTa W] INCHCERIG]  Select a cluster, host, vApp or resource pool to run the virtual machines.
3 Select storage
4 Select networks v [ vcenterOl.abdelwahed.me
5 Select vMotion priority - vDatacenter
& Ready to complete > esxiOl.abdelwahed.me
[ esxi02.abdelwahed.me
v

CANCEL

NEXT
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Migrate | VIM1-H2

~
+ 1Select a migration type Select storage VM origin @
+ 2 Select a compute resource  Select the destination storage for the virtual machine migration.
3 Select storage
CONFIGURE PER DISK
4 Select networks
. o Select virtual disk format Same format as source ~
5 Select vMotion priority .
VM Storage Policy [ Keep existing VM storage policies v
6 Ready to complete
Name T Storage Cor T Capacity T Provisione ¥ Free T Type T Cluster
\ B Datastore 499.75 GB 498.3 GB
O B datastorel .. - 213.5GB 141 GB 212.09 GB VMFS 6
O = pBstore - 141.75 GB 71.96 GB 102.57 GB VMFS 6
v

CANCEL BACK NEXT

Migrate | VM1-H2

~
+ 1 Select a migration type Select networks VM origin @
+ 2 Select a compute resource  Select destination networks for the virtual machine migration.
+ 3 Select storage
Migrate VM networking by selecting a new destination network for all VM network adapters attached to the same source
4 Select networks
. S network.
5 Select vMotion priority
Source Network Used By Destination Network
6 Ready to complete
VM Network E 3 < VM Network
VM Network is in use at:
VM Network Adapter Network
VMI-H2 Network adapter 1 VM Network ()
W
v

CANCEL BACK NEXT

Migrate | VM1-H2

v 1Select a migration type Select vMotion priority VM origin @
+ 2 Select a compute resource  Protect the performance of your running virtual machines by prioritizing the

+ 3 Select storage allocation of CPU resources.

+ 4 Select networks

. — |@ Schedule vMotion with high priority (recommended)
5 Select vMotion priority
vMotion receives higher CPU scheduling preference relative to normal priority migrations. vMotion might complete more

6 Ready to complete

quickly.

O Schedule normal vMotion

vMotion receives lower CPU scheduling preference relative to high priority migrations. You can extend vMotion duration.

CANCEL BACK NEXT
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Migrate | VM1-H2

~
+ 1Select a migration type Ready to complete VM origin ®
+ 2 Select a compute resource  Verify that the information is correct and click Finish to start the migration.
+ 3 Select storage
+ 4 Select networks
+ 5 Select vMotion priority Migration Type Change compute resource and storage
6 Ready to complete Virtual Machine VMI-H2
Host esxi02.abdelwahed.me
vMotion Priority High
Storage Datastore
v
<« C O ﬂ &2 https://vcenter01.abdelwahed.me/ui/app/vm;nav=h/urn:vmomi:VirtualMachine:vm-25:02c2f8d4-ec57-4bdc-a378-ebf0b49833b- o ® L =

& There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES

vm  vSphere Client Menu Q,
(8) 8 @ & VMI-H2 0@ @ & | acmonsv
A~
v [ vcenterOlabdelwahed.me Summary Monitor Configure Permissions Datastores Networks Snapshots Updates
v [ vDatacenter ~
v esx0tabdeiwahodme
(j vCenter Server = Guest OS: Microsoft Windows Server 2022 (64-bit) CPU USAGE
“ E esxi02.abdelwahad.me - Compatibility: ESXi 7.0 U2 and later (VM version 19) 786 MHz
_m VMware Tools: Running, version:11333 (Current)
v v
Recent Tasks ~ Alarms ¥
Task Name L § Target r Status A 4 Details. L 4 Initiator T QueuedF v Start Time R ¢ ¢
Relocate virtual machine & VMI-H2 - 35% @ Migrating Virtual Machine active 5 VSPHERE.LOCAL\Administrator 28 ms 05/31/2022, 8:11:30 AM
tate

A There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES ‘

vm vSphere Client Menu v O\ (’j Administrator
LH)] B @ & VMI-H2 02 @ & | acmonsv
v [l veenterOl.abdelwahed.me . Summary Monitor Configure Permissions Datastores Networks Snapshots Updates

v [ vDatacenter

v [ esxi0labdelwahed.me SWITCH TO NEW VIEW

&% vCenter Server Guest OS: Microsoft Windows Server 2022 (64-bit) CPU USAGE
v [ esxi02.abdelwahed.me Compatibility:  ESXi 7.0 U2 and later (VM version 19) 168 MHz

VMware Tools: Running, version:11333 (Current)

Recent Tasks Alarms

Task Name T Target T Status T Details. T Initiator Y QueuedF v Start Time 2 4

Relocate virtual machine & VMI1-H2 @ Completed Migrating Virtual Machine active s VSPHERE.LOCAL\Administrator 28 ms 05/31/2022, 8:11:30 AM
tate
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VM Cloning, Templating, and Snapshot in vSphere

VM Cloning
Cloning involves making an exact copy of a VM. Key points about cloning:
1. Exact Copy:
o Acloned VM is an exact replica of the original VM, including virtual hardware, configuration
settings, and data.
2. Use Cases:
o Useful for testing, backup, or disaster recovery.
3. Any Power State:
o Cloning can be done at any time, regardless of the VM's power state.
4. MAC Address:
o Option to keep the same MAC address or generate a new one.
5. Source VM:
o The source VM remains unchanged and functional after cloning.
VM Templating
Templating involves creating a new VM based on a master template. Key points about templating:
1. Master Copy:

o Atemplate is a master copy of a VM used to create new VMs with the same configuration and

software settings.
2. Use Cases:
o Useful for creating multiple identical VMs for specific purposes, like web server farms or
development environments.
3. Create Template:
o First, create a VM with desired settings, then convert it to a template.
4. Customization:

o When creating a new VM from a template, customize settings and assign a unique name and MAC

address.
5. Source VM:
o The source VM is converted into a template and becomes unavailable as a regular VM.
VM Snapshots
Snapshots capture the state of a VM at a specific point in time. Key points about snapshots:
1. State Capture:
o A snapshot captures the state, configuration, and data of a VM at a particular moment.
2. Revert Changes:
o Useful for reverting the VM to a previous state in case of errors or issues during updates or
changes.
3. Multiple Snapshots:
o Multiple snapshots can be taken, but it's best to manage and limit the number to avoid
performance issues.
4. Source VM:
o The source VM continues to operate normally after taking a snapshot.
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Steps to Create a Template:

It is essential to turn off the virtual machine (VM) before converting it into a template to secure a consistent and

stable condition.

Eﬁ Actions - VMO1

Power
Guest 05 ACTIONS ~
v [5] vCenterol.ab Snapshots itor  Configure  Permissions  Datastores  Networks
v [ vServer & Open Remote Console
v ClusterQ| -
N Y Filter
[ esxiof & Migrate. .
D esxi0] Clone - Status ~ Type w Datastore... v Capacity e Free
VMOT|  Nor y — - N
j Fault Tolerance cal MNormal VMFS 6 4995 G 452 49 GB

WM Policies

Template U Convert to Template

Compatibility [ Export OVF Template

[ Edit Settings. .
Move to folder...
Confirm Convert = vMor
Convert the virtual machine "WMO01" to a template?
Recent Tasks Alarms
Task Name ~  Target ~ Status ~ Initiator ~ Queued For - Start Time . - Completion Ti.. Server
Mark virtual
05/29/2021, 05/29/2021,
machine as Eﬁ VMO v Completed VSPHERE.LOCA. .. undefined vCenterdlabdel...
9:4AT-AT PM 9:47:48 PM

template
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Create a virtual machine using a template.

Deploy From Template

1 Select a creation type Select a creation type

2 Select a template How would you like to create a virtual machine?

3 Select a name and folder
) ) N
4 Select a compute resource Create a new virtual machine

5 Review details L

6 Select storage Clone an existing virtual machine

7 Ready to complete Clone virtual machine to template
Clone template to template

Convert template to virtual machine

Deploy From Template

This option guides you through the process
of creating a virtual machine from a
template. A template is a golden image of a
virtual machineg that lets you easily create
ready-for-use virtual machines. You must

hawve a template to proceed with this option.

+ 1Select a creation type Select a template
3 Select a name and folder Content Library Data Center

4 Select a compute resource
~ [ vCenterOl.abdelwahed.me

5 Select storage
“ v vServer

& Select clone options

7 Ready to complete
v . VMO

VMO1 - Deploy From Template

» [ Discovered virtual machine

+ 15elect a creation type Select a name and folder

+ 2 Select a template Specify a unique name and target location

3 Select a name and folder

Virtual machine name:  Server(l

4 Select a compute resource

5 Select storage
6 Select clone options Select a location for the virtual machine.

7 Ready to complete “ [ vCenterOl.abdelwahed.me
~ [EH vServer

0] Discoverad virtual machine

VMO1 - Deploy From Template

+ 15elect a creation type Select a compute resource

+ 2 Select a template

+ 3 Select a name and folder

Select the destination compute resource for this operation

4 Select a compute resource v vServer

5 Select storage
6 Select clone options

7 Ready to complete

~ [E] Clusteron
[ esxi0olabdelwahed me

[ esxi02 abdelwahed.me
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VMO1 - Deploy From Template

+ 1Select a creation type Select storage

+ 2 Select a template

Select the datastore in which to store the configuration and disk files

+ 3 Select a name and folder

+ 4 Select a compute resource
Select virtual disk format:

Same format as source

Configure per disk (JP

L

5 Select storage

6 Select clone options WM Storage Policy:

Keep existing WM storage policies

7 Ready to complete

Name Capacity
4 Storage Compatibllity: Compatible
& DatasStore03_local 1495 GB
| £ Datastore04_local 4995 GB
& datastoret_local 192.5 GB

VMO1 - Deploy From Template

Provisioned

7GB

49322 GB

141 GE

Free

1425 GB

452.49 GB

191.09 GB

+ 1 5elect a creation type Select clone options

« 2 Select a template Select further clone options

« 3 Select a name and folder

+ 4 Select a compute resource |:| Customize the operating system

« 5 Select storage

7 Ready to complete

| set up four servers with two VMs on each host.

Recent Tasks Alarms
Task Name ~  Target ~ Status ~ Initiator ~ Gueued For
LIOMNe viruai

&1 vmo1 [ | Nn% D VSPHERELOCA...  undefined
machine
Clone virtual

& Mot I 2% @  VSPHERELOCA.  undefined
machine
Clone virtual

& vmot Hl 9 VSPHERELOCA...  undefined

B

Start Time .

U LRI ZUL,
9:56:08 PM
05/29/2021,
9:55:35 PM
05/29/2021,

w

| Customize this virtual machine's hardware (Experimental)

6 Select clone options
. Power on virtual machine after creation

Completion Ti.. ~

Server

vCenter0labdel...

viCenter0l.abdel...

wiCenter0tabdel...

www.abdelwahed.me
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Steps to Clone a VM:

Cloning a running VM will create a new VM that is an exact copy of the source VM, while convertinga VM to a
template will convert the source VM into a template and make it unavailable as a regular VM. Both cloning and
creating a template will generate a new UUID for the new VM or template. You can check the VM's UUID by

running the following command on the guest operating system: wmic path win32_computersystemproduct
get uuid

Clone Existing Virtual Machine

~
1 Select a creation type Select a creation type

2 Select a virtual machine How would you like to create a virtual machine?
3 Select a name and folder

Create a new virtual machine ™ This option guides you through creating a copy of
4 Select a compute resource

Deploy from template an existing virtual machine.

5 Select storage

7 Clone an existing virtual machine
6 Select clone options

" Clone virtual machine to template
7 Ready to complete
Clone template to template

Convert template to virtual machine

CANCEL NEXT

Clone Existing Virtual Machine

v 1Select a creation type Select a virtual machine

2 Select a virtual machine Select a virtual machine to clone

3 Select a name and folder

4 Select a compute resource | ¥ [ veenterOl.abdelwahed.me

5 Select storage v [f vDatacenter
= 3
6 Select clone options (ol vCenter Server

CANCEL BACK NEXT
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VM1-H2 - Clone Existing Virtual Machine

A
¥ 1Select a creation type Select a name and folder
+ 2 Select a virtual machine Specify a unigue name and target location
3 Select a name and folder
Virtual machine name: VM1-H2-Clone
4 Select a compute resource
5 Select storage
6 Select clone options Select a location for the virtual machine.
7 Ready to complete
v [l vcenterOl.abdelwahed.me
vDatacenter
v

CANCEL BACK NEXT

| will be transferring to a different ESXI host.

VM1-H2 - Clone Existing Virtual Machine

v 1 Select a creation type Select a compute resource

v 2 Select a virtual machine Select the destination compute resource for this operation

v 3 Select a name and folder

4 Select a compute resource hd vDatacenter
5 Select storage l [} esxiOl.abdelwahed.me

6 Select clone options > esxi02.abdelwahed.me

7 Ready to complete

VM1-H2 - Clone Existing Virtual Machine

+ 1 Select a creation type Select storage
+ 2 Select a virtual machine Select the storage for the configuration and disk files

v 3 Select a name and folder

BATCH CONFIGURE CONFIGURE PER DISK
v 4 Select a compute resource
Select virtual disk format Same format as source v
5 Select storage [

. VM Storage Policy Keep existing VM storage policies v
6 Select clone options

[ ] Disable Storage DRS for this virtual machine
7 Ready to complete

Name T Storage Con v Capacity T Provisione vy Free T Type
| & Datastore -- 499.75 GB 43.57 GB 485.45 GB VMFS 6
O = datastor... -- 155.5 GB 448.03 GB 17.64 GB VMFS 6
< >
i | 2 items v

CANCEL BACK NEXT
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To adjust the hardware settings of a virtual machine, opt for the second choice.

VM1-H2 - Clone Existing Virtual Machine

1Select a creation type Select clone options

2 Select a virtual machine Select further clone options

[:l Customize the operating system

v

v

+ 3 Select a name and folder
v 4 Select a compute resource
v

5 Select storage | Customize this virtual machine's hardware

v
6 Select clone options Lﬂ Power on virtual machine after creation |

7 Ready to complete

VM1-H2 - Clone Existing Virtual Machine

~
+ 1Select a creation type Ready to complete
+ 2 Select a virtual machine Click Finish to start creation.
+ 3 Select a name and folder
v 4 Select a compute resource
v 5 Select storage Eourc_e rtual VMI-H2
machine
+ 6 Select clone options
7 Ready to complete Virtual machine VM1-H2-Clone
name
Folder vDatacenter
Host esxi0labdelwahed.me
Datastore Datastore
v

A There are expired or expiring licenses in your inventory.

Menu v Q

\

vm vSphere Client

CANCEL BACK FINISH

MANAGE YOUR LICENSES

PHERE.LOCAL

v Administrator@Vs|

ACTIONS VvV

m B 8 @

v (& vcenterOl.abdelwahed.me

[ esxiOl.abdelwahed.me

Summary Monitor Configure Permissions VMs

~ [ vDatacenter

M [ esxiOl.abdelwahed.me

@& vCenter Server

Name 1 ~  Status

v [ esxi02.abdelwahed.me B Datest
atastore

& VM1-H2 —

Resource Pools

~” Normal

Datastores Networks Updates

Filter

v~ | Type ~  Datastore Clu.. ~  Capachy ~  Free ~

VMFS 6 49975 GB 48545 GB

A Evnar | 2 mam

Recent Tasks Alarms

Task Name T Target A 4 Status 4 Details

Clone virtual machine M@ VMI-H2 1

Creating snapshot of Virtual Mach
9% Q ine

A 4 Initiator T Queued F v Start Time €

VSPHERE LOCAL\Administrator 1ms 05/31/2022, 8:37:42 AM
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& There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES

vm vSphere Client

1] B @ B esxiOlabdelwahed.me  acmons v

v [ veenterOl.abdelwahed.me Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates

v [ vDatacenter

M ] esxiolabdelwahed Filter

Name T v Status v Type v  Datastere Clu... v~  Capacity ~  Free
E Datastore + Normal VMFS 6 49975 GB 47474 GB
~ [J esxi02.abdelwahed.me
@ datastorel +/ Nermal VMFS 6 15665 GB 1764 GB

&% VMI-H2

Post-cloning, all attributes remain unchanged except for the IP address and UUID.

Server Manager * Local Server - Manage ~ Tools  View  Help

== DROPERTIES Metwork Connection Details x
Dashboard . I pMEL Network Connection Details
i Local Server
= Computer name VM1-H2 Last install Property Value
B& All Servers Domain abdelwahed.me Windows Connection-specfic DN
= R Description Intel{R) 82574L Gigabit Network Connect
Last ch
BE File and Storage Services > FHENEN | Prysical Address 00-50-56-89-14-83
DHCP Enabled No
Autocorfiguration IPvd 169.254.181.194
Microsoft Defender Firewall Public: On Microsoft |Pvd Subnet Mask 955,.955.0.0
Remote management Enabled Feedback | | Autoconfiguration IPvd 200.200.200.20
Remote Desktop Disabled IE Enhancy IPv4 Subnet Mask 255.255.255.0
NIC Teaming Disabled Time zong| | IPvé4 Default Gateway
Ethernet( Multiple IPv4 addresses, IPvb enabled Product I} P4 DNS Server 200200200200
IPvd WINS Server
NetBIOS over Tepip En...  Yes
Linkdocal IPvE Address  fe80::e929:113:3503:05c2%6
|Pw6 Default Gateway
Operating system version Microsoft Windows Server 2022 Standard ~ Processo |PwE DNS Server
Hardware information VMware, Inc. VMware7,1 Installed
Total disk{ | < >
<
Close
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Steps to take a Snapshot

-~ VM1-H2- - X x in - i x - x s :
[ vSphere - VM1-H2-Clone - Suri New Tab Log in - VMware ESXi Log in - VMware ESXi + m:Vlr‘tuaIMach\ne:vm—29:02c2f8d4—ec5?—4bdc
& C QO i 52 hitpsy/vcenter01.abdelwahed.me/uifapp/vm;nav=h/urn:vmomi:VirtualMachine:vm-29:02c28d4-ec57-4bdc-a
(2 Actions - VMI-H2-Clone /\ There are expired or expiring licenses in your inventory. | MANAGE YOUR LICENSES ‘
Power >
vm vSphere Clig
Guest OS 3

g & & ACTIONS Vv

o B 8

v [ vcenterOl.abdelwal

% Open Remote Console 7
=P { Manage Snapshots Permissions Datastores  Networks  Shapshots

v [ vDatacenter &, Migrate.. (¢ Revert to Latest Snapshot
v [ esxiOl.abdelw Clone N
EE vCenter Se Consolidate S: Microsoft Windows Server 2022 (64-bit)
v [ esxi02.abdel Fault Tolerance » Delete All Snapshots ibility:  ESXi 7.0 U2 and later (VM version 19)
& VMI-H2 ) e Tools: Running, version:11333 (Current)
VM Policies » MORE INFO
Template N DNS Name: VM1-H2.abdelwahed.me
IP Addresses:  200.200.200.20
Compatibility N VIEW ALL 2 IP ADDRESSES

Host: esxi02.abdelwahed.me

£ 0

Export System Logs...

) Edit Settings...
Recent Tasks Alari ¥

Task Name Move to folder. Status A d Details A d Initiator

Take snapshot X
Name VM Snapshot 5/31/2022, 5:01:44 PM 1
Description

Once | captured a snapshot, | included an additional folder as

demonstrated below. p

Include virtual machine's memory

O ﬂ &2 https://vc

2 VM1-H2-Clone - VMware Remote Console

wec | I - &

vm vSphere Client

Recycle Bin

) & VM1-

o B 8

v [7_" vcenterOl.abdelwahed.me Summary

Test after
vDatacenter Snapshot

Test Snapshot

v [ esxiOl.abdelwahed.me

EX vCenter Server

v [J esxi02.abdelwahed.me
&1 VM1-H2

VM1-H2-Clone

LAUNCH WEB

L ALIMAL DEA

[ vSphere - VM1-H2-Clone - Summary — Mozilla Firefox

*» vSphere - VM1-H2-Clone - Sum...
Recent Tasks Alar]

www.abdelwahed.me
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Now I'm going to restore the virtual machine to its previous state to observe the modifications.

(%) vSphere - YM1-H2-Clone - Sur X New Tab X Log in - VMware ESXi X Log in - VMware ESXi X

&« C Q & &= https://vcenter01.abdelwahed.me/ui/app/vm;nav=h/urn:vmomi:VirtualMachine:vm-29:02c2{8d4-1

& Actions - VMI-H2-Clone /N There are expired or expiring licenses in your inventory. | MANAGE YOUR LICH]

Power >

vm  vSphere

Guest OS >

(th E »| @ Take Snapshot... n § @& ACTIONS V

% Open Remote Console (@ Manage Snapshots

v [ veenterOl.abdg Permissions Datastores Networks Snag

v [ vDatacenter| (3] Migrate.. (@ Revert to Latest Snapshoq
v [7] esxiOlaby
Clone " Consolidate
¥ vCentel S0 est OS: Microsoft Windows Server 2022 (64-bit)
~ E| esxi02.abd Fault Tolerance » Delete All Snapshots mpatibility:  ESXi 7.0 U2 and later (VM version 19)

ware Tools:  Running, version:11333 (Current)

B VMI-H2 VM Policies . MORE INFO
T at DNS Name: VM1-H2.abdelwahed.me
>
emplate IP Addresses:  200.200.200.20
Compatibility » B consoLe VIEW ALL 2 IP ADDRESSES
Host: esxi02.abdelwahed.me

Export System Logs... JRICTEICONEOLE @

£ 18

Revert to latest snapshot X

The current state of this virtual machine will be lost unless it is saved in a
snapshot. Are you sure you want to revert the current state of the virtual
machine to snapshot "VM Snapshot 5%2131%2f2022, 5:01:44 PM'?

D Suspend this virtual machine when reverting to selected snapshot

CANCEL REVERT

The recently added folder has been removed.

(5] vSphere - VM1-H2-Clone - Sur X New Tab X Log in - VMware ESXi X Log in - VMware ESXi X

& C O & =2 httpsy//ve

2" VM1-H2-Clone - VMware Remote Console

wie+ | |1 - & T

vm vSphere Client Menu W B/

Recycle Bin

Test Snapshot

16} B @ &% VM1-

v [ vcenterOl.abdelwahed.me Summary

v [ vDatacenter
v [f] esxiOl.abdelwahed.me
& vCenter Server
v [7] esxi02.abdelwahed.me

& VM1-H2

Gd VM1-H2-Clone
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OVF and OVA Template (Open Visualization Format and Appliance)

Using OVF (Open Virtualization Format) or OVA (Open Virtualization Appliance) templates, users can create
preconfigured VMs that can be easily deployed in different virtualization environments. These templates include
all necessary configuration settings, such as the number of virtual CPUs, the amount of memory, and the disk
configuration, making it easy to import and deploy the VM without having to manually configure these settings.

Before exporting the VM, ensure it is powered off.

vm vSphere Client ﬁ Actions - Web_Server

Power *
=2 g Guest OS » |[ACTIONS v
v [ vCenterot.abdelwahed.r Snapshots * lonfigure Permissions Datastores Networks
™ vServer [ Open Remote Console _ -
hest OS: Microsoft Windows Server 2016 or later CPU USAGE

v [ Clustero St
. ) & Migrate. . e eli) QO Hz
[ esx0labdalwans mpatibility:  ESXi 6.7 and later (VM version 14)

[ esxi02.abdelwah Clone ware Toocls: Mot running, version:10346 (Current) m MEMORY USAGE
{51 web_server More info OB
Fault Tolerance >

S Name: . STORAGE USAGE
VM Policies N Aflc-'esses: |_J 40 GB

esxi0l ahdelwahed.me

v

I"E-"np'a':e | 27 Convert to Template

v

Compatibility

|L4 Export OVF Template

5 Edit Settings... v Custom Attributes ~
Export OVF Template X
Name Server_OWVF
Format Folder of files (OVF)
Annotation
Advanced Enable advanced options

| Include BIOS UUID

nclude MAC addresses

| Include extra configuration

Recent Tasks Alarms
Task Name ~  Target ~ Status ~ Initiator ~ Queued For ~ Start Time .} ~ Completion Ti.. Server ~
Export OVF 06/02/2021,

(51 Web_Server 0% 9 WSPHERE.LOCA . 8ms vCenterDl.abdel...
template 44843 AM
Export OVF 06/02/2021,

Eﬁ Web_Server 0% 9 vspherelocal\A . 176 ms vCenter0l.abdel...
package 4:48:43 AM
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You can now import the OVF into either the same environment or a different one by following these steps:

vim vSphere Client

B @ 8

v [ vCenterOl.abdelwahed.m

e vServer
+ [l Clusteron

|j Actions - esxi0Ol.abdelwahed.me

T New Virtual Machine...

13l Deploy OVF Template...

I [] esxi0l.abdelwahe

[0 esxi02 abdelwaht

I web_Server

Deploy OVF Template

Maintenance Mode

Connection

Fower

ed. me ACTIONS ~

onfigure Permissions

Issue T Type

WMs Datast

T Trigge

1 Select an OVF template

2 Select a name and folder

Select an OVF template

Select an OVF template from remote URL or local file system

3 Select a compute resource
4 Review details

5 Select storage

CD/DVD drive.
@ URL

6 Ready to complete

Enter a URL to download and install the OVF package from the Internet, or browse to a

location accessible from your computer, such as a local hard drive, a network share, or a

]
3
3
)
i)
b

) Local file

1
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VM Files

Virtual machines (VMs) in VMware vSphere are encapsulated by a set of files stored on a VMFS (Virtual Machine
File System) datastore. These files collectively define the VM's behavior, configuration, and content.

Overview of VM Files

File Description Example VM State Where
File Appears
.vmx Main configuration file for the = Stores settings like the VM's CPU and memory Always Present
VM. configuration.
.vmdk | Represents the VM's hard The VM's 80GB hard drive data is stored here. Always Present
drive.

.nvram Contains the VM's BIOS or EFI = Changes to the boot order in the VM's BIOS are Always Present

configuration. saved here.

Jdog Log files for operational Provides logging while the VM is managed by Always Present
activities of the VM. vSphere.

.vswp | vSwap file used for virtual If a VM with 8GB RAM and 2GB reservation uses | Powered On
memory. its physical RAM, ESXi might swap memory pages

to this file.

.vmsd | Maintains snapshot Stores snapshot information. When VM has
metadata. Snapshots

.vmsn | Represents the state of a Captures the running state of a VM at the timea  When VM has
snapshot. One for each snapshot was taken. Snapshots
snapshot

.vmss | Suspended state file. Captures the exact running state of a VM at the Suspended

time of suspension.

www.abdelwahed.me



http://www.abdelwahed.me/

VMware vSphere Install, Configure, Manage | Lab Guide

Content Library in VMware vSphere

A Content Library is a centralized repository for storing and managing virtual machine templates, 1ISO images,
scripts, and other files that can be used to create and deploy virtual machines in a VMware vSphere environment.
This feature allows users to create, share, and manage a library of virtual machine content across multiple vCenter
Server instances.

Key Features and Benefits
1. Centralized Storage:

o The Content Library is stored on a datastore, which can be shared across multiple hosts and
vCenter Server instances. This centralization makes it easier to manage and distribute content
across the entire virtual infrastructure.

2. Organization:

o Content can be organized into folders and subfolders, making it easy to manage and find specific

items. It also supports versioning to keep track of changes and updates.
3. Variety of Content Types:

o Virtual Machine Templates: Preconfigured VMs used as starting points for creating new VMs.

o ISO Images: Bootable images for installing operating systems or applications on VMs.

o Scripts: Scripts or configuration files for automating VM configurations.

o Other Files: Documentation, images, and multimedia files.

4. Consistency and Efficiency:

o Eliminates the need to duplicate content across multiple hosts and vCenter Server instances,

saving time and storage space while ensuring consistency across the virtual infrastructure.
5. Automation:
o Facilitates the automated deployment of VMs, allowing for quick provisioning of new resources as
needed.
Benefits of Using a Content Library
e Centralized Management: Simplifies the management of VM templates, ISO images, and other resources.
e Resource Sharing: Enables sharing of content across multiple vCenter Server instances and hosts.
e Consistency: Ensures consistent deployment and configuration of VMs across the environment.
e Storage Efficiency: Reduces the need for duplicate copies of templates and other content, saving storage
space.

e Automation: Streamlines the process of deploying VMs, making it easier to quickly provision new
resources.

vm vSphere Client

Administrator@W

i & Home
@ TR E
g8 ¢ ad.me | AcTions v
—_— & Shortcuts
] vCenterOl.abdelwahed.me nfigure Permissions VMs Datastores
vServer Hosts and Clusters
Clusterd @ VMs and Templates
[ esxi0l.abdelwahed 8 storage Issue Type Trigger Time
[ esxi02.abdelwahec i S
& Web_Server & Networking

Content Libraries

[ Global Inventory Lists
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&« C O G = https://vcenter01.abdelwahed.me/ui/app/content-libraries
vm vSphere Client Menu v Q,
Content Libraries 0
~ Content Libraries

Name T = B Publishin... B

Password...

Type

New Content Library

1 Name and location MName and location

Automatl...

2 Configure content library

Specify content library name and location.

3 Add storage

4 Ready to complete

This library can be made publ

Name:

Notes:

vCenter Server: vCenter0Ol.abdelwahed.me

ic, allowing another vCenter to link to it and utilize its resources.

New Content Library

+ 1 Name and location

2 Configure content library

3 Add storage

4 Ready to complete

Configure content library
Local lioraries can be published externally and opfimized for syncing over HTTE.

Subscribed libraries originate from other published libraries.

® |_ocal content library

[ publish externally

) Subscribed content library
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New Content Library

+ 1 Name and location Add storage
L 2 Configure content library

Select a storage location for the library contents. Use a file system backing for published

3 Add storage content libraries to store the uploaded OVF packages. Use a datastore backing for local and
4 Ready to complete subscribed content libraries to store content optimized for cloning.
T Filte

MName T ~ Status ~ Type ~ Datastore...

I:] DataStore03_local v/ Normal VMFS 6 -

lj] Datastore04_|SCSI v Normal VMFS 6

= datastore_local v/ Normal VMFS 6

= datastore2_local v/ Normal VMFS 6

= Datastore5-ISCSI v Normal VMFS 6

vm vSphere Client Men __ AT

Content Libraries 1

B Avdeiwahed. local_Lib - Content Libraries

+ Y Filter
Ma.. ~ | Type w Pu.. v Pas.. Aut.. ~ Te.. v Oth... ~ Sto.. v Cre.. Las.. Las...

A Local No - No 0 0 0B Jun2..  Jun2..

You now have the ability to upload various kinds of data to it.

A There are expired or expiring licenses in your inventory. MANAGE YOUR LICENY

vm vSphere Client

Abdelwahed_Local_Lib _ )
D Other Types o Abdelwahed Local Lib m
] Actions - Abdelwahed_Local_Lib
OVF & OVA Templates o] Summary Templates Other Types cHens wahed tocal
@] VM T lat 0 5] Import item
emplates Type: Local =
Storage: Datast £ Edit Settings...
| Size: 0B
gg ltems: 0 Edit Notes...
Streaming optimized: No
Created: 06/05, Rename...
Last modified: 06/05,
Tags >
Last sync:
$2 Delete

www.abdelwahed.me
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Abdelwahed_local_Lib | ImportLibrary item

Source
Source file () URL
© Local file UPLOAD FILE

Recent Tasks Alarms
Task Mame ~  Target ~ Status - Initiator e GQueued For ~ Start Time | ~ Completion Ti... ~ Server
Upload Flles to a 06/02/2021,

en [ | 20% WSPHERELOCA. . undefined vCenter0labdel...
Llbrary Item 5:128:56 AM
Create Library 08/02/2021, 06/02/2021,

Abdelwahed_lo... v' Completed vsphere locallA. . undefined wCenterOl.abdel...
Item 52856 AM 528:56AM

You have the option to change this local library into a subscription-based web library.

A There are expired or expiring licenses in your inventory. | MANAGE YOUR LICENY

vm vSphere Client Menu v O

A

Abdelwahed_Local_Lib

D Other Types o B Abdelwahed_Local_Lib m

Actions - Abdelwahed_Local_Lib

OVF & OVA Templates o] Summary Templates Other Types
=] vM T lat: 0 7] Import item
emplates Type: Local =
Storage: Datastd™ 57 dit Settings...
oo Size: 0B
e[| Items: 0 Edit Notes...
oo 5
Streaming optimized: No
Created: 06/05, Rename...
Last modified: 06/05 T .
Last sync: ags
$2 Delete

You can also utilize this link as a local library for another vCenter.

v

Edit Settings = Abdelwahed_local_Lib

Publishing option Publish this content library externally

Subscription URL https #/vCenter0l abdelwahed me:443/cls/vcsp/lib/a241bb75-bb88-4cdl-83¢7-

8c0677259803/lib json
Authentication Enable user authentication for access to this content library

Password

Confirm Password
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You can now use the ISO that's been uploaded to the library to set up a new virtual machine.

New Virtual Machine

2 NeEW RaraasK ™ 1) [&1s) ~ A
1 Select a creation type
. i
2 Select a name and folder 5> New SCSI controller VMware Paravirtual
3 Select a compute resource
P » New Network * VM Network ~ Connect...

4 Select storage

5 Select compatibility ~ New CD/DVD Drive * Content Library I1SO File |~

6 Select a guest OS

: Status rﬁ Connect At Power On |
7 Customize hardware

AN S S

8 Ready to complete CD/DVD Media | | [ BROWSE... ]
Device Mode Passthrough CD-ROM
Virtual Device Node New SATA Controller ~

SATA(0:0) New CD/DVD Drive ~

W

CANCEL BACK NEXT
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Using Alarms

In a VMware vSphere environment, alarms can be created to monitor events and conditions related to virtual
machines (VMs). Alarms can be configured to alert administrators when specific events or conditions occur,
allowing them to quickly take action to resolve issues and maintain the health of the virtual infrastructure.

Log in - VMware ESXi X Log in - VMware ESXi x 2] vSphere - VM1-H2 - Triggered = X aF
<~ C O G = https://vcenter01.abdelwahed.me/ui/app/vm;nav=h/urn:vmomi:VirtualMachine:vm-1006:02c2f8d4-ec57-4bdc-a378-ebf0b49833b4/mi
@ Migrate... . . . . . VTV ——
< 1/2 > /N There are expired or expiring licenses in your inventory. | MANAGE YOUR LICENSES
Clone >
vm vSphere Client v Administrato
Fault Tolerance >
VM Policies »
[ B @ @@ @ | amonsv
Template >
~ () veenterOl.abdelwahed.me Configure Permissions Datastores Networks Shapshots Updates
v [ vDatacenter Compatibility >

~ ({1 Cluster01
[ esxio1.abdelwahed.ni
esxi02.abdelwahed.n
& vCenter Server
l 5 VMI1-H2
@ VMI1-H2-Clone

Recent Tasks Alarms

Export System Logs...

<P Edit Settings...

Move to folder...

e :
Task Name T T

Entar m mamsa mads

m Al v More Tasks

New Alarm Definition

1 Name and Targets Alarm Name *

New Alarm Definition

| 1 Name and Targets

2 Alarm Rule 1

Triggered Alarms

C] Alarm Name T Object A Object T Seve
type
Rename...
Edit Notes...
Tags & Custom Attrib.. »
Add Permission...
New Alarm Defmmon.l
L Details T Initiator T Queuec
Remove from Invento. Enable Alarm Actions
\AZaitins Far all \AMe £ ha na A\CDUEDE | NCALAA Arainictratar e
Delete from Disk Disable Alarm Actions
Name and Targets x
Description
v
Torsetype ! e
Alarm Rule 1 X

IF

VM CPU Usage v is above v < %lorv

THEN

ADD ADDITIONAL TRIGGER

Trigger the alarm and * Show as Critical v v

ADD ANOTHER RULE | DUPLICATE RULE I

CANCEL BACK NEXT
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You can initiate actions once your criteria are fulfilled.

New Alarm Definition Alarm Rule 1 X

| 1 Name and Targets
Send email notifications

2 AlarmRule1 Send SNMP traps

Run script

K

Select an advanced action REMOVE

Select an advanced action
Migrate VM

Power off VM

Power on VM

Reboot guest on VM

Snionn
CANCEL BACK
Shutdown guest on VM

Suspend VM

New Alarm Definition Alarm Rule 1 3

1 Name and Targets
Send email notifications ()

2 AlarmRule 1 Send SNMP traps »

Run script ()

| Power off VM | v REMOVE

ADD ADVANCED ACTIONS

{ ADD ANOTHER RULE \ [ DUPLICATE RULE

New Alarm Definition Review %
1 Name and Targets Alarm Name CPU Monitoring
2 AlarmRule 1 Description
3 ResetRule 1 Targets D VM1-H2

Alarm Rules IF VM CPU Usage is above 85 % for 30 sec

THEN Trigger the alarm as () Critical

Power off VM

able this alarm (:) CANCEL BACK CREATE
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Host Profile in VMware vSphere

Host Profile is a feature in vSphere that allows you to create a template for configuring and managing ESXi hosts in
your environment. With Host Profile, you can define a standard set of configuration settings, policies, and security
settings, and apply them to one or more hosts at once. This ensures consistency and compliance across your host
infrastructure and simplifies host management.
Steps to Create and Apply a Host Profile in vSphere
1. Create a Host Profile:
o Access Host Profiles: Go to the Host Profiles section in the vSphere Web Client or vSphere Client.
o Create Profile: Click Create Profile, provide a name and description for the profile, and select the
host to use as the reference.
o Configure Settings: Define the settings for the profile, including networking, storage, security, and
advanced settings. You can also add custom scripts and commands.
2. Edit the Host Profile:
o Access Host Profiles: Go to the Host Profiles section and select the profile to edit.
o Edit Profile: Click Edit Profile and make the necessary changes to the settings.
3. Attach the Host Profile:
o Select Hosts: Go to the Hosts and Clusters view and select the hosts to apply the profile to.
o Attach Profile: Click the Attach/Detach Host Profile button, select the Host Profile to apply, and
click Attach.
4. Remediate the Host Profile:
o Select Host Profile: Go to the Host Profiles section and select the Host Profile to remediate.
o Remediate Hosts: Click Remediate, select the hosts to remediate, and the vSphere system will
check the host's current settings against the profile settings and apply the changes if necessary.
Benefits of Using Host Profiles
e Consistency: Ensures that all ESXi hosts adhere to a standardized configuration, reducing configuration
drift.
e Compliance: Helps maintain compliance with internal and external policies by enforcing consistent
settings across hosts.
e Simplified Management: Streamlines the management of multiple hosts by allowing administrators to
apply configuration changes to all hosts from a central location.

e Automated Remediation: Automatically identifies and corrects configuration deviations from the defined
Host Profile.
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Resetting the Password for ESXi Root Accounts

vm vSphere Client Menu v

Policies and Profiles @ Home

I VM Customization Specific... & Shortcuts

' WM Storage Pelicies

" HOST PROFILE
I Host Profiles Hosts and Clusters

% Storage Policy Components i Compliant Hosts v Mot Compliant Hosts  ~ Unknown State Hosts
a Mpone
WMs and Templates

5 storage
@ Networking
Content Libraries

[ Global Inventory Lists

| Policies and Profiles |

(®) vRealize Operations

vm vSphere Client Menu v ahed.me v
Policies and Profiles H p f|
ost Profiles
l% WM Customization Specific...
¥ VM Storage Policies | - -
EXTRACT HOST PROFILE IMPORT HOST PROFILE
W Host Profiles
E Storage Policy Components Host Profile Name ~  Compliant Hosts ~ Mot Compliant Hosts -~ Unknewn State Hosts ~ Last Edited
Extract Host Profile Select host

1 Select host . .
Select a host to extract the profile settings

Extract Host Profile Name and Description

1 Select host e .
Enter the name and description for the selected profile settings

2 Name and Description
Mame

Description
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vim vSphere Client

[& Abdelwahed Host Profile

E Hosts

Clusters o Summary Monitor Hosts
Name Abdelwahed Host Profile
Description:

Created On:  Jun 3, 20211:38 AM
Last Madified: Jun 3, 20211:38 AM
Version 67.0

[5 Abdelwahed Host Profile ACTIONS v

NOT COMPLIANT
0

UNKNOWN

0

COMPLIANT

v 0

TOTAL

0]

® e

To set this profile as default, clear all current configurations to prevent conflicts before adding your custom

settings.

[& Abdelwahed Host Profile

g Hosts [5 Abdelwahed Host Profile

o
Clusters o Summary Monitor Hosts

FAVORITES ALL

O, Filte

» Advanced Configuration ...
» General System Settings

» Metworking configuration

» Other
Name and description Settings
FAVORITES ALL

Q, Filte

: Advanced Configuration Settings

: General System Setfings

—Jlother
: Security and Services

]
]
> I:IINEt'»-.-'Drk ng configuration
]
]
I:I Storage configuration

ACTIONS +

EDIT HOST PROFILE.

COPY SETTINGS FROM HOST...

No item selected
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Q. password

v |_] Advanced Options -
v |:| Advanced configuratio..
I:I Config.Etc.motd
~ I:I General System Settings
~ I:I Management Agent Confi..

[_] SFCB Configuration
~ E] Security and Services
v [=] Security Settings
v [=] security

v User Configurati..

root b4
v [] passwd PAM Configura...
> [] Password
v |:| Storage configuration

|:| NFS user host configurati...

No host is linked to the profile yet.

ser

er Configuration
*Username
Description
Posixid
S55H public key

Role

1ssword

root

Administrator

0

Admin

xed password configuration

*Password

Password

Confirm password

[& Abdelwahed Host Profile

O Hosts o [5 Abdelwahed Host Profile ACTIONS v
Clusters o Summary Monitor ~ Configure  Hosts
oF
hd State ~ Status hd Cluster

Name T

1 New Virtual Machi

vm vSphere Client

I 8 §9®

0

s ﬂ vCenterOl abdelwahed mi =
v [ vServer Maintenance Mode »

v [ Clusterol
[ esxi01.abdelwahe

Connection

I|j esxi02.abdelwahs Power
> ) Resource Pool_01 Certificates
> BB Abdelwahed_vAp|
Storage

& Web_Server

3 Add Networking...

Recent Tasks Alarms _ .
S Assign License...
Task Name ~ | Target
Settings
Update host
profile Move To..
Tags & Custom Attributes >

13 Deploy OVF Template...

ne...

ed. me ACTIONS v
nfigure Permissions VMs Datastores
VMware ESXi, 6.7.0, 14320388 CPU
|

VMware Virtual Platform
Used: 442 MHz

e Intel(R) Xeon(R) E-2276M CPU @
280GHz Memary
: |
pors: 2 Used: 1.36 GB
. Storage
ps: o]

[ Extract Host Profile...

[@5 Attach Host Profile..l

Used: 85 43 GB

Ey
%@

ne .J ~ Completion Ti...
p021 06/03/2021,
A1t 1:53:55 AM

Reset Host Customizations

Networks

-

Serwe
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esxi02.abdelwahed.me - Attach Host Profile

Profile

Description

[5 Abdelwahed Host Profile

A host is now connected to that profile, and you can also link it to a cluster.

1 New Virtual Machine...

vm vSphere Client

13 Deploy OVF Template..
il g (®

W G vCenterOl.abdelwahed.my

v [ vServer

v [[] Clustero1

Maintenance Mode

_ Connection
[ esxi0l.abdelwahe

[] esxio2.abdelwahg Power

.

>

2 Resource Pool_O

P

Certificates
> BB Abdelwahed_vA

[ web_Server Storage

£ Add Networking...

Host Profiles

Recent Tasks Alarms
G Assign License. .
Task Name ~ | Target
Settings
Amach host
profile G Move To...
Update host Tags & Custom Attributes

vm vSphere Client Menu w2

ned.me ACTIONS v
pnfigure Permissions VMs Datastores Networks
VWMware ESXI, 6.7.0, 14320388 CPU Free: 5.5 GHz
VMware Virtual Platform l .
_ Used: 115 MHz Capacity: 5.62 GHz
=N Intel{R) Xeon(R) E-2276M CPU @
1 Free: §.52 GB
2.80GHz ey =
sors: 2 Used: 1.36 GB Capacity: 7.8 GB
2 Storage Free: 308.07 GB
es 0]
Used: 85.43 GB Capacity: 891.5 GB
[#5 Extract Host Profile...
[& Change Host Profile...
h Remediate...
me J b Completion Ti... Server b
[Fz Detach Host Profile
021, 06/03/2021,
n i i vCenterQl.abdel...
G’a Check Host Profile Compliance AM 1-56:45 AM
Reset Host Customizations ~ P021, 06/03/2021, e

[& Abdelwahed Host Profile

El Hosts 1

Mame

7 clusters o Summary Monitor

[ esx02 abdelwahed me

[& Abdelwahed Host Profile ACTIONS v

Configure Hosts

¥ Filter
~  State ~  Status ~  Cluster v Co

Connected + Normal Clusterdl
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vCenter password reset

Password reset for vCenter root

1. Restart the vCenter server.

2. During the boot process, access the GRUB menu by pressing "e."

3. Edit the selected entry and append "rw init=/bin/bash" to the end of the line starting with "linux
/Sphoton"

4. Boot into single-user mode with a root shell prompt.

5. Remount the root filesystem in read-write mode: mount -o remount,rw /

6. Reset the root password: passwd root

7. Reboot the server: reboot -f

8. After the server restarts, log in to vCenter using the new root password.

[
[
[
[

3.3420221
3.3432341
3.3452281
3.8154711

=d 2:0:13:0: [=dm] Assuming drive cache: write through
=d 2:0:14:0: [=sdn] Assuming drive cache: write through
=d 2:0:15:0: [=sdo] Assuming drive cache: write through
=d 3:0:0:0: [=dpl fAissuming drive cache: write through

root [ » 1# mount —o remount,ru ~
root [ » 1# passud

New password:
Retype new password:

passwd: password updated successfully
root [~ 1# umount ~

root [ » 1# reboot —f
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Reinitialize the vCenter administrator credentials.

1. Logintothe VCSA management portal using root credentials through port 5480
2. Navigate to the "Administration" section.

3. Look for the "Access" tab or similar option that provides SSH and Bash access settings. Enable SSH and
Bash access if they are not already enabled.

4. Open an SSH client (such as PuTTY) and connect to the vCenter server using the SSH protocol on port 22.
Use the IP address or hostname of the vCenter server. using root user.

E root@192.168.56.104:22 - Bitvise xterm - O

Last login: Tue May 23 14:57:82 2023 from 192.168.56.1080
Connected to service

* List APIs: "help api list"
* List Plugins: "help pi 1list"
* Launch BASH: "shell"

Command> shell
Shell access is granted to root

~ /usr/lib/vmware-vmdir/bin/vdca
\vdcaclmgr vdcadmintool

~ /usr/lib/vmware-vmdir/bin/vdcadmintool

Please select:

. exit

. Test LDAP connectivity

. Force start replication cycle
3. Reset account password
4. Set log level and mask

. Set vmdir state

. Get vmdir state

. Get vmdir log level and mask

Please enter account UPN : administrator@vsphere.local
New password is -
;=+7fW@nIYs8M9g M

Edit User

Username

[ d
Confirm Password
First Name
Last Name

Email

Descriptior
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VMware vSphere Network

Use Two Networks
It's advised to have two distinct network types in a VMware vSphere environment:
1. ESXi Management Network:
o Specifically for managing ESXi hosts.
2. VM Network:
o Exclusively for virtual machine (VM) traffic.
Benefits
1. Improved Security:
o By segregating traffic, potential security vulnerabilities are minimized.
2. Enhanced Performance:
o Isolates VM traffic from ESXi management traffic, ensuring smooth operations.
Network Configuration
1. Two Virtual Switches:
o Create two standard virtual switches in vSphere.
2. Connectivity with Failover and Load Balancing:
o Two Uplinks per Virtual Switch:

»  Each virtual switch should be linked to two uplinks (NICs) connected to two physical
switches.

o Failover:
= Configuring failover ensures that if one NIC fails, the other can take over, ensuring
continuous connectivity.
o Load Balancing:
= Distributing the network traffic across both NICs optimizes bandwidth utilization and
potentially increases throughput.
3. Port Group on vSwitch1:
o Used for VM connections.
4. VMkernel Port on vSwitch2:
o Used for ESXi management connections.
5. IP Assignments:
o VMkernel port gets its IP from the uplink (NIC), while the VM gets its IP from the port group.
Default Configuration
1. vSwitchO:
o Post ESXi installation, a standard virtual switch named vSwitchO is created.
2. Port Groups:
o Includes a port group named VM Network.
3. VMkernel Port:
o Named Management Network for ESXi management.
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| Phys.Sw| | Phys.Sw|

I I
(Uplink1) (Uplink2)
I I
|[ESXi | |[ESXi |
INL[N2] IN1IN2]|
[vSwl | | vSw2 |

|PortGl | VMkexn |

| VM | IMgmt |

Explanation:
e  Phys.Sw: Physical Switch
e Uplink1/Uplink2: Uplinks connecting ESXi hosts to physical switches.
e  ESXi: ESXi hosts
e N1 | N2: Network interfaces (NICs) on the ESXi hosts.
e vSw1: Virtual Switch 1 for VM connections.
e vSw2: Virtual Switch 2 for ESXi management connections.
e PortG: Port Group on Virtual Switch 1 for VMs.
e VMKern: VMkernel Port on Virtual Switch 2 for ESXi management.
e VM: Virtual Machine network traffic.
e Mgmt: Management network traffic.
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[5 vSphere - esxill.abdelwahed.me X

&«

& There are vCenter Server systems with expired or expiring licenses in your inventory.

vm vSphere Client

Log in - VMware ESXi x|

+

Cc A Not secure \ vecenterQ1.abdelwahed.me/ui/#7extensionld=vsphere.core. host. manage.n

morr

rking.virtualSwitchesV

bjectld=ur

MANAGE YOUR LICENSES

*

o =] 2] [ esxiOlabdelwahed.me ACTIONS v
~ [ vCenterOlabdelwahed me Summary Monitor Permissions VMs Datastores Networks
~ [ vserver
Storage Adapters
A — Storage Devices ¥ Ada Networking.. €@ Refresh | B Migrate VMkemel Adapter . [ Manage Physical Adapters # Edit. X Remove
B vmon Host Cache Configur Switch ¥ | Discovered Issues T
Protocol Endpoints _ -
I/O Filters
+ Netwerking .
WVMkernel adapters Standard switch: vSwitchQ
Privsical aganters Port Groups Properties Palicies
TCR/IP configuration
« Virtual Machines Ed Rel e
VM Startup/Shutdo Y VIANID T Active Ports Y Uplinks r
AgEnt VM Settings ) Manage t Network | - 1 vmnicQ -
Default VM Compati
Swap File Location ¥ VM Network - 1 vmnicQ
1)} B @ B esxiOl.abdelwahed.me ACTIONS v
~ [ veenter0l.abdelwahed.me Summary Monitor Configure Permissions VMs Datastores Networks Updates
v [ vDatacenter —— . c
v (] Clustero? Storage v Virtual switches ADD NETWORKING.. | REFRESH
Storage Adapters v Standard Switch: vSwitchO ADD NETWORKING EDIT MANAGE PHYSICAL ADAPTERS v
E| esxi02.abdelwahed.me Storage Devices
v (3 Resource Pool_01 Host Cache Configuration -
(@ RH (inaccessible) Protocol Endpoints & Management Network v Physical Adapters
G vCenter Server 1/ Filters VLAN ID: -- a Evmnic0 10000 Ful
) VM1-H2 (inaccessible) Networking - v VYMkernel Ports (1)
& VMI-H2-Clone (inaccessi.. vmko : 2002002001 o E
VMkernel adapters & VM Network
Physical adapters VLAN ID: --

TCPR/IP configuration

> Virtual Machines (1)
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Install an additional NIC on ESXi02 for load balancing through vCenter.

Insert an additional network interface card via the ESXi VM settings and reboot the server.

Virtual Machine Settings

Hardware Options

Device Summary Memory
EZEIMemory 10 GB Specify the amount of memory allocated to this virtual
E] Processors 2 size must be a multiple of 4 MB.

[—\Hard Disk (5CSI) 142 GB
[—\Hard Disk 2 (SCSI) 142 GB
[—\Hard Disk 3 (5CSI) 200 GB

Memory for this virtual machine: | 10240 - MB

CD/DVD (IDE) Using file D:\vmware\VMware ... 128 GB

" Network Adapter Host-only 64 GB

S Network Adapter 2 Host-only 3268 < )

=] USB Controller Present 16 GB B Maximum
[ Inienlaw Auntn Aatart & GB (Memorys

Below are two methods to add a network adapter: directly using 'Add Networking' or via the settings menu.

<~ C O G = https:/abdelwahed.me/ui/app/host;nav:hlurn:vmomi:HostSystem:ho
Maintenance Mode . There are expired or expiring licenses in your inventory. MA
Connection >
Power >

() = Cortificates ., delwahed.me | acmions v

v [ vcenterOlabdelwahed Storage » [or Configure Permissions VMs Resource |

v vDatacenter
v esxi0l.abdelwahe

~

| @" Add Networking...

Physical adapters

(3 vCenter Serve Host Profiles > v & Add Networking.. & Refresh |
1 YMI1-H2-Clone Device Y  Actual Speed

Export System Logs...
[ esxi02.abdelwahq

S 5 vmnicO 10 Gb
ch
F —
& Assign License... ion
A
Settings <
own v

Move To...
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,esxi02.abdelwahed.me - Add Networking

1 Select connection type Select connection type

2 Select target device Select a connection type to create.

3 Add physical network ad...

4 Ready to complete () VMkernel Network Adapter

The VMkernel TCP/IP stack handles traffic for ESXi services such as vSphere vMotion,
ISCSI, NFS, FCoE, Fault Tolerance, vSAN and host management.

Virtual Machine Port Group for a Standard Switch

A port group handles the virtual machine traffic on standard switch.

© Physical Network Adapter

A physical network adapter handles the network traffic to other hosts on the network.

esxi02.abdelwahed.me - Add Networking

v 1Select connection type Add physical network adapter
+ 2 Select target device Assign physical network adapters to the switch.

3 Add physical network ad...

4 Ready to complete

Assigned adapters

1]

Active adapters
o vmnicO
Standby adapters

Unused adapters
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Add Physical Adapters 1o the switch

Network Adapters

vmnicl ~

All Properties CDP

Adapter
Name
Location
Driver

Status
Status
Actual speed, Duplex
Configured speed, Duplex
Networks

Network I/O Control
Status

SR-IOV
Status

Cisco Discovery Protocol

LLDP

VMware Inc. vmxnet3 Virtual Ethernet Controller
vmnicl

PCI 0000:13:00.0
nvmxnet3

Connected

10 Gbit/s, Full Duplex
10 Ghit/s, Full Duplex
No networks

Allowed

Not supported

(i) Cisco Discovery Protocol is not available on this physical network adapter

Link Layer Discovery Protocol

(i) Link Layer Discovery Protocol is not available on this physical network adapter

esxi02.abdelwahed.me - Add Networking

+ 1Select connection type

v 2 Select target device

3 Add physical network ad...

4 Ready to complete

Add physical network adapter

Assign physical network adapters to the switch.

Assigned adapters
I
Active adapters
o vmnicO
(New) vmnicl
Standby adapters

Unused adapters

All Properties CDP LLDP
~
Adapter VMware Inc. vmxne
Controller
Name vmnicl
Location PCI 0000:13:00.0
Driver nvmxnet3
Status
Status Connected
Actual speed, Duplex 10 Ghit/s, Full Duple
Configured speed, Duplex 10 Gbit/s, Full Duple
Networks No networks
Network I/O Control
Status Allowed
SR-IOV
Status Not supported
Cisco Discovery Protocol v

<

CANCEL

BACK NEXT
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Network Adapters All Properties CDP  LLDP
A
Adapter VMware Inc. vmxnet3 Virtual Ethernet Controller
Name vmnicl
Location PCI 0000:13:00.0
Driver nvmxnet3
Status
Status Connected
Actual speed, Duplex 10 Gbit/s, Full Duplex
Configured speed, Duplex 10 Gbit/s, Full Duplex
Networks 0.0.0.1-255.255.255.254

Network I/O Control
Status Allowed

& There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES

vm vSphere Client

[ 8 @ esxi02.abdelwahed.me | acrions v
~ [l vcenterOl.abdelwahed.me Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates
~ [ vDatacenter Protocol Enapoints ~ .
v [ esxiolabdelwahed.me /O Filters phySICal adapters
ch -
Center S +
[iJ vCenter Server Networking - & Add Networking... /) Refresh |
@ VM1-H2-Clone Device T  Actual Speed T Configured Speed T Switch T  MAC Address T
" Virtual switches
M4 [ esxi02.abdelwahed.me 5 vmni 10 Gbitls 10 Gbit/s  {] vSwitchO 00-0c:2959ba 95

@ VMI-H2 (disconnected)
Physical adapters

TCP/IP configuration

10 Gbit/s 10 Ghit/s T wSwitchO 00:0c:29:59:ha:9f

Virtual Machines v <

e Setting both NICs to "Active" on a vSphere vSwitch activates load balancing, which distributes network
traffic between the NICs for better bandwidth utilization and improved network efficiency.

vm vSphere Client Menu v
(e B g @ esxi02.abdelwahed.me @ acrions v
v [7] vcenterOl.abdelwahed...] Summary Monitor Configure Permissions VMs Datastores Networks Updates
v [R vDatacenter ~ ) .
ADD NETWORKING... | REFRESH
« [0) Clustero1 Storage v Virtual switches
. ~
[ esxiOl.abdelwa.. Storage Adapters » Standard Switch: vSwitchO ADD NETWORKING EDIT MANAGE PHYSICAL ADAPTERS
[} esxi02.abdelwa... Storage Devices
v @ Resource Pool... Host Cache Configuration
D RH (inaccess... Protocol Endpoints @ Management Network v Physical Adapters
&% vCenter Server 1O Filters VLAN ID: - a [ vrmnicO 10000 Full
= - v VVMkernel Ports (1) ] ] vmnic1 10000 Full
@ VMI-H2 (inacce.. Networking “ B v
@ VM1-H2-Clone (... v € >
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Attach a backup physical adapter to vSwitchO (standard switch).
Begin by installing a new NIC adapter to the virtual machine and then proceed with the subsequent steps.

Wl VSphere Client Menu v ’;\ Administrator@VSPHERE

1) B @ [® esxi02.abdelwahed.me ACTIONS v

v (] vcenterOl.abdelwahed.me Summary Monitor Configure Permissions VMs Datastores Networks Updates
v [ vDatacenter
Storage v ~ Virtual switches ADD NETWORKING... | REFRESH
v [[]) Clusterol
[ esxiot.abdelwahed.. Storage Adapters v Standard Switch: vSwitchO ] ADD NETWORKING EDIT MANAGE PHYSICAL ADAF.
[y esxi02.abdelwahe... Storage Devices
v (O Resource Pool_01 Host Cache Configuration
(@ RH (inaccessible) Protocol Endpoints & Management Network v Physical Adapters
&% vCenter Server 1/O Filters VLAN ID: - d CJ vmnicO 10000 Full
= n ¢ i v VMkernel Ports (1)
@ VMI-H2 (inaccessi... Networking - B v
& VMI-H2-Clone (ina.. v < >

1 Select connection type Select connection type

2 Select target device Select a connection type to create.
3 Add physical network ad...

4 Ready to complete O VMkernel Network Adapter

The VMkernel TCP/IP stack handles traffic for ESXi services such as vSphere vMotion,
iSCSI, NFS, FCoE, Fault Tolerance, vSAN and host management.

() virtual Machine Port Group for a Standard Switch
A port group handles the virtual machine traffic on standard switch.
O Physical Network Adapter

A physical network adapter handles the network traffic to other hosts on the network.
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+ 1Select connection type Select target device

2 Select target device Select a target device for the new connection.

3 Add physical network ad...

4 Ready to complete © select an existing switch

vSwitchO BROWSE ...

(O) New standard switch

MTU (Bytes)

esxi02.abdelwahed.me - Add Networking

v 1Select connection type Ready to complete

v 2 Select target device Review your settings selections before finishing the wizard.

+ 3 Add physical network ad...

a4 Ready to comp|ete Standard switch vSwitchQ

Assigned adapters vmnicl
v 1 Select connection type Add physical network adapter
v 2 Select target device Assign physical network adapters to the switch.
3 Add physical network ad...
Assigned adapters All Properties CDP LLDP
4 Ready to complete
+ 18 2[T] .
| - Adapter VMware Inc. vmxne
Active adapters 2 Controller
w7 vmnicO Name vmnic1
Location PCI 0000:13:00.0
Standby adapters Driver nvmxnet3
¥ —— Status
hused adapters Status Connected
Actual speed, Duplex 10 Gbit/s, Full Duple

Configured speed, Duplex 10 Gbit/s, Full Duple

Almdesom ol om A A AAArFE AFE AFE
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Upon disconnection of the primary network interface card, ESXi02 maintains continuous operation due to the

failover capabilities in place on the secondary NIC. This guarantees consistent performance and provides network
redundancy.

3 MANAGE YOUR LICENSES

vm vSphere Client Menu v Administrator@VSPHERE.LOCAL Vv @

)| B € [@ esxi02.abdelwahed.me ACTIONS v

’ vecenterOl.abdelwahed... Summary Menitor Configure Permissions VMs Datastores Networks Updates

v [E| vDatacenter FUSL Latlie COIIygurauun

* Virtual switches ADD NETWORKING... | REFRESH
Protocol Endpoints

v [[]] ClusterO1

esxiOl.abdelwa... I/O Filters v Standard Switch: vSwitchO ADD NETWORKING EDIT

~
MANAGE PHYSICAL ADAPTEF
B ca

tor: CAWindows\system32\cmd.exe - ping esxi02 -t

v Physical Adapters
d x ] vmnicO
& CJ vmnic1 10000 Full v
N
time<1n Initiator A 4 <

time=8n
time<ims TTL=64
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Load Balancing and Standby NIC Features in vSphere 8

— vSphere Client Q,

< . A )
[ esxil.ohicom | :acrions
[D] @ @ Summary Monitor Configure Permissions VMs PeLelIca DEslE BAtALrSras Networks o

v VCenter.ohi.com Storage v Physical adapters

v [l Datacenterl

5 fapitar
v B3I Folder orace Adspters ADD NETWORKING REFRESH
Storage Devices

> [3 PRODVMS

. . Wakeon v
Host Cache Configuration Y Actual Y | configured ¥ v Y  opu Y Observed Y <
> E TESTVMS Device Speed Speed Switch MAC Address Backed 1P Ranges LAN <
= Protocol Endpoints Supported
> () ClusterA N
I/O Filters P » | vmnico 10 Gbit/s 10 Gbit/s vSwitchO 00:0c:29:531b:29 - No networks N N
linux-ove Networking i . » | vmnic 10 Gbit/s 10 Gbit/s - 00:0c:29:531b:33 - No networks  No Ol
@ Rocky2 Virtual switches : » | vmnic2 10 Gbit/s 10 Gbit/s 00:0¢:29:53:1b:3d No »
(@ WEB MMISINel ACapIRE P» | vmnic3 10 Gbit/s 10 Gbit/s No networks  No N
v [ esxi2.ohicom Physical adapters
@ Clone-web ISRAecontiauration
@ linux Virtual Machines v
m 4 items

Add Networking Select connection type

Select a connection type to create.
1 Select connection type

) VMkernel Network Adapter

The VMkernel TCP/IP stack handies traffic for ESXi services such as vSphere vMotion, iSCSI, NFS, FCOE, Fault
Tolerance, VSAN, host management and etc

_) Virtual Machine Port Group for a Standard Switch

A port group handles the virtual machine traffic on standard switch.

© Physical Network Adapter

A physical network adapter handles the network traffic to other hosts on the network

Add Networking Select target device

Select a target device for the new connection.

| 1 Select connection type

2 Select target device

Quick Filter

¥  Discovered lssues

CANCEL ‘ BACK
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Add Networking

1 Select connection type

2 Select target device

3 Add physical network adapter

Add physical network adapter

Assign physical network adapters to the switch.

Select unclaimed (free) adapters on the host and move them to the Active/Standby/Unused adapters of the switch.

All Properties coP LLDP

MOVE UP  MOVE DOWN

Unclaimed adapters v Properties

D Adapter VMw
Name vmmni

vmnic3
Location

Active adapters
Driver

Status
vmnicO
Status

vSphere Client

£ esxil.ohi.com =
[t B @ Summary  Monitor
v VCenter.ohi.com
Storage v
v [ Datacenter
Storage Adapters
v B3 Folder o ag
i Storage Devices
> PJ PRODVMS
Host Cache Configuration
> B TESTVMS
Protocol Endpoints
> [0 ClusterA
/O Filters
:
B o Networking v
& Rocky2 ual
&7 WEB VMkernel adapters

Standby adapters Actual speed, Duplex

Unused adapters Configured speed,

Duplex

Networks

ACTIONS
gure Permissions VMs Resource Pools Datastores
Virtual switches
I v Standard Switch: vSwitchO I ADD NETWORKING EDIT
@ Management Network
VLAN ID: - r
Vv VMkernel Ports (1)
0 (B

@ VM Network

v [ esxi2.ohicom Physical adapters VLAN ID: -
@ Clone-web TCP/IP confiquration > Virtual Machines (3)
@ linux Virtual Machines v

Up next on standby.

Add Networking

1 Select connection type

3 Add physical network adapter

Add physical network adapter

Assign physical network adapters to the switch.

Select unclaimed (free) adapters on the host and move them to the Active/Standby/Unused adapters of the switch.

All Properties CcDP L

MOVE UP | MOVE DOWN =

Unclaimed adapters v Properties
vmnic3 Adapter
" Name
Active adapters
Location
vmnicl
Driver
vmnico
v Status

Standby adapters

(New) vmnic2

Status

Actual speed, Duplex

Unused adapters Cenfigured speed,

Duplex

Networks

Networks

are Inc. vm: Virtual Ethernet Controller

c1

No networks

CANCEL BACK -

Updates

MANAGE PHYSICAL ADAPTERS

v Physical Adapters
CJ vmnicO 1000
a Cvmnict

00 Full

LDP

VMware Inc. vmxnet3 Virtual Ethernet Controller
vmnic2
PCI 0000:04:00.0

wmxnet3

Connected
10 Gbit/s, Full Duplex

10 Gbit/s, Full Duplex

No networks

CANCEL BACK NEXT

REFRESH
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S [® esxil.ohi.com | :Aactions

h @ @ Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates
v [l VCenter.ohi.com . .
Storage v Virtual switches ADD NETWORKING... | REFRESH

v [l Datacentert
v [BJ Folder

Storage Adapters Iv Standard Switch: vSwitchO ] ADD NETWORKING EDIT MANAGE PHYSICAL ADAPTERS  +«
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> 3 PRODVMS
Host Cache Configuration |
> B3] TESTVMS
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> (0 ClusterA |
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Adding VMkernel Port for Management in vSphere
1- For both ESXi servers, install a new NIC with a Host-only profile (restart the network management for the
NIC to show up) and do not assign an IP address.
2- Add a new switch to both ESXi servers for VMKernel port assignment.

Please be aware that it's advisable for each VMkernel to serve a single purpose, possess a distinct IP address,
and be set up on a separate VLAN.

vm vSphere Client Menu s Q. : Administrat

—_

g2 9 [ esxiOlabdelwahed.me | actions~

v [ vCenterOl.abdelwahed.me Summary Manitor Configure Permissions VMs Datastores Networks

v [ vServer
v [ Clusteron v Storage = Virtual switches

Storage Adapters

[0 esxi0labdelwahed...
[0 esxi02.abdelwahed..

g WMOT

@Adc Networking.. {é Refresh | B Migrate WMkernel Adapter...
Manage Physical Adapters.. 4/ Edit. X Remove

Storage Devices

Host Cache Configur..

Protocol Endpoints Switch T  Discovered Issues

I/O Filters i vswitcho -

esxiOl.abdelwahed.me - Add Networking

1 Select connection type Select connection type

2 Select target device Select a connection type to create.
3 Port properties
4 |IPv4 settings
© VMkernel Network Adapter
5 Ready to complete

The WMkernel TCP/IP stack handles traffic for ESXi services such as vSphere vMotion,

ISCSI, NFS, FCoE, Fault Tolerance, vSAN and host management.
() Virtual Machine Port Group for a Standard Switch

A port group handles the virtual machine traffic on standard switch.
() Physical Network Adapter

A physical network adapter handles the network traffic to other hosts on the network.
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esxiOl.abdelwahed.me - Add Networking

v 15elect connection type Select target device

2 Select target device Select a target device for the new connection.

3 Create a Standard Switch

4 Port properties — o
() Select an existing netweork
5 IPv4 settings

6 Ready to complete

() Select an existing standard switch

© New standard switch

MTU (Bytes) 1200

e MTU (Maximum Transmission Unit) represents the largest packet or frame size, specified in bytes, that

can be sent over a network interface without fragmentation.

e Ethernet Default: For Ethernet, the default MTU size is typically 1500 bytes.

e Jumbo Frames: In modern Ethernet networks, especially in data centers and for specific use-cases, the
MTU can be increased to up to 9000 bytes. This is often referred to as using "jumbo frames".

e Example: Jumbo frames might be used within a storage area network (SAN)

because larger frames can

improve efficiency by reducing the overhead of the header information for each packet.

esxiOlabdelwahed.me - Add Networking

+ 1 Select connection type Create a Standard Switch
+ 2 Select target device Assign free physical network adapters to the new switch.
.
4 Port properties Assigned adapters Al Properties  CDP
? ..--.,.4Fc,.e\:|-1c_:g _ﬁ + | X 4 Adapter
° Headyte complete Active adapters E‘loa:;im,
(New) vmnicl Driver
Standby adapters Status
Status

Unused adapters Actual speed, Duplex

Configured speed,
Duplex
Matwnrks

LLDP

vrminicl
PCl 0000:13:00.0
nvmxnet3

Connected
10000 Mhb, Full Duplex
10000 Mhb, Full Duplex

M natwnrks
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esxiOl.abdelwahed.me - Add Networking

+ 1 5elect connection type
« 2 Select target device
+ 3 Create a Standard Switch

v 4 Port properties
v 5 IPv4d settings

6 Ready to complete

vm vSphere Client

Ready to complete

Review your settings selections before finishing the wizard.

Mew standard switch

Assigned adapters
Switch MTU

Mew port group
VILAM ID

vMotion
Provisioning

Fault Tolerance logging

Management

vSphere Replication
vSphere Replication NFC

VSAN

MIC settings
MTU
TCPR/IP stack

IPv4 settings
IPv4 address
Subnet mask

vSwitchi
vminicl
1500
ViMkernel
MNone (0)
Disabled
Disabled
Disabled
Enabled
Disabled
Disabled
Disabled

1500
Default

192.168.100.1 (static)
2552552550

B @2 8

v ﬂ vCenter(l.abdelwahed.me

v vServer
v [l Clustero1

[0 esxiolabdelwahed. .
[ esxi0z.abdelwaned..

. vMO1

[ esxiOlabdelwahed.me

Summary Monitor

- Storage
Storage Adapters
Storage Devices
Host Cache Configur.
Protocol Endpoints
I/O Filters

« Metworking
Virtual switches
WMkernel adapters
Physical adapters
TCP/IP configuration

w Virtual Machines
VM Startup/Shutdo..
Agent VM Settings
Default WM Comnati

ACTIONS ~

Configure Permissions VMs Datastores Networks

Virtual switches

@ Add Networking... {é Refresh | 5 Migrate VMkernel Adapter...
@ Manage Physical Adapters.. 4/ Edit. ) Remove

Switch T Discovered Issues

i vswitcho -

1 vswitcht -

Standard switch: vSwitchl

Port Groups Properties Policies
Port Group T VLAN ID T Active Po... T Uplinks
i Wikernel -- 1 vmnicl
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ocaldomain - VMw... > n—_ﬂ

root@192.168.100.1 ~ | Help ~ |

-
N[ tps/192.168.100.1 0% host i ~ @ Cettificateerror ¢ | Search... BE & o

[J ESxi01.localdomain

Manage (£} Manage with vCenter Server | 1 Create/Register VM | Shutdown [ Reboot | @ Refresh | & Actions
Monitor ESXI01.localdomain cFU FREE: 5.4 GHz
Version:  6.7.0 Update 3 (Build 14320388) | : : 3%
(51 Virtual Machines n State: Mormal (connected to vCenter Server at... USED: 108 MHz CARACITY: 5.6 GHz
Uptime:  0.49 days MEMORY FREE: 558 58
B storage m 29%
€3 Networking m USED: 2.32 GB CAPACITY: 7.8 GB
STORAGE FREE: 784 58
7%
USED: §7.5 GB CAPACITY: 841.5 GB

e- 1| ' https://192.168,100.1/ui/#/host/networking/portgroups ~ @ Certificate error & | | Search... - &

- ESXI01Jocaldomain - VM. % | |

vimware ESXi root@192.168.100.1 ~ | Help ~ |

| “T% Navigator £) ESXI01.localdomain - Networking
i B Host | Port groups. . Virtual switches Physical NICs ViMkemel NICs TCF/IF stacks Firewall rules
Manage
DO %9 Addportgroup 7 Editsefings | (@ Refresh | (Q Search
{1 Virtual Machines n MName ~ | Active... ~ VLANID ~ | Type ~ | ySwiich ~  WMs
B storage €3 VM Network 1 0 Standard port group = vSwitchd 1
£ Networking feManagemenqt Network 1 0 Standard port group = vSwitchD MIA
T
g Vikemel 1 0 I Standard port group (=8 vSwitch1 I MNiA

On a different computer, assign an additional IP address to the Network Interface Card and attempt to connect to
the VMKernel port of ESXi01, then apply the same configuration to ESXi02.

|_H https://192.168.100.2/ui/%/host ~ £ Certificate error c| | Search... o~ | oo

' ESXI01.localdomain - VMware ...| - ESXI02localdomain - VMwa... % | ]|

vmware ESXi

00l@192.168.100.2 v | Help ~ | [QeszEUnl

[E ESXI02.Iocaldomain

e (£} Manage with vCenter Server | 31 Create/Register VM | Shutdown [B Reboot | (3 Refresh | #3F Actions
Monitor ESXI02.localdomain CPU FREE: 5.4 GHz
p Version:  6.7.0 Update 3 (Build 14320388) a 4%
(51 Virtual Machines m ¢ State: Mormal (connected fo vCenter Server at. .. USED: 210 Mz CARAGITY: 5.8 Ghz
i Uptime:  0.71 days MEMORY FREE: 6.58 GB
E Storage m 7%
€3 Networking n USED: 1.32 GB CAPACITY: 7.8 GB
STORAGE FREE: 829,18 GB
0%
USED: 2.82 GB CAPACITY: 892 GB
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Modify VMkernel port settings to enable vMotion capability (for storage and VM migration).

vm vSphere Client Menu v Q, (?)v  Administrator@

8 9 [ esxiOlabdelwahed.me | actions~

v [ vCenterOl.abdelwahed.me Summary Monitor Configure Permissions VMs Datastores Networks
v [ vServer
« [T Clusterol v Storage = VMkernel adapters -
. Storage Adapters
[0 esxiot.abdelwahed... Storaae Devic 3 Add Networking... €ga Refresh | X Remove
[ esxi02.abdelwahed.. torage Levices
E;'. VMO Host Cache Configur.. Device T MNetwork Label T Switch T IP Addre
Protocol Endpoints [ VK0 & ManagementN.. i vSwitcho 20020 ©
I/O Filters — 0 =
| | & ermne Vawitc - i
k1 % VMK | 5 il 192168
w» Metworking - m

Virtual switches

VMkernel adapters 1 [

vmk1 - Edit Settings

ViMk | t setfi
IPv4 settings ernel port settings

TCR/IF stack Default
MTU 1500

Available services

Enabled services VMOtiOI"I

() Provisioning

[CJ Fault Tolerance logging

Management

(CJ vSphere Replication

[CJ vSphere Replication NFC

O vsaN
Please be aware that for executing storage or VM migration across ESXi hosts, it's crucial to set up a dedicated
VMKernel adapter to handle vMotion traffic. This task can be accomplished by creating a new adapter or enabling

the vMotion capability on an existing one, allowing the live relocation of virtual machines between hosts
seamlessly and without any interruptions.
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Remove Physical NIC from vSwitch

vSphere Client

¢ B esxi2.ohicom | :acrions

[D] @ @ Summary Monitor Configure

Permissions VMs Resource Pools Datastores Networks Updates

Virtual switches \

l/ Standard Switch: vSwitchO I ADD NETWORKING

v VCenter.ohi.com
Storage v

[ ADD NETWORKING. REFRI

EDIT I MANAGE PHYSICAL ADAPTERS ] .-

v [f] Datacenter
v [ Folder
> [ PRODVMS
> P31 TESTVMS
> [ ClusterA

Storage Adapters

Storage Devices
Host Cache Configuration

© Management Network v Physical Adapters

Protocol Endpoints

i 1/O Filters VAN D . e e
v [ esxil.ohicom Vv VMkernel Ports (1) [T lo
& linux-ove Patuopdog ¥ VmKO : 192.168.221.102 | H
& WEB
@ Clone-web Physical adapters VLAN ID: - =
& linux TCP/IP configuration > Virtual Machines (4)
& Rocky2 Virtual Machines > =

Transfer that network interface card to the unassigned adapter.

Manage Physical Network Adapters | vSwitchO

Select unclaimed (free) adapters on the host and move them to the Active/Standby/Unused adapters of the switch.

v Properties
MOVE DOWN

Adapter VMware Inc. vmxnet3 Virtual Ethernet Controller
Unclaimed adapters G = = =

Active adapters
vmnicO
vmnicl
Standby adapters

Unused adapters

Name
Location

Driver

Status
Status
Actual speed, Duplex

Configured speed,
Duplex

Networks

SR-IOV

Status

v Cisco Discovery Protocol

vmnic2
PCl 0000:04:00.0

nvmxnet3

Connected
10 Gbit/s, Full Duplex

10 Gbit/s, Full Duplex

No networks

Not supported

@ Cisco Discovery Protocol is not available on this physical network adapter

v Link Layer Discovery Protocol

Moo ‘n
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VMware vSphere Distributed Virtual Switch (VDS)

A VMware Virtual Distributed Switch (VDS) allows you to manage network switches centrally at the data center
level, which can help to simplify management and improve efficiency. Instead of creating separate switches for
each ESXi server, you can create a single VDS that spans multiple hosts within a data center.

Key Benefits of VDS

1. Centralized Management:
o Configure network settings such as VLANSs, port groups, and traffic shaping from a central location.
o Apply settings to all hosts that are part of the VDS to ensure consistency and avoid errors.

2. Consistency:
o Ensures that network configurations are consistent across all ESXi hosts in the data center.
o Reduces the risk of misconfiguration by managing switches at the individual host level.

3. Policy Application:

o Apply policies and settings across multiple hosts to meet security and compliance requirements
consistently.

o Monitor network traffic and performance from a central location and optimize as needed.

< Distributed
port groups

VMkemel network

VMkerne!
network

Host Proxy Switch

Uplink port group Uplink port group

__________________________ lecoeedeaaccnadeccaac oo g Viainsok ___.
(NP RN Y A S PR (I A Physical network
|

1
!
'
:
)
| Host Proxy Switch
:
1
1
L)
L)

Physical Switch
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Initially, install NICs on the ESXi servers.

vm vSphere Client

§ @ [@vServer acTionsy

v vCenter0l.abdelwahed.me Summary Monitor Configure Permissions Hosts & Clusters VMs Datastores Netw
-

EE[ Actions - vServer 2 CPU Free: 10,60 GHz
+ [ Clusteron | 1‘
ines: . .
[ esxi0labdelwa ¥l Add Hest... 1 Used: 543 MHz Capacity: 1123 GHz
= i o Memory Free: 13.11 GB
T_« esxi02.abdelwa 4 New Custer 1
& Resource Pool_| 5 Used: 2.68 GB Capacity: 15.8 GB
38 Abdelwahed_v New Folder * Storage Free: 12 TB
(1 Web_Server * | & New Distributed SWlCh.-I Used: 102.84 GB Capacity: 1.3 TB
1 New Virtual Machine... % New Distributed Port Group
- . s ~
(gl Deploy OVF Template... Import Distributed Switch..
Storage . falue Assigned Tag Category Description
g2 Migrate WMs to Another Net...
Recent Tasks Alarms ¥
T Rename...
Task Name ~  Target v Queued For 4 Start Time .| e Completion Ti... v Server v
Tags & Custom Attributes > 06/02/2021 08/03/2021 N
Reconnect host El = [LOCA, . undefined vCenter0labdel..
Add Permission... 6:16:44 AM 6:16:46 AM
06/03/2021 06/03/2021,
Reconnect host 3 esug K Delete LOCA. undefined vCenter0l abdel
6:16:26 AM G:16:28 AM
1 Mame and location Name and location
2 Select version Specify distributed switch name and location.

3 Configure settings

Mame ﬁii
4 Ready to complete

Location vServer

Choose the earliest version of ESXi available if you're working with various versions, and remember that this
choice cannot be downgraded later.

New Distributed Switch

+ 1Name and location Select version

2 Select version Specify a distributed switch version.

3 Configure settings

4 Ready to complete i
© 6.6.0-ESXi 6.6 and later

(") 6.5.0 - ESXi 6.5 and later

() 6.0.0 - ESXi 6.0 and later
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New Distributed Switch

+ 1Name and location

« 2 Select version

3 Configure settings

Configure settings
Specify number of uplink ports, resource allocation and default port group

Mumber of uplinks 1

4 Ready to complete

Network I/O Control Enabled ~

Default port group Create a default port group

Port group name DProduction

New Distributed Switch

+ 1 Name and location
+ 2 Select version

+ 3 Configure settings

4 Ready to complete

@ 2 8

v [ vCenterOl.abdelwahed me

v vServer
) VM Network

Dswitch

DProduction
(& DSwitch-DVUplink

@ @ 8 2

~ [ vCenterOl.abdelwahad.me
~ vServer
~ [[@ Clusteron

[ esxiolabdelwahed. ..
[ esxi02.abdelwaned...
@ Resource Pool_01
3E Abdelwahed_vApp
& Web_Server

Ready to complete
Review your settings selections before finishing the wizard.

MName DSwitch
ersion 6.6.0
Mumber of uplinks 1
Network I/O Control Enabled

Default port group DProduction

Suggested next actions

New Distributed Port Group
ﬂ?‘ﬁ, Add and Manage Hosts

© These actions will be available in the Actions menu of the new distributed switch.

= DSwitch | acrions~
Summary Monitor Configure Permissicns Ports Hosts VMs Net
Manufacturer: VMware, Inc.
f—_| Version: 6.6.0
Actions - DSwitch
Distributed Port Group 3
| ﬂ?g# Add and Manage Hosts...
S Feaftures

[T

Metn

vServer | ACTIoNs v
Summary Monitor Configure Permissions Hosts & Clusters VMs Datastores
I Metworks Distributed Switches Distributed Port Groups Uplink Port Groups MNetwork Folders
Y Filte
Name T ~  VLANID ~  Port Binding Ne

VLAN access: 0 Statlc binding (elastic)

DProduction
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DSwitch - Add and Manage Hosts

1seiecttasc ____JERELE

2 Select hosts Select a task to perform on this distributed switch

3 Manage physical adapters

4 Manage VMkernel adapt... ® Add hosts

5 Migrate VM networking Add new hosts to this distributed switch.

6 Ready to complete O Manage host networking

Manage networking of hosts attached to this distributed switch

O Remove hosts

Remove hosts from this distributed switch

DSwitch - Add and Manage Hosts

+ 1Select task Manage phy; dapters
+ 2 Select hosts Add or rem sical network adapters to this distributed switch.
3 Manage physical adaptr 2 -
4 Manage VMkernel adap B Assign uplink Rese = O view settings
5 Migrate VM networking Host/Physical Network Adapters In Use by Switch Uplink Uplink Port Group
6 Ready to complete N
vmnic2 vSwitch2 - -
vmnic3 vSwitch2
vmnicd

4 ‘E esxi02.abdelwahed.me
On this switch

4 On other switches/unclaimed

vmnicO vSwitchO
vmnicl vSwitch1
vmnic2 vSwitch2
vmnic3 vSwitch2
vmnic4

Uplinks correspond to the count of Network Interface Cards (NICs), which you can later adjust by adding or
reducing the number. For instance, if there are initially 2 uplinks per server, you can increase the total to 4.

Select an Uplink | vmnica X

Uplink Assigned Adapter

[Auto-assign)
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NIC now connected to DSwitch.

DSwitch - Add and Manage Hosts

+ 1 Select task Manage physical adapters

Add or remove physical network adapters to this distributed switch.

3 Manage physical adapters

ﬁ Assign uplink | ¥ Reset changes @ View settings

4 Manage VMkernel adapt...

5 Migrate VM networking Host/Physical MNetwork Adapters In Use by Switch Uplink Uplink Port Group
6 Ready to complete " ﬁ esxi0l.abdelwahed.me 1
4 On this switch
| vmnic4 (Assigned) - Uplink 1 DSwitch-DWVUplin...
4 On other switches/unclaimed
vmnicO vSwitchO - -
vmnicl vSwitchi - -
vmnic2 vSwitch2 - -
vmnic3 vSwitch2 - -
4 ﬁ esxi02.abdelwahed.me
4 On this switch
[ [ vminic4 {Assigned)] = Uplink 1 DSwitch-DWUplin...

2 P b et e fome L e

DSwitch - Add and Manage Hosts

+ 1Select task
+ 2 Select hosts

Manage VMkernel adapters
Manage and assign WMkernel network adapters to the distributed switch.

+ 3 Manage physical adapters

4 Manage VMkernel adapt... - Reset changs o

5 Migrate VM networking Host/VMkernel Network Adapters In Use by Switch | Source Port Group Destination Port Gr...

6 Ready to complete 4 T esxi0landelwaned me
On this switch

4 On other switches/unclaimed

Now transfer the VM network to the new production DSwitch (currently, we have only the Web-Server on

vmkQ vSwitchO Management Net. Do not migrate
vmkl vSwitchi VMkernel Do not migrate
vmk2 vSwitch2 FT_Network Do not migrate
Pl ﬁ esxi02 abdelwahed me
©On this switch
4 On other switches/unclaimed
vmkQ vSwitchO Management Net. Do not migrate
vmkl vSwitch1 VMkernel Do not migrate
vmk2 vSwitch2 FT_Network Do not migrate
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DSwitch - Add and Manage Hosts

+ 15elect task
+ 2 Select hosts

Migrate VM networking
Select virtual machines or network adapters to migrate to the distributed switch.

+ 3 Manage physical adapters
£, Assign port group

+ 4 Manage VMkernel adapt.

5 Migrate VM networking

6 Ready to complete

Host/Virtual Machine/Network Adapter
4 ﬁ esxi0labdelwahed.me

4 (31 Web_Server

I [ Network adapter 1 ‘

Select Network

Name

| DProduction

DSwitch - Add and Manage Hosts

DSwitch

O view settings

MNIC Count Source Port Group

VM Network

Distributed Switch

Destination Port Group

Do not migrate

+ 1 Select task Migrate VM networking

+ 2 Select hosts

Select virtual machines or network adapters to migrate to the distributed switch

+ 3 Manage physical adapters
+ 4 Manage VMkernel adapt...

5 Migrate VM networking

6 Ready to complete « T esxi0labdelwaned me

£, Assign port group A Reset changas

Host/Virtual Machine/Metwork Adapter NIC Count

@ view settings

Source Port Group

Destination Port Group

4 0 Web_ Server Reassigned
Metwork adapter 1 VM Netwark DProduction
DSwitch - Add and Manage Hosts
+ 1 Select task Ready to complete
+ 2 Select hosts Review your settings selections before finishing the wizard.
+ 3 Manage physical adapters
+ 4 Manage VMkernel adapt... Number of managed hosts
+ 5 Migrate VM networking Hosts to add 2
6 Ready to complete Number of network adapters for update
Physical adapters 2
Virtual machine 1
adapters
Il g @ DSwitch | acTions~
< [ vCenterOl.abdelwahed.me Summary Monitor Configure Permissions Ports Hosts VMs Networks
vServer
& WM Network
- Y Filter
~ DSwitch
DProduction Name 1 ~ | State ~ | Status ~ | Cluster
&5 DSwitch-DVUplinks.. [ esxi01.abdelwanedme Connected v Normal Cluster01
|j esxl02 abdelwahed.me Connected v Normal Cluster(
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Be aware of the changes to NIC assignments in vSphere 8.

DSwitchO - Add and Manage physical adapters
Manage Hosts

Add or remove physical network adapters to this distributed switch,

Adapters on all hosts
Select an individual host to assign

Assigned adapters

3 Manage physical adapters oo 2

4 Manage VMkernel adapters

DSwitchO - Add and Manage physical adapters
Manage Hosts

Add or remove physical network adapters to this distributed switch.

{ GO BACK TO HOSTS [ESXIL.OHL.COM

1 Select task

3 Manage physical adapters

Physical network adapters ¥ | Inuseby switch Assign uplink

SwitchO

Allocate virtual machines to the newly created distributed switch.

DSwitchO - Add and Migrate VM networking
Manage Hosts

Select virtual machines or network adapters to migrate to the distributed switch.
Migrate virtual machine networking

Configure per network adapter

v
Select network X

4 Manage VMkernel adapters

Name v | NsXportgroupiD <y | Distributed switch v _Actio
5 Migrate VM networking [ 0 F DSw

6 Ready to complete
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VMware Cluster and Distributed Resource Scheduler (DRS)
Adding VMware Cluster

For the following labs, you must add a VMware cluster using vCenter and move the ESXi servers to it.
VMware vSphere Distributed Resource Scheduler (DRS) — Power of Cluster
Overview

VMware DRS (Distributed Resource Scheduler) is a feature available with a vCenter cluster. Once DRS is enabled, it
monitors CPU and memory utilization on each ESXi host in the cluster and will automatically migrate included
virtual machines to another ESXi host if the utilization of a particular host exceeds a certain threshold.

e Workload Balancing: Ensures that each host is used efficiently and that VMs have access to the resources
they need.

e Improves Performance: Reduces the risk of downtime or other issues.
DRS Automation Levels
1. Manual:
o DRS makes recommendations for VM placement, requiring manual approval for migrations.
2. Partially Automated:

o DRS automatically migrates VMs in response to resource imbalances but prompts for approval if
disruptions may occur.

3. Fully Automated:
o DRS automatically migrates VMs without requiring manual approval.
Choosing the Appropriate Automation Level

e Fully Automated Mode: Effective at balancing workloads but may cause frequent migrations that could
impact performance.

e Manual Mode: Provides more control but requires more intervention.

DRS Rules

Even if DRS is set to fully automated mode, you can still add DRS rules to guide its behavior:
1. Separating Critical VMs:

o Ensure that critical VMs, such as domain controllers and Active Directory servers, are always
separated across different ESXi hosts in case of hardware failure.
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2. Keeping Application Servers Together:

o Ensure that application servers and database servers are always kept together on the same ESXi
host to reduce latency and improve performance.

3. Preventing Power Disconnects:

o Prevent VMs from being migrated to ESXi hosts in different compute racks in case of power
disconnects to ensure high availability.

4. Predictive DRS:

o Use historical performance data to predict and initiate VM migrations before resource utilization
reaches critical levels.

Additional Options in DRS
1. Automation Level:

o Determines how much automation DRS uses to manage resource allocation and workload
placement (Manual, Partially Automated, Fully Automated).

2. Migration Threshold:

o Determines the threshold at which DRS will initiate a migration of VMs to balance resource
utilization (Conservative, Moderate, Aggressive).

3. Power Management:

o Allows you to enable or disable vSphere Distributed Power Management (DPM) to dynamically
power on and power off hosts to balance resource utilization and save energy.

4. CPU Overcommitment:

o Allows you to enable or disable CPU overcommitment, allowing multiple VMs to share a physical
CPU core.

5. Memory Overcommitment:

o Allows you to enable or disable memory overcommitment, allowing VMs to share memory
resources.

6. CPU Affinity Rules:
o Allows you to configure CPU affinity rules to control the placement of VMs on physical hosts.
7. VM Distribution:

o Allows you to configure how DRS distributes VMs across physical hosts (Spread, Pack, Evenly
Balanced).
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Steps to create DRS

&« C O Pg &2 https://vcenter01.abdelwahed.me/ui/app/cluster,nav=h/urn:vmomi:ClusterComputeResource:domain-c31:02c2f8d4-ec57-4bdc-a378-¢ g

/\ There are expired or expiring licenses in your inventory. | MANAGE YOUR LICENSES

vm vSphere Client

[t B € @ Cluster01 | actions v
v [ veenterOl.abdelwahed me Summary  Monitor  Configure  Permissions  Hosts  VMs  Datastores  Networks  Updates
~ [} vDatacenter N - i
pr= . Services v vSphere DRS is Turned OFF SCHEDULE DRS...
[ esxi0labdelwahed.me
B esxi02.abdelwahed.me vSphere Availa..

EX vCenter Server
& VMIH2
& VM1-H2-Clone

Configuration v

Quickstart
General
Key Provider

VMware EVC v

Edit Cluster Settings | clusterot
vSphere DRS (:)

Automation Additional Options Power Management Advanced Options

Automation Level Fully Automated ~

sts at VM power-on, and

Partially Automated

Fully Automated
OPUMIZE Tes0Urce ULMZation.

ne host to another to

Migration Threshold { Conservative i 1 Aggressive

DRS provides recommendations when workloads are moderately imbalanced.

This threshold is suggested for environments with stable workloads. (Default)

Predictive DRS (JEnable

Virtual Machine Automation § Enable
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Edit Cluster Settings | clustero1 X

vSphere DRS ()

Automation Additional Options Power Management Advanced Options

WM Distribution O For availability, distribute a more even number of virtual machines across hosts.

Memory Metric for Load Balancing [ Load balance based on consumed memory of virtual machines rather than active
memory.

This setting is only recommended for clusters where host memory is not over-committed.

CPU Over-Commitment § O Enable

Over-commitment ratio: O 1 (vCPU:pCPL)
Edit Cluster Settings | clustero
vSphere DRS (}

Automation Additional Options Power Management Advanced Options

DPM Enable

Automation Level Manual “

DPM Threshold Conservative i} 1 Aggressive

vCenter Server will apply power-on recommendations produced to meet vEphere
HA requirements or user-specified capacity requirements. Power-on
recommendations will also be applied if host resource utilization becomes higher
than the target utilization range. Power-off recommendations will be applied if
host resource utilization becomes very low in comparison to the target utilization

range.
Edit Cluster Settings | clusteron
vSphere DRS ()

Automation Additional Options Power Management Advanced Options

Configuration Parameters
o Add 3 Delete

Option Value
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vm vSphere Client Menu v D, Searc + | Administrato

—_

5] g2 9 [J ClusterQ1 | acrions~

w [ vCenterOl.abdelwahed. me Summary Monitor Configure Permissions Hosts VMs Datastores Networks
v vServer
v [ Clusteron v Semvices vSphere DRS is
vSphere DRS RESTORE RESOURCE POOL TREE... EDIT..
[0 esxiol.abdelwahed. . Turned ON
! Ay, ity
[0 esxi02.abdelwahed.. vSphere Avallability
E'g‘\.r’MCH « Configuration » DRS Automation Manual
Genera
> Additional Options Expand for policies
Licensing
WMware EVC > Power Management Off

WM/Host Groups
> Advanced Options None
WM/Host Rules

WM Overrides

Any suggestions provided here can be considered and implemented as needed.

vin vSphere Client Menu ) Searc Administ

il 8 9 [J ClusterOl | acrionsv

< [ vCenterOl.abdelwahad.me Summary Monitor Configure Permissions Hosts VMs Datastores Networks
v [ vServer
« [ Clusteron v Issues and Alarms DRS Recommendations

Al e
[ esxiol.abdelwahed. . Alllssues

Triggered Alarms RUN DRS NOW

w Performance

[ esxi02.abdelwahed .

E',‘. WMOT Apply Priority Recommendation Reason

Overview
Advanced

w Tasks and Events
Tasks
Events

« vSphere DRS
Recommendations
Faults
History
CPU Utilization
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Creating VM and Host Groups in VMware vSphere

In a VMware vSphere environment, creating VM and host groups helps organize and manage virtual machines and
ESXi hosts based on specific criteria. These groups can simplify management tasks, improve performance and
availability, and ensure optimal resource utilization.

Uses of VM and Host Groups
1. Resource Allocation:
o Purpose: Ensure that VMs are distributed across ESXi hosts to maximize resource utilization.

o Example: Group VMs based on CPU or memory requirements and distribute them across capable
ESXi hosts.

2. High Availability:
o Purpose: Ensure that VMs are distributed to maximize high availability.

o Example: Group critical VMs and ensure they are distributed across ESXi hosts in different
compute racks or datacenters to ensure high availability in case of hardware failure.

3. Simplified Management:
o Purpose: Simplify management tasks such as patching, updates, or migration.

o Example: Group VMs based on their application and ensure they are patched and updated
together to minimize disruptions.
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Steps to Create VM and Host Groups

vm vSphere Client

=] Q ClusterO1 ACTIONS

v [ vCenterOl.abdelwahed.me summary Monitor Configure | Permissions Hosts VMs Datastores !

il vserver
v Services VM/Host Groups

[ esxi0l.abdelwahed... vSphere DRS

A W ility + Add... Y Fiter
[0 esxi02.abdelwahed.. vSphere Availability e el
g Server0Ol + Configuration . e
g Server02 General
g Server03 Licensing
WMware EVC 4

g Server04

WM/Host Groups
VM/Host Rules

WM Owerrides

Create VM/Host Group | clusterot

Name: R
VM Group
+ Ad.
Members
(5 Server0l
fp Server02

R

Create VM/Host Group | clusteron

Name: R2
VM Group
4 Acd.
Members
g Server03 &
g ServerD4
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Set Up VM/Host Rules
To manage DRS actions.

vim vSphere Client Menu v

=] D ClusterQl ACTIONS

—_

v [ vCenterOl.abdelwahed me Summary Monitar Permissions Hosts  VMs Datastores Networl

v [ vserver
I « [l Cluster01 I M VM/Host Rules

[0 esxio1abdelwahed. . vSehere DRS

\ W, ility Add.
[0 esxio2 abdelwahed . vSphere Availability
G Serverol  Configuration Mame Tr= Enabled R R
Y se .
E'Q ServerD2 General
Ep Server03 Licensing
g Server04 VMware EVC
VM/Host Groups
4
VWM Overrides
Host Options
Create VM/Host Rule | clusteror %
Name DC-ADC Rule Enable rule
Type Separate Virtual Machines v

Description:
The listed Virtual Machines must be run on separate hosts.
&= Add...

Members

tp ADC

tp DC
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Create VM/Host Rule = clusterot X
Name App-AppDB Rule Enable rule.
Type Keep Virtual Machines Together b

Description:

The listed Virtual Machines must be run on the same host.

o Add.. ¥ Remove

Members
(» App

(% AppDE

Create VM/Host Rule | clustero X

Name R1VMs Rule Enable rule.

Type Virtual Machines to Hosts e

Description:

Select cluster host group

W Group:
1 ("
Must run on hosts in group hd

Must run on hosts in group
Should run on hosts in group
Must Mot run an hosts in group

Should Mot run on hosts in group
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Create VM/Host Rule | clusterot X
Name R1-R2 Rule Enable rule.
Type Wirtual Machines to Virtual Machines e

Description:

Wirtual machines in the Cluster WM Group F1 must have the dependency restart

condition met before vSphere HA proceeds with restarting the YMs in group R2.

The WM dependency restart condition must be met before continuing to:

(R v]

On restart for WM group:

|R2 vl

Virtual Machine Overrides
Enable this option during DRS setup to customize settings and other details for a particular VM.

Edit Cluster Settings | clusteror
vsphere DRS @)

Automation Additional Options Power Management Advanced Options

Automation Level Manual hd

DRS generates both power-on placement recommendations, and migration
recommendations for virtual machines. Recommendations need to be manually

applied or ignored.

Migration Threshald { Conservative {} 1 Aggressive

DRS provides recommendations when workloads are moderately imbalanced.

This threshold is suggested for environments with stable workloads. (Default)

(%)

Predictive DRS ‘ Help

Virtual Machine Automation g} Override for individual virtual machines can be

I set from the VM Overrides page.
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After activating, you can set up configurations from

g 9 ClusterO1
2 5] vCenterol zbdelwahsd.me summary Monitor
i vServar
- Services

~ [E]l Clusteron
[ esxidl.abdelwahed. .
[0 esxi02 abdelwahed .

vSphere DRS

E',‘.ADC = Configuration
E'.‘.App General
ﬁAppDB Licensing
E'i- DC VMware EVC

WM/Host Groups
WM/Host Rules
VM Owerrides
Host Options

vSphere Availability

ACTIONS +

Configure Permissions Hosts WMs

VM Overrides
& Add .. # Edi Delete

Mame T vSphere DRS Automa... T

Begin by choosing the virtual machine (VM) on which to apply various DRS settings.

Add VM Override ClusterQ1

Datastores MNe

vSphere HA Restart P.

1Selecta VM Selecta VM

2 Add VM Override

Filter  Selected (1)
T Filter
|:| Name 1 w State w Status w Provisioned Space w u
O E'ﬂ. ADC Powered On v Normal 4208 GB 4*
O E'ﬂ. App Powered On v" Normal 4208 GB 4
[} E'ﬂ AppDBE Powered On v* Normal 42.08 GB 4
& DC Powered On v/ Normal 4208 GB 4
Add VM Override ClusterO1
¥ 13Selecta VM Add VM Override
2 Add VM Override
vSphere DRS
DRS automation level Owerride Manual ~
Disabled

vSphere HA
WM Restart Priority
Start next priority WMs

Partially Automated

[i¥]
[=]
]

Fully Automated

it}
(s
[ii]
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VMware High Availability (HA)

VMware HA (High Availability) is designed to reduce downtime by automatically restarting virtual machines on another
ESXi host in the event of a host failure. Here are the key points and features of VMware HA:
Key Points of VMware HA
1. Network Storage Requirement:
o VMware HA requires network storage (such as iSCSI or NFS) to store the virtual machine data, allowing
multiple ESXi hosts to access it.
2. Downtime and Fault Tolerance:
o While HA reduces downtime by restarting VMs on another host, there may still be some downtime
during the reboot process.
o For true zero-downtime operation, use VMware Fault Tolerance (FT), which creates a real-time
duplicate of a VM on a secondary host.
3. Heartbeat Monitoring:
o VMware HA uses heartbeat monitoring to detect host failures. Heartbeat traffic is sent over multiple
channels (network, storage, and management interfaces) to ensure robustness.
4. vCenter Server Independence:
o If the vCenter Server goes down, VMware HA will continue to operate because the master host in the
cluster manages the HA configuration. If the master host fails, another host is elected to take its place.
5. Admission Control:
o Ensures sufficient resources are available in the cluster to accommodate VM failover. This can involve
reserving a percentage of resources on each host or an entire host as a standby.
o Admission control can also trigger VM resource reduction to ensure a VM can be restarted on a
different host even with limited resources.
6. Shared Datastores and Network Settings:
o VMware HA requires at least two shared datastores and properly configured network settings
(including a default gateway) to ensure proper operation and fault detection.
vSphere Cluster Services (VCLS)
vCLS ensures essential vSphere cluster services (like DRS) operate even if vCenter Server is unavailable.
Key Points of vCLS
1. vCLS VMs:
o Lightweight VMs, typically three per cluster, identifiable with the "vCLS" prefix.
2. Functionality:
o Allows DRS to function without vCenter.
o Monitors ESXi host health.
3. Operational Notes:
o Do not manually power off or delete vCLS VMs. If deleted, they are automatically recreated.
o VCLS VMs dynamically adjust resources as per cluster needs.
Best Practices for vCLS
¢ Monitor Rather Than Modify: It's optimal to monitor vCLS VMs rather than modify them manually.
e Understanding vCLS Role: Understanding their role can lead to better cluster management decisions. For
instance, if vCLS VMs are deleted, vCenter will redeploy them to ensure uninterrupted DRS functionality.
Example
e DRS Functionality Without vCenter:
o DRS can rebalance VM workloads across hosts in a cluster even if vCenter Server is down, ensuring
continuous operation and resource optimization.
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Set up High Availability

Attach two ISCSI disks to each server and then create a new datastore.

S 9 [] esxiOlabdelwahed.me | AcTions~

—_

< [ vCenterOl.abdelwahed.me summary Monitor Permissions WMs Datastores Networks

v vServer

« [ Clustero? v Storage - Storage Adapters
I % Storage Adapters
D R + Add Software Adapter @ Refresh |_E'q Rescan Storage.. | % Rescan Adapter

[0 esxi02.abdelwahed... Storage Devices

3 Adapter T Type T Status ¥ Identifier
Elh‘- ADC Host Cache Configur..
& App Protocol Endpoints 4 Wodel: ISCS| Software Adapter -
I/O Filters F
% AppDB & vmhbats ‘ ISCSI Online 1qn1998-01.comymware:esx
E‘“ oe » MNetworking
> ) ) 4 Modal PIX4 for 430TX/MANRY MY INF Cantrallar
Wirtual switches 4 b -
VMkernel adapters [ copyal | giems
Physical adapters : .
v ° Pro.. D.. P. Dynami... Static ... Network ... Advanc...
TCP/IP configuration R
w Virtual Machines @ Refrash | Attach D 1l Re [
WM Startup/Shutdo... Name v L | o = eaxy
Agent VM Settings 1
. MSFT I5C5] Disk (naa.60003ffd4dc7badca3dl.. 0 disk 49068 GE
Default WM Compati...
Swap File Location MSET ISCS| Disk (naa.60003f44dc75adc89d0... 1 disk 29971 GE
- Quctom
8 9 [|lesxi02.abdelwahed.me | actions~
< [ vCenterOl.abdelwahed.me Summary Monitor Permissions VMs Datastores Networks
~ [ vServer
« [ Clusterol v Storage Storage Adapters
. Storage Adapters
[ esxio1abdeiwahed.. <t Devi + Add Software Adapter @ Refresh F‘q Rescan Storage... | % Rescan Adapter
[ esxi02.abdelwahed... orage Devices
i Adapter T Type T Status T Identifier
E‘p‘- ADC Host Cache Configur..
G App Protocol Endpoints 4 Model: ISCSI Software Adapter -
I/O Filters
g AppDE vmhbass I5CsI Online 1gn1998-01.comymware esx
E" oc - Networking
. ) ) 4 Mondal PIXA for AR0TX/AAORY MY IDF Controller
Virtual switches 4 [
VMkernel adapters Eycopy Al | aitems
Physical adapters : .
4 : Pro.. D.. P Dynami... Static .. Network Advanc..
TCP/IP configuration —
w Virtual Machines @ Refresh | Attach Detach ]l Rename
WM Startup/Shutdo.. Name v L = gm | ey
Agent WM Settings n
) MSFT 15C51 Disk (naa.600031f44dcy75adca3dl.. o} disk 49968 GE
Default WM Compati...
Swap File Lacation MSET ISCSI Disk (nas.60003ff44dc75adc8900... 1 disk 29971 GE
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We have previously configured an ISCSI datastore of 500GB size; now we are proceeding to add an additional ISCSI
datastore with a capacity of 300GB.

[ vSphere - esxi0l.abdelwahedme X Log in - VMware ESXi X | + [~] - *

& c A Mot secure | vcenter(1.abdelwahed.me/ui/#7extensionld=vsphere.core.host.relatedDatastoresTab8tobjectld=urnvmomi:H... ¥ - :

& RS CR R [T Actions - esxi0l.abdelwahed me Ig licenses in your inventory. MANAGE YOUR LICENSES || DETAILS |

- 1 New Virtual Machine..
vm vSphere Client &

13 Deploy OVE Template...

8 g ® >d.me ACTIONS v
*0
v [ vCenterol abdelwahed.mg nfigure Permissions VMs Datastores Networks
W vServer Maintenance Mode g

v [ Clusteron

Connection > Y Filter
| esxfO‘I.abdeIwahegl _—

D esxi02.abdelwahe Fower 3 ~ Status e Type w Datastore... v Capacity e Free
{® ADC Certificates , v Normal — VMFS 6 1495 GB 1425 GB
ﬁ ApP Storage > | £3 Mew Datast VMFS 6 4995 GB 28417 GB
. AppDB | ew Datas creI.
IJ_;“ oe - - VMFS 6 192.5 GB 191.09 GB
9 Add Networking... [, Rescan Storage...
Host Profiles >

G .-

2 Name and device selection Specify datastore type.
3 VMFS version

4 Partition configuration ® vMFs
5 Ready to complete Create a VMFS datastore on a disk/LUN.
O NFs

Create an NFS datastore on an NFS share over the network.

O wvaol
Create a Virtual Yolumes datastore on a storage container connected to a storage

provider.

+ 1Type Name and device selection

ARG LG RN RG] Select a name and a disk/LUN for provisioning the datastore.

3 VMFS version

A Partition configuration Datastore name: Datastore3-15CS

5 Ready to complete
Name e LUN e Capacity e Hardware... Drive T.. s

MSFT 1SCSI Disk (naa.60... 1 29971 GB Not suppor... HDD B
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+ 1Type

+ 2 Name and device selection

3 VMFS version

4 Partition configuration

5 Ready to complete

New Datastore

VMFS version

Specify the VMFS version for the datastore.

® VMFS 6

WMFS & enables advanced format (512e) and automatic space reclamation support.

o

L) WMFS 5

WMFS 5 enables 2+TB LUN suppaort.

+ 1Type
+ 2 Name and device selection

+ 3 VMFS version

4 Partition configuration

5 Ready to complete

g @ 8 @

v [ vCenterOl.abdelwahed.me
“ vServer
v [ Clustero1

[] esxi0.abdelwahed. .

[ esxi02.abdelwahed..

{p ADC
B App
(% AppDE

g DC

Partition configuration

Review the disk layout and specify partition configuration details.

Partition Configuration
Datastore Size
Block size

Space Reclamation Granularity

Space Reclamation Priority

[ esxiOlabdelwahed.me

Summary Monitor

Name T

[:] DataStore03_local
= Datastore04_ISCS!
= datastorei_loca

= Datastore5-5CS

Use all available partitions

1MB -

1MB -

0 299.71

GB

on the LUN at Low priority

Configure

ACTIONS ~
Permissions VMs
~ Status ~  Type w
v/ Normal WMFS &
v/ Normal WMFS 6
v/ Normal WMFS 6
v/ Normal WMFS 6

Currently, both hosts are connected to two iSCSI datastores.

vm vSphere Client

Low: Deleted or unmapped blocks are reclaimed

Datastores

Datastore...

Networks

T Filt
Capacity ~
1495 GB
4995 GB
192.5 GB

2095 GB

Free

1425 GB

28417 GB

19109 GB

26209 GB

@ 2 8 @€

» [ vCenterOl abdelwahed me
v vServer
v [ Clustero

[ esxiolabdelwahed. ..
[0 esxioz.abdelwahed..
g ADC
Lp App
Gg AppDB
&g DC

[ esxi02.abdelwahed.me ACTIONS v

summary Monitor

Name 1
(5 Datastore04_ISCS
= datastore2_local

& Datastores-ISCS

Configure

w

Permissions VMs
Status ~ | Type
v Normal VMFS &
v Normal VMFS 6
v Normal VMFS 6

~  Datastore

Datastores

w

Networks
Y Filter
Capacity ~ Free
4995 GB 28417 GB
1925 GB 191.09 GB
2995 GB 298.09 GB
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Set a pingable default gateway for both hosts (using the vCenter IP as an example).

IPv4 Conf iguration

This host can obtain network settings automatically if your network
includes a DHCP server. If it does not. the following settings must be

specified:

( ) Disable IPv4 configuration for management network
( ) Use dynanic IPv4 address and network conf iguration
(o) Set static IPv4 address and netuwork configuration:

[ 200.200.2600.1 1
[ 255.255.255.0 1
[ 200.200.200.111_ 1

IPv4 Address
Subnet Mask
Default Gateway

Up/Doun> Select <Space> Mark Selected <Enter> 0K <Esc> Cancel

Now you can enable HA

Administra

vim vSphere Client Menu

] 8 9 [ ClusterOl | acmions~

Hosts VMs Datastores Networks

] vCenterOl.abdelwahed me Summary Monitor Configure Permissions

w [f vserver
[T Clustero1 v Services

vSphere DRS

vSphere HA is Turned OFF

[RUNtIme Information Tor v cRA s repored

Proactive HA is Turned OFF

[0 esxio1abdelwahed...

[0 esxi0z.abdelwahed..

E'.*.ADC  Configuration F | — r _
Genera dllure condaitions andad responses

[ App e
licensing - . _

= -
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vsphere HA @D

Failures and responses Admission Control Heartbeat Datastores Advanced Options

You can configure how vSphere HA responds to the failure conditions on this cluster. The following failure conditions are

supported: host, host isolation, VM component protection (datastore with PDL and APD), WM and application

Enable Host Monitoring I @D

» Host Failure Response

» Response for Host Isolation | Disabled A |

» Datastore with PDL | Disabled v |

> Datastore with APD | Disabled v
» WM Monitoring ||::-isa:)led V|

Summary of HA Response Options in VMware vSphere
Response for Host Isolation
e Disabled: No action taken when a host is isolated.
e Power off and restart VMMs: VMs on the isolated host are powered off and restarted on another host.

e Shut down and restart VMs: VMs on the isolated host are gracefully shut down and then restarted on
another host.

Datastore with PDL (Permanent Device Loss) Failure Response
e Disabled: No action taken on the affected VMs.
e Issue events: No action taken on the affected VMs, but events are generated.

e Power off and restart VMs: All affected VMs are terminated, and vSphere HA attempts to restart them on
hosts with datastore connectivity.

Datastore with APD (All Paths Down) Failure Response
e Disabled: No action taken on the affected VMs.
e Issue events: No action taken on the affected VMs, but events are generated.

e Power off and restart VMs - Conservative restart policy: A VM is powered off if HA determines it can be
restarted on a different host.

e Power off and restart VMs - Aggressive restart policy: A VM is powered off if HA determines it can be
restarted on a different host or if it cannot detect resources on other hosts due to network partition.
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» Response for Host Isolation Disabled hd
Disabled
» Datastore with PDL Power off and restart VMs

Shut down and restart WMs
» Datastore with APD Disabled

~ Datastore with PDL

Datastore with PDL Failure Response Allows you to configure the cluster to respond to PDL Datastore

failures.

@ Disabled

No action will be taken to the affected VMs.

O Issue events
No action will be taken to the affected VMs; events will be

generated.

O Power off and restart VMs

All affected VMs will be terminated and vSphere HA will attempt
to restart the WMs on hosts that still have connectivity to the

datastore.

All Paths Down (APD) Failure Response Allows you to configure the cluster to respond to APD Datastore

failures

® Disabled

No action will be taken on the affected VMs.

O Issue events
No action will be taken on the affected VMs. Events will be

generated.

(O Power off and restart VMs - Conservative restart policy

AWM will be powered off, if HA determines the VM can be

restarted on a different host.

(O Power off and restart VMs - Aggressive restart policy

AWM will be powered off, If HA determines the VM can be
restarted on a different host, or if HA cannot detect the resources
on other hosts because of network connectivity loss (network
partition).

~ VM Monitoring

Enable heartbeat monitoring VM monitoring resets individual VMs if their VMware tools heartbeats
are not received within a set time. Application monitoring resets
individual VMs if their in-guest heartbeats are not received within a set

time.
@ Disabled

) VM Monitoring Only

Turns on VMware tools heartbeats. When heartbeats are not

received within a set time, the VM is reset

O VM and Application Monitoring

Turns on application heartbeats. When heartbeats are not

received within a set time, the VM is reset.
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Summary of VMware HA Settings
Host Failure Response
e Disabled: Host Monitoring is turned off. vCenter will not respond to host failures.

e Restart VMs: When a host failure is detected, VMs are restarted in the order determined by their restart
priority.

Default VM Restart Priority
e Options to set the default restart priority for VMs (e.g., Medium).

VM Dependency Restart Condition
e Resources Allocated: vSphere HA proceeds with the next VM restart priority after the condition is met.
e Additional Delay: Specify a delay before restarting VMs.

e VM Dependency Restart Condition Timeout: Set a timeout period for VM dependency restart conditions
(e.g., 600 seconds).

Datastore Usage for Heartbeat
e Use Datastores Only from the Specified List: Restrict to specified datastores.

e Use Datastores from the Specified List and Complement Automatically if Needed: Allows automatic
selection of additional datastores if necessary.

Available Heartbeat Datastores
e List of datastores selected for heartbeat:
o Datastore5-ISCSI
o Datastore04-ISCSI
o Hosts mounting each datastore (e.g., 2 hosts).
Performance Degradation VMs Tolerate

e Percentage (%): Indicates the percentage of performance degradation the VMs in the cluster are allowed
to tolerate during a failure (e.g., 100%).

o 0% raises a warning if there is insufficient failover capacity to guarantee the same performance
after VMs restart.

o 100% disables the warning.
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vSphere HA ()

Failures and responses Admission Control Heartbeat Datastores Advanced Options

Admission control is a policy used by vSphere HA to ensure failover capacity within a cluster. Raising the number of potential

host failures will increase the availability constraints and capacity reserved.

Host failures cluster tolerates 1

Maximum is one less than number of hosts in cluster.

Define host failover capacity by | Cluster resource Percentage v

Override calculated failover capacity.

Reserved faillover CPU capacity: 20 % CPU
Reserved failover Memory capacity: 30 % Memory
Performance degradation VMs tolerate 100 %

Percentage of performance degradation the WMs in the cluster are allowed to
tclerate during a failure. 0% - Raises a warning if there is insufficient failover
capacity to guarantee the same performance after VMs restart. 100% -

‘Warning is disabled.

vsphere HA @D

Failures and responses Admission Control Heartbeat Datastores Advanced Options

Maximum 15 one 155 Than NUmMRer Of NOSTS 1IN CIUsTer.

Define host failover capacity by | Slot Policy (powered-on VMs) V|

Define slot policy

@ Cover all powered-on virtual machines

Calculate slot size based on the maximum CPU/Memory reservation

and overhead of all powered-on virtual machines.
> ]
E

) Fixed slot size

Specify the slot size explicitly.

CPU slot size 32 MHz
Memaory slot size: 100 MB

VMs requiring multiple slots:

Performance degradation WMs tolerate 100 %
Percentage of performance degradation the WMs in the cluster are allowed
to tolerate during a failure. 0% - Raises a warning if there is insufficient
failover capacity to guarantee the same performance after YMs restart.100%
ACTVate WInaow

- Warning is disabled. .

Go to Settir
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vSphere HA (}

Failures and responses Admission Control Heartbeat Datastores Advanced Options

Admission control is a policy used by vSphere HA to ensure failover capacity within a cluster. Raising the number of potential

haost failures will increase the availability constraints and capacity reserved.

Host failures cluster tolerates 1

Maximum is one less than number of hosts in cluster.

Define host failover capacity by | Dedicated failover hosts A

& Add ¥ Remove

Failover Hosts

vSphere HA ()

Failures and responses Admission Contrel Heartbeat Datastores Advanced Options

vSphere HA uses datastores to monitor hosts and virtual machines when the HA network has failed. vCenter Server selects 2

datastores for each host using the policy and datastore preferences specified below.

Heartbeat datastore selection policy:

@] Automatically select datastores accessible from the hosts
(0 Use datastores only from the specified list

@ Use datastores from the specified list and complement automatically if needed

Available heartbeat datastores

Mame Datastore Cluster Hosts Mounting Datastore .
(O & Datastore5-15CS N/A 2
O E Detestore04_ISCSI /A 2
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vSphere HA ()

Failures and responses Admission Control

~ Host Failure Response

Failure Response

Default WM restart Priority

WM dependency restart condition

Heartbeat Datastores Advanced Options

Allows you to configure host monitoring and failover on this cluster.

() Disabled

Host Monitoring is turned off. vCenter will not respond to host

failures.

@ Restart VMs

‘When a Host failure is detected, WMs will be restarted in the order

determined by their restart priority.

After the condition has been met, vSphere HA will proceed with the
next VM restart priority.

|Resources allocated A4
Additional delay: 0 seconds
WM dependency restart 600 seconds @

condition timeout:

i 8 9 [ ClusterOl | acTionsw

—_

v [ vCenterOl.abdelwahed.me summary Monitor
v [ vServer
~ [[] Clustero1
[ esxidlabdelwahed...
[ esxi02.abdelwahed..
G ADC
I App

w Services
vSphere DRS
vSphere Availability
 Configuration

General

Configure Permissions Hosts VMs Datastores Networks
= vSphere HA is Turned ON
Runtime information for vSphere HA is reported under vSphere HA Monitoring
Proactive HA is Turned OFF EDIT...

’I

Failure conditions and responses
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Testing VMware HA Failover
Scenario: Testing Failover by Disconnecting ESXi02
Objective: Verify that VMware HA properly triggers a failover event when ESXi02 is disconnected from the network, and the AppDB virtual
machine is restarted on ESXi01.
Steps and Expected Outcomes
1. Network Disconnection:
o  Action: Disconnect ESXi02 from the network.
o Expected Outcome: VMware HA detects the loss of network connection to ESXi02.

2. Failover Event:
o Response: If configured correctly, VMware HA will initiate the process to restart the virtual machines from ESXi02 on

another host in the cluster, such as ESXi01.

3. Resource Allocation:
o  Assumption: ESXiO1 has sufficient resources to accommodate the virtual machines from ESXi02.

o  Outcome: The AppDB virtual machine should be automatically restarted on ESXiO1.

4. Time to Completion:
o Consideration: The time required to restart the virtual machine depends on its size and complexity.

o Expected Outcome: The virtual machine is restarted and operational on ESXi01.

5. Post-Failover Connectivity:
o Verification: Connect to the AppDB virtual machine on ESXi01.
o Expected Outcome: You should be able to connect and use the virtual machine as usual.

Important Considerations
e  Potential Downtime: VMware HA aims to minimize downtime but does not guarantee zero downtime. There may be a delay

during the failover process.
e  Application Configuration: Some applications may require additional configuration to operate correctly after a failover.
e  Testing in Controlled Environment: Always test failover scenarios in a controlled environment to ensure that your HA
configuration functions as expected.

vm vSphere Client

B Q@ B8 & @ AppDB | actions~
(P Re Summary Monitor Configure Permissions Datastores
B ot s - O O Hz
& apc @ g1Mme
RS Svmrvwmrmmrowem ) 42.08GB

vm vSphere Client L Administr

= 2 % AppDB ACTIONS +

w [ vCenterOl abdelwahed me Summary Monitor Configure Permissions Datastores Networks

v vServer

3 ) icrosoft Windows Server 2016 or la 64- CPU USAG
» Clusteroi Guest OS5 r::r soft Windows Server 2016 or later (64 CPU USAGE
e ) = 28 MHz
[ esxiot abdelwahed. . Compatibility: ESXi 6.7 and later (VM version 14) - _ B
[ esxi02.abdelwanhed.. VMware Tools: Not running, not installed o MEMORY USAGE
& ADC More infe 1.5 GB
1 Ap ERBREE = STORAGE USAGE
IP Addresses, 3
% AppDB Launch Web Conscle . - - J 42.08 GB
Host I esxi0l abdelwahed me I
E‘.‘. DC Launch Remote Console
f-C 4
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VMware vCenter Proactive HA

VMware vCenter Server can utilize Proactive HA to monitor the health of physical server hardware components
and proactively migrate virtual machines to healthy hosts before a hardware failure occurs. This feature requires
specific hardware monitoring plugins such as Dell OpenManage or HP Insight Manager installed on the ESXi hosts.
Key Features of Proactive HA
1. Health Monitoring:
o Monitors hardware components like CPUs, memory, and storage for potential failures or
performance degradation.
2. Proactive Migration:
o Uses vCenter and Distributed Resource Scheduler (DRS) to migrate VMs to healthy hosts if an issue
is detected before it leads to hardware failure.
3. Minimize Downtime:
o Helps to minimize downtime and prevent data loss by taking preventive measures.
Requirements
e Hardware Monitoring Plugins: Plugins provided by hardware vendors (e.g., Dell OpenManage, HP Insight
Manager) need to be installed on ESXi hosts.
e Appropriate Hardware Sensors: Ensure the hardware supports the necessary sensors for health
monitoring.
e Configuration: Additional configuration beyond basic vCenter HA.
Configuration and Testing
1. Install Plugins:
o Install the necessary hardware monitoring plugins on the ESXi hosts.
2. Enable Proactive HA:
o InvCenter, navigate to the cluster settings and enable Proactive HA.
o Configure the hardware health monitoring settings and thresholds.
3. Define Remediation Policies:
o Set policies for how VMs should be migrated in case of hardware degradation.
o Determine whether remediation should be automatic or manual.
4. Test Configuration:
o Carefully test and validate the Proactive HA configuration to ensure it works properly.
o Simulate hardware failures or degradations to verify that VMs are migrated as expected.
Remediation Actions
e Proactive HA Remediation:
o Migrates VMs to healthy hosts before hardware failure occurs based on detected issues.
e vSphere DRS:
o Balances resource utilization across hosts, automatically migrating VMs as needed to ensure
optimal resource allocation and minimize downtime.
Policies and Planning
1. Define Policies:
o Set policies for migration to standby hosts or hosts with specific performance characteristics.
o Decide on automatic vs. manual remediation based on the severity of issues and impact on VM operations.
2. Regular Testing:
o Regularly test remediation policies to ensure timely and efficient VM migration.
o  Ensure minimal disruption to critical workloads and avoid unnecessary risk.
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vm vSphere Client

g 9 Cluster01 = AcTions ~

[ vCenterOl abdelwahed me Summary Monitor Configure Permissions Hosts VMs Datastores Networks

~ [ vServer

~ [ clusteror M ~ vSphere HA is Turned ON

El esxi0labdelwahed vSphere DRS Runtime information for vSphere HA is reported under vSphere HA Monitoring

[ esx102 abcetwaned veeners Ausisbly H IProactive HA is Turned OFF

« Configuration

£ a0C = = =
B app General Failure conditions and responses
E“Q AppDB Licensing Failure Response Details

Edit Proactive HA Clustero1

Status ()

Failures & Responses Providers

Enable providers and select rows to view/edit the failure conditions supported by the provider.

Proactive HA provider Status Failure conditions blocked

Edit Proactive HA | clusteron X

Status ()

Failures & Responses Providers

You can configure how Proactive HA responds when a provider has notified its health degradation to vCenter, indicating a partial

failure of that host. In the event of a partial failure, vCenter Server can proactively migrate the host's running WYMs to a healthier

host.
Automation Level Manual -

DRS will suggest recommendations for WMs and Hosts.
Remediation 1 Quarantine mode v

Balances performance and availability, by avoiding the usage of partially degraded hosts as long

as VM performance is unaffected.
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Remediation dictates the response (for HA) when a server is flagged for hardware degradation.

Edit Proactive HA ' clusteror x

status @D

Failures & Responses Providers

You can configure how Proactive HA responds when a provider has notified its health degradation to vCenter, indicating a partia

failure of that host. In the event of a partial failure, vCenter Server can proactively migrate the host's running WMs to a healthier

host.
Automation Level Automated ~
“irtual machines will be migrated to healthy hosts and degraded hosts will be entered into
guarantine or maintenance mode depending on the configured Proactive HA automation level.
Remediation I Quarantine mode ~

Balances performance and availability, by avoiding the usage of partially degraded hosts as long

as VM performance is unaffected.

- When a server is in quarantine mode, it's excluded from high-availability tasks such as being selected for
server transfers or chosen as the master.

Edit Proactive HA | clusteror x

status @D

Failures & Responses Providers

You can configure how Proactive HA responds when a provider has notified its health degradation to vCenter, indicating a partia

failure of that host. In the event of a partial failure, vCenter Server can proactively migrate the host's running WMs to a healthier

host.
Automation Level Automated w
Virtual machines will be migrated to healthy I"osts'awc degraded hosts will be enterad into
quarantine or maintenance mode depending on the configured Proactive HA automation level.
Remediation 1 Quarantine mode ~

Balances performance and availability, by aveiding the usage of partially degraded hosts as long

as VM performance is unaffected.
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- Maintenance mode, move all included VMs to another host.

Remediation [ Maintenance mode ~

Ensures WMs do not run on partially failed hosts.

- Mixed mode, move VMs to another host and mark as quarantine

Remediation '.", Mixed mode ~

Balances performance and awvailability, by avoiding the usage of partially degraded hosts as long

as VM performance is unaffected.

HA Summary and Heartbeat
voted master server

8 2 ClusterO1 | acmions~
v [ vCenterOl.abdelwahed.me Summary Monitor Configure Permissions Hosts VMs Datastores Ne
~ [ vServer
w VDPINErg Urd>
[1l Clusterol Recommendations Summary
[ esxi0l.abdelwahed. . Faulie
[ esxi02.abdelwahed.. History
f® ADC CPU Utilization
&1 App Hosts ~
Memaory Utilization
ﬁ AppDE Network Utilization | Master asxi0l.abdelwahed.me
g DC vSphere HA Hosts connected to master 1
= = Hosts not connected to master 0
HLTTELY vSphere HA agent not reachable o
Heartbeat vSphere HA agent configuration error o]
Configuration Issues Hosts failed o
MNetwork isolated o
Datastores under A Metwork nartifioned 0
g 9 ClusterO1 | acTions~
Permissions Hosts VMs Datastores Networks

# [ wCenter0l abdelwahed me

Summary Configure

~ [ vServer
Tasks

~ [T Clusterol
[J esxiol.abdelwahed..

Heartbeat

Datastores selected by vCenter Server for heartbeating.

Events

w vSphere DRS

E 22‘::02 abdelwahed.. Pecommendations Name Datastore Cluster Hosts Mounting Datastore.
»
& Aon Faults (= Datastore04_ISCSI N/A 2
Hist -
5 AppDB e S Datstore515CSI NA 2
Roc CPU Utilization
»

Memory Utilization
Network Utilization
w vSphere HA

Summary

Heartbeat
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VMware Fault Tolerance (FT) for Zero Downtime

VMware Fault Tolerance (FT) provides a way to achieve zero downtime by duplicating a virtual machine (VM) on
another host in the cluster and maintaining real-time synchronization of storage and memory between the
primary and secondary VMs. If the primary VM fails or becomes unavailable, the secondary VM takes over
seamlessly without any interruption.

Requirements and Considerations
1. Network Interface Cards (NICs):
o Each host in the cluster must have at least two dedicated NICs with 1 Gbps speed or higher.
2. Storage:
o The VM must be running on a datastore hosted on SSD storage to ensure optimal performance.
3. Licensing:
o Avalid VMware Fault Tolerance license must be available for each host in the cluster.
4. VMware High Availability (HA):
o VMware HA must be enabled on the cluster.
Configuration Steps
1. Add and Configure NICs:
o Add the additional NICs to each ESXi host.
o Ensure that the network settings are properly configured.
2. Enable Fault Tolerance:
o Use the vSphere Client or vSphere Web Client to enable Fault Tolerance for the VM.

o This process creates a duplicate VM on another host in the cluster and synchronizes the storage
and memory between the primary and secondary VMs.

Important Notes
¢ Not a Replacement for Backups:

o Fault Tolerance helps maintain zero downtime but does not protect against data loss or other
types of disruptions.

o Maintain a comprehensive disaster recovery plan, including regular backups, replication, and
other measures to ensure data availability and integrity.
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vm vSphere Client

g 9 [] esxiOlabdelwahed.me | actions«~

[ vCenterOl.abdelwahed.me summary Monitor Configure Permissions WMs Datastores Networks
v vServer
v [ clusteror v Storage = Virtual switches
= Storage Adapters

[ esxOtabdeiwahed § Storage Devi €9 Add Networking.| €@ Refresh

[ esxi02.abdelwahed.. torage bevices

E‘i‘ ADC Host Cache Configur.. Switch T Discovered Issues

& App Protocol Endpoints it vswitcho -
I/C Filters

% AppDB it vswitcht -

E';DC w MNetworking

virtual switches

WMkernel adapters

esxiOl.abdelwahed.me - Add Networking
Select connection type

2 Select target device Select 2 connaction type to create.

3 Port properties
4 |IPv4 settings

© VMkernel Network Adapter
5 Ready to complete

The VMkernel TCP/IP stack handles traffic for ESXi services such as vSphere vMotion,

ISCSI, NFS, FCoE, Fault Tolerance, vSAMN and host management.

esxiOl.abdelwahed.me - Add Networking

+ 15elect connection type Select target device

2 Select target device Select a target device for the new connection.

3 Create a Standard Switch

4 Port properties L
() Select an existing network
5 IPv4 settings

6 Ready to complete

fis]
0
m

() Select an existing standard switch

fis]
0
m

) New standard switch

MTU (Bytes) 1500

Include both adapters that were attached to the ESXi in the virtual switch.
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esxi0l.abdelwahed.me

- Add Networking

+ 1Select connection type

+ 2 Select target device

Create a Standard Switch
Assign free physical network adapters to the new switch.

3 Create a Standard Switch

4 Port properties
5 IPv4 settings
6 Ready to complete

Assigned adapters | Al Properties
| X f . Adapter
Active adapters - Mame
= 3 Location
(New) vmnic2 Driver
(New) vmnic3 Status
Status

Standby adapters

Unused adapters

Actual speed, Duplex
Configured speed,
Duplex

MNetworks

Network /O Control

esxiOl.abdelwahed.me - Add Networking

CDP

LLDP

vmnic3
PCl 0000:1b:00.0
nvmxnet3

Connected
10000 Mb, Full Duplex
10000 Mb, Full Duplex

Mo networks

+ 1 Select connection type

+ 2 Select target device

+ 3 Create a Standard Switch
5 IPv4 settings
& Ready to complete

Port properties
Specify WMkernel port settings.

WMkernel port settings

Metwork label FT_Metwork

WLANID None (Q) v

MTU Get MTU from switch 5
TCPR/IP stack Default W

Available services

Enabled services CJwMaotion

O Provisioning
Fault Tolerance logging
J Management

DvSphere Replication

(J vsphere Replication NFC

Clvsan

Set up a distinct IP addressing scheme.
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esxiOl.abdelwahed.me - Add Networking

+ 15Select connection type IPv4 settings
+ 2 Select target device Specify VMkernel IPv4 settings.

+ 3 Create a Standard Switch
+ 4 Port properties

5 IPv4 settings

() Obtain IPv4 settings automatically

& Ready to complete © Use static IPv4 settings
IPvd address 172.16.0.100
Subnet mask 255.255.255.0
Default gateway |:| Owerride default gateway for this adapter
DMNS server addresses 200.200.200.200

esxiOl.abdelweahed.me - Add Networking

+ 15Select connection type Ready to complete

+ 2 Select target device Review your settings selections before finishing the wizard.

+ 3 Create a Standard Switch

+ 4 Port properties New standard switch vSwitch2
+ 5 IPva4 settings Assigned adapters vmnic2, vmnic3
Switch MTU 1500
New port group FT_Network
VLAN ID None (Q)
vMotion Disabled
Provisioning Disabled
Fault Tolerance logging Enabled
Management Disabled
vSphere Replication Disabled
vSphere Replication NFC Disabled
VSAN Disabled
NIC settings
MTU 1500
TCP/IP stack Default
IPv4 settings
IPv4 address 172.16.0.100 (static)
Subnet mask 2552552550

CANCEL BACK FINISH

Do the same for EXSi02, which has the IP address 172.16.0.101.
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Enabling Fault Tolerance (FT) for App Server

To enable FT for the Web_Server VM hosted on ESXi01 and ensure the secondary VM is stored in a different iSCSI

datastore
g 9

& Web_ Server

ACTIONS »

* [ vCenterO! abdelwahed me Summary Monitor Configure Permissions Datastores Networks
~ [h vserver
o [ Clusterol Guest 0S5 Microsoft Windows Server 2016 or later (64- 0 CPU USAGE
[ esxio1abdelwanhed o 28 MHz
- = h Compatibility: ESXi 6.7 and later (VM version 14)
[ esxio2.abdelwahed.. VMware Tools: Running, version:10346 (Current) o ATRR U=
3 Web_Server More info 225 MB
DMNS Name: VMO1l.abdelwahed.me - STORAGE USAGE
IP Addresses: 200.200.200.20 =
Launch Web Console . . —J 42.08 GB
Host esxi02 abdelwahed.me
Launch Remaote Console @
»,
&3
8 @ G Web_Server | acrionsw
# [ vCenterOl.abdelwahed.me summary Monitor Configure Permissions Datastores Networks
v vServer
v [ Clustero1 o
[ esxiolabdelwahed -
Ij esxi02. abdelwahed.. Name ~ Status ~ Type R Datastore... ~ Capacity - Free
& App = Datastore04_ISCS v/ Normal VMFS 6 4995 GB 28623 GB *
[y AppDB
5 DC

5 Web_Server
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/N There are vCe E‘i ring licenses in your inventory.

MAMNAGE YOUR LICENSES DETAILS

Actions - Web_Server

vm vSphere Client Power >
Guest OS >
@ Snapshots b [ ACTIONS ~
v (5] vCenter0l.abdelwahed.i & Open Remote Console onfigure  Permissions Datastores Networks
~ vServer & Migrate.. =
uest OS: Microsoft Windows Server 2016 or later (64- 5
« [ Clusterol ! ( CPU USAGE
) Clone » bit) n 28 MHz
[ esxiolabdelwah Lo i oo Lisinr (M version 14)
0 esxi02.abdelwa | Fault Tolerance > Turn On Fault Tolerance |progress m MEMORY USAGE
& App — 102 MB
E'* VM Policies >
» AppDB — STORAGE USAGE
2 pc Tempiate > 5 4208GB
[ Web_server] o
[ Web_Server Compatibility >

Web_Server - Turn On Fault Tolerance

1 Select datastores Select datastores

2 Select host Select datastores to place the secondary WM disks and configuration files.

Configure per disk C)

3 Ready to complete

MName Capacity T Provisioned 71 Free T
& Datastore5-ISCS 2995 GB 141 GB 29809 GE -
[:] Datastore04_|SCSI 4995 GB 21768 GB 28623 GEB

Web_Server - Turn On Fault Tolerance
+ 15Select datastores Select host
Select host for the secondary VM.
3 Ready to complete
Show all hosts —
Y Flite
Name T ~ | State ~ | Status -
[ esw01abdelwahed me Connected v/ Normal

Neb_Server - Turn On Fault Tolerance

+ 15Select datastores Ready to complete

+ 2 Select host

3 Ready to complete

Review your selections and click Finish to turn on fault tolerance on this virtual machine.

Placement details for the Secondary VM

Host: esxi0l.abdelwahed.me

Configuration File Location:
Tie Breaker File Location:
Hard disk 1 Location:

DatastoreS-1SCS|
Datastore5-ISCS|
DatastoreS-1SCS|
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o

g @9 & Web_Server | AcTions~
v [ vCenterOl.abdelwahed.me Summary Monitor Configure Permissions Datastores
v vServer
y TE' Clusterol Guest O5: :Lc)rcsort Windows Server 2016 or |
|
[ esxiotabdeiwahed... Compatibility:  ESXi 6.7 and later (VM version 14)

esxi02.abdelwahed...
85 Web_Server (prima...

Launch Web Console

Host:

Launch Remote Conscle @

VMware Tools:

DNS Name:
IP Addresses:

Running, version:10346 (Current)
More info

VMOl.abdelwahed.me
200.200.200.20
esxi02.abdelwahed.me

Networks
ater (64- CPU USAGE
O 28 MHz
MEMORY USAGE
B 122MB
—_ STORAGE USAGE
& 42.08GB

&, Wirtual machine Fault Tolerance state changed

Acknowledge Reset To Green

Recent Tasks Alarms

Task Name ~  Target b Status b Initiator Queued For b Start Time .L e
Start Fault
06/01/2021,
Tolerance |Ef| Web_Server [ | 24% System 10 ms
5:56:00 AM
Secondary VM
Turn On Fault 08/01/2021,
Eﬁ Web_Server v* Completed WSPHERE.LOCA .. undefined
Tolerance 6:55:55 AM (
2 9 [] esxiOlabdelwahed.me | actionsv
v [ vCenterOl.abdelwahed.me summary Monitor Configure Permissions VMs Da
v [ vServer
v Clustero1 Virtual Machines VM Templates
I]j eser‘I.abdeIwahed.l
[ esxi02 abdelwaned..
B Weh_Server (prima..
Name T ~  State w  Status ~  Pro
E‘r;, Web_Server (secondary) Powered On v Mormal 40

Testing Fault Tolerance (FT) by Disconnect ESXi02 (Primary Host)

vim vSphere Client

Objective: Verify that VMware
Fault Tolerance (FT) functions
correctly when the primary
host (ESXi02) is disconnected
from the network, ensuring
zero downtime for the
Web_Server VM.

oD @ 8 @

v [ vCenterol.abdelwahed me
v [ wServer
~ [ Clusteron
FD esxi02.abdelwahed...
8 Web_Server (prima

<«

Completion Ti... Server w

vCenterQl.abdel...

Gaiay ey
EOFRUANMS to -
tastores Networks
Y Filte
visioned Space e Used Space v
24 GB 40 GB

[ esxiOlabdelwahed.me | acTions~
Summary Moenitor Configure Permissions WMs Datastores Networks
Virtual Machines
Y Filte
Name T ~ State ~ Status ~ Provisioned Space ~ Used Space
[ ﬁ Web_Server (primary) Powered Qn O Aert 4008 GB 4008 GB ]
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Migrating a Virtual Machine Without Failure in VMware
Migrating a virtual machine (VM) in VMware can be accomplished with minimal downtime and disruption by
following best practices and ensuring proper planning. Here are the steps and considerations for a successful VM
migration using vSphere vMotion, Storage vMotion, or Cross-Host vMotion.
Types of VM Migration
1. vSphere vMotion: Migrates a running VM from one physical host to another without downtime.
2. Storage vMotion: Migrates a VM's disk files from one datastore to another without downtime.
3. Cross-Host vMotion: Migrates VMs across different vCenter Server instances.
Best Practices for Migration
1. Compatibility Check:
o Ensure that the source and destination hosts are compatible, including CPU, memory, and storage
requirements.
o Verify that both hosts are running compatible versions of ESXi.
2. Resource Allocation:
o Check that the VM has the necessary resources allocated (CPU, memory, and storage).
o Ensure that there is sufficient capacity on the destination host to accommodate the VM.
3. Network Configuration:
o Verify that the network settings are properly configured on both the source and destination hosts.
o Ensure that the VM can communicate with other network resources post-migration.
4. Software and Applications:
o Ensure that any software or applications running on the VM are properly configured and will
function correctly after migration.
o Test applications in a similar environment before performing the actual migration.
5. Backup:
o Take a snapshot or backup of the VM before initiating the migration process to ensure data safety.

vm vSphere ClientliE¥SaEs rve & Administ

Power -
Il =] Guest OS » | ACTIONS ~
v [ vCenterOl.abdelwahe Snapshots * | Configure Permissions Datastores Networks
~ [ vserver B Open Remote Console ACHGE e (e e SR D [ () . .
o [ Clusterol Suest OS: \:r.so Windows Server 2016 or later (64- CPU USAGE
0 —— 5 Migrate... bit) 56 MHz
esdlil.abdehy Compatibility: ESXi 6.7 and later (VM version 14)
[J esxi02 abdelw Clone » [vMware Tools: Running, version:10346 (Current) fans ] MEMORY USAGE
B Web_Server ( 81 MB
Fault Tolerance >
phedine _ STORAGE USAGE
. - (20
VM Policies L4 Turn Off Fault Tolerance |J 40.08 GB
ahed.me
Template »
Compatibility - Suspend Fault Tolerance
. . Acknowledge Reset To Green
b Edit Settings... Migrate Secondary...
Move to folder.. Test Failover g
Recent Tasks Alarms Y
—_— Rename..
snsm Test Restart Secondary ) . )
Task Name ~  Target Start Time J. ~ Completion Ti... ~ Server ~
Edit Notes
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Creating and Managing Resource Pools in VMware vSphere

Resource pools in VMware vSphere allow you to manage the allocation of resources (CPU and memory) for groups
of virtual machines (VMs) within a cluster. They help in ensuring that resources are distributed based on priority,
workload, and other factors. To create and manage resource pools, you need to enable the Distributed Resource
Scheduler (DRS) on your cluster.

Prerequisites

1. Enable DRS:
o DRS must be enabled on the cluster to allow for automatic balancing of resource utilization across
hosts.

o Loginto vSphere Client, navigate to the cluster, and enable DRS under the "Configure" tab.
Steps to Create a Resource Pool
1. Loginto vSphere Client:
o Open vSphere Client or vSphere Web Client and log in with appropriate credentials.
2. Select the Cluster or Host:
o Navigate to the cluster or host where you want to create the resource pool.
3. Navigate to Resource Pools:
o Go to the "Configure" tab.
o Under "Resource Management," select "Resource Pools."
4. Create a New Resource Pool:
o Click "Add" to create a new resource pool.
o Provide a name and description for the resource pool.
5. Configure Resource Pool Settings:
o CPU Settings:
= Reservation: The guaranteed CPU resources for the resource pool.
*  Limit: The maximum CPU resources that the resource pool can use.
= Shares: The relative priority of the resource pool in terms of CPU resources.
o Memory Settings:
»= Reservation: The guaranteed memory resources for the resource pool.
* Limit: The maximum memory resources that the resource pool can use.
= Shares: The relative priority of the resource pool in terms of memory resources.
6. Set Priorities:
o Assign high priority to critical workloads and low priority to less important workloads to ensure
appropriate resource allocation.
7. Create the Resource Pool:
o Review the settings and click "OK" to create the resource pool.
Managing Resource Pools
1. Monitoring:
o Regularly monitor resource utilization to ensure that VMs are receiving appropriate resources.
o Use performance charts and alerts to track resource usage and identify potential issues.
2. Adjusting Settings:
o Adjust resource pool settings as needed to avoid resource contention and maintain optimal performance.
o Modify reservations, limits, and shares based on current workload requirements.
3. Allocating VMs to Resource Pools:
o Move VMs into the resource pool by dragging and dropping them into the desired pool.
o Ensure that VMs are grouped appropriately based on their resource needs and priority.
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=] Q ClusterQ] ACTIONS +
v [ vCenterOl.abdelwahed.me Summary Monitor Configure

v vServer

[T Cluster0l

[0 esxiol.abdelwahed

[[ esxioz.abdelwahed

Actions - Cluster0l
¥] Add Host...

T New Virtual Machine...

G Web_Server

¥ New Resource Pool...

Permissions

vSphere HA is Turr

untime information for vSphere

Proactive HA is Tur

Failure conditions ¢

ti Deploy OVF Template...

Failure Res

oI

Name Resource Pool_01

Scale Descendant's Shares @ Yes, make them scalable

Shares Normal

Reservation 1000 v MHz
Max reservation: 5,348 MHz

Reservation Type Expandable

Limit Unlimited % MHz

Max limit: 5,348 MHz

Shares Normal
Reservation 6 v GB ~
Max reservation: 17.39 GB
Reservation Type Expandable
Limit Unlimited v MB v
Max limit: 17,979 MB
Name vVviidL o Lol

Scale Descendant's Shares (D If this option is selected, the shares allocated
to each descendant resource pool shall be
adjusted to ensure that the relative shares

Shares allocated to the VMs are maintained

Reservation 1000 MHz
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vm vSphere Client

O & = https://vcenter01.abdelwahed.me/ui/app/cluster,nav=h/urn:vmomi:ClusterComputeResource:domain-c31:02c2f8d4-ec57-

MANAGE YOUR LICENS

& There are expired or expiring licenses in your inventor

Menu v

Q

18]

B B @

v [ veenterOl.abdelwahed.me

[1 esxiOlabdelwahed.me
[ esxi02.abdelwahed.me
v (2 Resource Pool_01
B RH
Gl vCenter Server
& VMI-H2
& VM1-H2-Clone

Q

vm vSphere Client

[Eh ClusterO1

ACTIONS Vv

Summary Configure Permissions Hosts VMs Datastores Networks Update
T - ~ . .
CPU Utilization CPU Reservation Details
Memory Utilization \ \
Network Utilization i EEREE
ResourceYallog Cluster Total Crapaclly 11.23 GHz
Total Reservation Capacit: 5.35 GHz
CPU I Used Reservation 1GHz |
[ Available Reservation 4.35 GHz
Memory
Storage
Utilization « | Name1? Reservation (MHz)  Limit (MHz) Type Shares

G =

A There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES

@

(@

B B8

v () vcenterOl.abdelwahed.me

v [f] vDatacenter

¥ (@1 Clusterot
esxi0labdelwahed.me
[ esxi02.abdelwahed.me
~ (2 Resource Pool_01
&% RH

&5 vCenter Server
51 VMI-H2
@ VM1-H2-Clone

(1 ClusterO1 ACTIONS Vv
Summary Configure Permissions Hosts VMs Datastores Networks
T e Memory Reservation Details
Memory Utilization \ \
Network Utilization oGe 175568
e T— Cluster Total Capacity 7 25.99 GB
Total Reservation Capacit 17.55 GB
CPU | Used Reservation 6.11 GBl
] Available Reservation 1.44 GB
Memory
Storage

For testing purposes, | am utilizing a RedHat VM that operates at 1GHZ CPU speed.

vm vSphere Client

& There are expired or expiring licenses in your inventory. ‘ MANAGE YOUR LICENS|

https://vcenter01.abdelwahed.me/ui/app/cluster,nav=h/urn:vmomi:ClusterComputeResource:domain-c31:02c2f8

(W)} @ @ & RH o2 @ & ACTIONS v
v veenterOl.abdelwahed.me Summary Monitor Configure Permissions Datastores Networks Snapshots Updates
~ [ vDatacenter = g =
riggered Alarms i ;
<[] Clusterot = Utilization
[ esxiol.abdelwahed.me Besiormance Y
[ esxi02.abdelwahed.me Overview: \irtual Machine CPU ~ Virtual Machine Memory
(@ Resource Pool_01 Advanced r ‘l |'
Tasks and Ev.. v _ h
&% vCenter Server
Tasks 0 GHz 1GHz 0GB 20568
& VMI-H2
) VM1-H2-Clone Events Consumed 168 MHz VM Consumed 2.05GB
. M Active 168 MHz Bl VM Overhead Consumed 56 MB
_ - v = Dacaruatinn N H7 = Dacarvatinm nR
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O ﬂ 52 https://vcenter01.abdelwahed.me/uifapp/resourcepool;nav=h/urn:vmomi:ResourcePool:resgroup-1011:02c2f8d4-ec57

A There are expired or expiring licenses in your inventory.

MANAGE YOUR LICENSES ‘

(;4

[

g8 @

~ [f] vDatacenter

@ Resource pOO‘_OW AGIICNS g
v [ veenterOl.abdelwahed.me Summary Configure Permissions Resource Pools VMs
A g g
« [0 Clustero1 Tasks and Even... v CPU Reservation Details
[ esxiOl.abdelwahed.me Tasks [
il Events 0GHz 5.35 GHz
Resource Alloc > Resource Pool Total Capacity 535 GH
IConfigured Reservation 1GHzZ
. CPU [] Used Reservation O Hz
£ vCenter Server . Available Reservation 5.35 GHz
5 VM1-H2 v Reservation Type Expandable
Storage
& VM1-H2-Clone
Utilization ~ Name T Reservation (MHz) Limit (MHz) Type Shares

vm vSphere Client

QO & = https://vcenter01.abdelwahed.me/ui/app/resourcepool;nav=h/urn:vmomi:ResourcePool:resgroup-1011:02c2f8d4-ec57-4b¢

A There are expired or expiring licenses in your inventory.

Menu v O\

MANAGE YOUR LICENSES ‘

i}

~ [l veenterOl.abdelwahed.me

v [f vDatacenter
~ [[] ClusterO1

E] esxiol.abdelwahed me

[} esxi02.abdelwahed.me

¥ vCenter
) VMI-H2
1 VMI-H2-

© Resource pOO|_OW ACTIONS Vv
summary Monitor Configure Permissions Resource Pools VMs
Tasks and Even.. v Memory Reservation Details
Tasks [ |
Events 0GB 17.44 GB
- Resource Pool Total Capacity 17.44 GB
Configured Reservation 6GB |
[el=]V] [ |Used Reservation 59 MB
Server _ Available Reservation 17.39 GB
Memory
Reservation Type Expandable
Storage
Clone

| plan to escalate CPU utilization by running the command dd if=/dev/zero of=/dev/null and will observe the
changes in CPU performance.

vm vSphere Client

m B B8 e

v [ veenterOl.abdelwahed.me
v [ vDatacenter
~ [[)] ClusterOl
[] esxi0l.abdelwahed.me
(] esxi02.abdelwahed.me
(O Resource Pool_01

Tasksand Eva. v

&F vCenter Server
& VMI-H2
& VM1-H2-Clone

A There are expired or expiring licenses in your inventory.

Menu

MANAGE YOUR LICENSES ‘

& RH & & ACTIONS Vv
Summary Configure Permissions Datastores Networks Snapshots Updates
Triggered Alarms A Utilization
Performance v
Grari=y Virtual Machine CPU ~ Virtual Machine Memory
Advanced |' " |
—] _ I
Tasks 0 GHz 1GHz 0GB 205GB
Events Consumed 982 MHz VM Consumed 2.05GB
I Active 982 MHz M VM Overhead Consumed 56 MB
- Dacorvatinn N H7 — Docarvatinn nR
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the RH VM into the new resource pool. Additionally, we can make a sub-pool, and deleting a resource pool won't
affect the included VMs; it will just sever their connection to that pool.

<« C O G = https://vcenter01.abdelwahed.me/ui/app/resourcepool;nav=h/urn:vmomi:ResourcePool:resgroup-1011:02c2f8d4-ec57-

A There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES ‘

=l

vm vSphere Client (@

(R} 2 @ © Resource Pool_01 | acrions v
v [ vcenterOlabdelwahed.me Summary Monitor Configure Permissions Resource Pools VMs

~ [ vDatacenter This pool / Total

v [ Cluster01 VMs and Templates:  1/1
[ esxiOlabdelwahed.me Powered on VMs: 1/1
esxi02.abdelwahed.me Child Resource Pools: 0/0

Child vApps: 0/0

M (5 Resource Pool_01

55 RH

5% vCenter Server
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vApp in VMware vSphere

A vApp in VMware is a container that allows you to group multiple virtual machines (VMs) together and manage
them as a single entity. It extends the functionality of resource pools by providing additional management
features and a higher level of abstraction.
Key Features of vApp

1. Resource Allocation:

o Like resource pools, vApps allow you to allocate resources (CPU and memory) to a group of VMs
based on their priority and workload.

2. Start Order:

o You can define the start order for VMs within the vApp, ensuring that dependent applications or
services are started in the correct sequence.

3. Power State Control:

o You can control the power state of all VMs within the vApp simultaneously. This is useful for
managing maintenance windows or other operational tasks.

4. Simplified Management:

o Instead of managing individual VMs, you can manage the vApp as a single entity, simplifying
management and improving efficiency.

Use Cases for vApp
e Multi-Tiered Applications:

o Group related VMs that form a multi-tiered application (e.g., web server, application server,
database server) and manage them together.

e Development Environments:

o Create development or test environments with multiple VMs and manage them as a single unit.
¢ Maintenance:

o Power on or off all VMs in the vApp at the same time for maintenance purposes.
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Creating and Managing a vApp

vm vSphere Client

8 9 [7 ClusterO1 | acTions~

v [ vCenterOl.abdelwahed me summary Monitor Configure Permissions Hosts WMs D
v [ vServer [E] Actions - Clusterot
+ [ Clusteron £ Add Host 5 vSphere HA is Turned OFF
=L
[0 esxiolabdehw Runtime information for vSphere HA is reported under
[ esxi02abdelw| B New Virtual Machine.. Proactive HA is Turned OFF
© Resource Pool # New Resource Pool : e
v u = EE R SRE § .
5 Web_Server Failure conditions and responses
ti Deploy OVF Template.. Failure Response
BE New vApp...
Storage S Hos ure 0 Nisahled
New vApp Select creation type X
1 Select creation type ° Create a new vApp This option guides you through

creating a new vApp. You will be able

- () Clone an existing vA
2 Select a name and location gvaRe o customize CPU and memory

resources
3 Resource allocation
New vApp Select a name and location
1 Select creation type vADP name: Abdelwahed_vApp
2 Select a name and location Select a folder or datacenter
3 Resource allocation v vServer
. . > £ Discovered virtual machine
4 Review and finish
New vApp Resource allocation X
1 Select creation type How do you want to allocate CPU and memory for the vApp?
2 Select a name and location ~ CPU -
. Shares High .
3 Resource allocation —_—
Reservation 300 IZ| MHz -
4 Review and finish — -
Max reservation: 4,728 MHz
Reservation Type Expandable
Limit Unlimited [] mHz ~

Max limit: 5,728 MHz
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New vApp Review and finish p
1 Select creation type Name Abdelwahed_vApp
. Location vServer
2 Select a name and location
Resource Cluster01

3 Resource allocation

4 Review and finish

CPU allocation

Memory allocation

300 - Unlimited MHz

2048 - Unlimited MB

2 9 8 Abdelwahed_vApp | actions~
v (5 vCenter01.abdelwahed.me 88 Actions - Abdzhwiansd_vArp igure Permissions Resource Pools VMs Datastores Netwi
v vServer » |FFroweron .
~ [[J clusterol - . 7 D CROUERES
] esxiot.abdelwahed. 1 New Virtual Machine... B 0O Hz
|j esxi02 abdelwahead E New Child vApp.. il MEMORY USAGE
B New R Pool OB
W] ew Resource Pool...
Web_Server Clone 4
~ Notes ~
OVF Template L4
'[:i Deploy OVF Template... Edit Notes.
ormal
3 Edlit Settings... Custom Attributes ~
Edit VAppP Abdelwahed_vApp
Resources Start Order IP Allocation Details
MName T Order T Startup action Startup delay (s) VM tools Shutdown action Shutdown delay (s)
A 4
0 WMs
Order Startup Shutdown
Group - Action - Action i
Delay (s) Delay (s)
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VMware vSphere Lifecycle Manager

VMware vSphere Lifecycle Manager is a feature integrated into vCenter Server, providing centralized management
for the lifecycle of ESXi hosts. It simplifies updating, patching, and configuring hardware and software
components, ensuring compliance and optimal performance.

Key Features

1. Centralized Management:
o Provides a single interface for managing the entire lifecycle of ESXi hosts.
o Included with vCenter Server, no additional installation required.

2. Lifecycle Stages:
o Deployment: Deploy new ESXi hosts.
o Maintenance: Apply updates and patches.
o Retirement: Decommission and retire hosts.

3. Baselines and Compliance:
o Create and apply baselines for host configuration and software updates.
o Ensure hosts meet compliance standards for security and regulations.

4. Hardware and Software Management:
o Visibility into firmware, driver versions, and other hardware components.
o Update and manage hardware and software components as needed.

5. HTML5-Based Interface:

o Accessible through the vSphere Client, providing a modern, intuitive interface for managing host
lifecycles.

Steps to Use vSphere Lifecycle Manager

1. Access vSphere Lifecycle Manager:

o Open the vSphere Client and navigate to the Lifecycle Manager interface.
2. Create Baselines:

o Define baselines for host configurations and software updates.

o Baselines can include patches, updates, and configurations needed for compliance.
3. Attach Baselines to Hosts:

o Select individual hosts or groups of hosts to apply baselines.

o Ensure that hosts are evaluated against the baselines to identify non-compliance.
4. Update and Patch Hosts:

o Use the Lifecycle Manager to apply updates and patches to ESXi hosts.

o Schedule updates to minimize disruption to operations.
5. Monitor Compliance:

o Regularly check host compliance with defined baselines.

o Address any compliance issues by applying necessary updates and configurations.
6. Manage Hardware Components:

o View detailed information on host hardware components.

o Update firmware and drivers to maintain compatibility and performance.
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Benefits

e Improved Efficiency: Streamlines the process of managing ESXi host lifecycles from a central location.
¢ Enhanced Compliance: Helps ensure hosts meet security and regulatory standards.

e Better Visibility: Provides detailed insights into hardware and software components, aiding in proactive
management.

Best Practices

e Regular Updates: Frequently update baselines and apply patches to keep hosts secure and up-to-date.

Compliance Monitoring: Continuously monitor host compliance to avoid potential security and regulatory
issues.

Proactive Management: Use the hardware and software management features to proactively address
potential issues before they impact operations.

O & &2 https://vcenter01.abdelwahed.me/ui/app/plugin/com.vmware.vum.client/com.vmware.vum.domainView

& There are expired or expiring licenses in your inventory. MANAGE YOUR LICENSES ‘

Menu O\ {3
A Auto Deploy Lifecycle Manager
9 Hybrid Cloud Services
Updates
<> Developer Center Image Depot Updates | Settings

Sync Updates

78 Administration ESXI VERSIONS VENDOR A Import Updates

) . .
[£] Tasks ESXi Versions Hardware Compatibility List

[ Events Sync HCL
Name T Release Date T
T» Tags & Custom Attributes

3 Lifecycle Manager

{2 DRaa$

~
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Upgrading ESXi Hosts Using VMware vSphere Lifecycle Manager
Steps to Upgrade ESXi Hosts

vSphere Client

Lifecycle Manager | actionsv

Image Depot Updates Imported ISOs Baselines Settings
IMPORT ISO
Name v Product v Version v Build v Vendor v Acceptance Level v Creation Date v
O | ESxi ‘8 0U1-21495797 VMware ESXi 8.0.1 Update 1 8.0.1 21495797 VMware, Inc Partner 03/25/2023, 4:00:00 AM
standard

— vSphereClient O,

Lifecycle Manager | actions~

Image Depot Updates Imported ISOs Settings
v  Content Y | Type Y  ESXiversion v LastModified .
Baseline Group  itches (Predefined) Patch 8.0,7.0,6.7.0 18 hours ago
(O | Critical Host Patches (Predefined) Patch 8.0,7.0,6.7.0 18 hours ago
w::\w Non-Critical Host Patche redefined) Patct Predefined 80,7.0.*,6.4,8.0.*,801,7.0,6.7.0 18 hours ago

1 Name and Description oy
[+ tomesmsoesrvien [P

Enter a name and select the baseline type.

Name ESXI 8.1 - Upgrade Package

Description

Content © Upgrade
(O Patch

(O Extension

CANCEL NEXT
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Create Baseline

| 1 Name and Description

Select ISO

2 SelectISO Select an ISO release

r v ¥  Acceptance r

level

T

ESXi Version Vendor Creation Date

ESXi-8.0U1- x 21495797 VMware, Inc. Partner 03/25/2023,
21495797- 4:00:00 AM
standard

EXPORT 1Images

CANCEL ’ NEXT

Create Baseline

1 Name and Description
Summary

2 Select ISO Review your setting selections before finishing the wizard.

3 Summary Baseline name ESXI! 8.1 - Upgrade Package

Baseline description
Baseline type Upgrade

ISO
Name ESXi-8.0U1-21495797-standard
Product VMware ESXi 8.0.1 Updat
Version 0.1
Vendor

Acceptance level

CANCEL BACK FINISH
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From the ESXi Perspective

vSphere Client O,

¢ [ esxil.ohicom | :acrions

[D] @ @ Summary Monitor

Datastores Networks Updates

Resource Pools

Configure Permissions VMs

v VCenter.ohi.com
Hosts v
v [ Datacenter
Baselines
> B3 Folder =
- mage
> () ClusterA ‘
Hardware Compatibility PRE-CHECK REMEDIATION (never checked)
esxil.ohi.com
e VMware Tools
@ linux-ove
VM Hardware %
Attached Baselines

Last Modified v

& WEB
> [] esxi2.ohicom
v  Status v | Content Y  Type Y | ESXiversion v

Attach Baseline or Baseline Group l
Unknown Patch Predefined 8.0,7.0,6.7.0 19 hours ago

Create and Attach Baseline
8.0,7.0,6.7.0 19 hours ago

Create and Attach Baseline Group ® Unknown Patch ined

EXPORT

vSphere Client

[l esxil.ohi.com | :acrions
[D] @ @ Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates
i VCenter.ohi.com a
Hosts v
v [ Datacenter! 9
> [ Folder
& Foide Image REMEDIATION | (never checked)
> [{) ClusterA .
Hardware Compatibility
Bl .| esxil.ohi.co
Mware Toc .
& linux-ove UMwareTocls Attached Baselines
= VM Hardware
@ WEB ATTACHY DETACH REMEDIATE
s/ ”
B esx2ohicom Attached Baselines v  Status v | Content v | Type Y  ESXiversion v | LastModified v
Host Security Patches (Pre ) ® Unknown Patch 8.0,7.0,6.7.0 19 hours ago
L Critical Ho tches (Predefined) ® Unknown Predefined 8.0,7.0,6.7.0 19 hours ago
ESXI 8.1 - Upgrade Package Unknown Upgrade Custom 17 hours ago
m EVOADT 2 v
<
v Recent Tasks pe—

Remediation Pre-check | esxil.ohi.com

No cluster has any issue that may prevent completion of remediation ©®

Y Te00e StatUe

No Cluster issues

v | tssuestatus

n Precheck
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There are expired or expiring licenses in your inventory. | MANAGE YOUR LICENSES. ]

o ] Actions = esxivohicom
&% New Virtual Machine.

vSphere Client

& Deploy OVF Template.
o

& New Resource Pool...
STIONS

L1K)] 8B @ ure  Permissions VMs  ResourcePools  Datastores  Networks e
i &¢ Import VMs i —
7] VCenter.ohi.com emediation Pre-check .

Datacenterl Maintenan

¥ D EoRes Connecton
ClusterA

Power

wrreceut/ hours

KE-CHECK REMEUTATION

Certificates

@ wes
> B es2ohicom Stprage ached Baselines
& Add Networking, ACH™ DETACH REMEDIATE
| | Attached Baselines v | status v | Content v | Type Yy  ESXiverson vy LastModified v
Host Profiles
‘ Host Security Patches ( Jnkno Patch 8.0,7.0,6.7.0 19 hours ago
Export System Logs.
) | o t 1 1) ® Unkr Patct Pre - 80,7.0,6.7.0 urs ago
|
. >
& Assign License.
B! Recent Tasks Alarms
Settings
Task Name Y | Target Y | Details Y initiator A ?::“'“ Y | startTime L Y | completion Time X
Move To. EVSDHEDE | OC Al 198 me QIO 190y ORINIHOIR 2R

vSphere Client

s [ esxil.ohi.com | :Aactions
18]} B @ Summary  Monitor  Configure  Permissions

VMs Resource Pools Datastores Networks

CAELA LUMPLIANGE b ver Cliceneu) sLneuuLE I

v VCenter.ohi.com
Hosts v
v [ Datacenter
Baselines
) & Folder | _seseines |
- Image
> (f) ClusterA © Ready to remediate
Hardware Compatibility
:
= VMware Tools
# linux-ove Remediation Pre-check @
= VM Hardware
& WEB O actions performed automatically
> esxi2.ohi.com
No issues requiring user interaction

PRE-CHECK REMEDIATION (checked 17 hours ago)

Attached Baselines
ATTACHY DETACH
Fantant - Tuna - ECVi vareinn - 1 act Madifiad - ¥

| | Astarhad Dacalinas - | cranie =,

VMware General Terms
To continue with remediation, read and accept VMware

VMWARE GENERAL TERMS
Last updated:16 June 2022
By downloading or using an Offering, Customer agrees to be bound by the terms of the Agreement.

1. OFFERINGS.
1.1. Applicable Terms. The terms of the Order and these General Terms, including applicable
Exhibits and Offering-specific Notes (collectively, the "Agreement”) govern Customer's use of the
der; (b) the General

Offerings. The following descending order of precedence applies: (a) the

Terms; (c) the Exhibits; and (d) the Offering-specific Notes.
Users. Customer is responsible for its Users' compliance with the Agreement.

e and for the benefit

1.2.
ay use the Offerings only for its internal use

1.3. Restrictions. Customer m:
of its Affiliates. Affiliates may not use the Offerings. Customer may not res:
an application service

or subl

its rights to the offerings. Customer may not use the offerings

provider, service bureau, hosted IT serv imilar capacity for third parties.

| accept VMware General Terms,
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Establish and attach a new baseline for updates.

Create Baseline

X

1 Name and Description . . " i
| i = Set criteria for adding patches automatically

2 Select Patches Automatically This baseline with continually change to add new patches that match the criteria. You can also specify patches to

exclude.

Automatically update this baseline with patches that match the following criteria

(45) Matched (0) Excluded (45) Selected

Patch vendor: Product:

o a
VMW 0 embeddedEsx 6.’ l
Solarflare embeddedEsx 8.0.1
wo v  embeddedEsx 7.0 u

Severity

a

Any = Any
Critical I Security l

Important BugFix
Moderate v Enhancement v
e s o e a a ) T ey p— = v

CANCEL ‘ BACK ‘ NEXT

Create Baseline
1 Name and De pti
ame and escription Add patches manua”y

2 Select Patches Automatically Optionally, select patches that will always be in this baseline.

3 Select Patches Manuall

4 Summary This component p mportant

Spherelet - An ES.. VMware_bootbank_spherelet_1. Important
Spherelet - An ES.. VMware_bootbank_spherelet_2.0.0-21231213 Important
Spherelet - An ES... VMware_bootbank_spherelet_2.1.0-21244128 Important

Isi provider BCM-Isiprovider_700.00.V0.77-0004 Important

20  EXPORT 1-200f 1097 Updates [

CANCEL
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Create Baseline

1 Name and Description
Summary

2 Select Patches Automatically Review your setting selections before finishing the wizard.

3 Select Patches Manually Baseline name ESXi Updates

Baseline description
4 Summary P

Baseline type

Criteria
Vendor VMware
Product Any
Severity Critical
Category Security

Start time

CANCEL ‘ BACK ‘ FINISH

Attach | esxil.ohi.com

(O | Host Security Patches (Predefined)
(O | Ccritical Host Patches (Predefined)
(J | Non-Critical Host Patches (Predefined

ESXi Updates

1 EXPORT

[
CANCEL ATTACH
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vSphere Client

Bl esxil.ohicom | :acrions

[ @ (<) Summary  Monitor  Configure  Permissions VMs  Resource Pools  Datastores  Networks  Upd.
v VCenter.ohi.com o
_ Hosts M les requiring user interaction
v [§ Datacenterl
aselines
> ) Foder | _eoseioes |
> () ClusterA L REMEDIATION ed 18 hours
Hardware Compatibility
.
r VMware Tools
@ linux-ove
< VM Hardware Attached Baselines
& WEB
ATTACHY DETACH STAGE REMEDIATE
v | status v | content v Type v ESXiverson  y | LastModified

> [ esxi2.ohicom
Attached Baselines

19 hours

ost Security Pat

19 hours a

[ | Critical Host Patches (Predefined)

Package

Custom 7.0,7.0.0,80 17 hours ago

4 Baseines

Remediate | esxil.ohi.com with ESXi Updates

» Hostis readly to remediate
host will remediate
¥  Remediation v

B ostname T Version T | Patches T Extensions
status

EXPORT
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Backup and Restore vCenter Server

C A Notsecure | hitps//vcenter.ohi.com:5480/#/ui/backup

vmw vCenter Server Management Wed 08-02-2023 12:18 PM UTC @ English Actions

Summary @ Before taking a backup, a backup server must be set up and configured such that the vCenter server has access to it. The protocols supported for backup are FTPS, HTTPS,

SFTP, FTP, NFS, SMB and HTTP.

Monitor

Backup Schedule

rking

Activity

Firewal
Backup Location s ta T e Duration

Time

Servi

Up:

Administration

Create Backup Schedule

nfs://192.168.221.100/vbk

administrator@ohi.com
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vmw vCenter Server Manageme Wed 08-02-2023 12:25 PM UTC ® English v Actions v

Summary. @ Before taking a backup, a backup server must be set up and configured such that the vCenter server has access to it. The protocols supported for backup are FTPS, HTTPS,

SFTP, FTP, NFS, SMB and HTTP.
Monitor

Backup Schedule

Access
Status

Networking

Firewall

Time

Services

Update s

Activity

Administration Backup Location Status Data Transferred Duration End Time

Syslog

No items to c

vmw vCenter Server Management Wed 08-02-2023 12:25 PM ® English Actions

@ Before taking a backup, a backup server must be set up and configured such that the vCenter server has access to it. The protocols supported for backup are FTPS, HTTPS,
SFTP, FTP, NFS, SMB and HTTP.

Backup Schedule

Status

Activity

Backup L
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Backup Now

nfs://192.168.221.100/vbk

administrator@ohi.com

Backup 8-3-2023 10 AM

vmw vCenter Server Management Wed 08-02-2023 12:27 PM UTC & English ~ elp v Actions v

@ Before taking a backup, @ backup server must be set up and configured such that the vCenter server has access to it. The protocols supported for backup are FTPS, HTTPS,
SFTP, FTP, NFS, SMB and HTTP.

Backup Schedule

Activity

Data Transferred
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vmw vCenter Server Management Wed 08-02-2023 12:29 PM UTC ) English Help ~ Actions -

S (D) Before taking a backup, a backup server must be set up and configured such that t enter server has access ta it. The protocols supported for backup are FTPS, HTTPS,
SFTP, FTP, NFS, SMB and HTTP.

Backup Schedule

Activity

z_f,‘ vCenter Server Installer — (=]

vmw vCenter Server 8.0 Installer English

Install Upgrade Migrate Restore

tore from a

Platform Services external Platform Services

Controller
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| (3 vCenter Server Installer

Installer

vmw Restore - Stage 1: Deploy vCenter Server

S Introduction

This installer allows you to restore a vCenter Server 8.0.

. Stage 1 Sta
VBK

2

Deploy vCenter Server Restore fi

Restoring the vCenter Server from backup is a two stage process. The first stage involves deploying a
new vCenter Server to the target ESXi host or a compute resource in the target vCenter Server. The

second stage transfers data from the backup to the deployed vCenter Server. Shut down the backup

vCenter Server before you proceed to avoid network conflicts. Click Next, to proceed with stage 1. v

CANCEL NEXT

Q vCenter Server Installer

Installer

vmw Restore - Stage 1: Deploy vCenter Server

Enter backup details
1 Introduction

Specify the location of the backup folder that contains the backup-metadata.json file. Otherwise, enter the

2 End user license agreement
IP/hostname of the backup server to browse and select the backup folder.

3 Enter backup details

Location or IP/hostname nfs://192.168.221.100/vbk ®
User name administrator@ohi.com
Password

eancer [ once | [
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{3 vCenter Server Installer - m] X

Installer

Restore - Stage 1: Deploy vCenter Server

v [“Review backup information
1 Introduction

. Review backup information and click Next to proceed with Restore.
2 End user license agreement

3 Enter backup details Vv Backup Details

Location or IP/hostname nfs://192.168.221.100/vbk
4 Review backup information
Deployment type vCenter Server

CANCEL I BACK ’ NEXT
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and complete the normal installation process.

@ vCenter Server Installer

Installer

1 Introduction

2 End user license agreement

3 Enter backup details

4 Review backup information

Restore - Stage 1: Deploy vCenter Server

5 vCenter Server deployment target

ESXi host or vCenter Server Enter FGDN or IP Address [©)
_name

HTTPS port 443

User name root or UserName@DomainName [©)

Password

vCenter Server deployment target

Specify the vCenter Server deployment target settings. The target is the ESXi host or vCenter Server
instance on which the vCenter Server will be deployed.

CANCEL BACK ‘ NEXT

Performance Monitoring

vSphere Client O,

< .
) Datacenter1 ! ACTIONS
[lj] @ @ Summary Monitor Configure Permissions VMs Datastores Networks Updates
v VCenter.ohi.com

Hosts Clusters

Resource Pools Host Folders

. Datacenter1

> [() ClusterA
v [ esxil.ohicom

@ linux-ove
& WEB

> [ esxi2.ohicom

r Status Cluster Consumed CPU % Consumed Memory % | HA State

m Normal ox N 34% ? N/A
2.ohi.com Normal [ ] 34% ? N/A
D Ale 1 € I o ? N/A

[® esxi3.onicom
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vSphere Client

@

VCenter.ohi.com

> [ ClusterA

v [] esxil.ohicom
@ linux-ove
& WEB

> [ esxi2.ohicom

vSphere Client

< .
[ Datacenter1 £ ACTIONS
@ @ Summary Monitor Configure Permissions Hosts & Clusters VMs Datastores Networks Updates

Virtual Machines [IVIVIREIIEIEN I vApps | VM Folders

Quick Filter

[ Name * State status Provisioned Space Used Space Host CPU Host Mem
O @ Clone-web Powered Normal 102,34 GB 10.89 GB oB
( a0 linux Powered Normal 19 GB 0 Hz 0B
O @ linux-ove Powered Normal 64.1MB 0 Hz o8
[u] @ Rocky2 Powered Normal 7.25GB OH oB
Ol & vcenter Powered Normal 521 121 GHz
] @ wes Powered v/ Normal 1215 GB 0 Hz 0B

< q A 5
esxi3.ohi.com ; ACTIONS
h E] @ Summary  Monitor  Configure  Permissions ~ VMs  Resource Pools  Datastores  Networks  Updates
~ VCenter.ohi.com b .
7 Issues and Alarms v erformance Overview
~ [ Datacenterl
£ Folder All Issues eriod: Real-time 08/02/2023, 3:45:20 PM - 08/02/2023, 4:44:40 PM View: Overview |
Triggered Alarms
~ [ PRODVMS CPU = Memory =
)
100 9,600 100
[o]
> [0 ClusterA Advanced =
é ® 50 4,800 T B 50 ®
¥ [ esxdlohicom Tasks and Events v Y
@ linux-
@ linux-ove o a ;
B YR Events 02/2023, 08/02/2023, 08/02/2023 2023, 08/02/2023
> B esxi2ohicom 45:00 4:00:00 41500 430:00 45
Resource Allocation v Lo L o ™ PM
CPU — Usage for 2 — Usage for esxi3.ohi.com — Active — Swap
Memory LY Ty
e nt Tasks Alarms
Task Name T Target T | Status T | Details T Initiator T S:f“ed T | Start Time 4+ ¥ completion Time i

vSphere Client  Q

esxi3.ohi.com

Summary Monitor

Issues and Alarms v
All Issues
Triggered Alarms

Performance

Advanced

v

Tasks and Events v
Tasks
Events

Resource Allocationv
CPU

Memory

Configure

i ACTIONS

Permissions VMs Resource Pools Datastores Networks Updates

Performance Overview
08/02/2023, 3:45:20 PM - 08/02/2023, 4:44:40 PM

CPU

Period: Real-time View: Overview

Memory

100 9,600 16,00¢

8,000,000 50

— Granted

— Usage for 2
— Usage for 1

— Usage for esxi3.ohi.com
— Usage for 3

— Usage for 0
— Usage in MHz

T
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vSphere Client

> [@ esxi3.ohi.com

Summary Monitor

Configure

t ACTIONS

Permissions VMs Resource Pools Datastores Networks Updates

Issues and Alarms v/
All Issues
Triggered Alarms

Performance

Advanced

v

Tasks and Events v

Tasks
Events
Resource Allocation v

CPU
Memory
4

Recent Tasks Alarmy

Performance Overview
08/01/2023, 4:50:00 PM - 08/02/2023, 4:45:00 PM

CPU Memory

100

8,000 16,000,000

4,000 £ 8,000,000

ZHW

0 0 0
08/01/2023 08/02/2023, 08/02/2023,
6:00:00 PM 6:00:00 AM 12:00:00 PM

08/01/2023,
6:00:00 PM

08/02/2023,
12:00:00 AM

08/02/2023,
6:00:00 AM

12:00:00 AM

— Usage for esxi3.ohi.com — Usage in MHz — Balloon — Usage for esxi3.ohi.com

View: Overview

AV [ s

08/02/2023,
12:00:00 PM

— Consumed

0

Task Name 2

Target

Y  Queved vy
For

T status Y | Details T Initiator Start Time

T 4

Completion Time

> [® esxi3.ohi.com

Summary Monitor

Issues and Alarms v

All Issues

Triggered Alarms

Performance v

Tasks and Events v

Tasks

Events

Resource Allocationv
cPU
Memory

V. Recent Tasks

vSphere Client

: ACTIONS

Configure Permissions VMs Resource Pools Datastores Networks Updates

lIAdvanced Performance
CPU, 08/02/2023, 3:48:20 PM - 08/02/2023, 4:47:40 PM Period: Real-time

100

Chart Options

L

1
08/02/2023, 4:01:00 PM
CPU usage as a percentage during the interval: 25.81

08/02/2023,  08/02/2023 08/02/2023,  08/02/2023,  08/02/2023 08/02/2023, 08/02/2023, 08/02/2023 08/02/2023,
3:50:00 3:55:00 4:00:00 4:05:00 4:10:00 4:15:00 4:20:00 4:30:00 4:35:00
PM PM PM M PM PM Y PM PM

View:

08/02/2023,
4:40:00
M

CPU usage in %

o

Alarms

> 5 < .
[? esxi3.ohi.com | :acrions
Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates
Issues and Alarms v Advanced Performance
Ellicenas Memory, 08/02/2023, 3:51:00 PM - 08/02/2023, 4:50:20 PM Period 7Real-time Chart Options View: Memory
08/02/2023, 08/02/2023, 08/02/2023, 08/02/2023, 08/02/2023, 08/02/2023, 08/02/2023, 08/02/2023, , 08/02
Triggered Alarms 00:00 4:05:00 4:10:00 4:15:00 4:20:00 4:25:00 4:30:00 4:35:00
™M PM PM PM PM M ™M M
Performance v
Overview
Key Object Measurement Rollup Units Latest Maximum Minimum Average
Tasks and Events v ] esxi3.ohi.com Active Average KB 2,594,188 4,360,144 2,590,252 3,381,047.5
Tasks ] esxi3.ohi.com Average KB 0 309,737.06
Events || esxi3.ohi.com Average KB 15,013,816 15,100,744 14,893,372 14,999,083
Resource Allocation v ] esxi3.ohi.com Average KB 15,134,572 15,219,296 509,060 14,846,204
cPU on esxi3.ohi.com Average KB 391,296 402,348 320,060 370.907.44
Memory ( [} esxi3.ohi.com Average KB 2,448 2.464 2,448 2,454.324
b Recent Tasks Alar
Task Name T | Target Y | Sstatus Y | Details Y Initiator v g::”’d Y | Start Time 4 Y completion Time v
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Troubleshooting

Troubleshooting VMware vCenter can encompass a broad range of issues, as vCenter is a complex product with
various components and dependencies. Here's a structured approach to troubleshooting vCenter:

1. Identify the Problem:

e Symptoms: Understand the specific issues being faced. Are there errors in the vCenter UI? Is vCenter
unresponsive? Are there issues with specific functionalities like vMotion or provisioning VMs?

2. Check vCenter Server Status:
e Services: Ensure all necessary VMware services are running.
e For Windows-based vCenter, check using the Services console.
e For vCenter Server Appliance (VCSA), check using the VAMI interface or service-control command.
e Logs: Examine the vCenter logs for any errors or warnings. The logs can be found at:
e Windows: C:\ProgramData\VMware\vCenterServer\logs
e VCSA: /var/log/vmware
3. Database Issues:
e Check the health of the database. Ensure there's enough space and that the database service is running.
e Look for database connection errors in the logs.
4. Networking:
e Connectivity: Test the network connectivity to the vCenter server using tools like ping and traceroute.
e Firewall: Ensure required ports for vCenter are open and not blocked by a firewall.
e DNS: Confirm that DNS resolution is working for the vCenter server and ESXi hosts.
5. Authentication:
e SSO (Single Sign-On): If there are authentication issues, check the status of the SSO service.

e AD/LDAP: If vCenter is integrated with Active Directory or another LDAP service, ensure it can connect and
authenticate users.

6. Performance:
e If vCenter is slow or unresponsive, check CPU, memory, and disk utilization.
¢ Monitor database performance, especially if the database is external.
7. Licensing:
e Confirm that licenses haven't expired.
e Ensure there are no errors related to licensing in the logs.
8. Integration with Other Components:
e If you're using solutions integrated with vCenter (like NSX, vSAN, etc.), check their status and logs.
9. Backup and Recovery:
e If there's a critical failure, consider restoring from a backup.
e Always make backups before making significant changes or upgrades.
10. Reach Out to VMware Support:

e If you can't identify the issue, consider creating a support bundle and contacting VMware support. The
support bundle contains logs and configurations that can help VMware support diagnose the issue.
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Services

Component Service Name

vCenter vCenter Server
VMware
Directory Service
VMware Content
Library

vCenter Profile-
Driven Storage
Service

VMware vCenter
Identity Services
VMware vSphere
Update Manager

VMware
Certificate
Authority
vSphere Lifecycle
Manager (v7 and
later)

Hostd

Vpxa

Fdm

vLockstep

ESXi Shell Service

VMware vSAN
service

NTP Daemon

Alias
vpxd
vmdir

content-library

vpxd-profile

vmware-stsd

vmware-
updatemgr

vmcad

vVLCM

hostd

vpxa

fdm

vLockstep

esx.shell

vsanvpd (vSAN
VASA Provider)

ntpd

Description

Core service of vCenter, enabling VM
provisioning, vMotion, DRS, etc.
Manages Single Sign-On (SSO)
capabilities and security tokens.
Manages content libraries: containers
for VM templates, vApp templates,
etc.

Manages VM storage profiles and
associated policies (SPBM).

Supports authentication services for
VMware components.

Automates tracking, patching, and
updating VMs, appliances, and ESXi
hosts.

Manages certificates for vCenter
services ensuring secure
communication.

Streamlines ESXi host lifecycle
management.

Manages most operations on the ESXi
host, including HA.

Acts as a communication bridge
between the ESXi host and vCenter,
assisting in DRS operations.

VMware High Availability (HA) service.
Manages VM restarts on other hosts in
case of host failure.

Part of VMware Fault Tolerance.
Provides lockstep replication of VMs
for zero downtime and data loss
protection.

Provides shell access to administer
ESXi hosts.

Offers VASA provider services for
vSAN.

Maintains time synchronization on
ESXi hosts.

Default
State
Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running (if
HA is
enabled)
Running (if
FT is
enabled)

Stopped (can
be enabled)
Running (if
VSAN is
enabled)
Stopped (can
be enabled)

=
=
=
Q
o
o
o
3
Q
>
o)
o
3
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Establish SSH connection to ESXi host and vCenter.

To use SSH for connecting to an ESXi host, first activate SSH on the host, then employ an SSH client for the
connection. Follow these instructions to establish an SSH connection with an ESXi host:

vm vSphere Client Menu v

1] 2 Q [4 esxiOlabdelwahed.me | acTions~

[ vCenter0l.abdelwahed.me Summary Monitor Configure Permissions VMs Datastores Networks

vServer

7 Clusterot Power Management

Advanced System 5.

[ esxi0labdelwahed |

0 esxi02.abdelwahed..
P Firewa
& Resource Pool_01

838 Abdelwahed_vApp

[ web_Sserver =
System Swap
Parkaaes
#8 PUTTY Configuration ?
Category:
[=)- Session Basic options for your PuTTY session
i Logging

Specify the destination you want to connect to

a

s

Host Name (or IP address) Port
[200.200.200.1] |[22
Connection type:

o ®55H (O Seral () Other: | Telnet
pearance

Behaviour Load, save or delete a stored session

Translation Saved Sessions
Selection ‘

I N PR

Services REFRES
@ Restart D Stop #” Edit Startup Policy
Name Daemon Startup Policy
Direct Consele Ul Running Start and stop with host
ESXI Shell Swopped Start and stop manually
I 55H Running Start and stop manually
Load-Based Teaming Da... Running Start and stop with host
ER 200.200.200.1 - PUTTY — ] e

After establishing an SSH connection to an ESXi host, you have the ability to deploy numerous commands for host
management and observation. Below is a list of typical SSH commands that can aid in the administration of ESX:i:

ESXi Descriptio

Command
=5 H 1 This command allows you
version get to see the version and
build number of your ESXi
host.

esxcli This command displays all
network ip network interfaces on
10l e your ESXi host, along with
their respective IP
addresses.

Example

Example: You run the command and get output similar to
"VMware ESXi 6.7.0 build-8169922".

Example: Running this command shows an output including
interfaces like "vmk0", "vmk1", with their associated IP
addresses.
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esxcli
network ip
dns server
list

esxcli storage
core device
list

esxcli storage
vmfs extent
list

esxcli
hardware
cpu list

esxcli
hardware
memory get

esxcli
software vib
list

esxcli vm
process list

With this command, you
can see the DNS servers
that your ESXi host is
configured to use.

This command reveals
the storage devices that

your ESXi host can access.

Use this command to see
the VMFS volumes and
their extents on your ESXi
host.

This command provides
detailed information
about the CPUs on your
ESXi host.

You can use this
command to get the
memory information
from your ESXi host.

This command will show
you the installed VIBs
(vSphere Installation
Bundles) on your ESXi
host.

This command provides a
list of the running virtual
machines on your ESXi
host.

Example: The command output shows "DNS servers:
192.0.2.53, 203.0.113.53", indicating these are the configured
DNS servers.

Example: Running this command might display devices like
"naa.6006016045502500a7e03a8b8b7ed411" with additional
information about the device.

Example: The output might include volumes like "datastorel”,
along with the extent information.

Example: You might see output like "CPUO, core 0, HT O,
Socket 0" which gives detailed info about each CPU.

Example: The command might output something like
"Physical Memory: 32 GB", showing the total physical
memory.

Example: Output may include VIBs like "esx-base", "
each with version and installation dates.

vsan",

Example: You might see an output including VM names like
"'vm1, vm2", with additional information such as World ID,
UUID, and display name.

Keep in mind that the examples provided are for illustration purposes only and the real results will vary based on
your ESXi host's particular setup and condition.

vCenter Server Appliance (VCSA):

Command

Action

List all services service-control --list

Start a service service-control --start [servicename]
Stop a service service-control --stop [servicename]
Restart a service service-control --restart [servicename]

List service dependencies service-control --list-dependencies [servicename]

List required services

service-control --required-by [servicename]
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