MCSA Complete Labs

MCSA Complete Labs

Version 22.05

Ahmed Abdelwahed
ahmed@abdelwahed.me
www.abdelwahed.me
LinkedIn

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/
mailto:ahmed@abdelwahed.me
www.abdelwahed.me
https://www.linkedin.com/in/ahmedmct/

MCSA Complete Labs

Contents
Active Directory

Primary Active Directory
Secondary Active Directory (Migration & HA)
DHCP
Storage
File Server Resource Manager (FSRM)
Lab 2: Data Deduplication
Lab 3: ISCSI Storage
Lab 4: Storage Pool
Windows Deployment Services (WDS)
Windows Server Update Services (WSUS)
L2TP/IPsec VPN
Direct Access
Network Load Balancer (Web Servers)
Failover Cluster with File Server
Active Directory Certification Service — ADCS
e Installing AD CS Role
e Configuring AD CS Role
Active Directory Rights Management
e Preparation and Installation
e Post installation configuration
e Configure RMS Template
Active Directory Federation Services
e Installation Prerequisites and Installation
e Configuring ADFS
Hyper-V
e Install and Configure Windows Server 2016 Core on Hyper-V 2016
e Hyper-V Replication
IPv6

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

Active Directory
Primary Active Directory
Lab Objective
Active Directory Domain Services (AD DS) serves as the central database for storing data on all
objects within your Active Directory Forest and processes authentication requests.

This lab explains the process to add and install active directory domain services on windows
server 2016.

- Server Name: DCO1

- IP Address: 192.168.153.10

- DNS:192.168.153.10

- Domain Name: ITPROLABS.XYZ

Initial Configuration
Before you start active directory installation on windows server 2016, there are some changes
its recommended to configure on server including the following:

- Server fully update

- Configure static IP

- Create complex password for built-in administrator

- Rename server

- Configure time zone

to change previous setting open server manager from start menu and follow the below

@ ¥ Server Manager * Local Server @ F Mamge ool view

i PROPERTIES

I3 Dashboard For WIN-64A4EDL6D1E | TASKS
B Local Server
= Computer name WIN-64A4EDL6D1E Last installed updates Never
H& All Servers Workgroup WORKGROUP W s Update Download updates only, using Windows deate‘
WE File and Storage Services b Last checked for updates Never
Internet Protocol Version 4 (TCP/IPv4) Properties X || Windows Firewall Private; Off « Real-Time Protection: On
P Remote management Enabled Settings
oo AL O
You can get IP settings assigned automatcally if your network supports Remote Desktop Disabled Off
0 cosbi) Oiralcy oA B fuf o Bt NIC Teaming Disabled (UTC+03:00) KuwaitgRiyadh “
Ethernet0 IPv4 address assigned by DHCP, IPv6 enabled Not activated «
(O Obtain an 1P address automatically
(@ Use the follwing IP address:
1P address: [192.166.153. 10
Subnet mask: 255.255.255. 0
Operating system version Microsoft Windows Server 2016 Datacenter Processors Intel(R) Core(TM) i5-3470 CPU @ 3.20GHz
Default gateway: 192.168.153. 2 | e
Hardware information VMware, Inc. VMware Virtual Platform Installed memory (RAM) 3GB
Obtain DNS server address automaticaly Total disk space 200GB
(@ Use the following DNS server addresses:
Preferred DNS server: 192.168 . 153, 10 |
Alterate DNS server: 3 ol |
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Install Active directory role
Our server is now prepared for the installation of Active Directory Domain Services, as depicted in the
following figures.

@ s

i Dashboard

Server Manager * Local Server @ |V Monsge Toos view e

Add Roles and Features

Remove Roles and Features

i PROPERTIES

For DCO1
SAbEL Add Servers

ocal Server
H& All Servers Workgroup WORKGROUP Windows Update Download updates only, Server Manager Properties
#§ File and Storage Services P Last checked for updates Never
Windows Firewall Private: Off o Windows Defender Real-Time Protection: On
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled IE Enhanced Security Configuration Off
NIC Teaming Disabled Time zone (UTC+03:00) Kuwait, Riyad
Etheret0 192.168.153.10 Product ID Not activated
Operating system version Microsoft Windows Server 2016 Datacenter Processors Intel{R) Core{TM) i5-3470 qPU @ 3.20GHz
Hardware information VMware, Inc. VMware Virtual Platform Installed memory (RAM) 3GB
Total disk space 200 GB
- s
& Add Roles and Features Wizard - O X
S | . | l . DESTINATION SERVER
elect installation type oco1

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

Installation Type
(®) Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
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Select destination server

Before You Begin
Instaliation Type

erver Selection

wv

Server Roles

Features

Select server roles

DESTINATION SERVER
CCo1

Select a server or a virtual hard disk on which to install roles and features.

(®) Select a server from the server pool

(0 Select a virtual hard disk

Server Pool

Filter: [

Name

IP Address

192.168.15

Operating System

3.10  Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Select one or more roles to install on the select

Roles

Active Directory Certificate Services
BllActive Directory Domain Services)
Active Directory Federation Services

Active Directory Lightweight Directory
Active Directory Rights Management S¢

Device Health Attestation
DHCP Server

DNS Server

Fax Server

> |M File and Storage Services (1 of 12 instal

Host Guardian Service
Hyper-V

MultiPoint Services
Network Controller

Network Policy and Access Services
Print and Document Services

Remote Access
Remote Desktop Services

Volume Activation Services

Web Server (lIS)

< Pr Next > | install |

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

odFeaturesH Cancel |

pr

& |
| < P Next > | Install ‘ | Cancel
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DESTINATION SERVER
Select features ocor
Before You Begin Select one or more features to install on the selected server.
Instaliation Type Features Description
Server Selection I NET Framework 3.5 Feature N NET Framework 3.5 combines the
Server Roles i (W] .NET Framework 4.6 Features (2 of 7 installed) power of the .NET Framework 2.0
R I [[] Background Intelligent Transfer Service (BITS) AP!s ‘_‘"th new tthnoIogles for
Features ] BitLocker Drive Encryption building applications that offer
AD DS [] BitLocker Network Unlock appealing user interfaces, protect
; ] BranchCache your customers' personal identity
Confirmation ] Client for NFS information, enable seamless and
[] Containers secure communication, and provide
[] Data Center Bridging the ability to model a range of
] Direct Play business processes.
[[] Enhanced Storage
[] Failover Clustering
Group Policy Management
[] Host Guardian Hyper-V Support
[] 170 Quality of Service
[C] 1S Hostable Web Core
[] Internet Printing Client
[] Ip Address Management (IPAM) Server
[T] iSNS Server service v
< >
1 Next > | ’ Install ‘ | Cancel
< - . . DESTINATION SERVER
Confirm installation selections ocor

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Instaliation Type Restart the destination server automatically if required

Server Szlection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

AD DS Active Directory Domain Services

Group Policy Management

Confirmation

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous | { Next >b Install | [ Cancel
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Promoting to Domain Controllers
We can now upgrade the server to an active directory by following the steps illustrated below in the server

manager.

Server Manager * Local Server

ge Services P

= PROPERTIES
. For DCO1

v1f'A

| Post-deployment Configura... |

Computer name

Workgroup

Windows Firewall
Remote management
Remote Desktop

NIC Teaming
Ethernet0

Configuration required for Active Directory Domain
DCo1 Services at DCO1

WORKGROUP Promote this server to a domain controller

o Feature installation

Private: Off Configuration required. Installation succeeded on
Enabled bco1

Disabled Add Roles and Features

Disabled

192.168.153.10 Task Details

e There are three permissible actions when elevating your server to active directory status:
Make your server an additional domain controller in an existing domain,
Transform your server into a child domain within an existing forest,

Designate your server as the root of a new forest (as chosen for our scenario).

fiz: Active Directory Domain Services Configuration Wizard —

Deployment Configuration

Deployment Configuration

Domain Controller Cptions
Additional Cpticns

Paths

Select the deployment operation

(O Add a domain controller to an existing domain
) Add a new domain to an existing forest

o.g_' Add a new forest

Specify the domain information for this operation

Root domain name: itprolabs.xyzl

O X
TARGET SERVER
DCO1

Choose the forest and domain functional level to activate extra features in Active Directory. For this scenario,
opt for Windows Server 2016. Our domain will also serve as DNS and hold the global catalog. Lastly, set up a
password for AD restore mode.
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[z Active Directory Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration

Select functional level of the forest and root domain

- O X

TARGET SERVER
DCO1

Domain Controller Opt

Forest functional level: J Windows Server 2016

DNS Options

Domain functional level: ]W;diowsi VSefver7270716

Additional Opticns

Paths Specify domain controller capabilities

Review Cptions Domain Name System (DNS) server
V| Global Catalog (GC)
Read only domain controller (RODC)

Prereguisites Chec

o Type the Directory Services Restore Mode (DSRM) password

Password: |escessscsece

Confirm password: ouuooooou|

ey Active Directory Domain Services Configuration Wizard

Additional Options

Deployment Configuration

Domain Controller Cptions

Verify the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name: !lTPROLABS

DNS Options

Additional Options

Paths

Review

Preraguisites Chack

fi Active Directory Domain Services Configuration Wizard

DNS Options

- O X

TARGET SERVER
DCo1

5 O X

TARGET SERVER
DCo1

| A Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X

Deployment Configuration ! . -
Specify DNS delegation options

Domain Controller Cptions

Create DNS delegation

Additional Cptions

Dathr
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It is advisable to relocate the Active Directory database and log file locations away from the
operating system partition.

ices Configuration Wizard = O

& Active D

TARGET SERVER
PaThS DCO1 Never

Download updates only
Never

Deployment Configuration i .

Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Options ; ‘
DNS Options Database folder: E,E:\AP DB Iz'

Real-Time Protection: C

y [£5 | Settings
Aekditonal Boions Log files folder: [E7AD DBWNTDS 1] "

SYSVOL folder [EAAD DBASYSVOL | Py

Jiew Opti
Review Options Browse For Folder X

Prerequisites Check
Select the folder for the Active Directory Domain Services

Database.
34

> b Downloads A
> D Music

> [&] Pictures

> [ Videos =
> ‘i Local Disk (C:)

> = CD Drive (D:) WD Unlocker
v . DB(E)

AD DB —

More about Active Directory paths

MakeNewFolder | [ ok || cancel
@"“" ' ' =

fi Active Directory Domain Services Configuration Wizard — [m] X
g . TARGET SERVER
Review Options DCor
Deployment Configuration | [ Review your selections:
Domain Controller Options | Configure this server as the first Active Directory domain controller in a new forest. A
DNS Options The new domain name is "itprolabs.xyz". This is also the name of the new forest.

Additional Options
Paths

The NetBIOS name of the domain: ITPROLABS

Forest Functional Level: Windows Server 2016

Domain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No v

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

1 Next > Install | Cancel
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[ Active Directory Domain Services Configuration Wizard = O

TARGET SERVER

_Installation ool

Progress
Waiting for DNS installation to finish
A ) View detailed operation results

M, Windows Server 2016 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwiink/?Linkld=104751).

M. A delegation for this DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DNS infrastructure, you should manually create a delegation to this DNS server in
the parent zone to ensure reliable name resolution from outside the domain
"itprolabs.xyz". Otherwise, no action is required.

= Active Directory Domain Services Configuration Wizard = [m] X
TARGET SERVER
Dco1

P need to be vali before Active Directory Domain Services is installed on this

computer

Verifying prerequisites for domain controller operation...
A ) View results

A\ I you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Nel nstall Cancel
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Our server has been successfully promoted to an active directory domain controller.

@ ¥ Server Manager * Local Server

i PROPERTIES

Manage

-@1F

For DCO1
Computer name DCO1
All Servers IDomain itprolabsxyz I
AD DS
18 DHcP
& DNS Windows Firewall Domain: Off
H§ File and Storage Services b Remote management Enabled
Remote Desktop Disabled
NIC Teaming Disabled

Ethemnet0

Operating system version

Hardware information

192.168.153.10

| Active Directory Users and Computers

File Action View Help

Microsoft Windows Server 2016 Datacenter

VMware, Inc. VMware Virtual Platform

Last installed updates
Windows Update
Last checked for updates

Windows Defender

Feedback & Diagnostics

IE Enhanced Security Configuration

Time zone

Product ID

Processors
Installed memory (RAM)

Total disk space

TG EIEEE EEE Y Ak

Never

Download updates only, using Windows Update

Yesterday at 1:00 PM

Real-Time Protection: On
Settings

Off

(UTC+03:00) Kuwait, Riyadh
Not activated

Intel(R) Core(TM) i5-3470 CPU @ 3.20GHz
3GB
260 GB

] Active Directory Users and Com
> || Saved Queries

o
e
1 Builtin

> || Computers

> 2| Domain Controllers

» || ForeignSecurityPrincipal:
> || Managed Service Accout
> [] Users

Name

I Builtin

| Computers
2] Domain Con...
"] ForeignSecu...
"I Managed Se...
[ Users

Type
builtinDomain
Container
Organizational...
Container
Container
Container

Description

Default container for up...
Default container for do...
Default container for sec...
Default container for ma...
Default container for up...

www.abdelwahed.me
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Secondary Active Directory Domain Controller
To enhance the high availability and reliability of our primary Domain Controller (DC) for abdelwahed.me, we
are going to create a secondary Active Directory Domain Controller. This secondary DC will serve multiple
purposes, including:

1. High Availability:

o The secondary DC ensures that our Active Directory services remain available in case the
primary DC experiences downtime or failure. This setup helps to maintain uninterrupted access
to resources and authentication services.

2. Upgrade Path:

o Operating System Upgrades: When upgrading from an older Windows Server version to a new
one, the secondary DC can facilitate a smooth transition. By promoting a secondary DC with the
new OS, we can gradually transfer roles and services, ensuring minimal disruption.

o Hardware Upgrades: When the primary DC requires a hardware upgrade, the secondary DC can
take over its responsibilities temporarily. This allows for seamless hardware updates without
affecting domain services.

3. Redundancy:

o The secondary DC acts as a backup for the Active Directory database. This redundancy protects
against data loss and ensures that changes to the directory are replicated and preserved.

4. Load Balancing:

o With a secondary DC, authentication and directory lookup requests can be distributed across
multiple servers. This load balancing improves performance and responsiveness for users and
applications.

Steps to Create a Secondary Active Directory Domain Controller:
1. Prepare the Secondary Server:

o Ensure that the secondary server meets the system requirements and is properly configured
with a static IP address and DNS settings.

2. Join the Secondary Server to the Domain:

o Add the secondary server to the existing domain abdelwahed.me.
3. Install Active Directory Domain Services (AD DS):

o Use the Server Manager to install the AD DS role on the secondary server.
4. Promote the Server to a Domain Controller:

o Promote the secondary server to a Domain Controller using the Active Directory Domain
Services Configuration Wizard. Ensure it is configured to replicate from the primary DC.

5. Verify Replication:

o Ensure that replication between the primary and secondary DCs is functioning correctly. Use
tools like repadmin and Active Directory Sites and Services to monitor replication status.

6. Transfer FSMO Roles (if necessary):

o Consider transferring Flexible Single Master Operations (FSMO) roles to the secondary DC if
needed for load balancing or during the upgrade process.

All steps explained above are illustrated in the photos below:

www.abdelwahed.me
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ZJ Group Policy Management Editor -
File Action View Help
e | 2R XEE HE
(= Default Domain Policy [MCT-DC1.ABDELWAHEL A || policy - Policy Setting
v i C_omputer Configuration 12y Access Credential Manager as a truste| Add workstations to domain Properties ? s
~ || Policies . X
1 Software Sett 1) Access this computer from the netwol
i = V\:nd:\t:s Set:::,;gg;s 15} Act as part of the operating system Security Policy Setting - Explain
5[] Name Resolution Palicy & ﬁ:d workstations to do;nam = Add workstations to domain
=] Scripts (Startups/Shutdown) i A”Justl memolry q:‘m; oraprocess 5
v i Security Settings fw Allow log on focally " .
. g ] Define th licy settings:
» 5 Account Policies 12 Allow log en through Remote Desktog ine these policy s=tings
v éﬂ Local Policies lzi Back up files and directories ABDELWAHED \Domain Admins
> j Audit Policy |2 Bypass traverse checking
> i UserRights Assignment 2] Change the system time
j Security Options lZ| Change the time zone
> jﬂ Event Log \i) Create a pagefile
> [ & Restricted Groups |#l;| Create a token object
» [[& System Services 5] Create global objects
> 8 Registry lii) Create permanent shared objects
’ ;3 File System 15y Create symbolic links
> ;_a[ W!red MNetwork (IEEE .302.3) Pc! 2| Debug programs
’ j Windaws Defender Firewall wi |11z Deny access to this computer from th Add User or Group. . Remove
[ Network List Manager Policies D, .
- X lzz| Deny log on as a batch job
> ;j Wireless Network (IEEE 802.11] 5 .
[ Public Key Policies li Deny log on as a service
>
. 1o Deny | locall
» || Software Restriction Policies ey Deny I°g en t:ca yh Remote Deskt
> [l Application Control Policies ey eny feg on through hemote Leskiop
> lg IP Security Policies on Active [ li) Enable computer and user accounts t
T A e B i Pl i li Force shutdown from a remote systen
Ba PROPERTIES
Dashboard . For MCT-DC2 [
|
Computer name MCT-DC2 Last installed updates MNever
i All Servers Domain abdelwahed.me Windows Update Downlo
-n ile an oral = oles and Features Wizar —
NE File and St [z Add Roles and Features Wizard a X

DESTINATIOMN SERVER
MCT-DC2 abdelwshed.me

Select destination server

Before You Begin Select a server or a virtual hard disk on which ta install roles and features,

Installation Type (®) Select a server from the server pool

ver Selection () Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System

MCT-DC2.abdelwahed.me

200.200.200.201

Microsoft Windows Server 2022 Datacenter
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= Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

Confirmation

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services -
Active Directory Domain Senvices
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
] Device Health Attestation
[] DHCP Server
] DNS Server
[] Fax Server
I [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
] Hyper-v
[ Network Controller
] Network Policy and Access Services

[] Print and Document Services

— -

-r;'ﬁ Add Roles and Features Wizard

Installation progress

View installation progress

o Feature installation
—
Installation started on MCT-DC2.abdelwahed.me

- a >

DESTINATIOM SERVER
MCT-DC2 abdelwahed me

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD D5
uses domain controllers to give
network users access to permitted
rescurces anywhere on the network
through a single logon process.

- O

DESTINATION SERVER
MCT-DC2 abdelwshed.me

x

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

AD DS Tools

Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Active Directory module for Windows PowerShell

You can close this wizard without interrupting running tasks, View task progress or open this

Export configuration settings

page again by clicking Neotifications in the command bar, and then Task Details.
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&= Add Reles and Features Wizard — O *
- DESTINATION SERWER
Installation progress MCT-DC2 abdemabed me

View installation progress

o Feature installation
]

Configuration required. Installation succeeded on MCT-DC2.abdelwahed.me.

Active Directory Domain Services -
Additional steps are required to make this machine a domain contraller.
Promote this server to a domain controller

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

: ‘:l | FA Manage

Server Manager * Local Server

B  PROPERTIES 1. Post-deployment Configuration
. For MCT-DC2
Configuration required for Active Directory Domain
= Computer name MCT Services at MCT-DC2
Wi All Servers Domain abde Promote this server te a domain controller
il AD DS fes

= o Feature installation
BE File and Storage Services P

Microsoft Defender Firewall Deom Configuration required. Installation succeeded on tivirus
Remote management Enak MCT-DC2.abdelwahed.me. s

Remote Desktop Disal Add Roles and Features onfiguration
NIC Teaming Disal .

Ethemet 200 fask Detalls

Azure Arc Management Disabre

www.abdelwahed.me
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iz Active Directory Domain Services Configuration Wizard - O *
D | t C _I: _t TARGET SERVER
eployment Configuration MET-DC2 abdelrahod me

Deployment Configuration

Select the deployment operation
Diomain Controller Options

® Add a domain controller to an existing domain
Additional Cptions

) Add a new domain to an existing forest
Faths () Add a new forest

Review Options i o . . .
Specify the domain infermation for this operation

Praraguisitas Chack
Domain: abdelwahed.me | | Select... |
Supply the credentials to perform this operation
ABDELWAHEDVAdministrator (Current user)
= Active Directory Domain Services Configuration Wizard - O *
. . TARGET SERVER
Domain Controller Options MCT-DC2.abdehwahed.me

Deployment Configuration ) ) . . .
Specify domain controller capabilities and site information

Domain Controller Options

Domain Name System (DNS) server

DNS Cptions Global Catalog (GC)
Additicnal Options [[] Read only domain controller (RODC)
Paths Site name: | Default-First-Site-Name - |

Review Cptions
o Type the Directory Services Restore Mode (D5RM) password
Prereguisitas Chack

Password: |.II..II..II. |

Confirm password: |.II..II..II. |

www.abdelwahed.me
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= Active Directory Domain Services Configuration Wizard - O x
DN S O t TARGET SERVER
puons MCT-DC2.abdelwahed.me

‘ A, Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare »

Deployment Configuration . . .
Specify DN5 delegation options

Domain Controller Options ]

Update DNS delegation

DMS Options

Additional Cptions
Paths

Review Options

Prereguisites Check
[ Active Directory Domain Services Configuration Wizard — O >
Add t | O t TARGET SERVER
lonal Lptons MCT-DC2.abdelwahed.me
Deployment Configuration . . _
Specify Install From Media (IFM) Options
Domain Controller Cptions )
] Install from media
DMN5 Options
Additional Options Specify additional replication options
Paths Replicate from: MCT-DC1.abdelwahed.me v

Review Cptions

Frareguisitas Chack

www.abdelwahed.me
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[ Active Directory Domain Services Configuration Wizard - O *

Path TARGET SERVER
dalns MCT-DC2.abdelwahed.me

Deployment Configuration . . )
Specify the location of the AD D5 database, log files, and SYSVOL
Domain Controller Options

DM5 Options
Additional Options Log files folder: |C:\W|ndow5\NTDS ||I|

SYSVOL folder: | CAWindows\SYSVOL =]

Review Cptions

Database folder: CAWindows\NTDS =]

Preraguisites Chack
& Active Directory Demain Services Configuration Wizard - a >
R ; O - TARGET SERVER
eview QOptions MCT-DCZ.abdehwahed.me
Deploymenit Configuration Review your selections:
Domain Controller Options Configure this server as an additional Active Directory domain controller for the domain A
) "abdelwahed.me".
DN5S Options
Additional Options Site Name: Default-First-5ite-Mame
FPaths Additional Options:

Read-only domain controller: No

Frerequisites Check

Global catalog: Yes
DNS Server: Yes
Update DNS Delegation: No

Source DC: MCT-DC1.abdelwahed.me

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

www.abdelwahed.me
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= Active Directory Domain Services C

Prerequisites Check

onfiguration Wizard - O

*

TARGET SERVER
MCT-DC2.abdelwahed.me

| & Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show mare *
Deployment Configuration - ) . . . L )
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer
DN5 Options Rerun prerequisites check
Additional Options
Paths @ View results
Review Options I Windows Server 2022 do m_ain conh‘oller_s have_ a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptography algorithms when establishing security channel sessions.
For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsaft.com/fwlink/7Linkld=104751).
I Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server, If you are integrating
with an existing DN5 infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resclution from outside the
domain “abdelwahed.me". Otherwise, no action is required. 0¥
1, If you click Install, the server automatically reboots at the end of the promotion operation.
Maore about prerequisites
< Previous Next > Install | | Cancel

= Active Directory Domain Services Configuration Wizard — O
| | | . TARGET SERVER
nstallation MCT-DC2.abdelwahed.me
Progress
Securing machine\software\microsoft\windows
) View detailed operation results

Installa

Windows Server 2022 domain controllers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows NT 4.0% that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

A delegation for this DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DN infrastructure, you should manually create a delegation to this DNS server in
the parent zone to ensure reliable name resolution from outside the domain
“abdelwahed.me", Otherwise, no action is required.

More about installation options
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@ ¥ Server Manager * Local Server

Dashboard
All Servers
AD DS
DNS

LR

Filz and Storage Services P

B PROPERTIES
. For MCT-DC2

Computer name MCT-DC2 Last installed
Domain abdelwahed.me Windows Upc
1 bl 1 -l

: Active Directory Users and Computers

File Action View Help

o | B XEBdE BHE|PaaTEh

: Active Directory Users and Com|| Name Type Description

[ Saved Queries E; Sales01 User
v ‘}F'j abdelwahed.me

Builtin

Computers

Dormain Controllers
Finance
ForeignSecurityPrincipal:
HR.

T

Managed Service Accour
Marketing

Sales

2

Users
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DHCP

Lab Goal
The Dynamic Host Configuration Protocol (DHCP) automatically assigns TCP/IP configuration such as IP address,

subnet mask, default gateway, DNS server, and various other parameters. This laboratory session is designed to
impart the necessary skills for installing and administering a DHCP Server.

Install DHCP role

The DHCP server role can be added using the server manager by selecting 'Add Roles,' or through PowerShell,
as depicted in the instructions below:

- Using PowerShell

EN Administrator: Windows PowerShell

dows PowerShe :
opyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> Add-WindowsFeature
uccess Restart Needed Exit Code Feature Result

Success {DHCP Server, DHCP Server Tools}

- Using Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

1 " “ashboard

Local Server
ii All Servers
id ADDS
& DNS
g File and Storage Services P

WHAT'S NEW > = . WRCERe
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Select server roles

DESTINATION SERVER
DCO1.itprolabsxyz

Select one or more roles to install on

f=; Add Roles and Features Wizard

Roles Add features that are required for DHCP Server?

/' Active Directory Domain Servi
| Active Directory Federation Sg L
| Active Directory Lightweight [
| Active Directory Rights Manag
Device Health Attestation
|
| DNS Server (Installed)
Fax Server
|- /M| File and Storage Services (2 of
| Host Guardian Service
[ | Hyper-V
| MultiPoint Services
| Network Controller
| Network Policy and Access Se|

| Active Directory Certificate 591 The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

| Print and Document Services
| Remote Access
| Remote Desktop Services
| Volume Activation Services
Web Server (lIS)

Include management tools (if applicable)

add Features Cancel

L<p,°Nexz> | | instan || Cancel

Select features

Before You Begin
Instaliation Type
Server Selection
Server Roles
DHCP Server

Confirmation

Select one or more features to install on the selected server.

Features

BN NET Framework 3.5 Features

[ [m] .NET Framework 4.6 Features (2 of 7 installed)
I [[] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Network Unlock

[] BranchCache

[] Client for NFS

[] Containers

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

| Group Policy Management (Installed)

[[] Host Guardian Hyper-V Support

[] 1/0 Quality of Service

[] 1S Hostable Web Core

[] Internet Printing Client

[] 1P Address Management (IPAM) Server

[71 iSNS Server service

DESTINATION SERVER
DCO1.itprolabsxyz

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

[ e ex> |

\ Install ' | Cancel

bility
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DHCP Server

Before You Begin
Instaliation Type
Server Selection

Server Roles

DESTINATION SERVER
DCO1.itprolabsxyz

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options, This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Features Things to note:
* You should configure at least one static IP address on this computer.
Confirmation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.
< Previous ext > ; install ‘ | Cancel
. . . . DESTINATION SERVER
Confirm installation selections DCOt.tprolabs xyz

Before You Begin
Installation Type
Server Selection
Server Roles
Features

DHCP Server

Confirmation

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server
Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

< Previous | | Next> | Install_ | | Cancel
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Iz Add Roles and Features Wizard — O X
v DESTINATION SERVER
Installation progress DGO tprolabs:oz

View installation progress

ture installation
=]
Installation started on DCO1.itprolabs.xyz

DHCP Server
Remote Server Administration Tools
Role Administration Tools

DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Next > Close Cancel

‘ < Previous | |

DHCP Post Installation Configuration

Server Manager * Dashboard

|, Post-deployment Configura... [

i Dashboard WELCOME TO SERVER MANAGER

i Local Server Configuration required for DHCP Server at DCO1 -

i Al Servers 5 e %
= a Configure this local server Compiste DHCP conffguration
Il AD DS : 3
= o Feature installation
{8 DHCP QUICK START
% DNS 2 Add roles and features Configuration required. Installation succeeded on
= DCO1.itprolabs.xyz.
R File and Storage Services P = e - ~ POt
3 Add other servers to manage Add Roles and Features
WHAT'S NEW §
4 Create a server group Task Details

Connect this server to cloud services

w
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DHCP Authorization

In Active Directory, DHCP requires authorization to allocate IP addresses to DHCP clients, and this is carried out
using a domain administrator account.

= DHCP Post-Install configuration wizard - O X

Description

The following steps will be performed to complete the configuration of the DHCP Server on the

target computern:
Autherization

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

[z DHCP Post-Install configuration wizard = O X
Authorization
Description Specify the credentials to be used to authorize this DHCP server in AD DS.

(®) Use the following user's credentials

User Name: | ITPROLABS\administrator

() Use alternate credentials

wy

UserName:

pecify...

) Skip AD authorization

o P e | o
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Configuring DHCP
Create and configure new scope

A DHCP scope represents a range of IP addresses that a DHCP server can assign to clients. To add and
configure scope options, proceed as detailed in the following figures. Execute dhcpmgmt.msc to launch the
DHCP management wizard.

% DHCP s
v 3 dcOlitprolabsxyz ‘0| Add a Scope
v Bin it
Display Statistics...
] is a range of IP addresses assigned to computers requesting a dynamic IP address. You must create and config
New Scope... =s can be assigned.
New Multicast Scope...

1 new scope, on the Action menu, click New Scope.
Configure Failover...

e information about setting up a DHCP server, see online Help.
Replicate Failover Scopes...

Nefina llcar Claccar

% DHCP -
v 7 de01.itprolabs.xyz '0? Add a Scope
v @ Pv4 -
.5 Server Options % ik i : :
2 Polici A scope is a range of IP address before dynamic IP
= e addresses can be assigned. New Scope Wizard
> [ #| Filters
> i IPv6 To add a new scope, onthe Acti  Scope Name
You have to provide an identifying scope name. You also have the option of providing
For more information about seti a description.
Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.
Namé’lTProLabs Scope]
Description: [
- A 2 A
[z DHCP Post-Install configuration wizard — O
Summary

The status of the post install configuration steps are indicated below:

Creating security groups Done

Please restart the DHCP server service on the tan m or the security groups to be
effective.

Authorizing DHCP server s @
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Please keep in mind that the range of IP addresses can be altered after creating the scope, but the subnet
mask is not changeable.

? DHCP =

v &3 dcO1 itprolabs.yz ,ol Add a Scope
v B IPva -

.3 Server Options

ERT N V3 L e hef,
before

A scope is a range of IP address

New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

"“ Policies addresses can be assigned.
> [#| Filters
\ i IPv6 To add a new scope, on the Acti

For more information about si

~Configuration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: I 192 .168 . 153 . 50
End IP address: l 192 . 168 . 153 . 254

— Configuration settings that propagate to DHCP Client

Length: 24

Subnet mask: 255.255.255. 0

You have the option to exclude an IP address or a set of IP addresses from those available for DHCP allocation,
allowing for manual assignment as static IPs.

New Scope Wizard

i  Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
1 server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

Start |P address: End IP address:

Excluded address range:

Subnet delay in milli second:

=
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The standard setting for DHCP leases is 8 days, but you can adjust the duration to meet your needs.

% DHCP
v 3 dc01l.itprolabs.xyz
v Blpva
(.3 Server Options . vy PR - . s e 3% e
= Polici A scope is a range of IP address -
e addresses can be assigned. New Scope Wizard
» [ # Filters
> i IPve To add a new scope, on the Acti Lease Duration
The lease duration specifies how long a client can use an |P address from this scope.
For more information about seti

Lease durations should typically be equal to the average time the computeris
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:
| B oeml ] o

Set up the standard DHCP options now, or you have the option to configure them later.

% DHCP
v 3 dcOlitprolabs.xyz
v 3P
3 S Opti
j pe:\.fe.r RO A scope is a range of IP address S : * e —=
il olicies addresses can be assigned. New Scope Wizard
, 7| Filters
> i IPvb To add a new scope, onthe Acti  Configure DHCP Options

before dyr

You have to configure the most common DHCP options before clients can use the

For more information about set{ scope.

When clients obtain an address, they are given DHCP options such as the IP

addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

~ (% Yes, | want to configure these options now:

" No, | will corfigure these options later

www.abdelwahed.me
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% DHCP
v 3 dcOl.itprolabs.xyz
v B Ipvd
.3 Server Options
4] Policies
> ¥ Filters
i IPv6

A scope is a range of IP address:

addresses can be assigned. New Scope Wizard

To add a new scope, on the Acti Router (Default Gateway)
You can specify the routers, or default gateways, to be distributed by this scope.

For more information about seti

before

To add an IP address for a router used by clients, enter the address below.

IP address:
192 .168.153. 2

Choose a DNS server acquired via DHCP; for instance, in our setup, we have a domain (DNS Server) titled
itprolabs.xyz with two DNS servers assigned the IP addresses 192.168.153.10 and 192.168.153.9.

% DHCP ?
v 3 dcOl.itprolabsxyz ‘0’ AddaScope
v B P -
{3 Server Options ; ; : 2 R s L e h
= Polici A scope is a range of IP address - befo
A o addresses can be assigned. New Scope Wizard
> ¥ Filters
i IPv6 To add a new scope, on the Acti

For more information about set{

Domain Name and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by clients

on your network.

opam domai: [T

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

To configure scope clients to use DNS servers on your network, enter the |P addresses for those
servers.

Server name: IP address:

192.168.153.10
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¥ DHCP
v 3 dcOl.itprolabs.xyz
v i IPv4
.3 Server Options
| Policies

7| Filters
i IPv6

Enable your scope with the settings we've applied, or choose to enable it at another time.

.;03 Add aScope

A scope is a range of IP address

addresses can be assigned.

To add a new scope, on the Acti

For more information about set{

New Scope Wizard

WINS Servers

names to IP addresses.

Computers running Windows can use WINS servers to convert NetBIOS computer

Entering server P addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve NetBIOS names.

N

Server name:

IP address:

TS ]

Ur

befor

@ DHcP
v 3 dcOlitprolabsxyz
v 3 IPva
.3 Server Options
| Policies
¥ Filters

% IPv6

1‘0) Add a Scope

befo

A scope is a range of IP address
addresses can be assigned.

To add a new scope, on the Acti

For more information about set{

New Scope Wizard

Activate Scope

Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

iYes, | want to activate this scope now:

¢ No, | will activate this scope later

Your configuration has been successfully completed, and the DHCP server is prepared to respond to client

requests.

% DHCP
v 3 dcOl.itprolabsxyz
v B IPv4
.3 Server Options
| Policies
¥, Filters
B IPv6

\‘or Add a Scope

L - L ERTN

before dynamic IP

A scope is a range of IP addressg
addresses can be assigned.

To add a new scope, on the Acti

For more information about se

New Scope Wizard

Wizard

Completing the New Scope

“You have successtully completed the Tew Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
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Test DHCP functionality from Windows Client (Windows 10)

How DHCP client obtain automatic IP address (DORA)

1-

2-

DHCPDiscover, DHCP client send broadcast message to the network to detect the DHCP server.

DHCPOffer, DHCP server which receive the Discover message also send broadcast message to DHCP
client that send the discover message to Offer TCP/IP configuration.

DHCPRequest, DHCP client broadcast request that contain accept for offered TCP/IP configuration.

DHCPACK, DHCP server replay broadcast with acknowledging client that now you have TCP/IP
configuration with lease duration.

When 50% of a lease duration has passed, the client asks the DHCP server via unicast to extend its lease. If the
server is reachable, it responds with a DHCPAck to renew the lease. If there's a network issue, the client
attempts to contact the server again at 87.5% of the lease time using a broadcast starting with a DHCPRequest.
Should connectivity issues persist, the server may allocate the client’s configuration to a different client.

1] =
W E

Network Connection Details X

Network Connection Details:

Property Value

Connection-specific DN... itprolabs xyz

Description Intel(R) 82574L Gigabit Network Connect
Physical Address 00-0C-25-82C5-70

DHCP Enabled Yes

|Pv4 Address 192.168.153.50

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Thursday, June 1, 2017 3:35:11 PM

Lease Expires Friday, June 9, 2017 3:42:56 PM

192.168.153.10

NetBIOS over Tepip En...  Yes

Link4ocal IPv6 Address fe80::387a:2731:245¢c:d047%3
|Pv6 Default Gateway

IPv6 DNS Server

< >

|
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DHCP Scope Options

The Address Leases tab displays the computers that received TCP/IP configurations from the DHCP server,
including details on when the lease expires and the MAC addresses of the clients.

@ DHCP Client P Address _Name
v § dc0litprolabs.yz 1%:192.168.153.50 Client01.itprolabs.xyz
v BPv 1%192.168.153.51 VPN.itprolabs.xyz

.3 Server Options
v [ Scope[192.168.153.0]

192.168.153.52
}192.168.153.53

VPN.itprolabs.xyz
VPN.itprolabs.xyz
VPN.itprolabs.xyz
VPN.itprolabs.xyz
VPN.itprolabs.xyz
VPN.itprolabs.xyz
VPN.itprolabs.xyz
VPN.itprolabs.xyz

Lease Expiration

6/10/2017 10:42:48 PM
6/14/2017 10:54:40 AM
6/14/2017 10:54:40 AM
6/14/2017 10:54:40 AM
6/14/2017 10:54:40 AM
6/14/2017 10:54:40 AM
6/14/2017 10:54:40 AM
6/14/2017 10:54:40 AM
6/14/2017 10:54:40 AM
6/14/2017 10:54:40 AM

Type

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

Unique ID
000c2982c970

Description

é) Address Leases 1“'(" 19216515534

» = Reservations 5&4192'168'153'55

_., Scope Options 1!4’_192'168'153'56

& Policies 1% 192.168.153.57

3| Policies 1% 192.168.153.58

» [ Filters 18192.168.153.59
& IPv6

DHCP Exclusion

Network Access Protection
Full Access
Full Access
Full Access
Full Access
Full Access
Full Access
Full Access
Full Access
Full Access
Full Access

As previously noted, it is possible to exclude an IP or range from DHCP scope leases; this setting can be
adjusted in this specific tab. Additionally, the DHCP scope range is visible within this tab, as illustrated in the

figures provided below.

¥ DHCP
v i dcO1l.itprolabs.xyz

‘ Start IP Address

End IP Address

[Ereze 5.0

192.168.153.254 |

v B IPv4
.3 Server Options
v | Scope[192.168.153.0]
; Address Po~Y
" Address Le:

, (= Reservation

Description

Address range for distribution

. g View >
., Scope Optit
| Policies Refresh
4_, Policies Export List...
» 7| Filters
B IPv Help
? D_Hcp Start IP Address End IP Address Description
¥ i ddlidpmisbaaye $13192.168.153.50 192.168.153.254 Address range for distribution
v B IPva
—3 SEVEr Opton Add Exclusion ? X

] Scope [192.168.1
“ i} Address Pool
@ Address Leases

> 2| Reservations
[, Scope Options
1 Policies
2| Policies
, ¥ Filters

. @ IPV6

Type the IP address range that you want to exclude. If you want to
exclude a single address, type an address in Start IP address only.

192 . 168 . 153 . 100
192 . 168 . 153 . 110

°T| Ciose

Start IP address:

End IP address:
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DHCP Reservation

It's possible to allocate a particular IP address to a specific client by linking it to the client's MAC address. This
can be particularly useful when configuring network devices like printers, network storage, or servers.

% DHCP
v 3 dcOlitprolabs.xyz
v B IPv4

& S Opti
A j‘ S:;V:; [13‘2’22;153.0] A reservation ensures that a DHCP client is always assigned the same IP address.

{3 Address Pool
& Address Leases

* Reserve' ——— i :=inn nrevents a DHCP client from ever obtaining an address from a specifi
1 New Reservation...

To add a reservation, on the Action menu, click New Reservation.

. Scope ( . . .
~ 'p. in about reservations and exclusions, see online Help.
| Policies Vievi 5
il Policies
» ¥ Filters Refresh
5 b IPv6
® Help

Additionally, you can assign a reserved IP address to a leased computer or network device, as depicted in the
figure below.

Z DHCP
vV ﬂ dcOl.itprolabs.xyz Reservations New Reservation ? X
v i IPv4
(.3 Server Options Provide information for a reserved client.

v [ Scope [192.168.153.0] A reservation ensures that a DHCP client

- ; " Reservation name: iHR Office
] L Address Pool To add a reservation, on the Action men

" Address Leases

- IP address: [192.168.153. 55
*_ Reservations Note: An exclusion prevents a DHCP clig
. Scope Options . ) . MAC address: IOOOCZ932°970
1Ty Polici For more information about reservations
" - : -on:les Description: !HR New Office
. Policies 2
> (7| Filters ~ Supported types T
> @ IPvE

Add | Close
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DHCP Filter

To restrict DHCP responses to certain clients, include their MAC addresses in an allow list filter. Conversely,
to block DHCP requests from specific computers, add their MAC addresses to a deny list filter.

@ DHCP
v ﬂ dcO1l.itprolabs.xyz

v B IPvd
.3 Server Options
v =

'i} Address Pool
5 Address Leases
| Reservations
., Scope Options
I, Policies

/| Policies

¥| Filters

Ya Allow

:J Denv

Scope [192.168.153.0]

New Filter...
Enable
View
Refresh
(g DHCP MAC Address
v 3 dcOl.itprolabsxyz
v B IPv4

_.3 Server Options
v [ Scope[192.168.153.0]
i} Address Pool
@ Address Leases
» [z Reservations
_., Scope Options
~i| Policies
Policies
Filters
V@ Allow

[ &

b &

MAC Address

¥ DHCP
v 3 dcOlitprolabs.xyz
v @ IPva
.3 Server Options
v | Scope[192.168.153.0]

i Address Pool
& Address Leases
= Reservations
_., Scope Options
_i| Policies

MAC Address

Policies
Filters
Vs Allow
X Denv

> % IPv6

L

<
[ e

Disable
View >

Refresh
Export List...

Help

Description

There are no items to show in this view

New Filter X

Provide MAC address of the client, that will not receive DHCP services.

MAC address: ]

Description: I

Please be aware that allow and deny lists are not active by default. If you activate the allow list, DHCP will
only respond to clients on this list.
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Scope and Server options

This section details how to configure or modify the scope and server settings, such as DNS and the default
gateway. Scope options are specific to a particular scope, while server options apply to all scopes within the
DHCP server. In our example, we will demonstrate how to modify the default gateway for both scope and
server options.

Please note that if there is a discrepancy between scope and server options, the scope option prevails (it is
more restrictive).

s 143

% DHcP - Server Options ? X
v 3§ dcOlitprolabsxyz ‘0“ Server Options
v 5 IPv4 L ' 4 General  Advanced
-5 Server Options : 0 % : ]
Server options are additional configuration pa vailable Options | Description ot

v [ | Scope[192.168.153.0]

2 addresses for default gateways (routers), WIN
£} Address Pool

002 Time Offset UTC offset i

@ Address Leases Server options act as defaults for all scopes. ¥ 003 Router Amay of rout 0
#| Reservations 004 Time Server Armay of time
% Scope Options To set the server options, on the Action menu . ,005 Namg Sgn{er; Array of n:n
. i Poficies For more information about server options, s
‘@ DHCP Option Name Vendor Value —
ch ' i - ;
v “.‘O:';"Z“"abs"‘yz 003 Router Standard 1921681532 | Scope Options r X
v L s 2] 006 DNS Servers Standard 1921681539 | Goneral | Advanced
3 & S:rove; [127_‘:2; 152.0] =] 015 DNS Domain Name Standard itprolabs.xyz
2 & derﬁ; po;,| v Available Options Description A
@ Address Leases g 002 Time Offset
i Reservations 3 ggi $OMe;
3 ime Server
s 1 005 Name Servers
| Policies :
| Policies
7| Filters Data entry
® IPv6 Server name:
IP address:
192.168.153. B Add
i
DHCP Classes

Describe a method for setting up distinct clients with unique parameters, such as DNS and Gateway. We
recognize three classifications:

The Default Class is automatically generated upon DHCP setup, with all clients initially set as members of this
class.

The Vendor Class requires manual creation and assigns specific TCP/IP settings to client computers based on
the vendor—this is useful when certain options like DNS or Gateway need to be customized for machines
running Windows 10, or for all devices from a manufacturer like Dell.

The User Class also needs to be manually established, and it allows distinct TCP/IP configurations for DHCP
client computers.

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

In the given example, the default DHCP DNS setting is 192.168.153.9, applied to all in the Default Class. We
intend to create a DHCP User Class named 'managers' that will assign a different DNS, 192.168.153.10, to its
members. To implement this, two steps are necessary: first, establishment of the DHCP User Class, followed
by applying a DHCP policy that provides the alternate DNS server (192.168.153.10) specifically to the
Manager class, as demonstrated in the following figures.

? EEHCP Contents of DHCP Server Status De
*v dCO:[;xt;?rolabs.xyz | j Server Options
Display Statistics... 8.153.0] ITProLabs Scope ** Active **
¥ New Scope...
New Superscope...
New Multicast Scope...
Configure Failover...
Replicate Failover Scopes...
> 8 Define User Classes... l
B Define Vendor Classes...
Reconcile All Scopes...
? EEHCP Contents of DHCP Server Status Description Failover Relationship
v E d;O:;szralabs.xyz [.3 Server Options
v . " 1] Scope [192.168.153.0] [TProLabs Scope ™ Active **
4 Server Options & Policies P
v [ Scope[192.168.153.0] | - Available classes:
i Address Pool e rilers Name | Description | Add...
o Address Leases Default Routing and R...  User class for remote access cli...
= . Defautt BOOTP Class User class for BOOTP Clients E |
=] Reservations
., Scope Options New Class ? X Re
2| Policies
| Policies Gy name:
¥| Filters IManagers
B PV Description:
il
Close
ID: Binary: ASCII: —_I
0000 4D 61 6E 61 67 65 72 73 Managers
0008
@ DHCP Policy Name Description Processit
v 3§ dc0litprolabsxyz
v B IPva

.3 Server Options
v ] Scope [192.168.153.0]
£} Address Pool
& Address Leases
| Reservations
_.. Scope Options

zbal

| Policies
¥ Filters Deactivate

B IPv6

View >
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@ DHCP
v i dcO1l.itprolabs.xyz
v 3 Pva
(.3 Server Options
v ] Scope[192.168.153.0]

[} Address Pool

['® Address Leases
| Reservations

. Scope Options
2 Policies
[ Policies
> ¥ Filters

> @B IPvE

(23 Server Options
v [ Scope [192.168.153.0]
" Address Pool
& Address Leases
> @ Reservations
. Scope Options
L. Policies
1) Policies
¥ Filters

v
&

Configure settings for the policy
¥ the condtions specfied in the policy match a cliert request, the settings wil be
applied

Ascope can be subdivided into mutiple IP address ranges. Clients that match the condtions
defined in a poicy vl be issued an IP Address from

Configure the start and end IP address for the range. The start and end IP addresses for the
range must be within the start and end IP addresses of the scope.

The cument scope IP address range is 192.168.153.50 - 192.168.153.254

¥an IP addre: isnot the licy clents vl be issued an IP
‘address from the scope range.

Do you want to corfigure an IP address range for the policy:

Contents of DHCP Server Status Description Failover Relationship
|3 Server Options
.“:é P X DHCP User Classes ? X
| Scope [192.168.153.0] ITProLabs Scope ** Active ™
=] Policies Available classes:
7! Filters Name ] Description I
Default Routing and R...  User class for remote access cli...
Default BOOTP Class User class for BOOTP Clients
Managers
=N
? DHCP Policy Name Description Processin... Level Address Range State
v 3 dcOlitprolabsxyz
L ) DHCP Policy Configuration Wizard
(.3 Server Options
v [ Scope [192.168.153.0] Policy based IP Address and Option Assignment
[} Address Pool
[ Address Leases
> (=] Reservations
[, Scope Options
oi | Policies This feature allows you to distribute configurable settings (IP address, DHCP options) to
| Policies clients based on certain conditions {e.g. vendor class, user class, MAC address, etc.).
> [# Filters
> @B IPvE
This wizard will guide you setting up a new policy. Provide a name {e.g. VoIP Phone
Configuration Policy) and description {e.g. NTP Server option for VoIP Phones) for your
policy.
Policy Name:
Description:
Z DHCP Policy Name. Description Processin... Level Address Range State
v § dcdlitprolabsaxyz
v. i DHCP Policy Configuration Wizard
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g [ZHCP Policy Name Description Processin... Level Address Range State
v i dcO1.itprolabs.xyz
b4 3 s Configuration W
(.3 Server Options -
v [1 Scope [192.168.153.0] Col Add/Edit Condition 7 X
(i} Address Pool
@ Address Leases
> lfi:j Reservations Specify a condition for the policy being configured. Select a criteria, operator
., Scope Options 4 and valuegdacthe condition
Policies S Crteria: [User Class zl
(3] Policies
5 & Filters @ Operator: IEquaIs _'.I
> @ IPvE
Value: IManagers ;‘ Add I
I~ Prefix wildcard (")
I~ Append wildcard(*)
| —p | o
? DHCP Policy Name Description Processin... Level Address Range State
v 3 dcOlitprolabsxyz
v P ) DHCP Policy Configuration Wizard
{3 Server Options
v [7] Scope[192.168.153.0] Configure settings for the policy
;ﬁ Address Pool lfthg conditions specified in the policy match a client request, the settings will be
(@ Address Leases applied.
> Reservations s
= Scope Options Vendor class: |DHCP Standard Options
| Polici
S p Ausiabe [ Descrpon ~
> [# Filters Amay of name servers [IEN 11!
$ i 1P Armay of DNS servers, by prefe
. Armay of MIT LCS UDP loq ser ¥
>
[Server name:
dc01 Resolve I
P address:
192.168.153. 10 Add
I I
@ [ZHCP Policy Name Description Processin... Level Address Range State
v & dcOlitprolabsxyz
v B IPv4

(.3 Server Options
v [] Scope[192.168.153.0]
(£} Address Pool
[ Address Leases
> 5| Reservations
., Scope Options
Policies

.;d"l
(4] Policies
> [# Filters
> @ IPv6

DHCP Policy Configuration Wizard

Summary

N

view properties of the policy and click the DNS tab.
Name: Managers Policy
Description:

Condttions: OR of

A new policy will be created with the following properties. To configure DNS settings,

User Class

Settings:
Option Name | Vendor Class | Value |
Name Servers 192.168.153.10
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Testing DHCP Class

Execute ipconfig /all on the client assigned to the default class, then reclassify the client's network interface
card to the Managers group using the command ipconfig /setclassid "ethernet0" Managers. Confirm or check
the changes by running ipconfig /all again. Where ethernetO is the NIC name

IPv4 Add
Subnet Ma .
Lease Obtained.

:\Windows\system32:ipconfig
Windows IP Configuration
t the DHCPv4 class id for adapter Ethernet®.
ipconfig /all
Windows IP Configuration

Host:Name: & 407 o &a0E & 220G 6 oiCErentad
Primary Dns Su 2]

Node Type e

IP Routing Enabled. RO o=

WINS Pt mabledy’ i o SFaw @ 20N

DNS Suffi rch List. < <.« & 3 :1tprolabs

Ethernet adapter Ethernet®:

Connection-specific DNS Suffix . : itprolabs
scription

Physical Addre

DHCP Enabled. AV

Autoconfiguration Enabled

Link-local IPv6

IPv4 Addr

Subnet »

C mdg

N
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- Torevert the client to the default class, execute the command “ipconfig /setclassid "ethernet0"
none’ to remove the Managers class.

nfig /setclassid “"ethernet®’

id for adapter Ethernet@.

Jindows IP Configuration

Host Name . . . St @ winide = 2:C61repnERl
Primary Dns Suffix . . . . . . . : itprolabs.xyz
Node Type e T U S < ¢ 25 bl
IP Routing Enabled. . . . . . . . : No
WINS Pro» Enabled: oin @ aesn = 20NO

Search List. . . . . . : itprolabs

thernet adapter

Connection-specific DNS Suffix
Description . y.. N
Phy e EERL B S0BRe
DHCP Enabled. : .
Autoconfiguration Enabled
Link-local IPv6 Addr

IPv4 Addr

Subnet

Lease ¢

Lease Expir

Default Gatev

DHCPv4 Class ID

abit Network Connection

DUID.

1Cp1p.

% DHCP || mac
v § dcOlitprolabs.xyz Server dc01.itprolabs.xyz Statistics
DHCP Statistics v B IPv4 ; Description | Details
) . .3 Server Options Delayed Offers 0
Here you can find crucial v | Scope[192.168.153.0] Requests 26
. as “ Address Pool Acks 20
statistics such as the count of -0 Nacks E
@ Address Leases Becbnas -
leased IP addresses and the B Racervabons jialind 0
pool of available addresses. ., Scope Options Total Scopes : 1
3 Policies Scopes with delay configured 0
e Total Addresses 194
In Use 10 (5%)
v | 7| Filters Available 184 (34%)
7% Allow < >
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DHCP Advanced Options
Integration with DNS

There's a feature that permits the DHCP server to create an A record in the DNS server on behalf of the client
when it assigns an IP address.

? [EHCP Client IP Address Name Lease Expiration Type Unique ID Description
°1‘°I1F;'tp'°'°b5"‘y‘ 1%5192.168.153.50 Client01.itprolabsxyz 6/10/2017 10:42:48 PM DHCP 000c2982¢970
:V Pv4 Properties ? X PH40AM DHCP RAS
Hd 54:40 AM DHCP RAS
v [] Scope[1
5 Addr NS Fiters Failover Advanced 54:40 AM DHCP RAS
= 54:40 AM DHCP RAS
@ Addr You can setup the DHCP server to automatically update authoritative DNS
& R servers with the host (A) and pointer (PTR) records of DHCP clients. 54:40 AM DHCP RAS
el s ! _ 54:40 AM DHCP RAS
. able DNS dynamic updates according to the settings below: 54:40 AM DHCP RAS
2 ;oli S {* Dynamically update DNS records only if requested by the DHCP 54:40 AM DHCP RAS
v 7 Filters -~ i X 54:40 AM DHCP RAS
%% Allo Shireve dytianically thidete DS recors nactive) None 000c2982¢970 HR New Off...
X]| Deny [V Discard A and PTR records when lease is deleted
B IPv6
® ™ Dynamically update DNS records for DHCP clients that do not request
updates ffor example, clients running Windows NT 4.0)
[~ Disable dynamic updates for DNS PTR records
—~Name Protection
DHCP name protection is disabled at the server level.
Configure
|
I
Conflict detection ? [zHCP Client IP Address Name Lease Expiration Type Unique ID
oﬂ di;":é“"m'ab""ﬁ 1%192.168.153.50 Client0l.itprolabsxyz  6/10/2017 10:42:48 PM DHCP 000c2982¢970
5 Pv4 Properties ? X [p440AM DHCP RAS
A DHCP server can be fxmn S i S
v
H = General DNS  Fitters vanced 54:40 AM DHCP RAS
i Addr
configured to check for B i i e

@ Addrd  Specy the number of times the DHCP server should attempt corflict

I P add ress ConﬂiCtS 5| Reser|  detection foran IP address before the server leases the address to a client. 54:40 AM DHCP RAS

L. 54:40 AM DHCP RAS

before assigning them Confict detection att 54:40 AM DHCP RAS

H I Policies . W 54:40 AM DHCP RAS

J Audit log file path:  |C:\Windows\system32\dhcp Browse...

to a client. v Bl Pl kafich 54:40 AM DHCP  RAS

v{; Allow  Change server connection bindings: Bindings... nactive) None 000c2982c970
X| Deny
? i IPv6 DNS dynamic update registration credentials: Credentials...

O - -
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DHCP Maintenance

Some standard and crucial maintenance activities include backing up and restoring to a different server, as
well as stopping and restarting the DHCP service, particularly when you need to unauthorize your server.

? QHCP MAC Address Description
vE d_c01.|t Add/Remove Bindings...
v i IPvi
- Unauthorize
v Backup...
Restore...
All Tasks > Start
Delete Stop
5 Refresh Pause
v # ) Resume
Properties Restart
Help

. B IpveT ”
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Storage
Current Environment

OS: Windows server 2016

Domain Name: ITPROLABS.XYZ

Domain IP: 192.168.153.10/24

IP Scheme: 192.168.153.0/24

Storage server Name: FSRMO1 (test server)
Storage Server IP: 192.168.153.60

ok wnpE

=

File Action View Help

edpmolcz Hm 32 TE%

— tL,,- £l 0 Skt o
= | é;twe Directory Users and Com|| Name Type Descript B Ethemet0F
_,.‘ s | Builtin builtinDomain { e
\{ 3 ftprolabsx 7l Computers  Container Default Gk
- C et =) Domain Con... Organizational... Default Cor -
= DZ::in ECcsmtrcIIers B ForeignSecu... Container Default Internet Protocol Version 4 (TCP/IPv4) Properties
. ForeignSecurityPrincipal: : HR Orga"fzatfona"" General
5 HR 3] IT Organizational...
31T | Managed Se... Container Default TH  You can get IP settings assigned automatically if your network supports
2 =5 i i 1 this capabidity, Otherwise, you need to ask your network administrator
_ Managed Service Accour|| = Markting 0’93“!23tf°"5'~-' '1' for mep;ppfopnate ) setn:;gs.
3] Markting 21 QA Organizational... g
31 QA - Sales Organizational... % ar P "
3 Sal ] Users Containe Default ;
= Za £ d s = j (® Use the following IP address:
sers
5 1P address: 192 . 168 , 153 . 10
j Subnet mask: [ 255.255.255. 0
1 | Default gateway: [192.168.153. 2 |
Obtan DNS server address automatically
(® Use the following DNS server addresses:
Preferred DNS server: 192 .168 , 153 . 10
Alternate DNS server: ‘7 ]

[[Jvalidate s=ttings upon exit
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File Server Resource Manager (FSRM)

File Server Resource Manager is a suite of capabilities within the File and Storage Services role of
Windows Server, aiding administrators in organizing and controlling storage data on file servers. FSRM
facilitates the management of storage through folder-specific quotas, filtering of certain file types,
and detailed reports on file system usage.

Task 1: add file Server Resource Manager

Computer name FSRMO1 Last installed updates Never

Domain itprolabs.xyz Windows Update Download updates only, using Windows Update
Last checked for updates Never

Windows Firewall Domain: On Windows Defender Real-Time Protection: On

Remote management Enabled Feedback & Diag ics Settings

Remote Desktop Disabled IE Enhanced Security Configuration Off
NIC Teaming Disabled Time zone (UTC+03:00) Kuwait, Riyadh
Ethernet0 192.168.153.60, IPv6 enabled Product ID Not activated

1- On FSRMO1, in Server Manager, click Add roles and features.

2- Inthe Add Roles and Features Wizard, click Next

3- On the Select server roles page, expand File and Storage Services, expand File and iSCSI Services, and
then select the File Server Resource Manager check box.

R A
DESTINATION SERVER
Select server roles FERMO1 tprolabsyz
iz Add Roles and Features Wizard X
Select one or more roles to install on the selected s
Roles Add features that are required for File Server Resource
oo o Manager?

oy g
erver Roles e
F_ax Server - You cannot install File Server Resource Manager unless the following
AI'I' File'and Storage Services (1 of 12 installed) J role services or features are also installed.
T Fileana 1 eTVICES

File Server | 4 File and Storage Services
BranchCache for Network Files 4 File and iSCSI Services
Data Deduplication File Server
DFS Namespaces 4 Remote Server Administration Tools
RES Beplication 4 Role Administration Tools
Flle Server Resource Manae 4 File Services Tools
" FileServerV Agent Service [Tools] File Server Resource Manager Tools

iSCSI Target Server
iSCSI Target Storage Provider (VDS ¢
Server for NFS
Work Folders
/| Storage Services (Installed)
Host Guardian Service
Hyper-V

e PN S .

Include management tools (if applicable)

I Add Featuresl | Cancel |

< Previous Next > Install Cancel ‘
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g

[, Add Roles and Features Wizard - Od X
. DESTINATION SERVER
Installation progress FSRMO1 prolabs-o

View installation progress

o Feature installation
L =]
Installation started on FSRMO1.itprolabs.xyz

File and Storage Services
File and iSCSI Services
File Server

File Server Resource Manager

Remote Server Administration Tools
Role Administration Tools
File Services Tools
File Server Resource Manager Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

;Prejlouis} ’ Next >J | Close | ‘ Cancel
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Task 2: Create a quota template
Quotas are categorized into two types: a hard quota and a soft quota.
e A hard quota prevents users from saving files after the space limit is reached and generates
notifications when the volume of data reaches each configured threshold.

e A soft quota does not enforce the quota limit but generates all configured notifications.
1- In Server Manager, click Tools, and then click File Server Resource Manager.

3 File Server Resource Manager =
File Action View Help

&= | x5 HBE

33 I;ile Server:‘esource Manager (Local) i ngota Template ’ U.imit a 7\ Quota Type | Description i Actions
v Oilota Management 3 10GB Limit 10.0GB Hard Custademii
& Quotas b i P
3] Quot =y 3] 100 MB Limit 100 MB Hard 13 Create Quota Template...
> &) File Scree i t 2.006B Hard [c Refresh
% ztl‘:;:gﬂif kil mit Reports to User 200 MB Hard View
y 2 A
& File Mani View > mit with 50 MB Extension 200 MB Hard Help
Help dended Limit 250 MB Hard
3] 5GBLimit 5.00 GB Hard
E Monitor 10 TB Volume Usage 100TB Soft
§,] Monitor 200 GB Volume Usage 200 GB Soft
3 Monitor 3 TB Volume Usage 3.00TB Soft
E Monitor 5 TB Volume Usage 5.007B Soft
2] Monitor 500 MB Share 500 MB Soft

In this wizard, set up a custom template with a 500 MB quota.

Create Quota Template x

Copy properties from quota template (optional): ] Add Threshold
|10 GB Limit v Copy

Settings

Template name:
500 MB Limt - ITProLabs o |

Description {optional):
| | [[] Send e-mail to the following administrators:

Space limit Format: account@domain. Use semicolons to separate accounts.

Lirnit:
(® Hard quota: Do not allow users to exceed limit

(O) Soft quota: Allow users to exceed limit (use for monitoring)

Notffication thresholds
ibeshold Emal Evertlog | Commard | Repor [Quota Threshold]*% quota threshold exceeded
User [Source lo Owner] has exceeded the [Quota Threshold]* quota threshold for
the quota on _IQuo@_Egth} on server [Server}:_]'he quota limit is [quta AL_jmﬁ_MB] MB,
d... Ed
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75% Threshold Properties X

Generate notffications when usage reaches (%):

< 105 Cormand Repon

Send waming to event log

Waming message
Type the text to use for the log entry.

To identify the quota, limit, usage or other information about the cument threshold,
you can use Insert Variable to insert a variable in yourtext.

Log entry:

User [Source lo Owner] has exceeded the [Quota Threshold]%
quota threshold for the quota on [Quota Path] on server [Server].
The quota limit is [Quota Limit MB] MB, and [Quota Used MB] MB
cumently is in use ([Quota Used Percent]% of limit).

Select variable to insert: i
[Admin Email] v Insert Variable

Inserts the e-mail addresses of the administrators who receive the e-mail.

Task 3: Configure a quota based on the quota template
1- In the File Server Resource Manager console, click Quotas.

2- Right-click Quotas, and then click Create Quota using 500 MB custom quota that we just
created, apply this quota policy to folder named Shared_Data in C drive.

3 File Server Resource Manager
File Action View Help

@5 B

Za File Server Resource Manager (Local) || fper Show all: 0tems Actions
v 55 Quota Management
Q;’; Quotas i | Quota Path %Used | Limit | Quota Type | Source Template # | Match Template | Description Quotas
3] Quota” & Create Quota...
> 53 File Screeni Refrech || Refresh
{5 storage Re| g T
> [ Classificatic  V1eW 2
[ File Manag Help B Help
Create Quota X
Quota path:
IC:\Shared_Daia ] Browse...
(O Create quota on path
(® Auto apply template and create quotas on existing and new subfok
Quota properties

You can either use properties from a quota template or define custom
quota properties.

How do you want to configure quota properties?
(® Derive propeties from this quota template

100 MB Limit

100 MB Limit

200 MB Limit Reports to User

Monitor 200 GB Volume Usage

Monitor 500 MB Share

200 MB Limit with 50 MB Extension

250 MB Extended Limit

—2 GB Limit

=15 GB Limit

10 GB Limit

Monitor 3 TB Volume Usage

Monitor 5 TB Volume Usage

Monitor 10 TB Volume Usage

500 MB Limit - [TProLal
i Waming(397%)

4 Create Cancel
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Task 3: Test that the quota is functional

1- Switch to Client01

2- On Client01 (Windows 10 client) open run and type \\192.168.153.60\cS to access FSRMO1 server
share then access our file named Shared_Data and copy large file (more than allowed quota 500 MB)

~ v 4 | | Network > 192.168.153.60 > ¢S > Shared Data |

Name
5 Quick access

[l Desktop
4 Downloads

‘é] Documents

% % % N

[&] Pictures
ﬁ Music
m Videos

¢@ OneDrive

SSS_X64FRE_EN-US_DV9

"4 Copy Item

~

I There is not enough space on sources |

0

enough space.
sources

Type: File folder
Date modified: 11/21/2016 6:20 AM

[[] Do this for all current items

Try Again Skip

Task 4: Create a file screen (Block executable files)

1- Switch to FSRM01
2-
File Screens.

5.05 GB is needed to copy this item. Delete or move files so you have

Cancel

In the File Server Resource Manager console tree, expand File Screening Management, and then click

In the following example, we will apply screening policy that prevent users to store any executable files on

Shared_Data folder

3!3 File Server Resource Manager
File Action View Help

«=|nE HE

gg File Server Resource Manager (Local)

Fiter: Show all: 0 tems
58 Quota Management

Create File Screen

| Screening Type | File

~ ﬁ File Screening Management | File Screen Path
& File Screens
he - 1 Create File Screen...
_E File Screen
l‘_"‘ File Groups Create File Screen Exception...

ﬁ Storage Report Refresh
= Classification I
13 File Manageme = e

Help

File screen path:
C:\Shared_Data Browse...

File screen properties

You can either use properties from a file screen template or define custom
file screen properties.

How do you want to configure file screen properties?
(® Derive properties from this file screen template (recommended):

'Block Executable Files v

(O Define custom file screen properties:

Summary of file screen properties:
[=)- File screen: C:\Shared_Data
- Source template: Block Executable Files
- Screening type: Active
. File groups: Executable Files
‘... Notffications: Email, Event log

| Create | | Cancel

ns
e File Screen...
€ File Screen Exception...

sh
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Task 5: Test that the File Screen is functional
Switch to Client01 and then access Shared_Data and try to copy any executable file

5 5 ThisPC > DVD Drive (D:) SS5_X64FRE_EN-US_DV9

A

v O Search DVD Drive (D:) S55_X64... 0

Name Date modified Type Size
155
2| ¥ Files Currently on the Disc (9)
ds » boot 11/21/2016 6:20 AM  File folder
efi 11/21/2016 6:20 AM ~ File — )
ats * ~ ) % Destination Folder Access Denied — X
NanoServer 11/21/2016 6:20 AM  File
» AU e :
SOUEEES 11/21/2016 &:20 AM  File You need permission to perform this action
support 11/21/2016 6:20 AM  File - -
5 . I . hared_Data
ﬂ autorun.inf 11/21/2016 6:20 AM Sty Type: File folder
| ] bootmgr 11/21/2016 6:20 AM  File Date modified: 8/18/2017 9:33 PM
[] bootmgr.efi 11/21/2016 6:20 AM  EFI
Wi 11/21/2016620AM  Apg TyAgain | | Can
| B ¥ | Shared_Data
5 = Fewer details
Home Share View
&« v > Network » 192.168.153.60 » ¢S » Shared Data v O Search
A
Name Date modified Type Size
s Quick access
[ Desktop + This folder is empty.
4 Downloads *
[£ Documents  #
&= Pictures *
4
n selected 78.6 KB ) Miisie
Task 7: Generate an on-demand storage report
1- Switch to FSRM01
2- Inthe File Server Resource Manager console, click Storage Reports Management.
3‘3 File Server Resource Manager =
File Action View Help
& ol AI] o[} 7|
53 File Server Resource Manager (Local) | Report Mame | Report Task ¢ | Scope | Folder Usages | Schedule | Status | Last Run Time | LastResult | Next Run Time | | Actions
> Q Quota Management e e —
5 L9 File Screening Management A

Storage Reports|

lassification Mz

Schedule a New Report Task...

;3 File Managemen

ﬂ Schedule a Mew Report Task...

Add or Remove Reports for a Rey

Generate Reports Now...

|G Refresh
z View
View >
H Hep
Help
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Storage Reports Task Properties O

Scope Delivery
Report Name:

Interactive Report Task 8/159/2017 8:53:53 AM

Report data
Select reports to generate:

~ ! Edit Parameters... |

w | To configure a report,
S ——— highlight its label and
1

Eeen e Repots | click Edt Parameters.
The maximum number of files to include in all storage reports
Maxdimum MNumber:
1000 =
Report formats

DHTML [JHTML  [IXML  [JcSV [ Text

uota vianagement ‘ -
le Screening Management

:ora_gf. Re_ports Management ‘ Scope Delivery
lassification Management
le Management Tasks

Include all folders that store the following kinds of data:

Generate Storage Reports

X | |[L] Application Files

[] Backup and Archival Files
[] Group Files

You have chosen to generate a set of storage reports now. Depending on the L] User Files

types of reports and the volumes and folders reported on, this can take a few
minutes.

Choose one of the following: The following folders are included in this scope:
Folder
\Shared_Data

(O Generate reports in the background

Folder Usage
Select this option to view saved or e-mailed reports later.

(® Wait for reports to be generated and then display them
Select this option to view the reports immediately upon completion.

m Conca

Set Folder Management Properties...

0 |
o
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Lab 2: Data Deduplication

Data Deduplication, a feature of Windows Server, detects and eliminates data duplicates while
preserving its integrity, allowing for enhanced storage efficiency. This guide discusses the
implementation of Data Deduplication on Windows Server. Introduced in Server and refined in, it
supports partitions up to 64 terabytes and file sizes up to 1TB, but it's compatible only with NTFS or
REFS file systems and is not offered for client operating systems such as Windows 10.

Task 1: Install the Data Deduplication role service

1- On FSRMO1, in Server Manager, click Add roles and features.

[, Add Roles and Features Wizard - O X
DESTINATION SERVER
Select server roles FSRMO1tprolabsyz

Before You Beain Select one or more roles to install on the selected server.

Instaliation Type Roles Description

Server Selection

Data Deduplication saves disk space
by storing a single copy of identical
data on the volume.

[] Active Directory Certificate Services
[] Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
Confirmation [] Active Directory Rights Management Services
[[] Device Health Attestation
[C] DHCP Server
[C] DNS Server
[] Fax Server
4 W] File and Storage Services (3 of 12 installed)
4 (W] File and iSCSI Services (2 of 11 installed)
/| File Server (Installed)
[] BranchCache for Network Files

Data Deduplication

[] DFS Namespaces

f&; Add Roles and Features Wizard - O X

DESTINATION SERVER

Installation progress FSRMO1.itprolabsxyz

View installation progress

o Feature installation
— 0
Installation started on FSRMO1.itprolabs.xyz

File and Storage Services
File and iSCSI Services
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Task 2: Enable, configure and test Data Deduplication
1- On FSRMO1, right-click Start, and then click Run.
2- In Server Manager, in the navigation pane, click File and Storage Services, and then click VOLUMES.

3- Copy some files to this volume and duplicate same file to same volume and check the free size of
volume

f Server Manager

Server Manager * File and Storage Services * Volumes *

I [

Manage  Tools  View
= VOLUMES
Servers O e | 2 ol TASKS
o Fiter o ®- @~ ©
L0 Disks
Storage Poals A volume Status File System Label  Provisioning Capacity Free Space  Deduplication Rate  Deduplication Savings  Percent Used
Sle e 4 FSRMO1 (2)
et [ Fined 150G8 13368 -
Work Felders E B Eead alhChy 492 GB —
New Share..
New iSCS1 Virtusl Disk..
Scan File System for Errors
Repair File System Errors
Manage Drive Letter and Access Paths...
Format.
Last refreshed on 8/1 e e
Deletz Volume
[ Configure Data Deduplication.. |
SHARES Frorerie SK
No related shares are EA on FSRMO1
No related shares exist. VMware, VMware Virtual
Capacity: 20068
100% Allocated W 200 GB Allocated
.| 1.00 MB Unallocated
Status: Online
BusType:  SAS
[ Data (E:\) Deduplication Settings — O X
v §
Data (E:\)
Data deduplication: | General purpose file server ¥

I Deduplicate files older than (in days): [0 ! I
Type the file extensions that you want to exclude from data deduplication, separating
extensions with a comma. For example: doc,txt,png

Default file extensions to exclude: edb,jrs

Custom file extensions to exclude:

To exclude selected folders (and any files contained in them) from data deduplication, click Add.

T~ P
nemove

I] Set Deduplication Schedule... I

OK

|| Cancel H Apply I
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[ FSRMOT Deduplication Schedule - a X

FSRMO1.itprolabs.xyz

| [/] Enable background optimization |

Regularly run data deduplication at low priority and pause data deduplication when the system
is busy to minimize the impact on system performance. DriveTools  Data ()

|@ Enable throughput optimization | ® View Manage
During the specified hours, run data deduplication at normal priority and consume the C > Data(E)
resources required to maximize performance.
w
Days of the week: [/] Sunday [#] Monday [¥] Tuesday [7] Wednesday Name Date modified Size
Thursday Friday [V Saturday
— 145AM v |2] en_office_professional_plus_2016_x86_x64...
art time: A5 Ab

©| en_office_professional_plus_2016_x86_x64...

Duration (in hours): |6

°| en_office_professional_plus_2016_x86_x64... 2

[] Create a second schedule for throughput optimization ®

During the specified hours, run data deduplication at normal priority and consume the
resources required to maximize performance.

Days of the week:  [¥] Sunday ¥ Monday [V Tuesday  [¥/] Wednesday
v Thursday ¥/ Friday | Saturday

Start time: 9:00 AM

4- In the Windows PowerShell window, type the following command to start Deduplication process

EN Administrator: Windows PowerShell

PS C:\Users\Administrator> Start-Deduplob = Optimization
ScheduleType StartTime Progress

Pptimization Manual Queued

PS C:\Users\Administrator> Get-DedupJob . Optimization

ScheduleType StartTime Progress State Volume

pptimization LEGIEY]

Queued
pptimization Manual 8:01 PM

Running

sers\Administrator> Get-DedupMetadata e:

olume{8b65T680-0000-0000-0000-F07F25000000}

{24596C2A-405C-4636-A234-708F198102AB}
DataChunkCount

PDataContainerCount
DataChunkAverageSize
PataChunkMedianSize
DataStoreUncompactedFreespace
I5treamMapChunkCount
treamMapContainerCount
I5treamMapAverageDataChunkCount
I5treamMapMedianDataChunkCount
5treamMapMaxDataChunkCount
otspotChunkCount
otspotContainerCount
otspotMedianReferenceCount
orruptionLogEntryCount
otalChunkStoreSize

PS C:\Users\Administrator> Get-Dedupvolume

UsageType SavedSpace SavingsRate Volume

Default 446.11 MB
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Lab 3: ISCSI Storage

iSCSI storage enables a Windows Server to share storage over an Ethernet network without needing
specialized hardware.

Task 1: Install the Internet small computer system interface (iSCSI) target role services
1. Switch to FSRMO01.

2. On the taskbar, click Start, and then click Server Manager.
3. In Server Manager, click Add roles and features.

E_; Add Roles and Features Wizard - = X

Select server roles

Bafors You Be Select one or more roles to install on the selected server.

te)
5

Instaliation T Roles Description
T Ly wier seiver N iSCS| Target Server provides services
[C] DNS Server and management tools for iSCSI
[] Fax Server targets.
Features 4 W] File and Storage Services (4 of 12 installed)
4 [m] File and iSCSI Services (3 of 11 installed) {2, Add Roles and Features Wizard -— m] X

Soriinaion 7| File Server (Installed)

[[] BranchCache for Network Files
V| Data Deduplication (Installed o
ey s Installation progress S
[] DFS Replication
V| File Server Resource Manager (Installed) Viewi llati
[] File Server VSS Agent Service 2w nstalation progress
BEARSCsi Target Served]
= ST STOTI
[ Server for NFS
[] Work Folders
| Storage Services (Installed)
[] Host Guardian Service
[ Hyper-v

Provider (VDS and V5S¢ o Feature installation

Installation started on FSRMO1.itprolabs.xyz

File and iSCSI Services

iSCSI Target Server

File and Storage Services
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Task 2: Configure the iSCSI targets
1- On FSRMO1, in Server Manager, in the navigation pane, click File and Storage Services

Server Manager *> File and Storage Services * iSCSI ~@ | P vamge Toos  vew hep

o g_ iSCSI VIRTUAL DISKS
H Servers All iSCSI virtual disks | 0 total
i Volumes New 15CS! Virtual Disk...

There are no iSCSI virtual disks.

F Import iSCSI Virtual Disk...
| Disks pect e e
= 5 > 2 2 Refresh
Storage Pools To create an iSCS! virtual disk, start the New iSCS! Virtual Disk Wizard.
Shares

Work Folders

E=: New iSCSI Virtual Disk Wizard —_ O >

Select iISCSI virtual disk location

iSCSI Virtual Disk Location Server:

SCSI Virtual Disk Name Server Name Status Cluster Role Owner Node
FSRMO1 Cnline Not Clustered

® The list is filtered to show only servers with the iSCSI Target Server role installed.

Storage location:

@) Select by volume:

Volume Free Space Capacity File System
C: 132 GB 150 GB NTFS
=3 472 GB 50.0GB NTFS
B Mew iSCSI Virtual Disk Wizard — | =

Specify iSCSI virtual disk name

ual Disk Location Mame: [vDisko1] |
Description: |
Path: EASCEINVIrtual DisksyWDiskO1 vhdx
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T2 New iSCSI Virtual Disk Wizard -
Specify iSCSI virtual disk size

iSCSI Virtual Disk Location Free space: 47.1GB
iSCSI Virtual Disk Name ISim m_ leg v

) Fixed size

iSCSI Target

This type of disk provides better performance and is recommended for servers running
applications with a high level of disk activity. The virtual hard disk is created using the size of
the fixed virtual hard disk. It does not change when data is added or deleted.

V| Clear the virtual disk on allocation

Note: Un-selecting is NOT RECOMMENDED. Clearing a disk to zero will remove any
fragments of data that remained on underlying storage, thus protecting from information
leaks.

This type of disk provides better use of physical storage space and is recommended for servers
running applications that are not disk intensive. The .vhdx file is small when the disk is created
and grows as data is written to it.

O Differencing

This type of disk is associated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to this virtual hard disk without affecting the parent disk
and easily revert the changes later.

Parent virtual disk path:

i Browse... |

e ] ]

f& New iSCSI Virtual Disk Wizard

Assign iSCSI target

iSCSI Virtuzl Disk Location Assign this iSCSI virtual disk to an existing iSCS| target or create a new target for it.

iSCS! Virtual Disk Name Exiting -t gt

o s Target Name Initiator IDs Description
iSCSI Virtual Disk Size g P

. Target Name and Access

® New iSCSI target

< Previous | | Next >J ( Crea";ve
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T New iSCS! Virtual Disk Wizard - O X

Specify target name

iSCSI Virtual Disk Location Name: |FSRMBerver |

iSCSI Virtual Disk Name

) ) o e Description:
iSCSI Virtual Disk Size

iSCSI Target

Target Name and Access

Access Servers

H] CCl \/i 1A NS
R New iSCSI Virtual Disk Wizard — O X

Specify access servers R Add initiator ID = O

iSCSI Virtual Disk Location Click Add to specify the iSCSIin| ~ Select 3 method to identify the initiator:

iSCSI Virtual Disk Name Type Value

BES Vimak i olep (O Query initiator computer for ID (not supported on Windows

iSCSI Target Server 2008 R2, Windows 7, or earlier):

r

Target Name and Access L J Browse...
m Select from the initiator cache on the target server:

(®) Enter avalue for the selected type
e
IP Address v | [192.168.153.60 [ Browse.. |

[Remove

o ok |[ cancel
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Fﬁ New iSCSI Virtual Disk Wizard — O

Enable Authentication

Optionally, enable the CHAP protocol to authenticate initiator connections, or enable reverse CHAP to allow the
initiator to authenticate the iSCSI target.

iSCSI Virtual Disk Name -
e | | Enable CHAP:

iSCSI Virtuzal Disk Size

iSCSI Virtuzl Disk Location

iSCSI Target User name:
Target Name and Access
Password:
Accass Servers
Enable authentication ser. Confirm password:
Confirmation
| ] Enable reverse CHAP:
User name:
fE New iSCSI Virtual Disk Wizard - O X

Confirm selections

iSCSI Virtual Disk Location | Confirm that the following are the correct settings, and then click Create.

iSCSI Virtual Disk Name
ISCSI VIRTUAL DISK LOCATION
iSCSI Virtual Disk Size Srob FSRMOT
iSCSI Target Cluster role: Not Clustered
Target Name and Access Path: ENISCSIVirtualDisks\VDiskO1.vhdx
ACCess Servers ISCSI VIRTUAL DISK PROPERTIES
Enzble authentication ser... Name: VDisk01
TARGET PROPERTIES
Name: fsrmserver
ACCESS SERVERS
IP Address: 192.168.153.60
SECURITY
CHAP: Disabled
Reverse CHAP: Disabled

< Previous Next > I Create I Cancel
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e New iSCSI Virtual Disk Wizard - s X

View results

iSCS! virtual disk was created successfully.

Task Progress Status

Create iSCS| virtual disk I Completed
Create iSCS| target I Completed
Set target access I Completed

Assign iSCSI virtual disk to targe! I Completed

Task 4: Connect to and configure the iSCSI targets

1- On FSRMO1, in Server Manager, click Tools, and then click iSCSI Initiator.
Please be aware that you have the ability to connect to an ISCSI target using the ISCSI initiator on any client
operating with Windows 7 or newer.

@ ¥ Server Manager * File and Storage Services > iSCSI - @) | Vg mamsge Toots view
Component Services
— g_ iSCSI VIRTUAL DISKS Computer Management
(FH Servers All iSCSI virtual disks | 1 total Def: and Optimize Drives
i Volumes =~ ~ Disk Cleanu
- Filter Pl B B~ Event Vi :
| [ Disks vent Viewer
File Server Resource Manager
Storage Pools Path Status Virtual Disk Status Target Name Target Status  Initiator ID Size T
iSCS! Initiator |
ahales 4 FSRMOT (1) Local Security Policy
iSCSI ENiSCSIVirtualDisks\VDisk01.vhdx Not Connected fsrmserver Not Connected [PAddress:192.168.153.60 10.0 GB Microsoft Azure Services
Work Folders ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Microsoft iSCSI

The Microsoft iSCSI service is not running. The service is required to be started for
iSCSI to function correctly. To start the service now and have the service start
automatically each time the computer restarts, click the Yes button.

Yes No
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b > 1SCSI

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or Quick Connect
DNS name of the target and then dlick Quick Connect.

Targets that are available for connection at the IP address or DNS name that you
provided are listed below. If multiple targets are available, you need to connect
to each target individually.

192,168.153.60 ick Connect...

Discovered targets

Refresh ‘ Connections made here will be added to the list of Favorite Targets and an attempt
to restore them will be made every time this computer restarts.

Name Status
Discovered targets

Name Status
ign. 1991-05.com.microsoft: fsrm0 1-fsrmserver-target

Connected

Progress report
Login Succeeded.

To connect using advanced options, select a target and then Connect
dick Connect.

To completely disconnect a target, select the target and D Dnnact
then diick Disconnect.

For target properties, including configuration of sessions, Properties.
select the target and dlick Properties. =
For configuration of devices assodated with a target, select
the target and then dick Devices.

Devices...

Connect o Doqe

iSCSI Initiator Properties X

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: I | Quick Connect...
Discovered targets
Refresh
Name Status
ign. 1991-05.com.microsoft: fsrm0 1-fsrmserver-target Connected l

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

2. Return to the server manager and use the following steps to set up the connected virtual disk.

Filter M - A -
Servers
Volumes Number Virtual Disk ~ Status Capacity Unallocated  Partition Read Only Clustered Subsystem Bus Type Name
Storage Pools (1] Online 200 GB 1.00 MB MEBR SAS VMware, VMware Vi
Shares IT Offine 100GE  10.0GB Unknown v/ iSCSI MSFT Virtual HD I
iSCSI
Waork Folders

@ ¥ Server Manager * File and Storage Services * Volumes * Disks - @ | P Memage Tooks v
L @~
i Servers
i Volumes Number Virtual Disk ~ Status Capacity Unallocated ~ Partition Read Only Clustered Subsystem Bus Type Name
[ 4 FSRMO1 (2)
m Storage Pools 0 Online 200GB  1.00 MB MBR SAS VMware, VMware Virt...

Shares 100GB  10.0GB }ISFT Virtual HD

New Volume...

iSCSI
Bring Online
Work Folders Take Offline
Reset Disk

@ ~  Server Manager * File and Storage Services * Volumes * Disks -@1 f', Manage  Tools  View  Help
Filter Pl ( ® - >
[ Servers |
i Nokiie: Number Virtual Disk ~ Status Capacity Unallocated Partition  Read Only  Clustered  Subsystem  BusType  Name
m Storage Pools 0 Cnline 200GB  1.00MB MBR SAS VMware, VMware Virt...
Shares 1 Online 100GB 100GB iSCSI MSFT Virtual HD
isCsl Bring Online
Work Folders Take Offline
Initialize
Reset Disk
) @ N
1
Select the server and disk ‘
Server: | Subsystem Bus Type Name
Provision to Status Cluster Role Destination
FSRMO1 Online Not Clustered Local SAS VMware, VMuware Virt...
iSCSI MSFT Virtual HD
Offline or Uninitialized Disk X
R The selected disk will be brought online and initialized as a GPT disk. To
Disk: P/ continue, click OK, or to select a different disk or create a new virtual
. disk, click Cancel.
Disk Virtual Disk | Capacity Free Space Subsystem
Disk 1 100 GB 10.0GB

I OK l Cancel
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f& New Volume Wizard

Specify the size of the volume

Before You Begin Available Capacity: 9.97 GB
Server and Disk Minimum size: .00 MB

Size .
o T

‘Drive Letter or Folder

%, New Volume Wizard - m] X

Assign to a drive letter or folder

Select whether to assign the volume to a drive letter or a folder. When you assign a volume to a

Before You Begin At -
folder, the volume appears as a folder within a drive, such as D:\UserData.

Server and Disk

Size Assign to:

() The following folder:

| | | Browse...

O Don't assign to a drive letter or folder.
[ New Volume Wizard - o

Select file system settings

Before You Begin File system: ! NTES -

Server and Disk ’ < — ]
Allocation unit size: | Default v

Size

Drive Letter or Folder Volume labet: vois{

[T] Generate short file names (not recommended)

Short file names (8 characters with 3-character extensions) are required for some 16-bit
applications running on client computers, but make file operations slower.

. New Volume Wizard - (] X

Enable Data Deduplication

Data Deduplication saves disk space by storing a single copy of identical data on the volume.
) Specify the age of files to deduplicate, which file extensions to exclude, and when to schedule
Server and Disk deduplication.

Before You Begin

Size

v
|

Data deduplication: | General purpose file server

Drive Letter or Folder
File System Settings Deduplicate files older than (in days): E-

Data Deduplication

Confirmation . Type the file extensions that you want to exclude from data deduplication, separating
extensions with a comma. For example: doc, txt,png

Default file extensions to exclude: edb,jrs

Custom file extensions to exclude:

Set Deduplication Schedule...
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fE; New Volume Wizard — O X

Completion

You have successfully completed the New Volume Wizard.

Task Progress Status
Gather information ) Complees
Create new partition I Completed
Format volume I Completed
Add access path I Completed
Enable deduplication  com————— . |1 eH 31
Configure deduplication I Completed
Update cache I Completed
2- Virtual disk is ready to use
= VULUMES
Servers All volumes | 3 total
Filter 0 {'E:E\I - (;‘IEI')I -
Disks
Storage Pools é‘ Volume Status  File System Label Provisioning Capacity Free Space Deduplication Rate Deduplication Savings Percent Used
shares 4 FSRMO1 (3)
I5CS1 € Fixed 150GB  132GB L]
Work Folders E Data Eivarl 500GR 470058 F25%, 40538 i

9.17 GB 0%
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Lab 4: Storage Pool

An array of virtual or physical drives that provides an economical, resilient, expandable, and adaptable storage

solution.

Task 1: Create a storage pool

1- In VMWare, increase the number of virtual disks through the virtual machine settings by adding five.

Virtual Machine Settings

Hardware Options

Device

#5% Memory
[ Processors
‘et Hard Disk (SCSI)

Summary
3GB

1
200 GB

New Hard Disk (...
New Hard Disk (...
New Hard Disk (...
New Hard Disk (...
New Hard Disk (...

E Network Adapter
USB Controller
‘0." Sound Card

@ Printer
A!Display

60 GB
60 GB
60 GB
60 GB
60 GB
u
NAT
Present
Auto detect
Present
Auto detect

Disk file

FSRMO 1, vmdk

Capadty

Current size: 7.6 MB
System free: 390.5GB
Maximum size: 60 GB

Disk information

Disk space is not preallocated for this hard disk.
Hard disk contents are stored in a single file.

Disk utilities

3 Disk utilities are available only when the viri

d is powered off.

2- On FSRMO1, in Server Manager, in the navigation pane, click Storage Pools.

¥ Server Manager * File and Storage Services * Volumes * Storage Pools

@5 STORAGE POOLS

Servers All storage pools | 1 total
Volumes s
Filter
Disks
Storage Pools @ Name
Shares 4 Windows Storage (1)
isCsl Primordial

Type Managed by

Available Disks FSRMO1

Available to

FSRMO1

Tools View Help

[ s -0

New Storage Pool...

Read-Write Server Capacity Free Space Percent All

FSRMO1

Rescan Storage
Refresh
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Initiate the first storage pool, labeled as SPool01, utilizing five hard drives.

[ New Storage Pool Wizard — Od X

Specify a storage pool name and subsystem

E——
Refore You Begin Name: |SPool01 |

Storage Pool Name ns3
Description:

Physical Disks

Select the group of available disks (also known as a primordial pool) that you want to use:

Managed by Available to Subsystem Primordial Pool
FSRMO1 FSRMO1 Windows Storage Primordial

[z New Storage Pool Wizard - O X

Select physical disks for the storage pool

Befors You Begin On select storage subsystems you can additionally allocate disks as hot spares that can replace failed disks.

Storage Pool Name Physical disks:
Physical Disks [] Siot Name Capacity Bus RPM Model Allocation Chassis Media Type
Confirmation O MSFT Virtual H... 10.0GB iSC... Virtual HD Automatic v Unknown

VMware, VMw.. 60.0GB SAS VMware Virtual S SCSI0) | Unknown

VMware, VMw... 60.0GB SAS VMware Virtual S SCSI0 Unknown

VMware, VMw.. 60.0GB SAS VMware Virtual S SCSI0
VMware, VMw.. 60.0GB SAS VMware Virtual S

VMware, VMw... 60.0 GB SAS VMware Virtual S SCSI0 Unknown

Currently, the initial storage pool has been set up using five hard drives, culminating in a combined capacity of
300GB.

@) STORAGE POOLS
Servers [EEE] Al storage pools | 2 total TASKS ¥
Volumes ~ -
Filter L B @~ ~

Disks

Storage Pools A Name Type Managed by Available to Read-Write Server Capacity Free Space PercentAllocated  Status
Shares 4 Windows Storage (2)
isCsl Primordial Available Disks FSRMO1 FSRMO1 FSRMO1
Work Folders SPool01 Storage Pool  FSRMO1 FSRMO1 FSRMO1 296 GB  295GB P
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Task 2: Create a parity disk using created Storage Pool (Spool01)
1- In Server Manager, in the STORAGE POOLS pane, click SPooll, and follow the below figures

[ Servers
i Volumes
iis pRRie——=
Storage Pools
Shares
iSCSI
Work Folders

STORAGE POOLS

| Al storage pools | 2 total TASKS -
Filter el "\_E:' - (ﬁ] - vl
F ¥
M Name Type Managed by Available to Read-Write Server Capacity Free Space Percent Allocated Status

4 Windows Storage (2)
Primordial
SPoolD1

Available Disks FSRMO1
FSRMO1

Storage Pool

Last refreshed on 8/20/2017 12:43:41 PM

FSRMOT

New Storage Pool...

New Virtual Disk...

Add Physical Disk...
Upgrade Storage Pool Versiol

Dalate Storaoe Dol

= New Virtual Disk Wizard

Specify the virtual disk name

Before You Begin

Virtual Disk Name "
Description:

Enclosure Awareness

Storage Layout

Name:

FSRMOT

206 GE 295 GB N

— ] X
I VDiskoa
Create storage tiers on this virtual disk
= O X

fe New Virtual Disk Wizard

For this lab, we allocate

just 20 GB from Spool01,

which has a capacity of 300

GB, leaving the rest

available for creating an

additional virtual disk.

Before You Begin
Virtual Disk Name
Enclosure Awareness

Storage Layout

Provisioning

Size

Before You Begin
Virtual Disk Name

Enclosure Awareness

Storage Layout

Provisioning

f& New Virtual Disk Wizard

Specify the provisioning type

Provisioning type:

Select the storage layout

Description:

Data and parity information are striped across physical disks,
increasing reliability, but somewhat reducing capacity and

least seven disks.

performance. To protect against a single disk failure, use at
least three disks; to protect against two disk failures, use at

The volume uses space from the storage pool as needed, up to the volume size.

(OFixed

The volume uses space from the storage pool equal to the volume size.

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

f& New Virtual Disk Wizard

Specify the size of the virtual disk

Before You Begin
Virtual Disk Name
Enclosure Awareness
Storage Layout

Provisioning

Confirmation

f&: New Virtual Disk Wizard

Confirm selections

Before You Begin
Virtual Disk Name
Enclosure Awareness
Storage Layout
Provisioning

Size

Confirmation

Maximum size

Confirm that the following are the correct settings, and then click Create.

VIRTUAL DISK LOCATION
Server:

Subsystem:

Storage pool name:
Status:

Free space:

VIRTUAL DISK PROPERTIES
Name:

Storage tiers:

Storage layout:
Provisioning type:

Total requested size:

Enclosure awareness:

FSRMO1
Windows Storage
SPool01

oK

295 GB

VDisk02
Disabled
Parity
Thin
200 GB
None
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Task 3: create a volume based on parity disk that we just created

& New Volume Wizard - a X

Specify the size of the volume

Before You Begin Available Capacity: 19.9 GB
Server and Disk Minimum size: 8.00 MB
& Volume size:
Drive Letter or Folder
= New Volume Wizard — [m] X

Assign to a drive letter or folder

Select whether to assign the volume to a drive letter or a folder. When you assign a volume to a

Before You Begin
folder, the volume appears as a folder within a drive, such as D:\UserData.

Server and Disk

Size Assign to:
File System Settings O The following folder:
‘ 1 Browse...
© Don't assign to a drive letter or folder.
fiz New Volume Wizard = O X
Select file system settings
= \ 1 ” N ]
Before You Begin File system: NTES vJ
Server and Disk i o T 1
Allocation unit size: | Default v ‘
Size
Drive Letter or Folder Nolumelabel IVDatal I
File System Settings ["] Generate short file names (not recommended)
Data Deduplication Short file names (8 characters with 3-character extensions) are required for some 16-bit

applications running on client computers, but make file operations slower.

&= New Volume Wizard — O

Enable Data Deduplication

Data Deduplication saves disk space by storing a single copy of identical data on the volume.

) Specify the age of files to deduplicate, which file extensions to exclude, and when to schedule
Server and Disk deduplication.

Before You Begin

Size

I
Data deduplication: | General purpose file server

Drive Letter or Folder ket suivds

File System Settings Deduplicate files older than (indays): [d_ |

Data Deduplication
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&, New Volume Wizard _ O

Confirm selections

Before You Begin Confirm that the following are the correct settings, and then click Create.
Server and Disk VOLUME LOCATION
Size Server: FSRMO1
Drive Letter or Folder Subsystem: Windows Storage
File System Settings Vi.ﬂual aek VF)iskOZ

Disk: Disk 7
Data Deduplication S— 19.9 GB
Confirmation

VOLUME PROPERTIES

Volume size: 19.9 GB

Drive letter or folder: G\

Volume label: VData

FILE SYSTEM SETTINGS

File system: NTFS

Short file name creation: Disabled

Allocation unit size: Default

DATA DEDUPLICATICN SETTINGS

< Previous Next> | II E re'a%e‘l l Cancel

iz New Volume Wizard

Completion
You have successfully completed the New Volume Wizard.
Task Progress Status
Gather information T Lomipletec
Create new partition I Completed
Format volume I Completed
Add access path I Completed
Enable deduplication I Completed
Configure deduplication I Completed
Results Update cache I Completed
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Volume with parity is create

- | —

e
s Devices and drives (5)

Local Disk (C:) =) CD Drive (D:) WD Unlocker Data (E:)

== — f 0 bytes free of 13.4 MB ‘ =

W™ 132 GB free of 149 GB UDF W™ 47.0 GB free of 49.9 GB
VDisk (F:) VData (G:)
] .

My 9,06 GB free of 9.96 GB Mg 12,0 GB free of 19.8GB

Task 4: test What does the parity do when one disk fail (Disconnect one disk)
In this task, detach one of the five disks that were incorporated into the storage pool.

Virtual Machine Settings X

Hardware QOptions

; Disk file
Evnce Summary
Memory 3GB l SRMO1-2.vmdk

[J Processors 1
200 GB Capacity
Hard Disk 2 (SCSI) 60 GB Current size: 303.3 MB

Hard Disk 3 (SCSI) 60 GB System free: 388.9 GB
Hard Disk 5 (SCSI) 60 GB Maximum size: 60 GB

*JCD/DVD (SATA)  Auto detect Disk information
Network Adapter  NAT

USB Controller Present

) Sound Card Auto detect
'7 Printer Present
Display Auto detect

Disk space is not preallocated for this hard disk.
Hard disk contents are stored in a single file.

Disk utilities

3, Disk utilities are available only when the virtual machine
s powered off.

Once the disk is removed, a warning message shows up on our virtual parity disk. However, the disk remains

accessible, as the parity disk system can operate with a minimum of three disks and we currently have four
available.
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) STORAGE POOLS

| All storage pools | 2 total TASKS =
Fitter P B @~ ©)
A Name Type Managed by Available to Read-Write Server Capacity Free Space Percent Aliocated Status
4 Windows Storage (2)
Primordial Available Disks FSRMO1 FSRMO1 FSRMO1
A\ SPool01 Storage Pool ~ FSRMO1 FSRMO1 FSRMO1 296GB 290 GB [
Last refreshed on 8/20/2017 1:11:10 PM
/IRTUAL DISKS PHYSICAL DISKS
+Pool01 on FSRMO1 TASKS | SPool01 on FSRMO1 TASKS =
5 @~ @~ @ |l 5 @+ @~ ©
A Name  Status Layout Provisioning Capacity Allocated Volume Clustered Tie A Slot Name Status Capacity Bus Usage Chassis
A\ VDisk02 Parity Thin 200GB 300GB G: l 1 Generic Physical Disk (FSRM01) 600 GB  SAS lAutomatic SCSIo

Task 5: recover disk failure with parity

VMware, VMware Virtual S (FSRM...
VMware, VMware Virtual S (FSRM...
VMware, VMware Virtual S (FSRM...
VMware, VMware Virtual S (FSRM...

u
60.0GB SAS Automatic SCSI0 U
60.0 GB 4
60.0.GB )  SAS | Automatic SCSI0 U
EOV.O GB, - SAS - Automatic/ SCSI0 - U

SAS  Automatic SCSI0

1- Install a new disk with the same size as the one that was removed to the server.

firtual Machine §ettings

Hardware Options

= Hard Disk 2 {(SCSI) 60 GB
{AHard Disk 3 (SCSI) 60 GB
{AHard Disk 4 (SCSI) 60 GB
L=AHard Disk 5 (SCSI)
= Hard Disk 6 (SCSI)

| PRSP S PR

INTE 2

Device Summary
‘Memory 3GB

[ Processors 1

Lt Hard Disk (SCSI) 200 GB

Memory

Specify the amount of memory allocated to this virtual
machine. The memory size must be a multiple of 4 MB.

Memory for this virtual machine:

48 GB

32GB

16 GB
8GB < Maximum recommended memory
4GB (Memory swapping may
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2- Add the new disk to parity disk group so we can replace the failed disk, as explained in below figures

F;-‘ Server Manager

© olume

a X

= A Name Type Managed by Availeble to Read-Write Server
as Servers
i Volumes 4 Windows Storage (2)
is Primordial Available Disks FSRMO1 FSRMO1 FSRMO1
N Disks |
SPool01 Storage Pool  FSRMO1 ESRMO1 FSRMO1
m Storage Pools
Shares
iSCSI
Work Folders
| Last refreshed on 8/20/2017 1:21:37 PM
VIRTUAL DISKS — - PHYSICAL DISKS
SPool01 on FSRMO1 [TaskS_ v |  SPool01 on FSRMOT | Tasks [
[ L Add Physical Disk...
Filter pel v Filter pel &
; = New Storage Pool.
A Name Status Layout Provisioning Capacity Alloca| A Siot Name Status Capaci
VDisk02 Parity _Thin 200683006l VMware, VMuware Virtual S (FSRM.. 60.0 G
[ Add Physical Disk - O X

Select physical disks for the storage pool. On select storage subsystems you can additionally allocate disks as hot spares that
can replace failed disks.

[] Siot Name Capacity Bus RPM Model Allocation Chassis Media Type
] MSFT Virtual H... 10.0GB iSC... Virtual HD Automatic v Unknown
v are 60.0 GB SA Automatic ¥ 0 o
Automatic
Hot Spare
Manual
Total selected capacity: ~ 60.0 GB
| oK | | Cancel
3- After disk added successfully, you can remove failed disk from the pool
[z Task Progress — O x
Remove disk
Server Name MNarme Task Progress Status
FSRMOT Generic Physical [ Remove disk - | Running
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4-

Remove disk

Parity will resolve the issue by integrating the new disk into the RAID 5 array.

Server Name
FSRMO1

Name

Generic Physical [

Task

Remove disk

Progress

Status

I Completed

[ Remove Physical Disk X
Windows is repairing affected virtual disks. During this action, the 3
operational status of the virtual disks shows "In Service". Cancel
3 We recommend that you do not make changes to the storage pool or E——— —
its virtual disks while the operational status is "In Service". Jrare Virtual S
ware Virtual S
T
-_ ware Virtual S
5- The faulty disk has been successfully replaced.
PR— e [—— vanaue [ — Copeuty  1iee spane  Feiei miuieies e
Servers
4 Windows Storage (2)
Volumes
) Primordial Available Disks FSRMO1 FSRMO1 FSRMO1
Bk SPool01 Storage Pool  FSRMO1 FSRMO1 FSRMO1 206GB  290GB (N
Shares
iSCSI
Work Folders
Last refreshed on 8/20/2017 1:21:37 PM
VIRTUAL DISKS PHYSICAL DISKS
SPool01 on FSRMO1 [TAsKs v |  SPoolo1 on FSRMO1 | TASKS =
Filter p BB @~ v Filter P B~ @~ ~
[ﬁ Name  Status Layout Provisioning Capacity Allocated Volume Clustered Tie [TA Slot Name Status Capacity Bus Usage Chassis |
VDisk02 Parity  Thin VMware, VMware Virtual S (FSRM... 60.0 GB AS  Automatic SCSI0 L
VMware, VMware Virtual S (FSRM... 60.0 GB AS  Automatic SCSI0 L
VMware, VMware Virtual S (FSRM... 60.0 GB AS  Automatic SCSIO L
VMware, VMware Virtual S (FSRM... 60.0 GB AS  Automatic SCSI0 L
VMware, VMware Virtual S (FSRM... 60.0 GB AS  Automatic SCSI0 L
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Windows Deployment Services (WDS)

Install WDS Feature

Fﬁ Add Roles and Features Wizard J

Before You Begin

Installation Type

Server Selection

Features
WDS
Role Services

Confirmation

Select server roles

Select one or more roles to install on the selected server.

Roles

[] Active Directory Rights Management Services
[[] Device Health Attestation
/| DHCP Server (Installed)
[C] DNS Server
[[] Fax Server
i [m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[] Hyper-v
[] MultiPoint Services
[] Network Controller
[C] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[C] Remote Desktop Services
[[] Volume Activation Services
Ll Al L

- indows Deployment Serwce
"[I"Windows Server Essentials Experience
[C] Windows Server Update Services

|| Active Directory Lightweight Directory Services

= [m] X

DESTINATION SERVER
MCT-WDS.iitccom

Description

Windows Deployment Services
provides a simplified, secure means
of rapidly and remotely deploying
Windows operating systems to
computers over the network.

7 eem |
= Add Roles and Features Wizard I - O X
DESTINATION SERVER
Select server roles MCT-WDS it com
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection || Active Directory Lightweight Directory Services ~ * Windows Deployment Services

Features
WDS
Role Services

Confirmation

[C] Active Directory Rights Management Services
[] Device Health Attestation
«/| DHCP Server (Installed)
[_] DNS Server
[] Fax Server
i [m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[ Hyper-V
[] MultiPoint Services
[C] Network Controller
[C] Network Policy and Access Services
[] Print and Document Services
[C] Remote Access
[C] Remote Desktop Services
[] Volume Activation Services

mdows Deployment Servxce

[] Windows Server Update Services

provides a simplified, secure means
of rapidly and remotely deploying
Windows operating systems to
computers over the network.

< Previous | I Next >

| Install Cancel
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[, Add Roles and Features Wizard

Installation progress

Configure WDS Service

‘0 SERVER MANAGER

View installation progress

= [m] X

DESTINATION SERVER
MCT-WDS.itccom

o Feature installation
—
Installation started on MCT-WDS.iitc.com

Remote Server Admini
Role Administration Tools
Windows Deployment Services Tools

ation Tools

Windows Deployment Services
Deployment Server
Transport Server

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous

I 0 Configure this local server

2 Add roles and features

3 Add other servers to manage

4 (Create a server group

5 Connect this server to cloud sery
SERVER GROUPS

ver groups: 1

| Servers total: 1

P

= File :‘and Storage
Services

ageability

@ Manageability

Next > Close

Cancel

Manage Tools View Help

*
Component Services
Computer Management
Defragment and Optimize Drives
DHCP

Disk Cleanup

Event Viewer

iSCS! Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Tack Schadil

Windows Deployment Services |

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
) t{f\(,' heva
Windows PowerSheIlt(
GO 10
Windows PawerShell ISF

OWS

e Wind
6)
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f Windows Deployment Services

File Action View

CHERR ? Bo:

Help

58 Windows Deployment Services

Servel

1 Server(s)

Server Name Status

Server Mode
Configure Server | Not C...  Native (Wind...
‘Remove Server

Refresh

Help

* Windows Deployment Services

File Action View Help

G| p=lR e
. ! Windows Deployment Services Configuration Wizard X
i Windows|
v 33 Servel  nstall Options
A
> [y Active
(® Integrated with Active Directory
" This serveris a member of an Active Directory Domain Services (AD DS) domain,
or a domain controller for an AD DS domain.
(O Standalone server
Configure the server so that it is standalone, operating independently of Active
Directory.
<Back [ Net> | | Cancel
! Windows Deployment Ser =
File Action View Help

‘*'LTEI & | El ==

! Windows|
v 33 Serve
M

> [ms Activd

* Windows Deployment Services Configuration Wizard

Remote | llation Folder L

The remote installation folder will contain boot images, install images, PXE boot files,
and the Windows Deployment Services management tools. Choose a partition that is
large enough to hold all of the images that you will have. This partition must be an
NTFS partition and should not be the system partition.

Enter the path to the remote installation folder.
Path:
D:\WDS Data
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! Windows Deployment Services
File Action View Help

e =l B

—_— * Windows Deployment Services Configuration Wizard X
* Windows
v H Serve Proxy DHCP Server
ZiM =
> 3. Active

If Dynamic Host Configuration Protocol (DHCP) s running on this server, check both of
the following check boxes and use DHCP tools to add appropriate PXE options to all
DHCP and DHCPv6 scopes.

If a non-Microsoft DHCP server is running on this server, then check the first box and
manually configure DHCP option 60 and DHCPv6 Vendor Class for Proxy DHCP.

The Windows Deployment Services Configuration Wizard detected Microsoft DHCP
service running on the server. Please select from the following options:

EDo not listen on;DﬁC‘ls andDHCPvaorts
Corfigure DHCP options for Proxy DHCP

<Back |[ Net> | | Cancel |
! Windows Deployment Services
File Action View Help
bk 4 ] L ! Windows Deployment Services Configuration Wizard X
* Windows v -
v 33 Serve PXE Server Initial Settings =
> [m Activ

You can use these settings to define which client computers this server will respond to. Known clients are
the clients that have been prestaged. When the physical computer perfforms a PXE boot, the operating
system will be installed based on the settings that you have defined.

Select one of the following options:
(O Do not respond to any client computers
(O Respond only to known client computers
[ Resoond o ol clet computes bnown and urkown) |
- " Require administrator approval for unknown computers. When you select this option, you must

[Japprove the computers using the Pending Devices node in the snap-in. Approved computers will be
added to the list of prestaged clients.

To configure this server, click Next.

<Back |[ Net> | | Cancel |
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* Windows Deployment Servic

File Action View Help

es

&= | & ; CT-WDS Properties X
! Windows Deployment Servic|
v 33 servers Mutticast Advanced Network TFTP
v 3 MCT-WoSitccom | Genel  PXEResonse  ADDS Clent  DHCP
v 7 Install Images PXE Boot Policy
> & Windows 10 After a network boot is initiated, define when a PXE boot will continue.
|=| BootImages KsiiasE
> 3 ::":_'"9 DT“'“‘__ ©\Raguire-the-usarte-prasatha-E12key to continue the PXE boot
? f;i DI'J rastRansm (® Always continue the PXE boot
> (=4 Drivers Lo
= SRR e P RE BOoT URESS TRE User presses the ESC ki
> [mi Active Directory Prestage s P o
(O Never continue the PXE boot
Unknown clients:
—-Regui ey to continue the PXE boot
“unles: ser presses the ESC key
(O Never continue the PXE boot
Default boot image (optional)
x86 architecture: I I \ Select... l
iab4 architecture: | I ‘ Select... ‘
Using Windows DVD source add boot and install images to WDS
! Windows Deployment Services - L
File Action View Help
L AR olREY
58 Windows Deployment Services Boot Images 1 Boot Image(s)
v 33 Servers N B "
¥ ﬁ MCT-WDS.iite com Image Name  Architecture Status Expanded Size Date OS Version
v ] Install In ! Add Image Wizard X | 10017763
> g Win 2
i Bootlm| Image File =
> 1% Pending
> (3% Multica
> [ Drivers

> [ Active Directory

Enter the location of the Windows image file that contains the images to add.

File location:

E:\sources\boot wim

‘Note: The defaullt-boal and install images (Boot.wim and Install.wim) are loc
installation DVD in the \Sources folder.

More information about images and image types

= O X
OS Version Priority
10.0.17763 500000 ...
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! Windows Deployment Services

File Action View Help

e n@ 2 HE

! Windows Deployment Services Install Images 0 Image Group(s)

| Install Images
/<] BootImages
> [ Pending Devices
> [3% Multicast Transni
> [ Drivers

8 Add Image Wizard

Image File

v 33 Servers
v ﬁ MCT-WDS.iitc.com Image Group

X

]

> [m Active Directory Presta

Enter the location of the Windows image file that contains the images to add.

File location:

E:\sources\install.wim

installation DVD in the \Sources folder.

More information about images and image types

<Back [ Net> | | Cancel | |

! Windows Deployment Services

File Action View Help

o= 25 = HE

‘ Windows Deployment Ser ! Add Image Wizard
v 33 Servers
v D MCT-WDSiitc.con ~ Vask Progress
_ Install Images

[ BootImages

> \:@ Pending Devic Adding Windows image(s)...
> [3% Multicast Trang
> I Deivers Adding Image 1 of 2 (Windows 10 Enterprise)

> fi. Active Directory Prestz

Finish
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Now start WDS service

Testing

58 Windows Deployment Services = [m} X
File Action View Help
5| zE G|
* Windows Deployment Services

MCT-WDS.iitc.com
Name

Properties

v 3 L

; =) MCT-WDS.iitc.cor

v

> 1 Install Images | Jes
> [&] BootImages Remove Server "
> _:g Pending Devi ‘ All Tasks 5 S
> g3 Multicast Tran -
> [ Drivers View > itcp
R i i estart
> Lm Active Directory Prest Refiih
Export List...
Help

Please proceed with the creation of a virtual machine using the standard configuration, ensuring that the VM's
network is linked to the same WDS and DHCP switch and set up for network boot.

Assign Memory
Configure Networking

3 New Virtual Machine Wizard X

El Configure Networking

Before You Begin Each new virtual machine includes a network adapter. You can configure the network adapter to use a
virtual switch, or it can remain disconnected.

Specify Name and Location

Specify Generation Connection: ' MOSD-LAN o

Connect Virtual Hard Disk

3 New Virtual Machine Wizard X

= Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
later.

Specify Name and Location A

Specify Generation (O Install an operating system later

Assign Memory (O Install an operating system from a bootable image file

Configure Networking Viedia
i = file {Liso C:\Users\ahmed\DesktopLab Files\ Browse

(® Install an operating system from a network-based installation server

Now initiate the VM and begin the installation process.
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Windows Server Update Services (WSUS)

Configure WSUS Service
Once the role installation is complete, proceed with the following steps for configuration.

51 Complete WSUS Installation

# Post-installation successfully completed. Click Close to launch the WSUS
. Administration Console.

ath: |D:\WSUSDB Browse

p

%_'1 Windows Server Update Services Configuration Wizard:MCT-STO1 X
%_ Before You Begin
j Things you should do before starting this wizard
l'/-i}‘ Before you begin:
Microsoft Update p 1. Isthe server firewall configured to allow clients to access the server?

Improvement Program s S
P 9 2. Can this computer connect to the upstream server (such as Microsoft Update)?

Choose Upstream Server . .
Speciy Dioty Secvee 3. Do you have user credentials for the proxy server, if needed?
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

To run this wizard again, launch the WSUS Administration Snap-in and go to Options

< Back Next > Finish | Cancel
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ﬁ Windows Server Update Services Configuration Wizard:MCT-ST01 X
%j Join the Microsoft Update Improvement Program
e You have the option of joining the Microsoft Update Improvement Program

Before You Begin

Microsoft Update
Improvement Pr

Help us design the next version of Windows Server Update Services. Improve the quality,
reliability, and performance of Microsoft Software.

am
Choose Upstream Server When you opt into the Microsoft Update Improvement Program, your WSUS server will
Specify Proxy Server send information to Microsoft about the quality of updates. This information includes:
Choose Languages

Choose Products How many computers are in the organization.

How many computers successfully installed each update.

Choose Classifications How many computers failed to install each update.

Configure Sync Schedule

Eiricheet This information is used to improve the quality and reliability of the updates Microsoft
What's Next Brovides

None of the information collected is used to identify or contact you or your
organization.

Privacy Statement

[] Yes, | would like to join the Microsoft Update Improvement Program

 <Back \I Next > Finish iancelk]

Choose Upstream Server

Provide the upstream server from which you want to synchronize content

Microsoft Update

Before You Begin ﬁ You can choose the upstream server from which your server synchronizes updates.

Improvement Program

I ® Synchronize from Microsoft Update |

Specify Proxy Server (O Synchronize from another Windows Server Update Services server
Choose Languages .

Choose Products ZENE
Choose Classifications Port number: |8530

m

Configure Sync Schedule
Finished
What's Next

< Back ‘ Next > Finich Cancel
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t{ Windows Server Update Services Configuration Wizard:MCT-ST01

%7 Specify Proxy Server

Provide proxy server settings for synchronizing updates with Microsoft Update

Before You Begin

Microsoft Update
Improvement Program

“

proxy server settings here.

If this server requires a proxy server to access the upstream server, you can configure the

Choose Upstream Server
Choose Languages
Choose Products
Choose Classifications

Proxy server name

Configure Sync Schedule LRAISERL
Finished User name
What's Next

[[] Use a proxy server when synchronizing

Port number: 80

< Back ‘ Next > Cancel

Finish

ﬁ Windows Server Update Services Configuration Wizard:MCT-ST01

Before You Begin
Microsoft Update

Improvement Program
Choose Upstream Server

Specify Proxy Server
Choose Languages
Choose Products

Choose Classifications
Configure Sync Schedule

Finished
What's Next

Connect to Upstream Server

Download update information from Microsoft Update

¥

updates.

Types of updates available
Products that can be updated
Available languages

To configure Windows Server Update Services on the following screens, we need to apply
your upstream server and proxy server settings and synchronize information about available

Information to be downloaded includes:

Click Start Connecting to save and download upstream server and proxy server information.

This process might take several minutes or longer, depending on your connection speed.

Start Connecting

ﬁopAamne&iArV\g |

Next > Finish Cancel

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

ﬁ Windows Server Update Services Configuration Wizard:MCT-5T01 X
%i[ Connect to Upstream Server

Download update information from Microsoft Update
Before You Begin To configure Windows Server Update Services on the following screens, we need to apply
Microsoft Update your upstream server and proxy server settings and synchronize information about available
Improvement Program updates.
Cho?se psTeamSeIven Information to be downloaded includes:
Specify Proxy Server
Choose Languages Types of updates available
Choose Products Products that can be updated
Choose Classifications giiaianislanouages
Configure Sync Schedule Click Start Connecting to save and download upstream server and proxy server information.
Finished This process might take several minutes or longer, depending on your connection speed.
What's Next

Start Connecting Stop Tonnecting

I
Next > Finish ‘ Ca;c;I‘W “
Select Update Language
t[ Windows Server Update Services Configuration Wizard:MCT-5T01 X
% Choose Languages
- Select the languages for which this server will download updates
Before You Begin If you are storing update files locally, you can filter the updates downloaded to your
Microsoft Update server by language. Choosing individual languages will affect which computers can be
Improvement Program updated on this server and any downstream servers.
Choose Upstream Server
Specify Proxy Server % - <
(O Download updates in all languages, including new languages
Choose Pradiicte ® Download updates only in these languages:
Choose Classifications [] Arabic [[] French [[] Norwegian
Configure Sync Schedule [] Bulgarian [ German [J Polish
il [] Chinese (Hong Kong S.AR.) [[] Greek [] Portuguese
What's Next [] Chinese (Simplified) [] Hebrew [] Portuguese
[] Chinese (Traditional) [] Hindi [[] Romanian
[] Croatian [] Hungarian [] Russian
[] Czech [ talian [] Serbian (Lati
[] Danish [] Japanese [] Slovak
[[] Japanese (NEC) [] Slovenian
[] Korean [] Spanish
[] Latvian [] Swedish
[] Finnish [] Lithuanian [ Thai
< >
< Back Next > I Finish ?néf W'\
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Select your products

@ Windows Server Update Services Configuration Wizard:MCT-STO01

% Choose Products
- Select the Microsoft products to be updated

Before You Begin &ZW You can specify the products for which you want updates.
Microsoft Update N‘i
Improvement Program
Products:
Choose Upstream Server W 10 T r—
R Pia oo 3 indows 10, version and later ~

e b an e A Windows 10, Vibranium and later, Servicing Drjvers
guag I Windows 10, Vibranium and later, Upgrade & $ervicing Drivers

|FAWindows 10

Choose Classifications A Windows 2000

Configure Sync Schedule 1 Windows 7

Finished J0Windows 8 Dynamic Update

What's Next [ JWindows 8 Embedded
{JWindows 8 Language Interface Packs
JJWindows 8 Language Packs

{JWindows 8.1 and later drivers
A IWindows 8.1 Drivers

A JWindows 8.1 Dynamic Update v
T ——
< >

All products, including products that are added in the future.

<Back || Next> Finish | Cancel |

Select update category

ﬁ Windows Server Update Services Configuration Wizard:MCT-STO01

%j Choose Classifications
k: Select the update classifications you want te download

Before You Begin | You can specify what classification of updates you want to synchronize.
Microsoft Update

Improvement Program "
Classifications:
Choose Upstream Server S
Specify Proxy Server [CJAll Classifications
C: i o iy [ Critical Updates
e dvag [ Definition Updates
Choose Products _[Driver Sets
Choose Classifications _[Drivers
Configure Sync Schedule [Feature Packs
Finished [ Security Updates
What's Next -.[JService Packs
-[Tools
-[JUpdate Rollups
[JUpdates
-[MUpgrades
All classifications, including classifications that are added in the future.

< Back I Next > Finish

Cancel

|
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Choose a sync time with Microsoft update servers and initiate the first synchronization.

@ Windows Server Update Services Configuration Wizard:MCT-STO1 X

%j Set Sync Schedule
- Configure when this server synchronizes with Microsoft Update

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications
Finished

What's Next

You can synchronize updates manually or set a schedule for daily automatic

% synchronization.

O Synchronize manually

(® Synchronize automatically

First synchronization: [ 6:49:19 AM =

Synchronizations per day: 3 B

Note that when scheduling a daily synchronization from Microsoft Update, the
synchronization start time will have a random offset up to 30 minutes after the specified
time.

< Back Next > Finish Cancel 7 |

t{ Windows Server Update Services Configuration Wizard:MCT-5T01

%j Finished
Finished initial configuration of your server

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule

What's Next

ary You have now finished configuring your WSUS server. You can go on to launch the WSUS
{ J Administration Console or start the initial synchronization.

[ Begin initial synchronization l
“The initial synchronization with Microsoft Update or your upstream server can take

some time. The length of the initial synchronization depends on the number of
products, update classifications, and languages you have selected, as well as the speed
of your Internet connection.

<Back Net> || Finish | | Cancel |
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ﬁ Windows Server Update Services Configuration Wizard:MCT-5T01 X
What's Next

Next steps to get your WSUS Server integrated into your environment

Before You Begin Next Steps: To fully configure your system, you should explore the following topics:
Microsoft Update &7 . -

Improvement Program 1. Using SSL with WSUS

Choose Upstream Server 2. Create computer groups

Specify Proxy Server

3. Assign computers to groups using Group Policy
Choose Languages

Choose Dicaliots 4. Configure auto-approval rules
Choose Classifications

Configure Sync Schedule
Finished

What's Next

Enable automatic approval

I,
1 Products and Classifications

!"F" You can specify the products for| Automatic Approvals X

Update Files and Languages Update Rules  Advanced

= You can choose whether to down|
update languages you want to dg

You can specify rules for automatically approving new updates when
s they are synchronized.

Synchronization Schedule

You can choose to synchronize m

LY

New Rule... Edit.. ) Delete RunRule

Automatic Approvals
You can specify how to i Default Automatic Approval Rule

to approve revisions to existing u |

Computers
You can specify how to assign col

Server Cleanup Wizard

You can use server cleanup to fre¢  Rule properties (click an underlined value to edit)

. |When an update is in Critical Updates, Security Updates
Reporting Rollup
You can choose to have replica d [Approve the update for all computers

E-Mail Notifications
You can have Windows Server Up
reports.

L &% ¢ &

Microsoft Update Improvement P
You have the option of joining th
quality, reliability, and performan

Personalization ==

You can choose how downstrean | OK I | Cancel \ ‘ Apply i

Do list, and how validation errors —

)
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Set two groups one for PCs and another for Servers

I | Actions

- ‘T roducts and Classifications
M‘Ff You can specify the products f Computers X

=/ Update Files and Languages General

= | You can choose whether to dd
update languages you want tq c! You can specify how to assign computers to groups.

n Synchronization Schedule

"a You can choose to synchroniz

(O Use the Update Services console

Note: New computers will automatically be placed in the Unassigned
Computers group.

«— Automatic Approvals
m You can specify how to autom
to approve revisions to existin

F!‘ o p Use Group Policy or registry settings on computers.

You can specify how to assign

“m=g  Server Cleanup Wizard
= You can use server cleanup to

= Reporting Rollup
5|~ You can choose to have replic

5] Update Services All Computers (0 computers of 0 shown, 0 total)
v 51 MCT-STO1 =
« 5 Updates Status: Failed or Needed ~ () Refresh
£f All Updates (i) Name IP Address Operating Sy... Installed/...  Last StatusR.
& Critical Updates
&1 Security Updates
WSUS Updates
v & Computers
v a5 All Computers Add Computer Group X
& Unassigned Com)|
§ Synchronizations ‘! Specify a name for the new computer group.
& Reports -
Options
Name: [PC| l
EETH

Create two organizational units (OUs) in Active Directory, one for personal computers and another for servers
(SRV), to implement distinct policies for PCs and servers.

] Active Directory Users and Computers - X
File Action View Help

I EIEEE R Y R 21

j Aftive Directory Users and Com|| Name Type Description
> ;a Saved Queries EIMCT-CORE  Computer
v il frccom IEIMCT-STO1  Computer

> [ Builtin

B Compulers IEIMCT-WDS  Computer

> [Z1 Domain Controllers
» (] ForeignSecurityPrincipalt
> J| Managed Service Accounts

>l Use
2] PCs
3] SRV
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Create two group policy objects, one for personal computers and another for servers, with the specified update
settings at the computer level.

Group Policy Management
& File Action View Window Helg F‘ Configure Automatic Updates [m] X
* *‘ # ‘ e 1 Configure Automatic Updates

2 Group Policy Management

v A F?rest itecom O Not Configureg ~ COmment:
v (&5 Domains

v F3 iitc.com ® Enabled |

=/ Default Domain Policy

Previous Setting ‘ ‘ Next Setting

5 (2] Domain Cpntrallare O Disabled :
s [Eipcs 15] Group P« Supported on: [ \indows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
=1 SRV Option 7 only supported on servers of at least Windows Server 2016 edition
il File Actior]
> Group Pol
5 % WMiFilter, 4 = | 21| Options: Help:
> [ Starter GP -
> [fg Sites Configure automatic updating: Specifies whether this computer will receive security updates and | A
4 Group Policy Mog : other important downloads through the Windows automatic
Group Policy Rest |4 - Auto download and schedule the install updating service.

The following settings are only required and applicable § | Note: This policy does not apply to Windows RT.
4 is selected.
This setting lets you specify whether automatic updates are
enabled on this computer. If the service is enabled, you must
select one of the four options in the Group Policy Setting:

[] Install during automatic maintenance

Scheduled install day: | 1 - Every Sunday

1 2 = Notify before downloading and installing any updates.
vl
Semnsint |
. When Windows finds updates that apply to this computer,
[=linell update forotherMicrosoe frouuces users will be notified that updates are ready to be downloaded.
After going to Windows Update, users can downlead and install
any available updates.

Scheduled install time:

3 = (Default setting) Download the updates autométically
and notify when they are ready to be installed
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18l Group Policy Management

Action

_a Filew
ez

View Window Help
| @]

& Specify intranet Microsoft update service location

2 Group Policy Management

v 4 Forest: iitc.com

B} Specify intranet Microsoft update service location

Previous Setting ‘ ‘ Next Setting ‘

v (55 Domains O Not Configured Comment:
v g iitc.com -
=i/ Default Domain Policy
> 2] Domain Cpnteallare | O Disabled
% l] z;:; Supported on: At least Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3,
> ? File Actlcm excluding Windows RT
> |5 Group Poli———
> [ WMIFitter; ¢ |z )
$ a Starter GP Options: Help:
> [ Sites
st Group Policy Mog Set the intranet update service for detecting updates: 2
0—?? G & P Ilcy R Pe 9 upd Specifies an intranet server to host updates from Microsoft
L C i Gl G http://mct-wsus:8530 | Update. You can then use this update service to automatically
update computers on your network.
Set the intranet statistics server:
This setting lets you specify a server on your network to
http://mct-wsus:8530] I function as an internal update service. The Automatic Updates
client will search this service for updates that apply to the
Set the alternate download server: computers on your network.
| To use this setting, you must set two server name values: the
(example: http://IntranetUpd01) server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
Download files with no Url in the metadata if workstations upload statistics. You can set both values to be the
alternate download server is set. same server An optional server name value can be specified to
fi d Update Agent to download updates from an
altemate download server instead of the intranet update service.
If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service (or
& Group Policy Management — u]
(& File Action View Window Fl Enable client-side targeting a X
e 2@ CIBE |p ; .
[5] Enable client-side targeting i ‘ ‘ Next Setting
2 Group Policy Management
v ﬁ& F?vest: utcjcom Not Configu red Comment:
v (54 Domains %
v g iitc.com @ Enabled
i/ Default Dom File
> = Domain Con 4 = .
, 51 PCs Supported on: [ At |east Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3,
5 & SRV excluding Windows RT omme A
> Group Policy| No
> [ WMIFilters Options: Help: No
N > [ 3] Starter GPOs: _ =

> L@ Sites Target group name for this computer Spesrﬁes the target group name or names that should l?e usedto | A No

8% Group Policy Model receive updates from an intranet Microsoft update service. No

o = PCs
G Policy Result:

e RPUREONCY R If the status is set to Enabled, the specified target group No
information is sent to the intranet Microsoft update service No
which uses it to determine which updates should be deployed to No
this computer.

Neo
If the intranet Microsoft update service supports multiple target No
groups this policy can specify multiple group names separated No
by semicolons. Otherwise, a single group must be specified. No
If the status is set to Disabled or Not Configured, no target group No
information will be sent to the intranet Microsoft update service. No

Ne
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& Group Policy Management |§1 No auto-restart with logged on users for scheduled automatic updates installations [m] X
|& File Action View Window Help| hm -

6 = | = | ! | I EE] No auto-restart with logged on users for scheduled automatic updates installations

2 Group Policy Management ‘ Previous Setting ‘ ’ Next Setting

v ﬁ Forest: iitc.com

v (£ Domains & Group O Not Configured Comment:
v 3 iitc.com
i/ Default Dom File  Actig
> :;ﬂ Domain Con' 4 = | E O Disabled
> 12 b Supported on: [ \yindows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
> [ SRV
> [ Group Policy
> [ WMIFilters n .
> [ Starter GPOs; Uetion= Help:
> [@ Sites _ : - :
39 Grann Daliry Madel | I Specifies that to complete a scheduled installation, Automatic A

1R Group Policy Management - [l X
& File Action View Window Hel -
| 75 6l & Turn on Software Notifications I a X
& Group Policy Management . T P B
= Turn on Software Notifications 7 5 5
v A\ Forest: iitc.com = Previous Setting ‘ [ Next Setting \
v [55 Domains A »
v i iitc.com “| O Not Configured Comment: Domg|
5/ Default Dom File i
dff Defack O Enabled e e
> (3] Domain Con &= |
> (21 PCs I@ Disabled |
- =
2 g Y Supported on: Server 2008, Wind 7, and Wind Vista e,
> L[5t Group Policy
> [ WMI Filters No
s > Wl Srarter P05 Options: Help: Ne
> [fg Sites No
¥ Group Policy Model
55_7 qup POHCY Result: This policy setting allows you to control whether users see A No
= i detailed enhanced notification messages about featured No
software from the Microsoft Update service. Enhanced No
notification messages convey the value and promote the

To apply the policy, either execute gpupdate /force or reboot the computers.
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L2TP/IPsec VPN

A Virtual Private Network (VPN) creates a protected network channel that enables you to link to your
private network from different internet locations, providing access to internal resources as per the
access rights granted to you.

Existing Active directory environment

OS: Windows server 2016
Domain Name: ITPROLABS.XYZ
Domain IP: 192.168.153.10/24
IP Scheme: 192.168.153.0/24

=

File Action View Help
o 2mMABEeE Hm I2aTER
1 Active Directory Users and Com|| Name Type Descript

, el - a
— b | Builtin builtinDomain ey
\| 3 ftprolabsx " Computers  Container Default etworang

S =) Domain Con... Organizational.. Default
Computers

B T e _ ForeignSecu... Container Default o Internet Protocol Version 4 (TCP/IPv4) Properties
j ForeignSecurityPrincipal | : 3 Organ?zational... General
= HR =T Organizational...
am ~iatcensr il | B Bttt bt
; | ‘=) Marktin Organizational... . WS, :
_,‘: :::‘:ﬁg:: Semves deee Eaoa . Or:anizational... j for the spoooiate 7 setings.
31 QA _-‘T:Sales Organ'izational... } ats 1P ad I
3] Zasl:rss | Users Container Default Kl @ Use the following IP address:
J 1P address: [ 192.168 . 153. 10
] B et nank: [ 255.255.255. 0
i o — (192388153 2 |
Obtan DNS server address automatically
(® Use the following DNS server addresses:
Preferred DNS server: 192 . 168 , 153 . 10
Alternate DNS server: |:—|

[[Jvalidate s=ttings upon exit
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Existing DHCP Server Configuration:

VPN clients will reach out to the DHCP server to get our internal TCP/IP settings in order to access
internal resources, as outlined in the following DHCP server configuration:

Server IP: 192.168.153.10/24

Scope range: 192.168.153.50 - 192.168.153.254

DG: 192.168.153.2

DNS: 192.168.153.10

s 2mXEe HEE®

¥ DHCP Contents of Scope
v i cl:O?;t:oroiabs "i%Address Pool
v ® __,v :@Address Leases
v | Scope Wi e
& Adl| ; Scope [192.168.133.0] ITProLabs Scope Properties ? X
= Ad __-;Scope Options
5 EJ Res —_12 Policies General DNS Advanced
B, Scc o
= Pol . Scope
—e —
-3 Server
4 Policie
> [# Filters Scope name:
» Pvb
» Start IP address: | 192 . 168 . 153, 50

£nd IP address: |192.163,153.254
Cobnelmat) |255 255 255, 0 ength: 24

Lease duration for DHCP clients -
+ Limzed to:

Days: Hours:  Minutes:
| ez o | o=

" Unlimited
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VPN Server Setup and Configurations

Server Name: VPN

LAN IP: 192.168.153.11/24
WAN IP: public IP address
Network configuration:

Our setup includes two network interfaces: one is dedicated to LAN connections within our domain scope,
while the other handles WAN operations, specifically accepting VPN client connection requests from the
internet.

PYALYY DR I S R

=

4 & 5 Control Panel > Network and Internet > Network Co 4 # > ControlPanel > Network and Internet > Network Connections

Organize v Organize v Disable this network device Diagnose this connection Rename this connection Vi

~ . LAN “L WAN o~ LAN - WAN
¥ _ itprolabsxyz o= Network 2 kk tprolabs.xyz *E Network 2

G Intel(R) 82574L Gigabit Network C... @7 Intel(R) 82574L Gigabi @ intel(R) 82574L Gigabit Network C... &7 Intel(R) B2574L Gigabit Network C...
LAN Ceodyac Ve ' s WAN Propertie
; —
@ LAN Properties Y
i Networking  Shaning
Networki i
el Internet Protocol Version 4 (TCP/IPwd) Properties X
q
Internet Protocol Version 4 (TCP/IPv4) Properties General
General You can get IP settings assigned automatically if your network supports

hsm Otherwise, vwmedbadtmnetwortmuaw

1 You can get IP settings assigned automatically if your network supports
this capability., Otherwise, you need to ask your network administrator

for the appropriate IP settings. (O Obtan an IP address automatically
. - (@) Use the following [P address:
(O) Obtain an IP address automatically o [ PUbI i c : IP -
(@) Use the following IP address: PTIRn 42;5_255:2;5__2:{‘
IP address: 192 , 168 . 153 . 11 SRR T [m___

Subnet mask: 255.255.255. 0
Chtan DNS server addre 0o il

Obtain DNS server address automatically Preferred DNS server: 19_2__ }?Z_I_S}_._E ‘
(®) Use the following DNS server addresses: Alternate DNS server: [
Preferred DNS server: 192 . 168 . 153 . 10
Alternate DNS server: II’ (] vaidate settngs upon exit Advanced..,
| [ validate settings upon exit [ advancad E Cancel

[ OK ] l Canct 2 items 1 item selected
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VPN Configuration Steps:

Step 1: Join VPN Server to ITPROLABS.XYZ domain
Initially, connect to our VPN server linked to the ITPROLABS.XYZ domain in order to authenticate VPN client

connections using active directory.

@ ¥ Server Manager * Local Server @ | F Mamage Took  View

i PROPERTIES

Dashboard For VPN | TAsks
Computer name VPN Last installed updates Never
B All Servers Workgroup WORKGROUP Windows Update Download updates only, using Windows Update
¥§ File and Storage Services b - Last checked for updates Today at 9:44 AM
Window Computer Name | Hardware | Advanced  Remote Windows Defender Real-Time Protection: On
= == - = ey s i Feedback & Diagnostics Settings
| Windows Security X
You can change the name and the membership of this
computer. Changes might affect access to network resources. Computer Name/Domain Changes
tion Server" or
oty riane: Enter the name and password of an account with permission
VPN ‘ to join the domain.
Full computer name: . U @ 3.20GHz
VPN Change... administrator
Hoee s | oooooooooooo| o
Member of
o(@ Domain: Domain: itprolabs.xyz
’nprolabsm @@7,
O Workgroup:
WORKGROUP oK Cancel O
oK Cancdl | [ Log Date and Time
Cancel Apply

Step 2: Add Remote Access role
On the VPN server, use the Server Manager to install the remote access role as depicted in the following
illustrations.

2 Add Roles and Features Wizard - [m] X

Manager * Dashboard

DESTINATION SERVER

Select server roles VPN tproabs:nz
I WELCOME TO SERVER MANAGER
Before You Begin Select one or more roles to install on the selected server.
2 i . Installation Type Roles Description
Configure this local server ,
7 || Active Directory Lightweight Directory Services Remote Access provides seamless
QUICK START ) [] Active Directory Rights Management Services connectivity through DirectAccess,
o i & [] Device Health Attestation VPN, and Web Application Proxy.
2 Add roles and features [] DHCP Server DirectAccess provides an Always On
[] DNS Server and Always Managed experience.
2 At e =) = s i ional VI
3 Add other servers to manage [ Fax Server _ . RAS provides traditional VPN
| [m] File and Storage Services (1 of 12 installed) services, including site-to-site
WHAT'S NEW LC " [] Host Guardian Service (branch-office or cloud-based)
4 reate a server group [ Hyper-v connectivity, Web Application Proxy
[J MultiPoint Services enables the publishing of selected
[ onnect thic server to cloud <er [ Network Controller HTTP- and HTTPS-based
D Somnect i/ senpelacoud s [] Network Policy and Access Services applications from your corporate
[] Print and Document Services network to client dewce; outside of
LEARN MORE the corporate network. Routing
— T Remote Desktop Services provides traditional routing
[] Volume Activation Services capabilit}es, inclgding NAT and other
[C] Web Server (iIS) conngcthty options. RAS .and.
ROIESAND SERVER GROU_PS [] Windows Deployment Services Routing can be deployed in single-
Roles:1 | Servergroups:1 | Serverstotal: 1 [[] Windows Server Essentials Experience tenant or multi-tenant mode.
Eil d st [] Windows Server Update Services
= e an orage
L] 1
Services
@ Manageability ‘ @ Manageability < P! Install
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& Add Roles and Features Wizard = =] X
er Manager * Dashboard
DESTINATION SERVER
Select featu res VPNLitprolabsxyz
- WELCOME TO SERVER MANAGER
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
N o hi " —_— — =
Seh a Conflgt“ e this Server Selection W NET Framework 3.5 Feature: | .NET Framework 3.5 combines the
| [®] .NET Framework 4.6 Features (2 of 7 installed) |  powerof the .NET Framework 2.0
|| QUICK START i [J Background Intelligent Transfer Service (BITS) £Dlswith oew tchinologies for
2 Add roles and [ BitLocker Drive Encryption buddm.g apphca.tlons that offer
= = [] BitLocker Network Unlock appealing user :nterfaces, .prote.ct
= o [ BranchCache | your customers' personal identity
3 Add other ser ] Client for NFS | information, enable seamless and
[] Containers secure_c.ommunicahon, and provide
WHAT'S NEW 4 Create a serve [] Data Center Bridging the .abnllty to model a range of
[] Direct Play business processes.
= R e [[] Enhanced Storage
5 Connect this s§ [] Failover Clustering
[[] Group Policy Management
LEARN MORE [[] Host Guardian Hyper-V Support
[] /O Quality of Service
[] 1S Hostable Web Core
[] Internet Printing Client
ROLES AND SERVER GROUPS [C] 1P Address Management (IPAM) Server
Roles: 1 | Servergroups: 1 | Servers total: 1 [] iSNS Server service
= File and Storage
[} : 9 1
Services
@ Manageability

fa AddR — e==—=__—= |
= Add Roles and Features Wizard X
r Manager * Dashboard
Select role services Add features that are required for DirectAccess and
[ VELCOME TO SERVER MANAGER VPN (RAS)?
Select the role services to install for Remote Access
You cannot install DirectAccess and VPN (RAS) unless the following
Role services role services or features are also installed.
5 ﬁ Conﬂg ure this DirectAccess and VPN (RAS Group Policy Management S
Routing RAS Connection Manager Administration it (CMAK)
QUICK START Web Application Proxy 4 Remote Server Administration Tools
2> Add roles and 4 Role Administration Tools
= 2RSS LS 4 Remote Access Management Tools
z [Tools] Remote Access module for Windows PowerS
3 Add other sery rvices [Tools] Remote Access GUI and Command-Line Too
WHAT'S NEW 4 Web Server (IIS)
HAT'S s ~ 4 Web Server
Create a serv
4 Create a serve| 4 Common HTTP Features
o Static Content
5 Connect this sq | |
Include management tools (if applicable)
LEARN MORE
2
ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Servers total: 1
File and Storage =
5 9 1 B Locd
Services
@ Manageability @ Mani.
—— 2o
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& Add Roles and Features Wizard - m] X

er Manager * Dashboard

DESTINATION SERVER
Web Server Role (IIS) VPN Rprolabyz
- WELCOME TO SERVER MANAGER
Before You Begin Web servers are computers that let you share information over the Internet, or through intranets and
‘ extranets. The Web Server role includes Internet Information Services (IIS) 10.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IIS 10.0, ASP.NET, and Windows
“ C 0 nﬁgu re thlS Server Selection Communication Foundation.
es b
Server Roles
QUICK START 5
eatures
2 Add roles and * The default installation for the Web Server (IIS) role includes the installation of role services that
Remote Access enable you to serve static content, make minor customizations (such as default documents and HTTP
3 Ad‘J OT,"?EF sen Pide Servicas errors), monitor and log server activity, and configure static content compression.
Web Server Role (lIS)
WHAT'S NEW = e b E-)
4 (Create a serve Role Services 1
= Confirmation
5 Connect this sq
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers totalk 1

More information about Web Server IiS

P File a.md Storage
Services

@ Manageability

S

Cancel

& Add Roles and Features Wizard S ] X

br Manager * Dashboard
DESTINATION SERVER
VPN itprolabsxyz

Select role services

- WELCOME TO SERVER MANAGER

Before You Begin Select the role services to install for Web Server (lIS)

6 Configure this

QUICK START
2 Add roles and
3 Add other sen\
WHAT'S NEW <l S
4 Create a serve
5 Connect this s4
LEARN MORE
ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

i3 File z?md Storage
Services

@ Manageability

S

@ Man

Installation Type
Server Selection
Server Roles

Features

Confirmation

Role services

Default Document
Directory Browsing
HTTP Errors

Static Content

[] HTTP Redirection
[C] WebDAV Publishing
alth and Diagnostics
HTTP Logging

[] Custom Logging
[] Logging Tools

[C] ODBC Logging

[ Request Monitor
[ Tracing
Performance

Static Content Compression
[[] Dynamic Content Compression
4 [V] Security

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.
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& Add Roles and Features Wizard - ] X

br Manager * Dashboard

DESTINATION SERVER

Installation progress VP proabs 2

- WELCOME TO SERVER MANAGER

View installation progress

o Feature installation

0 Configure this —

esik Installation started on VPN.itprolabs.xyz
QUICK START

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Access

DirectAccess and VPN (RAS)
Remote Server Administration Tools

Role Administration Tools
5% Connect this s Remote Access Management Tools-

Ry 2esults Remote Access module for Windows PowerShell

Remote Access GUI and Command-Line Tools

2 Add roles and

3 Add other ser\

WHAT'S NEW s
4 (reate a serve

LEARN MORE

Web Server (1IS)

Wah Sancar

You can close this wizard without interrupting running tasks. View task progress or open this

ROLES AND SERVER GROUPS
page again by clicking Notifications in the command bar, and then Task Details.

Roles: 1 | Servergroups:1 | Servers total: 1

" 1 Export configuration settings
= File and Storage
L]

Services

@ Manageability @ Man

= Add Roles and Features Wizard - O X
r Manager » Dashboard
> % 2 z DESTINATION SERVER
Confirm installation selections VPN tprolabs oz
- WELCOME TO SERVER MANAGER
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [T] Restart the destination server automatically if required
0 Conﬁgu re th|S Server Selection Optional features (such as administration tools) might be displayed on this page because they have
5 D  arver Tk been selected automatically. If you do not want to install these optional features, click Previous to clear
QUICK START ;e”cr S their check boxes.
eatures
2 d rol =
2 Add roles and Remote Access Group Policy Management
3 Add other sen Role Services RAS Connection Manager Administration Kit (CMAK)
Web Server Role (iiS) Remote Access
WHAT'S NEW =2 ieald R 2 DirectAccess and VPN (RAS)
4 (Create a serve Role Services
Remote Server Administration Tools
g Connect thi Role Administration Tools
Remote Access Management Tools
LEARN MORE Remote Access module for Windows PowerShell
Remote Access GUI and Command-Line Tools
Web Server (IIS)
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1 Export configuration settings
z Specify an alternate source path
== File and Storage
= Services 1
-< Previous Cancel
® Manageability ® Man [L< Previous | [ Cancel |
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Step 3: Enable and configure routing and remote access (Enable VPN Service)
1. On VPN, from Server Manager, open Routing and Remote Access.
2. Right-click VPN (local), and then click Configure and Enable Routing and Remote Access

and follow the instructions as explained in the figures below

Server Manager * Dashboard

AMANMACGED

v @ | FA Manage Tools View Help

WELCOME TO SERVE

Dashboard

3 Routing and Remote Access

Local Server

Routing and Remote Access

= File Action View Help

B All Servers .

. @= | Em

WE File and Storage Services P == 3

" 5 Routing and Remote Access

® IS QUICK START 5 Server Status

@l Remote Access Configure and Enable Routing and R

. i Remote Access
Access

e
n ?. 1

WHAT'S NEW All Tasks

Delete

Disable Routing and Remote Access

rides secure remote access to

s o configure the following:

wo private networks.
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Server Manager * Dashboard

v @ | [’ Manage Tools View
A

B Local Server

fiE All Servers
g Fileand Storage Services P
o 1s

g’ﬁ Remote Access

WELCOME TO SERVEP-MANAGER

File Adi

@

= Routin

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services, or you can
customize this server.

%Se
> @mve

WHAT'S NEW

LEARN MORE

ROLES AND SERVER ¢

Roles: 3 |

Server groups3

¢ Remote access (dial-up or VPN)
Allow remote clients to connect to this server through either a dial-up connection or a
secure virtual private network (VPN) Intemet connection.

" Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

¢ Vitual private network (VPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

0(3 Custom configuration
Select any combination of the features available in Routing and Remote Access.

menu,

File and Storz

n

Services

Cancel

@ Manageability

‘ ‘ (® Manageability

28 Dashboard
i Local Server
ii All Servers
&g File and Storage Services b
e Is

gﬁ Remote Access

WHAT'S NEW

LEARN MORE

ROLES AND SERVER ¢

Roles: 3 | Server groups]

File and Stors

“u

Welcome to the Routing and Remote Access
Server Setup Wizard

This wizard helps you set up your server so that you can
connect to other networks and allow connections from
remote clients.

To continue, click Next.

to

menu,

Services

Cancel
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Tools

View

Dashboard

WELCOME TO SERVER MAMAGER

8 Re

l Local Server

ii All Servers

¥§ File and Storage Services b
i® Is

gi Remote Access

QUICK START

WHAT'S NEW

LEARN MORE

ROLES AND SERVER ¢

Roles:3 | Server groups

File and Stor.
Services

n

Routing and Remote Access Server Setup Wizard

Access

Completing the Routing and R t
Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup wizard.

Summary of selections:

VPN access

After you close this wizard, configure the selected services
in the Routing and Remote Access console.

To close this wizard, click Finish.

Cancel

to

menu,

@ Manageability

‘ [@ Manageability {

WELCOME TO SERVER MAMAGER

Routing and Remote Access Server Setup Wizard

Custom Configuration
When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

y @ Vi lect the services that you want to enable on this server.
v VPN access

I Dial-up access
[~ Demand-dial connections { used for branch office routing )
[~ NAT

™ LAN routing

to

menu,

- B Routil
B Local Server I T
7 File Ad
BE All Servers p !9‘
-i.i File and Storage Services P B Routi
i 1s QUICK START 3 se
gﬁ Remote Access
WHAT'S NEW
LEARN MORE
ROLES AND SERVER (
Roles:3 | Server groups]
== File and Storz
[} o
ervices

Cancel

(1) Manaaeahilitv

["(#) Manaaeabilitv I
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WELCOME TO SERVER-MANAGER

i Local Server 1t
File

ii All Servers Completing the Routing and R te A

#§ File and Storage Services P Server Setup Wizard

o IS QUICK START L
- Routing and Remote Access X i

g’-l Remote Access

3 Remote Access Service is unable to enable Routing and Remote Access
';lg for the probable reason like: unable to open ports for Routing and
WHAT'S NEW Remote Access in Windows Firewall service. In this case RAS may not
accept vpn connections.

User Action: Manually open the port of Routing and Remote Access in
the windows firewall.

—
To close this wizard, click Finish. Bt
ROLES AND SERVER ¢

|
O

v @ [ IrA Manage Tools View
¥ Dashboard WELCOME TO SERVER l-‘:_g-;ﬂ.}_lfﬂ“? = 7"

B Local Server

ii All Servers

Completing the Routing and Remote Access
ii File and Storage Services P

== Server Setup Wizard
i@ Is QUICK START You have successfully completed the Routing and Remote

Access Server Setup wizard.

Q'_| Remote Access

Routing and Remote Access pee to
WHAT'S NEW Start the service
The Routing and Remote Access service is ready to use.
tart service Cancel
LEARN MORE —

inthe Routing and Remote Access console.
menu,

To close this wizard, click Finish.

R e L L T
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Step 4: Allow VPN clients to obtain TCP/IP configuration from DHCP and use internal DNS

This section will enable VPN clients to receive TCP/IP settings from DHCP. Moreover, it is advantageous for VPN
users to utilize the internal DNS server, which simplifies the process of locating and utilizing internal network
resources.

E Routing and Remote Access
File Action View Help

e 2@ o= Hm

& Routing and Remote Access Network Interfaces
S Stat A . s
% V:r:f'rlm:':” LAN and Demand Dial Interfaces Type Status Connection State Device Name
E N Configure and Enable Routing and Remote Access Dedicated Enabled Connected Intel(R) 82574L Gigabit Network Co...
=r Disable Routing and Remote Access Loopback Enabled Connected
E P Enable DirectAccess... Dedicated Enabled Connected Intel(R) 82574L Gigabit Network Co...
E3R Internal Enabled Connected
> All Tasks 5
=
v E'-C; Delete
% Refresh
o Properties
Help

[ ¥

Fie  Acticn View Mol
e amacs Bm
X Rounng and Remote Access Remote Accen Chents 091

i€ Shatus
2 ?;’:::‘u-t User Mame, Ducstion . bhumber of Bocts atin
kY Mﬂno;t lrtertoces Erepetios ! 2
I Pemote Access Clents @) Pt
P6  BEQ PP Legore
B Pens
=3 Remote Accens Loggng & Poboer Forwardng
e
v R

0 20w 1S e 50 show in the view,

1Ped piddrems somgyrvert

I(""" Ths server can asngr Prd addees by g
W St Poutes
Dyraene: Host Corfigursnon Pretacel (DHCP)
" Sutc sddens sod
Fen 1 R PAsow  Magk

J |

¥ Eratie brosdcat name resckion

Une the follownyg adacter 1o cbtam DHCP, DHS. and WINS adidesses for

B ety

L (V) .l
MNow FAS 2 seect sdacter 1
VAN
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Step 5: Set up a preshared key for the IPSec connection
Set up a preshared key on the VPN server to be utilized for IPSec connections.

Manage Tools View

_ wébsﬂumy IPvd IPv6 IKEv2 PPP  Logging
I== Dashboard

i Local Server mam  The Authentication provider validates credentials for remote access clients
and demand-dial routers.

Wil All Servers Authentication provider:

g File and Storage Services P Windows Authentication

GRS Authentication Methods... |

s

g’ﬁ Remote Access The accounting provider——— a
sessions. Routing and Remote Access X

Accounting provider:

W IWindows Accounting To enable custom IPsec policy for L2TP/IKEv2 connections, you must

The custom IPsec polic] :L} restart Routing and Remote Access.

connections. The Routi
set this option. IKEv2 ini

certificate will not be abl

v Allow custom IPsec W Cancel Hide
Preshared Key: T 2 ]
||TPmLabs@17

| [ SSL Certficate Binding:
Rol¢ ™ Use HTTP

) Select the certificate the Secure Socket Tunneling Protocol (SSTP)
server should use to bind with SSL (Web Listener)

Certificate: | Default L] fiew I 1

Disable PPTP connections

The VPN Server is initially configured to allow up to 128 simultaneous connections for PPTP, SSTP, and L2TP.
This limit can be either raised or lowered according to your needs, and you can even disable it by setting the
concurrent connection count down to zero, as detailed in the following figures.

@ S At Name Device Used By Status

v £ VPN (local) = B N )
E Network Interfaces 5 WAN Miniport (SSTP) (VPN1-99) VPN RAS/Routing Inactive
T Remote Access Clients (0) zWAN Miniport (SSTP) (VPN1-98) VPN RAS/Routing Inactive
Ports A3 WAN Miniport (SSTP) (VPN1-97) VPN RAS/Routing Inactive
h Re View > cies %.BWAN Miniport (SSTP) (VPN1-96) VPN RAS/Routing Inactive
=P A3 WAN Miniport (SSTP) (VPN1-95) VPN RAS/Routing Inactive
W pSeieh 23 WAN Miniport (SSTP) (VEN1-94) VBN RAS/Routing  Inactive
Export List... S22 WAN Miniport (SSTP) (VPN1-93) VPN RAS/Routing Inactive
Properties ‘?;.BWAN Miniport (SSTP) (VPN1-92) VPN RAS/Routing Inactive
'E.f\‘VAN Miniport (SSTP) (VPN1-91) VPN RAS/Routing Inactive
Help PWAN Miniport (SSTP) (VPN1-90) VPN RAS/Routing Inactive
%.SWAN Miniport (SSTP) (VPN1-9) VPN RAS/Routing Inactive
?,EWAN Miniport (SSTP) (VPN1-89) VPN RAS/Routing Inactive
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e | nEECE| HE

E Routing and Remote Access
5 Server Status
v [ VPN (local)
& Network Interfaces
T Remote Access Clients (0)
= Ports
23 Remote Access Logging & Policies
> B IPve
> B IPvE

HA
Ports
Name > Device Used By Status
P WAN Miniport (SSTP) (VPN1-99) VPN RAS/Routing Inactive
%?WAN Miniport (SSTP) (VPN1-98) VPN RAS/Routing Inactive
@WAN Miniport (SSTP) (VPN1-97) VPN RAS/Routing Inactive
%WAN Miniport (SSTP) (VPN1-96) VPN RAS/Routing Inactive
§WA Ports Properties ? ctive
2w ctive
Z2wWA  Devices cive
gm Routing and Remote Access (RRAS) uses the devices listed below. cHve
%-‘Wh Nome T Used B T Type T Nﬂﬁl Configure Device - WAN Miniport (PPTP) ? X
E?WA wm mz EISKSEE;; %ﬁﬂmﬂng ﬁg}; }gg You can use this device for remote access requests or demand-dial
WAN Mnigort (L2TP) RAS/Routng  L2TP 128 | Cornectons.
AN Miniport (PPTP) RAS/Routng  PPTP 128 | ¥ Remote access connections {inbound only)
WAN Mniport (PPPOE) Routing PPPoE 1 [V Demand-dial routing cor ons (inbound and outbound)
%#WA WAN Miniport (GRE) Routing Urkno... 128 [T Demand-dal routing connestians (cutbound only)
Swa
WA Phone number for this device: I
Brwa : : . :
a3 You can set 3 maxmum port limit for 3 device that supports mutiple ports.
=
Pwa a =
2wa
WA
o oK Cancel
ctive
ctive
2wa Icﬁve
Bwa oK Cancel | | Aoply | jctive
2wa Jctive
B30/ AR M aiaiaaw rECTM AR TR R DAC/Oa alan IRy
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Allowing internet users to connect through VPN
Step 1: Active Directory Configuration

To permit only specific users to access VPN, create an Active Directory group called 'VPN_Users' using the
Active Directory Users and Computers tool. Add a user, such as 'aabdelwahed’, for testing purposes. These
settings apply to the ITPROLABS.XYZ domain on the DCO1 server.

File Action View Help

e | HFE 48| XE

*Active Directory Users and Computers

Iz HE 32 ETES

S
§ Protection

Tools View Help

] Active Directory Users and Com

) » [] Saved Queries
v 3 itprolabs.xyz
> ] Builtin
™ » || Computers
3 2 Domain Controllers
| ForeignSecurityPrincipal:
> B HR
3T
| Managed Service Accour|
9 » @] Markting
3l 0A
3| Sales
| Userr
Delegate Control...
Find...
o
All Tasks
View
Refresh
< Export List...

™ n

Name Type

%aabdelwahed User
E,Administrator User

Description

Built-in account for ad...

%Allowed RO... Security Group... Members in this group c...
%Cert Publish... Security Group... Members of this group ...

ﬂcloneable D... Security Group... Members of this group t...
E.; DefaultAcco... User A user account manage...
%Denied ROD... Security Group... Members in this group c...
\%DHCP Admi... Security Group... Members who have ad...

%DHCP Users  Security Group... Members who have vie...

%DnsAdmins Security Group... DNS Administrators Gro...
%DnsUpdateP,.. Security Group... DNS clients who are per...
P nomenin g, Security Group... Designated administrato...

o.. Security Group...
on... Security Group...

> Computer

Contact
O -
InetOrgPerson

msDS-KeyCredential
msDS-ResourcePropertylist

All workstations and ser...
All domain controllers i...

[Tasks ~ ]

Never
Download update:
Yesterday at 3:17 f

Real-Time Protect
Settings

Off

(UTC+03:00) Kuwa
Not activated

Intel(R) Core{TM) ii
3GB
260 GB

7 New Object - Group

ol |

% Createin: itprolabs.xyz/Users

M Group name:
0' VPN_Users

Group name (pre-Windows 2000):

I VPN_Users |
Group scope Group type
(O Domain local (@) Security
{® Global (O Distribution
(O Universal

Cancel

2 Xam

on

ccount for ad...

s who have ad...

in guests

%Domain Users Security Group... All domain users

%Enterprise A... Security Group... Designated administrato...
%Enterprise K.. Security Group... Members of this group ...

s in this group c...
s of this group ...
s of this group t...
ccount manage...
s in this group c...

s who have vie...

ministrators Gro...
nts who are per...
ed administrato...
tations and ser...

3in controllers i...
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You are now able to include members in this group whom you wish to grant VPN access privileges.

3 Active Directory Users and Computers o\/PN_Users Properties ? X
File

§ Protection

Action View Help et | Mo Meber OF | Maraged By
= ) = Lyl embers  Member lanag
e R 0/ XECc= Hml ' W
— T s Members:
, Active Directory Users and Com/|| N, T R §
. 3 ame ype Name Active Directory Domain Services Folder [ TASKS
» || Saved Queries : X |
2a i lab: EEDHCP Admifizzssecunty 2 aabdelwashed  itprolabs xyz/Users 1
v H It,’fmé a_lts_'m B2 DHCP Users  Security :
o T %DnsAdmins Security Gr il
| Computers g Download update{
= S kEDnsUpdateP... Security Groug }
2| Domain Controllers y i esterday at 3:17 R
| ForeignSecurityPrincipal ﬁgDomaln Ad... -Security Groug
= HR %Domain Co... Security Grouy
2]
50T &BDomain Con... Security Grouy heal-Time Protecti
= -Ti ]
| Managed Service Accour &2, Domain Gue... Security Grouy Ko i
=] Markting EBDomain Users  Security Group 3{; 9
3] 0A @Enterprise A... Security Groug I
o] Sales %Enterprise K.. Security Groug 9TC+O?:OO) Kiva
| Users %Enterprise R.. Security Groug Notactvated
&BGroup Polic... Security Grouy
g.;Guest User
%Key Admins  Security Remave PR
82 protected Us... Security Groug i) Core(IM)
42 RAS and IAS ... Security Grou, . 68
% Read-only D... Security Groug Cancel Apply po0 GB

EBSchema Ad... Security Group:: areT 3 ato... >
MVPN_Users Security Group...
< v

Step 2: Configure the Remote Access policies (NPS)

To enable users for VPN access, they must receive permission via the Network Policy Server or individually
through 'dial-in' access in the Active Directory Users and Computers wizard. Using Network Policy Server (NPS),
we going to allow VPN_Users group to access using VPN.

% Server Manager = X

Server Manager * Dashboard -@ | F oy 1 B8 vew b

Component Services

Computer Management

i Dashboard WELCOME TO SERVER MANAGER Connection Manager Administration Kit

§ Local Server Defragment and Optimize Drives
& Al Servers . S Disk Cleanup
3 0 Configure this local server M o

i’.' File and Storage Services P

= G Policy M; it
| CHIN QUICK START roup Policy Management

- Addirolesand eahires Internet Information Services (IS) Manager
1 aa ro eatures

=1 Remote Access G = iSCS! Initiator

Local Security Policy

Microsoft Azure Services

WHAT'S NEW 4 Create a server group @ Network Policy Server
ODEC Data Sources (32-bit)

5 Connect this server to cloud services ODBC Data Sources (64-bit)

Performance Monitor
LEARN MORE Print Management
Remote Access Management
Resource Monitor

ROLES AND SERVER GROUPS
Routing and Remote Access

Roles:3 | Servergroups:1 | Servers total: 1
Services
= File and Storage - - :
[} , 9 1 ® s 1 =l Remote Access 1 Stem Lonsaiabian
Services | System Information
@ Manageability @ Manageability @ Manageability ‘ @ ‘ Task Scheduler
e ez PR Windows Firewall with Advanced Security
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S ° New Network Policy X j:‘ Q

|
- P 5 Edit
Specify Access Permission T colors
* Configure whether you want to grant network access or deny network access if the connection request matches this |
policy.
Access granted Manage  Tools
Grant access if client connection attempts match the conditions of this policy.
(O Access denied S
Deny access f client connection attempts match the conditions of this policy. i "
s
Al —
[J Access is determined by User Dial4n properties (which overide NPS policy) gy
Grant or deny access according to user dial-n properties if client connection attempts match the conditions of this policy. ter must belong to one of the selected
N =
= belong to one of the selected groups.
mpts are and are not allowed. These
v
bl o
o 1]
< >
cton | = 2 Rl [ coon | |
| S e | ——

Include the users and groups you wish to authorize for VPN access.

Specify Conditions |
. - . | Select a condition, and then click Add.
Specify the conditions that determine wh
of one condition is required. | | Groups All—
Windows Groups
= | The Windows Groups conditi ifies that the ing user or must belong to one of the selected
> &R Conditions: ‘ groups.
v E[F .
d Condition Value ~ Machine Groups . P "
W5 The Machine Groups condition fies that the must belong to one of the selected groups.

%» UserGroups
Yg@ The User Groups condition specifies that the connecting user must belong to one of the selected groups
Nav and time restrictions
1d Time Restrictions

Time Restrictions specify the days and times when connection attempts are and are not allowed. These
ons are based on the time zone where the NPS server is located.

Specify the group membership required to match fhia-sal
Select Group X ¥

e Seecthis objectype: [ ][ cea

[Grom | | Object Types... —
From this location:
‘Rpmlabsxyz |\ 7Lo<;ai9p§,..

Enter the object name to select (examples):
VPN Users| Check Names

1 i Local Server
e
- . —I (® Manageability
| Advrced. 4 SR
< = s : e I Events
|{Action: | Previous Next Frish Cancel | | - Services

Performance
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New Network Policy X

‘ Configure Constraints
* Constraints are additional parameters of the network policy that are required to match the connection request. If a

constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are optional;
if you do not want to configure constraints, click Next.

1

B Configure the constraints for this network policy. jces
-| I all constraints are not matched by the connection request, network access is denied.
| Constraints:
=/ 3 E S
Constraints 3 i AN N A
> R | e Specify the maximum time in minutes that the server can remain idle before the connection ls U
Idle Timeout is disconnected s U

a3, Session Timeout Disconnect after the maximum idle time
[[] Called Station ID =
30
D Day and time ‘
"~ restrictions

=~ NAS Port Type

b))

i .
T T

=

<

= ool e e |

Using this wizard, we can implement policies and restrictions for VPN clients, such as setting a limit on session duration.

l New Network Policy X q

; Configure Authentication Methods
* Configure one or more authentication methods required for the connection request to match this policy. For EAP ‘
authentication, you must configure an EAP type. “*
o I
rvice : Ef : EAP types are negotiated between NPS and the client in the order in which they are listed. es
f EAP Types:
(1
oy Move Up S
> Move Down s U
s U
| Add.. | Edit.. Remove =
Less secure authentication methods: —
[4] Microsoft Encrypted Authentication version 2 (MS-CHAP-v2) —
[¥] User can change password after it has expired
Microsoft Encrypted Authertication (MS-CHAP)
[ User can change password after it has expired
[] Encrypted authentication (CHAP) [
[] Unencrypted authentication (PAP, SPAP) k
[[] Allow clients to connect without negotiating an authentication method.
— =
v
< >
e [
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> Wl

<

Action: |

Settings:
BNEHES Aot To send addtional attributes to RADIUS clierts, select a RADIUS standard attibute, and P [
then click Edit. if you do not configure an attribute, it is not sent to RADIUS clients. See s U
. your RADIUS client documentation for required attributes. s U
Vendor Specific
Routing and Remote
Access
gty Multilink and Attributes: -
Bandwidth Allocation
Protocol (BAP) Name Value "
4 Framed-Protocol PPP
bl ServiceType  Framed B
& Encryption
,ﬁ IP Settings
Add... Edit_ Remove 1
v
>
| Prev Ne | Fosh | Cancel |
B New Network Policy x |
@ Net X
4] Completing New Network Policy
e
PR *

You have successfully created the following network policy:

v [E[ 8 ces
"J - Allow VPN
k i Policy conditions:
ﬁ 1 Condition Value F lSJ
’ iUser Groups ITPROLABS\VPN_Users U
~
Policy settings: Fe—|
Condition Value
Authentication Method MS-CHAP v1 OR MS-CHAP v1 (User can change p d after it has expired) OR MS-CHAP v2 ...
Access Pemission Grant Access
Framed-Protocol PPP
Service-Type Framed
Ignore User Dial-In Properties  False

To close this wizard, click Finish.

<

Action: | g om ==
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Ensure the policy order you establish is number 1.

er Manager * Dashboara

€ Network Policy Server = O X
File Action View Help
= 7| —
€ NPS (Local) Network Policies
| » ] rRADIUS Clients and Servers([—
cq E.I Policies [ Network policies allow you to designate who is authorized to connect to the network and the circumstances
e A . under which they can or cannot connect.
[ | Connection Request Po
. Network Policies
lE Accounting Policy Name Status  Processing Order Access Type S
> Ml Templates Manage *Allow VP abled ant A
1§ Connections to Microsoft Routing and Remote Access server Enabled 2 Deny Access U
,LjﬂConnedions to other access servers Enabled 3 Deny Access U
~
Conditions - If the following conditions are met:
Condition Value i
User Groups ITPROLABS\WPN_Users
Testing

Create VPN connection from windows 10 Client.
First, set up a VPN connection using the VPN Server's public IP address (as detailed in the figures below).

+ Contral Panel » &Il Control Pa? Metwork and Sharing Center

. View your basic network information and set up connections
View your active networks

ings

1aring Binzafrah.com
Private network

Choose a connection option

Change your networking settings

@ Set up a new connection or network

Set up a broadband, dial-up, or VPN cof Connect to the Internet

Set up 3 broadband or dial-up connection to the Internet,

@ Troubleshoot problems
Diagnose and repair network problems) | Setup a new nebwark .
ca, Setupanew routeraraccess point.

" Manually connect to a wireless netuwark
cam, Connectto ahidden network or create a new wireless profile,

©

Gane
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How do you want to connect?

—> Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet.

N @ b

—>» Dial directly

Connect directly to a phone number without going through the Internet.

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address:

VPN Publib IP Address

Destination narm ITProLabs Connect

[JUse a srmart card
Remember oy credentials

G [ Allow other people to use this connection

This option allows amyeone with access to this cormputer to use this connection,

3 Cancel
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Now, set up our connection to utilize L2TP (as illustrated in the following diagrams)

F. S PLLUILL R 1 s L U e L F. Y I R T e R I T T IR

1,:'-'_| Disconnected Enabled

AN Mininart (KEw2) ST Whlware Virtual Ethernet Adapter .,
Connect / Disconnect
Status

— ITProLabs Connect L" Whweare Metwork Sdapter Whinet

Set as Default Connection

Create Copy

Create Shortcut

o Delete

G Rename

w Properties

8 [TProlabs Connect Properties x n Change settings of this connection

Gemeral Options  Security  Metworking  Sharinde

Type of WPMN:

aner 2 Tunneling Protocal with [Pzec [L2TF/IPzs LETP
o Ad |Use preshared key for authentication

D ata encryption:
ITProLabs@17]

Require encryption [dizconnect if server declines)

Authentication Lse certificate For authentication

() Use Extensible Authentication Protocol [EAP]

o) Allow these protocals

[ Unenciypted passward [PAP)
Challenge Handshake Authentication Protocol [CHAP)

]
w Microsoft CHAP Werzion 2 [M5-CHAP w2)
[] Autamatically use my Windaws lagon name and

pazzword [ahd domain, i any)

werify the Mame and Usage attributes of the server’s certificate

Cancel
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Allow internet connectivity with VPN
Typically, clients connected to a VPN cannot access the internet; this problem can be resolved as described in
the figures that follow.

TWROFE LORNECTION BlL 5 IIFroLabs Lonnect Froperies A ETHEFMET LTHErNED &
«d l' " Disconneq kf! Metweork cable unplugged L\,g Metwork cable unp
vice {Personal frea .., {23 WANMin| | General Dptionsl etwotking  Sharing x @2 Realtek PCle FE Famnily Controller K @ TearnViewer VPN &
-~ Ethernetd  qpic conmection uses the Fllowing items: —~ ITPralabs Connect - whvhieare Metwork £
g ikermns:
e unplugged l—.,':' Disabled . l“""h" Disconnected kg Enabled
. Intemet Protocol Version & (TCPAPYE) e

SSVPN Adapter @ Sonj

hl Eth
X

on 4 [TCP/IPw4]
File and Printer Sharing for Microsoft Metworks

, Intemet Protocol Internet Protocol Version 4 (TCRAPwd) Properties
vork Adapter Whinetd -

General

ol E Advanced TCP/

“You can get [P settings assigned automatically if your network
suppoits thiz capabilty. Othenwize, you need to ask pour network:
administrator for the appropiiate [P settings.

IF Seftings  DNS  WINS

This checkbax anly applies when you are connected to a local
netwaork and a dial-up network zsimultaneously. When checked, data

that cannot be sent on the local network is forwarded to the disl-up i Properties ® Dbtain an P address automaticaly
netwark. (0) Use the following IP address:

Usze default gateway on remate network ternet Protocol. The default

provides communication
[ Dizable class hazed route addition etworks. (®) Obtain DMS server address automatically

(0 Use the following DNS server addresses:

Preferred DNS server l:l
Alernate DMS server. I:l

o Advanced...
ok Cancel

oga ITProLabs Connect

W Conce 1 Connect

oy N

Automatic metric

Interface metric:

Connect to VPN

You are now able to connect to the VPN using the
aabdelwahed user, which has been granted access CiscoNSumsi
permissions based on its membership in the (% Cor

VPN_Users group.

nected, secu

@ \HP-Pn;m)t-aO-LaserJet 200 color

i

~ linksys

oe (D]
Mobile
Airplane mode hotspot
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Windows Security X

Sign in

; . 0% ITProlabs Connect
aabdelwahed@itprolabs.xyz Connected

eescccscceee ——— = Disconnect

Execute the ipconfig /all command to review your VPN configuration details, which will allow you to utilize
network resources according to your access rights.

P Server . . e e e ... 1 192,168, 106.254
DHCPv6 TIAID ...t 192343074
DHCPv6 Client DUID

DNS Servers . .

Primary WINS Server . . m om om I
etBIOé over Tepip. . . . . . . . : Enabled

I’PP adapter ITProlLabs Connect:

Connection- specific DNS Suffix . :
Description .« « « « « « o t ITProLabs Connect
PhéSlcal Address. . . . . . . . .
P Enabled. . . . . 1 No
Autoconflguratlon Enabled . . . I i Yes
IPv4 Address. . . . . . . . . . . i 192, 168.153.57(Preferred)
Subnet Mask N omowm omom o om o om om s b 2OSZSSRZE50255
Default Gateway . y o om omom o = b
DNS Servers . e e e . . .1 192.168.153.10
NetBIOS over Tcpip. . . . . . . . : Disabled

Ethernet adapter Ethernet 3:

Media State . . . : Media disconnected
Connection- specxflc DNS SuFFLx . 3
Description . . . . : Anchorfree HSS VPN Adapter
PhESlCal Address. . . . . . . . . : BB-FF-B1-74-7A-

% Enabled e ]
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Check connected VPN client Status

Next, return to the VPN server to verify the status of current user connections. Additionally, you have the
option to forcibly disconnect any active users as depicted in the following figures.

B Routing and Remote Access

File Action View Help

G EEN

B Routing and Remote Access

Remote Access Clients (1)
S Stat v
" % Vle-"rl:e(rlocaalgj ) User Name Duration Number of Ports Status
B Network Interfaces _ITPROLABS\aabdeIwahed@itprolabs.xyz 00:02:50 1 Not NA...
E Remote Access Clients (1)
S Ports
-3 Remote Access Logging & Policies
> B IPvd
> 5 IPv
& Routing and Remote Access
File Action View Help
L AR o [REREY
E Routing and Remote Access Remote Access Clients (1)
o % \S/;r:le('lzz:tl; . User Name i Duration Number of Ports Status
E Network Interfaces Y ITPROLABS\aabdelwahed@itprolabsayz 00:02:50
Remote Access Clients (1) Status...
' Ports o Disconnect
g IF:)er:ote Access Logging & Policies Refresh
> Vi
> B IPv6 Help
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Direct Access

DC Configuration

Manage

B PROPERTIES
Dashbeard . or DO TASKS *
B Al Servers abdefwahed.me Downlaad updates onb
W ADDS cioed For updates Mever
&2 DMS
WE File and Storage Services b Pubdic: On Windows Defender Real-Time Protectian: O
Femate management Enabled Feedback & Diagn Settings
Remate Desktop Diisabled IE Enhanced Sec Cn
MIC Teaming Diisabled Tirmes zane (UTC-08:00) Facific Tims
Ethernat 200200200200, IPvE enabled Preduct ID Mat activated
Dperating systemn wersion Microsoft Windows Server 2016 Standard  Processors nbelR) Cone{TM] i7-37]
Hardware information Microsoft Corpee rtual bschine Installed memory [RAM) 2GE
Total disk space 126.51 GB

DA network configuration

PROPERTIES
For D

| Tasis =]

=4 DAl Last installed updates Mever
All Servers Daoemain abdehwahedme Windows Update Download updates
File and Storage Services P Last check updates Newer

Domain: Cn, Public: On Windows Defender Real-Time Pratectios

ate management Enabled Feedback & Diagnostics
Desktap Disabied IE Enharced Security Canfig
HIC Teaming Dizabded Tirr {UTC-0&:00) Pacific T
AN 00200201, IPVE enabled Mt activated
AN

910, IPE enabled

£ n
e Metwork and Internet + Metwork Connections v O h Metw
s All Servers Qrganize = Disable this | o »
BE File and Storag L
Advanced TCP/P Seftings ®
IPietings N5 wans
DS server addresses, in order of use:
t
d your
3 ferwise, you need to ask your network administrator
[P s=ltngs.
Add... Edit., Renave
. piddress automatically
The follaming Svee settings ane ppled to all cormectiors with TCRIF
enabied, Far resalution of unqualfed names: g TP addrezs:
(@ Append primary and connection specific DHS suffices e
] Appeert parent suffines of the primsry DI suffix e 2% 255 0
(T hppend these [N suffises (n aeder):
R ]
i
*
Add, Eit., Reerave
D s o this connecton: ] rer
[IRegster this connechor's addresses n NG
Use: s connection's DS suffix in DS registration Ings Lpon et P
I = =
Dant 1014 Warming Microscét-Windows-DNS Client Events System 1
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View  Help

Dashboard 2 BT
v » .
! Al Sarvers Organize = T ke - @ @ =
By File and Storag q
Metviorking  Sharing
o Advanced TCPAP Settings kY kticd
{ ] Poetigs o5 v
|
WINS addresses, in order of user T
™
3
L]
g
;] Add.., Edt.., Remave
a4 yiw
3 TFLMHOSTS keckeusp is enabled, it apples to al connections for which
L ORI s enabiad. v
19 [ClEnabie LHOSTS Indiun [pert LMHOSTS, .
[l HetBEOS setting
) Defauit:
U= NetBIGs setting from the DHCP server. If stalic [P address £ -]
6 poed or the DHCP server does nol provide Metdl0F setiing, F 1
amabls NEsIOS over TORIP.
(I Enabie M2IBEDS aver TCRP =
(8] Disabir NOIEIOS: nues TCR/IP
Zitems 1 item selected = =
- o o
oaot 1014 Wam - 1272019 BAT10 AM

Setting Up a DirectAccess OU and Group in Active Directory

Tools  View Help

File  Action  View Halp

Dashboa| | Tasks = |
e @0 Hoz BE TaETES Newer
5 Al —— Download up
:: SETVEI S ctve Directony Users and Comn|| pame Type Description Dewinload updates cnly
> 7] Saved Cuseri . Wewer
nl ADDS | 4 53 st - 1 Builtin builtmbamain
& DN 4 ahdehished.me | Computers __Container Default contziner forup..
g File and § Mew Object - Drganizational Unit 4 Real-Time Pratection: G
Settings
- o
~7|  Cwater abdebvahed mes - -
= {UTC-0800) Facific Tina|
Nat activated
Nara
DAlsary]

] Protect container from acesdental deistion
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Now install Remote Access on DA Server

B Local Server

B Al Servers

B§ File and Sterage Ser

Local Server
Wi Al Servers

W§ File and Storage Sei

- |
P v Feoles and Features Wizard

Select server roles

@efone vou Begin

ngzallation Type

'WELCOME TO SERVER MAMNAGER

Select ane or more roles to install on the selected server.

irE Rales

] Active Divectory Certificate Services

] Active Directary Domain Services

] Active Divectory Federation Services

L] Active Directary Lightweight Directony Sarvies
[ Active Directory Rights Management Servicas
] Device Hasith Attestation

] DHCP Seevar

[l DNS Server

T Fax Server

(] Fie and Starage Serdces (1 of 12 installed]
[ Hest Guardian Serice

[ Hyper-v

L] MultiPoint Services

[ Metwork Policy and Access Services

L] Print and Documnent Services

] Remote Desktop Services

[] Volume Activation Services

[ Web Server (lI5h

[] Windows Deployment Services

WELCOME TO SERVER MAMAGER

- |
fis vl olus and Features Wizard

Select role services

Before Yeu Begin
neallaten Type

Confirrnation

Select the rale services to install for Remote Access
Rale services
v B

(] Rauting
] Web Application Prooy

| < Previcus

I P

Manage View  Help

- a *

DESTINATION S3VER
A0 abdahiaad ra

Description

Remote Access provides seambess
connectivity through Directiccess,
VRN, and Web Application Promy.
Directccess provides an Ahways On
snd Akways Managed sxparisnce. de
Rag prowdes traditional VPN
services, including site-to-site
{brarich-office or cloud-based)
zonnactivity, Wb Applicstion Prasy
enables the publishing of selected
HTTP- and HTTPS-based
spplieations fram your corporate
natwark ta cliznt devices autside of
the corporate network. Routing
provides traditional rauting
capabalities, including NAT and ather
connectivity options. FAS and
Rewting can be deployed in single-
tenant or multi-tenant mode.

Manage Tocks

- a *
DESTIATIGN SERVER
Dl andehabadme

Daserigtion

DirectAccess gives users the
experience of being sesmlessly
connected to their corporate
netwark sy time tey have Intermet
ccess With Directiccess, mokile i
compulers can be mansged ary
time the comauter has Intarnat
connectivity, ensuring mabile wsers
stay up~to-clate with security and
systen haalth pokies. VPN uses the
connectivity of the Internet plus 3
combination of tunnelling and data
encryptian technclogies to connect
rernate dhents and remate offices.
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DESTHATION SERVER

Installation progress FrA

View installation pragress

O Feature installation

abdelwahed.me

Group Folicy Management
RAS Connection Manager Administration Kit [CMAK)
Remate Access
Directiceess and VPN (RAS)
Remate Server Administration Taols
Fiale Administration Tools
Remote Access Management Taols

_ Remate Acoess GUI and Command-Line Tools

Remate Access module for Windows PowerShell

Wels Serves (15}
Management Tools
115 Management Cansole
S Management Scripts and Teals
Wieb Server
Comnan HTTP Features.
Default Document
Directary Browsing
HTTP Errars
Static Content

You can clase this wizard without intermpting running tasks. View task progress or apen this page again by clicking Notifications in the
Bl command bar, and then Task Detais

Expoet configuration settings

["A Manage Took  View

§, Post-ceployment Configura. |
'WELCOME TO SERVER MANAGI|

B Local Server

) at DAD
ol 0 (', Open the Getting Started Waard
#a File and Storage Services b x
i © Feature instatation
s
———————

wired, Installation suce

g?l- Remote Access =

edme,

3 Add Roles and Features

Task Details

Select Deploy Direct Access only

15 Configure Remote Access ® - @ X

Manage

Select thie network topalegy of the server.
@ Edge

) Bahind an edge deice (with two netwerk adapters) Fyer
) Behind an edge device (with a single netwerk adapter)

I this topclogy, the Remate Access server is deployed at the edge of the internal corparate netwark
and iz configured with twe adapters, One adspter iz connected to the internal network, Tha other is
connected o the Internet,

hage

Type the public name o IPwd address used by clients te connect to the Remote Acoess serven
77.08.89.10 ud services

W

Hide
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Click here to include permitted group

ﬁ Configure Remote Access S

Femote Access settings will be 2pphied.

Click here to edil the wizard settings. Configuration settings that can be modfied include GPO setlings,
the Directéccess client security growp, sever adapters, and DNS properties.

To apphy the configuration settings, <lick Finesh.

T‘m' Finish || Cancel

Review the configuration settings. .

" GPO Settings chanae_

ABDELWAHED

Directaccess server GPO name: DirectAccess Server Settings

Client GRO parme: Directaccess Client Settings.
% Remote Clients chznge..

= Directaccess settings will be applied o all mebile computers in security groups:

82, ABDELWAHED)DoMaIN Computers
= Resource used to verify internal network connedtivity:

& default webs probe to check conporate connedivity will be created automatically
» Directccess ction name: Workplace C N

ﬂ Remote Access Server change .

Directaccess configuration:

« Public name or address to which remate clients connect: 77,58.99.10
= Metwork adapter connected to the Internet: WaM,

= Metwork adapter connedted to the internal network: LA,

= Intermal network subnets: 2002:4d58:630a:1 564

ﬂ Infrastructure Servers chance..

Saetpathe | Pnx | OK |
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B Remote Acces Review

Review the configuration settings.
B
. GPO Settings change

ABDELWAHED

DirectAccess server GPO name: DirectAccess Server Settings
Client GPO name: Directiccess Client Settings

g Remote Clients change..

« Directhccess settings will be applied to all mobile computers in security groups:

2, ABDELWAHED\Domain Computers
* Resource used to verify intemal network connectivity:
A Acfaudt suak nenha ta chack i

B3 Remote Access Setup

Il ha ceantad

Select one o more security groups containing chent computers that will be enabled for DirectAccess.
9. DAGroup (ABDELWAHED\DAGroup)

Netwark Connectivity Assistant

(£ Dbl om WARTOLABIRL - Virnual Machine Connection
File Action  Mediz  Clipboard  Wiew Help

B O®O@O|(n o =

‘Il.emmemlhdm

H Remote Access Server Change. ~

Directdceess configuration:

« Public narme or address to which remate clignts connect: 77.88.95.10
o Mebwork adapler connected ta the (Fermet; Wan,

« Metwark adapter connected ta the irernal netwark: LAN,

» Irternal network subnets: 2002445863001 084

! Infrastructure Servers change..

= DMS suffies used by Directhccess dients:

Name Suffix |DNS Server Address

abideluahed.me |2mmd5&ﬁmas!;a::l

CM=Directaccess-

NLSabdelwahed me h

Sawamatis | Pl | OK |
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£ Configure Remate Access X

Remote Access settings will be apphed,

Click hare to edit the wizard settings. Configuration settings that can be moddied include GPO settings,
the DiractAccess client sacurity group, sarver adapters, and DNS properties.

To apply the configuration settings, click Finash.

Remote Access settings will be apphed,

Click hate to edit the wizard settings. Config
the DirectAccess client sacunity group, sarver

The configuration was agpbed successiuly
To apply the configuration settings, click Fings|

| @ Crcking for edt pemissons o the chert GPOs...

o Delating pobcy 10 configure mobie computers only 3s DirectAccess clents
| - Viting settings to the server GFOs...

| i Retrieving information for servers on which GPOs are appled .,

| i Fopting GPOS on the Remote Access servers..

Iao 1 bt " . e A

el Y setings
- Selting DiectAcenes chent settngs in the chert GPO...

T
|
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B Remote Access Management Consale

<
¥l Configuration
Directfceess and VI Remote Access Dashboard
& Server Status -~
M Operations Status . .
- a4 Operatiens Status - L Configuration Status -
Remote Chant Status
1 DAD) abdelwahed me ~ @ 11122019 52528 AM
i )
I8 Repering o D"&d‘_::@“ - The canfiguration was distributed

e successfully.

(F o | DNsed

Dioenain controller
1B-HTTES

[Psec

Kerberos

MATRS

Matwark adapters
Metwork location server
Matwark security
Services

P Opesations § -

W Directiccess and VPN Client Status ~

Tostal acteve cligmts: 0 Total transterned data 0 bytes im0 byvtes gt
Total acteve DirectAcceds clien,, 0 Masren chent connectong: 0

Total sctive VPN ehents: 1]

Total cumulstive cannections: a

=$ Remose Client Status page
Bem :nit Status page

Client Configuration for Direct Access
- 0OS: Windows 10 Enterprise
- add it DAGroup and to DAUSers OU
- LANIP:200.200.200.202, DNS: 200.200.200.200
- WAN IP: showed down

work Connections

A+ LB Netw.. » Metwork Connections w0 2 Search Metwork Connections

Micahla thic nefuds de i i ction Rename this connection =
/4N Propertie .

netwk
per-\ Netwerk Adaf...

You £an get TP settings assigned automaticaly if your network supports
this capabity. Otherwise, you need to sk your network administrator
for thee approgriate [P setings.

) Dbtain an TP address automatically

@) Lise the falloving IF address:

1? addess: TP EE LW L1

Subnet mask: 255,255,255, 0
Defsadt gateway:

N s POppp—p———— = |

Obtsin DS server address submaticsly
) Use the following DHS server addresses:
Preferred DS server: ENEE
Hmmrate DHS server: [

[CJvabdate settngs upon et
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b

sticn View  Help

I OOC on WINTILABCR - Vistual Machine Connection - a
fFile Action Madin Clipboad View Help
HEED = @0 nir

0 Active Disectory Users and Compaters - [w]
File Action View Help

2@ JO0/XETd=2HE|Taz2TER

| Actrve Deectory Users and Com | Mame Type Descrgtion

Saved Cueries &EDAGH:UF Security Graup...
v %2 abdelwahed.me B CLBNTO! Computar
Builtin )
_ Computers
=1 DAlses
= Doeenain Controllers
FareignSecurityPrincipal:
| Wenaged Service A
Usars

File Action View Help

o AEAJ/D|XES= HR T2 TER
. Actres Dectory Users and Com| | pame Type Descnplion
- Saved Cuieries EE,D.ﬂ.GruuF Security Graup..
w 24 abdetwahed.me B CLENTD
Builtin o : Dilaraup Propeties [ ks
. Computers
o DAUsers Genersl  MamDérs  Mamber OF  Managed By
2 Dermain Contrallers
Kembers:
FareignSecurityPrincipal:
| Managed Service Accou Hame fctive Diectory Domain Services Folder
Lisers iR CLIEMTI adetwahed ma Dbl ieers

Execute gpupdate /force, then run Gpresult /r, and finally restart the computer once or twice.

qwi dministrator: Command Prompt
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Next, turn off the LAN NIC and turn on the WAN to see if you can still reach the server resources.

Settings

L Metwerk

Share

s Quick access

[ Desictop
& Downloads
7| Dacuments
& Pictures

D nusic

B videos

& OneDrive

I This BC

b Network

E £ Type here to search

B3 Remote Access Management Canscle
<

0

ess and VPN -

Connected Clients

s el 3 e s

Parflogs
Frogram Files
Frogram Files [x35)
Users

Windows

|# Regorting

(F oo |

Access Details
Pratocol  Port
&
&
b

ARDEIWAHEDAAdministrator ABDELWAHEDVCLIENTD1S -

&

1P Address

00:03:39

Connection Details [®]

1 199:45:20 AM
Machine Kerbaros & User &

-
> Tasks
Manitaring

Carifigurs Refresh Interial

Disconnect VPN Clients
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S&tings

Administratar: Command Prompt - powershell [m] k4

Setings.

EH Administrator: Commsnd Promnpt - powershall [m] %

DirectAccess

DirectAccess

Netwark & Internet E Abdelwahed Connection

Status

T Ethernet Location

¥our PC is set up carrectly for single-site DirectAccess

= Dial-up
T VN

Have a question?
H  Dirsctaccess Get help

@ Dats usage

Make Windows better
@& Proxy

s fo

P Type here to search
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Network Load Balancer (Web Servers)

Initially, install IIS on both N1 and N2 servers.

i - o x
(=@ heprrnls - a o oTr B @
' O 5-c|@m < IAEE
N1
— O *
=Bl _\ | @ hitp://n2/ P~c || @ Chinetpublwwwr...| & n2 x | | A )
N2

Please proceed to implement the network load balancing feature on both Load Balancer servers.

Select features

: “
DESTINATION SERVER

MZwyzio
X

Select one or more features to install on the selected server.

Festures

Diescription

LR FUS L VI
Management OData |15 Extension
Media Foundation

I Message Cueuing
Muttipath 1D

i MultiPoint Connector

Metwork Load Balancing

Peer Mame Resolution Protocol
Quality Windaws Audio Vides Expe
RAS Connection Manager Adminis
Remote Assistance
Remote Differential Compression

I Remote Server Administration Took
RPC gver HTTP Proumy
Setup and Beot Event Collection
Simple TOCP/IP Services

| SMB 1.0/CIFS File Sharing Support

SMB Bandwndth Limit
EMTP Server

Performance | |

fi Add Roles and Features Wizard

Add features that are required for Network Load
Balancing?

The fallowing tools are required to manage this featurs, but do not
have to be installed on the same server.

4 Femaote Server Administrabion Tools

4 Feature Administration Tools
[Took] Network Load Balancing Tools

W] Include management tools (if applicable)

|MdFeM| | Cancel |
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B Add Foles and Features Wizard

DESTIMATION SERVER

B loaalsi Select features Wiereior
Wi A sen x
ii File anc Select one or more features 1o install an the selected server,
o Is Features [y Add Roles and Features Wizard Y
AL B 3 LA e )
Media Foundation Add features that are required for Metwork Load
Meteage Queuing Balancing?
MultiFaint Connectar The follewing tools are required to manage this feature, but do net
Men ncing have te be installed on the same server.
Peer Name Resolution Protocol
Quality Windaws Audio Video Experience # Remate Serves Administration Tools
RAS Connection Manager Administration K # Faature Adrinistration Tools
Remote Assistance [Toalks] Metwork Load Balancing Tools
Remuote Differential Compression
Remate Server Administration Tools
RPC over HTTP Prouy
Setup and Boot Event Collection
Simple TCP/IP Services
of| SME 1.0/CIFS File Sharing Support (Installe
SME Bandwidth Limit
SMTP Server
SHMP Service
[ Include management toals (if applicable)
| Add Features | | Cancel |
Launch a single NLB server and include the two servers.
@ Metwork Load Balancing Manager - [m} et
File Cluster Host Options Help
- -
an for all known MLB clusters
Mewe Cluster
Cluster IP address Clugter [P subnel mask Clustes mes

Connect to Existing
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‘ Mebwork Load Balancing Manager

file Cluster Host 0f
=gl Network Load Ealj

Leg En... Date
001 N9

Mew Cluster: Connect x

Connedt fo one host that is to be part of the: new cluster and select the custer nterface

Hoat- i Conract

Interfaces available for corfiguing a new cluser

Interface name Interface IP

15507 40,5/

Lbnel mask Cluster ma

e [heas ] caos | | b

r

g Mebwork Load Balancing Manager

File Cluster Host

+ gl Metwork Load Eall

<

Log En... Date
ooar 1145209

Ul Mew Cluster : Hast Parameters *

Priorty lunique hoat identiiers |1 ” bnet maak
- r—

IP address Subnet mazk
175.17.40.57 255.255.206.0

Initial hest shale

Detauk state: Sarted hd

Cluster mo|

["] Retzin susponded state after compter rastarts

T e
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@ Metwork Load Balancing Manager

File Cluster Host O

gl Metwork Load Bal

LogEn... Date
D0 11/5/2019

Mew Cluster: Cluster IP Addresses L4

The cluster IP addresses are shared by every member of the cluster for load balancing.

The first IP addrass listed is considerad the pamary cluster IP address and usad for cluster

‘ Metwork Load Balancing Manager

ubnet mask Cluster mos|

File Cluster Host O
=gl Network Load Bal|

Log En... Date
oo 1/573009

headbests.
Cluster IP addressas:
IP address Subret mask |
Add IP Address >
(®) Add IPv4 address:
TP¥4 address: 175 . 17 . 40 . 222
Subnet mask:
() add TPy address:
IPvE address:
(CiGenerate [Py addresses:
7 Linkdocal Sitedpcal Global
[ox ] concel
»
i
Mew Cluster: Cluster Parameters 4
a IP corfi - ubrel mask Clustes e
IP address: [1751740 222 -
Sure ok
T
Netveork address: [3pt-af-11-28-d=
Clustar oparation mada
() Uniiozat
(%) Muticast
(1 GMP mukticaest
T e
b
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63

Werning  Microsaft-Windows-Whil

".r'.n'-'l'1:1-'.11n'|n:|\'.1'1g" 0 g I
File Cluster Host O | |
et e Cluster : Port Rules
i g Metwork Load Bali
Diefined per nies: ubnet mask Cluster moe
Cuyster P address Stat End Prot.. Mode Prionty  Load Afinky
Al (] 65535 Both  Mutple - = Sngle
Add/Edit Port Rule *
Custer IP address
v o= A !
>
Fom: [e0 |5 Too [e0 [
her [P address thal amives on ports D throwgh
Protocals pers of the clugter accardng to the load weight
wmed to assign chent connectons o a mechic
QTP OUDP @ Both
Fitering mada |_
® Mutiplehoet ~ Affrity. ()None (® Single () Netwark
Frish Cancel Heby
[C] Timeoutin minites): 0 o |
>
Single hogt =
. o l\__E; - "H:| -
() Disabie this port mnge:
Source Log Date a
e Micrasaft-Windows-Whl Application  11/5/21

Application  11/5/2

Include an additional N2 host in the cluster.

‘ Metwork Load Balancing Manager

File

Cluster Heost Options

Help

=k

Metwork Load Balancing Clusters
) xyzloc (175.17.40.2221 .
= W (Ethernet) Add Host To Cluster
Delete Cluster
Cluster Properties
Refresh

Remove From View

Control Hosts ¥

Control Ports...

Heest confipurabion information for hosts in cluster www gz loc (175.17.40.222)
. R o P

Stalus

Corwerged 175.17 40.57

Dedicated P aubnel n
255,255 255.0
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‘ Network Load Balancing Manager

File Cluster Host Ophtions Help
5 - # Network Load Balancing Clusters | Host configuration infonmation for hosts in chaster www xy2 Joc (175.17.40.222)
=% .WNT{;:: “7)5"7’“’222) Host (rterface) Status Dedicated Paddress  Dedicated IP subnet e
i - e EN1Ehemet) Converged 175.17.4057 265,255 255 0
L=
[ Add Host to Cluster: Connect X
L}
Connact to the hoat that Is to be added to the extsting chister
Host: |n2  Comnect
Cennection status
Comnected
e ilable for configuing the duster
- >
of ace name Intedace P
LogEn.. Date Time ~
0002 11/5/2019  3:21:59 AN
0003  11/5/2019  3:21:59 AN
0004  11/5/2019  3:22:15AN
0005  11/5/2019  3:22:15 AN o
< >
Baal [het> ] | cacd | | Hap | Date

www.abdelwahed.me
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‘ Metwork Load Balancing Manager

O ><I

File Cluster Host Options Help
E-ﬁ Network Load Balancing Clusters | Host confipuraton infomatian for hasts in duster www oz o (175.17.40.228)
e E""”N“':?[';'I'_I“ '-'::]5'1“”322] Hoet (ntsrfacs) Seatue Dedicated IF address Dedicated IF subnetn|
- = N1 Ehemet) Corverged 175174057 265,255 7550
Add Host to Cluster : Host Parameters =
1 b i
Priorty frigue host idertfier): | 2 ~
Dedcated IP addessse b
IF address Subnet mask Cluster mes|
175.17.40.58 255 255 255.0
>
Log En.. Date Tirne €3
0002 T1/S2019 3:21:59 AN [ ad. | B F—
0003 /209 3:21:59 AN Ir
0004 /5019 IZ215AN il ot sate
0005 /5019 32215 AN
. Diefauit state: Sharted - . h
[ Retain suspended siate after computer restars S
< Back |I Nt = I | Cancel | % 5] Date an
oo w0 | OmP JUuDP (@ Both

Filtering mods

(® Mutiolehost Aty (O Mone () Single () Network

www.abdelwahed.me
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|g'-.--| ad Balancing Manager ] W, I
i Cluster ost O
e ucte A Mew Cluster: Port Rules *
=-gly Metwork Load Bal
Dicfined o nes; uonel mask Cluster m
Clugter P address  Slad End Prol..  Mode Priarity Load Afinity
M 443 443  Bath Mutpk - Eoqual Sngle
Ml B0 a Both  Wubiple - Equal  Single
It
L1 »

Edi.. Remove

Pait rule description

TCP end UDP traffic direcled Lo any duster IP address thel anives on port 443 s
balanced equaly across all members of the dustar Client IF addresses am used to
mssign chent connechons to a spechic chester host

Log En... Date
000 T1/52019

< Back Finizh Cancal Help

BQE Metwork Load Balancing Clusters Host configuration information for hosts in cluster www xyz loc (175.17.40.222)
Lo
vnwogyzloc (1731740.222) | pog (nterface) Status Dedicated IPaddress ~ Dedicated IP subne
=} MN1(Ethernet)
E Ni{Ethemet) Converged 175.17.40.57 255.255.255.0
Add Host to Cluster: Port Rules *
Defined port nules:
Cluster IP address ~ Start End Prot... Mode Prioity Load Affinity
Both  Multiple Single
Al 443 443 Bath Muttiple - Equal Single
£ >

Leg En.. Date Time

0002 11/5/2019  3:21:39 Al G REwTn

0003 11/5/2019  32159AN  pog e description

0004 11/5/2019  3:22:15 AN TCP and UDP traffic directed to any cluster |P address that amives on port 80 is
o003 11/5/2019  322:15 AN balanced equally across all members of the cluster Client IP addresses are used to
assign client connections to a specific cluster host.

Both servers are now included in the same cluster.
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& Metwork Load Balancing Manager — ] A
File Cluster Host Options

=- usters

Help

| Host configuration infermation for hosts in cluster www gz loc (175.17.40.222)

Host (Interface) Status Dedicated IP address Dedicated IP subnet n
N1(Ethemet) Converged  175.17.4057 265 2552550
N2(Ethernet o
(Ethernet) En2(Ethemet) Converged  175.17.4058 255.255.255.0

Verify the IPV4 settings on both servers, and you will notice the cluster IP 175.17.40.222 has been assigned as a

secondary IP to &, DNS Manager - o X
each server. And File Action View Help
addDNSArecord &= |m @ XK= Bl 5 80
for cluster. & [INS Name Type Data Timestam-
v § Xvz-DC1 |
. - J_msdcs
w || Forward Lookup Zones j cites
> 2] _msdesaxyzloc j_tc
> 2] myzloc — P
- j_udp
» || Reverse Lookup Zones — .
+ [ Trust Points gDomamDnsZones
» || Conditional Forwarders jForestDnsZones
Q(sameas parent folder) Start of Authority (S0A) [33], xyz-dclxyzloc, host...  static
Q (same as parent folder) Mame Server (M5) wyz-delayzloc static
Q (same as parent folder) Host (A) 175.17.40.61 11/4/2019
Q N1 Host (A) 175.17.40.57 11/5/2019
Q N2 Host (&) 175.17.40.58 11/5/2019
Qxyz-dc‘l Host (4) 173.17.40.61 static
www Host (&) 175.17.40.222

Check the connectivity to www.xyz.loc from a different computer (originating from N1).

N1

& http:/ fwww.xyzloc/ L~-a & xyzloc X

To test, unplug N1 and attempt to reconnect (your access will be through N2).

G &'1_' s Ty T loc p-a 'anz.lﬂf. - i o} ',-"

n2

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

Failover Cluster with File Server
Requirements
1- Configure Default Gateway for all servers
2- Carete 2 ISCSI Disk (one for Data and another for Quorum) and connect them to both Failover cluster
nodes
3- Install file server role to both nodes
4- Install Failover cluster to both nodes
5- In case of file server availability add both nodes to the same cluster

Current environment
- Domain: xyz.com
- Storage server: storage.xyz.com
- Failover cluster node: F1 and F2 servers joined to xyz.com

Cerate 2 ISCSI Disk (one for Data and another for Quorum) and connect them to both Failover cluster nodes

STORAGE POOLS
[ Servers [ )l storage pools | 1 total TASKS W
i Volumes ~ -
— Eilter ol .:_53. - .@) - )
L] Disks
ﬂ Storage Pools & Name Type Managed by Available to Read-Write Server
Shares 4 Windows Storage (1)
iSCSI xyz-storage Storage Pool  storage storage storage

Work Folders

< »
Last refreshed on 11/5/2019 4:43:19 AM

VIRTUAL DISKS PHYSICAL DISKS
xyz-storage on storage TASKS xyz-storage on storage TASKS =
Filter il '::E:' - \_' Filter il 'i:Ej' = \_'
& MName  Status Layout Provisioning Capacity Allocats & Slot  Mame Status Capaci
xyz-disk Parity  Thin 100GB  2.00 GB Msft Virtual Disk (storage) 100 GB
Msft Virtual Disk (storage) 100 GB
Msft Virtual Disk (storage)
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& P New iSCS! Virtual Disk Wizard -
Servers
Volumes

Dicke Select iSCSI virtual disk location

Storage Pools
Server:

shares i5CSI Virtual Disk Name Server Name Status Cluster Role Owner Node

SCSI storage Online Mot Clustered

Work Folders

O The list is filtered to show only servers with the ISCSI Target Server role installed.

Storage location:

@) Select by volume:

Volume Free Space Capacity File System
[ 300GE 495GB NTFS
D: 769GE T70GB NTFS

ey MNew iSCSI Virtual Disk Wizard - ] x
Specify iSCSI virtual disk name
ISCSI Virtual Disk Location Name: [ryz-iscs]
Description:
iSCSI Virtuzl Disk Size
Path: FSCSIVirtual Disks\agyz-iscsivhdx
N S = ~

Specify iSCSI virtual disk size

iSCSI Virtual Disk Location Free space:  99.7 GB

1SCSIVirtual Disk Name Sizer

) Fixed size

iSCSI Target

This type of disk provides better performance and is recommended for servers running
applications with a high level of disk activity. The virtual hard disk is created using the size of
the fixed virtual hard disk. It does not change when data is added or deleted.
+f| Clear the virtual disk on allocation
Note: Un-selecting is NOT RECOMMENDED. Clearing a disk to zero will remove any
fragments of data that remained on underlying storage, thus protecting from information
leaks.

(O]

! Dynamically expanding

This type of disk provides better use of physical storage space and is recommended for servers
running applications that are not disk intensive. The .vhdx file is small when the disk is created
and grows as data is written to it.

-

O Differencing

This type of disk is associated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to this virtual hard disk without affecting the parent disk
and easily revert the changes later.

Parent virtual disk path:

Browse...
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Configure the two failover nodes to function as iSCSI initiators.

Fﬁ Mew i5CSl Virtual Disk Wizard

Assign iSCSI target

iSCSI Virtual Disk Location

ISCSI Virtual Disk Mame

ISCSI Virtual Disk Size

Target Namea and Access

Fh Mew i5C5! Virtual Disk Wizard

Specify target name

Aszign this iSCSI virtual disk to an existing 15C51 target or create a new target for it
Existing i5C5I target:

Target Name Initiator IDs Description

(® New iSCSI target

isCsI virtual Disk Location MName: |x3"2-tar9'fﬂ

iSCSI Virtual Disk Mame

Description:

iSCSI Virtual Disk Size

I5C51 Target

Name and Ac

Accass Servers

www.abdelwahed.me
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Fez Mew iSCSI Virtual Disk Wizard -

Specify access servers

5031 Virtual Disk Location Click Add to spacify the iSCSI initiator(s) that will access this ISCSI virtual disk.

I5CSI Virtual Disk Mame Type Value
iSCSI Virtual Disk Size IPAddress 175.17.40.3
i5CSI Target |PAddress 175.17.40.13

Target Mame and Access

Acc

Ervers

Enable authentication ser ..

-ﬁﬁ Mew iISCSI Virtual Disk Wizard — O

Enable Authentication

Opticnally, enable the CHAP protocol to authenticate initiator connections, or enable reverse CHAP to allow the
initiator to authenticate the iSCSI target.

[] Enable CHAP:

iSCSI Virtual Disk Location

I5CSI Virtual Disk Name

iSCSI Virtual Disk Size

iSCS| Target lEeram=:
Target Name and Access
i Password:
Access Servers
Enable authentication ser... Confirm password:
Confirmation
[T] Enable reverse CHAP:
User name:
Password:
Confirm password:
e Mew iSCSI Virtual Disk Wizard - O X

Confirm selections

iSCSI Virtuzl Disk Location | Confirm that the following are the correct settings, and then click Create

iSCSI Virtual Disk Name
ISCSI VIRTUAL DISK LOCATION

ISCSI Virtual Disk Size

Server: storage
iSCSI Target Cluster role: Not Clustered
Targst Mame and Access Path: FNSCSIVirtualDisks\xyz-iscsivhdx
AcoelReirats ISCS! VIRTUAL DISK PROPERTIES
Enable authentication ser... Name: xyz-iscsi
TARGET PROPERTIES
Mame: wyz-target

ACCESS S5ERVERS

IP Address: 175.17.40.3
IP Address: 175.17.40.13
SECURITY

CHAP: Disabled

Reverse CHAP: Disabled
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B New iSCSI Virtual Disk Wizard — O x

View results

iSCSI virtual disk was created successfully.

Task Progress Status

Create i5CS| virtual disk I Completed
Create i5C5| target I Completed
Set target access I Completed

Assign iSCSI virtual disk to targe! I  (ompleted

attach the isici target disk to each of the nodes.

Manage

Teols View  Help
Component Services

Computer Management

Defragment and Optimize Drives

o Sy o Disk Cleanup

Never

¥yZioc Download updates only, using Windows Update Event Viewer
Never Hyper-V Manager

Local Security Policy
Microsoft Azure Services

Domain: On Real-Time Protection: On

bled Fee

back & Diagn Settings CDBC Data Sources (32-bit)
hanced Sea
il o ODBC Data Sources (64-bit)
Time zone (UTC-08:00) Pacific Time (US & Canada)
175.17.40.3, 1Pv6 enabled Product 1D Not acts Bettaomance Mamiicg
Print Management
L] —
G tiator P ErliEL ¥ Resource Monitor
Services
d ; ; )
Targels [iscowery Faworite Tergets  Volumes and Devices  RADIUS  Configuratbon
! Quick Cornect

Ta decover and log on o 2 tanget wing & basic connectian, type the IP address o

b | DS name of the target and then dick Quids Conmect,
g -
{  Targer 175.17.40.58 Quick Connact...
Discovered targets
Aefresh
Name =h |
Cuick Connect x

Targets that are avalable for connection at the [P address or DNS name that you
provided are ist=d below. If multiple targets are available, you need o connect
o each target ndvidually.

Connections made here will be added 1o the st of Favorite Teargels and an attempt
o restore them will be made every bme this computer restarts.

| Discovered toargets
Ta connectu
dlick Comnect

Ta completel;
then dick Dis.

Far target pr
select the ta

Far configura
the target ar

Progress report
Logn Succeeded.

www.abdelwahed.me
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Bring the disk online and configure it

Servers

Volumes
o

Number Virtual Disk | Status Unallocated  Partiton  Read Ony  Clustered  Subsystem

Storage Pools

Bus Type

F1{2)
MER

1 500Ge S00GE Unknown iscsl
Last refreshed on 11/5/2019 4:5236 AM
VOLUMES
Reated Volumes | 3 total

Filter s ® v

i uplication Rate Deduplication Savings  Percent Used

Name

MSFT Virual HD

| Tasks ~

36668

(=} Fixed 995 GB

-

- ew

- Mew Volume Wizard

Confirm selections

Confirm that the following are the correct settings, and then click Create.

VOUUME LOCATION
F Subsystem
Disk 1

48968

499 GEB
oy
X¥Z-Data
FILE S¥YSTEM SETTINGS
File system: NTFS
Short file name Disabled
Default

Bus Type

ATh

MName

STORAGE POOL
ST5000M002-1BD142 on F1

ST500DM002-1BD142

[ Tasks

STORAGE POOL

MSFT Virtual HD on F1
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Now simply link the issci target from a separate node (there's no need for reformatting, just bring it online).

Computer name

PROPERTIES

For F2

Dashboard

§ All Servers

Diomain

&% File and Storage Services b

i3] Hyper-¥

Windows Firewall

ote management

mote Desktop
MIC Teaming
Ethernet

Operating system version

Hardware information

EVENTS

Al events | 71 tokal
Filter

Server Name 1D Severity
7023

134

Error

Warrirg

Fﬁ Server Manager

IS Initiater Properties =
SMQET Discovery Favorite Targets  Volumes and Devices  RADIUS  Configuration
Cuck Connect
To discover and log on to a target usng a basic conmection, type the IP address or
DNS name: of the target and then cidk Quick Cannect.

Target: Quick Connect...
Discovered targets

Refresh

Mame Shabs

Ion. 199 1-05. com micr e ftistorage-xyz-target-target Connected

To connect using advanced options, select a tanget and then Cormct
dick Connect.

To completely dscornect a target, select the target and P
then click Disconnect.

For tanget properties, including configuration of sessons Propert
s=lact the '.!getand‘lrjrkpr:pa-h's. ! =
For configuration of devices essociated with a target, sslecl Devices.
the target and then dick Devices.

DISKS

Servers — All disks | 2 total
i Volumes ~
- Filter o @

Storage Pools Mumber Virtual Disk  Status

i

4 F2(2)

50.0 GB
466 GB

[] Volumes.

Capacity  Unallocated

0.00B
0008

Partition Read Only Clustered Subsystam

New Volume...

Bring Online

Take Offline
Reset Disk

Bus Type

iSCSI
SATA

Name

MSFT Virtual HD

WDC WD5000AAKX-6...

- » @~
i
m Storage Pools Number Virtual Disk  Status Capacity Unsliocated  Partition  Read Only  Clustered  Subsystem  BusType  Name
i} PR L_IRE R DriveTools This PC
Compoter  View | Manage
[ onll| & « A @ ThieC vl &
# Quick aceese  Folders (6)
I Destip N L) 5] vorumens J Oovmiesis
& Downloads  #
;| Documents *
S . J\ Music = s B
ast refreshed on 11/372019.4
[ This PC + Devices and drives (4)
i Network - Local Disk (€:) Local Disk () T DVD RW Drive (E:) CD443A4
VOLUMES - - — — - bytes free of 75.3 MB
Rekotod Volurmes | 1 total 3 e ol 905G L | #5c8teeor s DFS
XYZ-Data (F:)
- - 49.7 GB free of 4.8 GB
A volume Stag
4 F2(1)
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DISKS
] Servers Al disks | 2 total
i Volumes ~ —
Fifter =l B - (H-
[T Disks =/ =
Starage Pools MNumber Virtual Disk  Status Capacity Unallocated  Partition  Flead Ondy  Clustered Subsystem  BusType  Mame
B A F1() LAR=aeRdl DrveTools | ThisPC T
0 gm.“ Computer  View Manage PN
1 Onli| & v 4 B> ThisPC v b Search This PC =l
# Cuick access v Folders (6)
B Desitcp . Deskto = p Downloads
& Downloads  # ] ’ = [ * aemee
= D nt: *
gp:::: ’ . J\ Music = P l Videos
Last refreshed on 11/5/2019
% 3 This PC « Devices and drives (4)
= Network " Local Disk [C)) H¥Z-Data (D4 Local Disk (E)
VOLUMES ) 6 mm 2 -
v BT B GB free of 99.5 GB v 48.7 GB free= of 498 GB W™ 355 G free of 165 GB
a DVD RW Drive (F) torage pool
Incorporate an additional quorum disk as an iSCSI target on the storage server.
iSCSI VIETUAL DISKS .
i Sarvers A1SCE virtual disks | 1 total [fasks = |
[] Volumes - - = = |
= Disks Fas Meww i5C5! Vartual Disk Wizard - |
ﬂ Storage Pools
i;:?_ Specify i1SCS| virtual disk name
Wark Folders 192851 Virtual Disk Location | Mame: Guarur
Deseription:

15251 Wirtual Disk Size
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| B New SCS Vittual Disk Wizard
l

Specify iSCSI virtual disk size

5CS Virtua! Disk Location Free space:  99.7 GB

:
i
\
i
| iSCs:

15CS1 Target

virtual Disk Name Size: £ |[e8 ~

) Fixed size

Thes type of disk provides better pedformance and is recommended for servers running
apglications with s high level of disk actvity. The virtual hard disk iz created using the size of
the fixed virtual hard disk. It does not change when data is added or deleted.
¥ Clear the virtua! disk on aliocation
Note: Un-safecting is NOT RECOMMENDED. Clearing & disk to zero wil remove any
frag of data that ined on underlying storage, thus protecting from information
leaks.

® Dynamically expanding

Ea Mew 509 Virual Disk Wizard

Assign I5C5I target

iS5 Virtwal Disk Location
SCE Wirteal Disk Mame

Thes type of disk provides better use of physical storage space and is recommended for servers
running applications that are not disk intensive. The .vhdx file is small when the disk is created
and grows &3 data is written to it.

_) Differencing

This type of disk is associated in 2 parent-child relstionship with another disk that you want to
leave intact. You can make changes to this virtual hard disk without affecting the parent disk
and easily revert the changes later.

Parert virtual disk path:

Assign this 9051 virtual disk to an existing 5051 target or create a new target for it
() Existing iSCS| target:

5051 Wirtual Dkk Size

Targel Marne Imibater i0s Drescription

EETE P R

Target Marme and Access

) Mew iSCE] farget
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o Mew 309 Virusl Disk Wizard

Specify target name

i5C 5 Virtual Disk Location Mame: [yz ~pacenan

SCS1 Wirtual Disk MName
Deescription:

EC3 Virtual Dk Size
iS5 Target

ACCESS Servers

flo Mdel initiatar 10 —

Select a method to identify the initiator:

[ Oueny initiabor computer for 10 inot supported an Windows
Server 2008 K2 Windaws T, or earhar):

#® Select from the initistor cache an the target semver

|

g 1991 -05 commicrosoft-fl ayz o
198105 commicrosoftf gz loe

(1 Enar @ value for (ke seleched type
Value:

Type:
P Address * ||

Brovasse._.
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Fia Mew iSCS) Vietual Disk Wizasd

Specify access servers

{505 irtual Disk Lecation | Click Add bo specify the iSCS! initiatar(s) that will access this [SCS| virtual disk

I3C3I Virtual Disk Name Type Vialus
5051 virtual Disk Size L=l ign. 1991 -05com.microssft Flayzloc
5051 Targen Lw]] igqn. 1991 -05.commicrosoftf2omloc

Target Mame and ACcess

Enable authentication ser

Pl Mewe 1SS Virtual Disk Wizarnd
Confirm selections
iSCS1 Virtual Disk Lecation | Confirm that the following are the correct settiings, and then <lick Create.
15051 virual Disk Mame 905 VIRTUAL DS LOCATION
15251 Wirtual Disk Size Sarver storage
iSICE Target Clugter riole Mot Clustered
Target Mame and Access Path: FuSCEVirtualDe ke Cuarum shdx
Ances saniEn ISCS1 VIRTUAL DI5K PROPERTIES
Erabile auvihantication ser Mame: Cusram
TARGET PROPERTIES
Marrs: HpE-Guonum
ACCESS SERVERS
1M lgn, 1997-05 comeicrasalt Magz.lac
s[5 ign 1997-05 commicrosaf gz loc
SECURITY
CHAD; Dieabled
Reverse CHAR:  [issbled

Pl Mews iSCS1 Virtual Disk Wizard _

WView results

15C5) virtual disk was created successiully

|TH|: Progress Status

Craate 15CS] virtual gk Completed
Craate 505 target Completed
St target access Completed
Msign 13051 wirtual disk to tange! Completed
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Link both nodes to the Quorum disk via initiator and set it up as a volume.

iSCS Initiatar Properties

Targets Discovery Favorite Targets  Volumes and Devices  RADIUS | Configuration

Quick Connect
To desconer and log on 1o 3 target using a basic connection, type the TP address o
B name af the target and then dhok Queh Connect,
|
e HACE
[ p——
| ) aallocated  Partiton  Resd Oaly  Clustersd Subsystem  BusType  Name
| Refresh
1| Hama Stans
. y-qur rgel Connected !
. yrtargettuget  Connectsd GPT ¢ iscsl MIEFT Virtual HD
oo s GPT iscsl WSFT Virual HD
poos MER sATa WOC WOSDDDAAKYS...
To connect using advanced cptions, select a target and then
dek Comect, Locas
To completely decomact & targas, select the target and —
then dick Disconnect.
For target properties, inchading configuration of sessions, Properbis,, STORAGE POOL
select e terget and ik Fropertes. TASKS w | STSO0CMO2-18D142
For contfiguration of devices associsted with a target, select e
the target and then clok Devces. — .
>~ [A - i~
acity Fres Space Deduplication Rate  Dedupfication Smings  Percent Used
G 6cGE
oK Cancal Apply GEETTGE -
ISKS
Servers. Al disks | 5 total
Violumes =
Filter 0 - :_\ b
Storage Pools Humber Virlual Disk  Szabus Capacity Unallocated  Partibon  Fead Only  Clushened Subsystems  BusType  Hame
I
4 F1(3)
Online 465GE O0OB MBR ATE STS00DMOCZ-1BDA42
Offline SOOGE QOB GPT W ] MISFT Wirtual HD
100 GR 100 GE 2 Wirtual HD
Mew Volume..
4 F2(2)
O Being Criline GT sl WISFT Virtusl HD
o Take Qffline MER SATA WDC WDE000AAKKS, .
j FReset Dk
= DISKS
Servars Al disks | 5 bakal
[ ] Volumes -
. s
-
| [ Storage Pools | Humber  Wirual Disk  Stabus Capacity  Unallocabed  Parti Read Only Clyshered Subsystem  Bus Type W
ﬂ B Blew Volurne YWizard - O =
B :

Specify the size of the volume

.

Before You Begin Aailable Capacity: 592 ME
Zarver and Qisk Minimum size: 200 MB d
E .. OE ]

Drive

[ier o Folger
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now attach it to a different node

== DISKS

Sarvars Al disks | 3 botal
Wolurmes - =
Filter b = (A=
Storage Pools Humber Wirlual Disk  Status Capacity  Unallecated  Partiton  Read Only  Clustered Subsystem  BusType  Name
4 F2(3)
1 Criline S00GE OO0ORB GPT it | BASFT Virtual HD
Q Online 465G QOOB MER SATA WOC WDS000AAKK-G..

Last refreshed on 11/5/2019 64745 AM

VOLUMES STORAGE PDOL
Felated Volumes | 1 tadal TASKS - | MSET Virbual HD on £2
Filter el :I:I) - :ﬁ: - ~
E\. Volume Status  Prosisioning  Capacity Free Space Deduplication Rate  Deduplication Sxings  Percent Used
4 F2 (1}

G9ZME 958 MB

Set up the failover cluster on both nodes.

It's advised to set up the file server initially in case it needs to serve as a failover system.

_ = SERVERS

IE2 Dashboard All serers | 2 botal

i Locals : )
I LocalServer B @ @
W& A Servers

Last Update Wingdows Actwation

W& File and Storage Services b

B Hyper-v - . Mat activated

DESTINATION SERVER

Select destination server Fromelos

Before You Segn Select a server o a virtual hard disk on which to install rales and features.

Instalzzion Ty

(®) Select a sarver from the camver pool

EVENTS () Salact & virtusl hard disk
All events | 147 tota
Server Roles Server Pool [
Filter Faatunes .
Filter: |
-. me 1D o

ServerHame ID Severity Name P Addrezs Dperating Syztem ‘

F2 023 Bror Fyz loc 175.17.40.13 Microsaft Windaws Server 2016 Datacenter

F2 134 Waming et .

F2 13 Waming

F2 TOEE  Eeror
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s - SERVERS
122 Dashboard W cenvers 1 2 total
i Local Server
= Filter L
B8 Al Servers
Failover Servers Server Name  IPvd Adcress Manageabitty Last Update Windows Actraation

#3 File and Storage Services P

17517403  Ondne - Perdformance counters not started  11/5/2019 &17:50 AM  Not activated

B Hyper-v 2 175.17.40.13 Onfine - Performance counters not started  11/5/2019 &17:50 AM  Not activated

o Add Reles and Features Wizaed

Select features

Before Yau e Select one or more features to install on the selected server.

w

N

instalation Type Features
EVENTS - — :
All events | 147 tots L] NI Framework 45 beatures

!
1 (M) NET Framework 4.6 Features (2 of 7 installed)

= [] Background Intelligent Transéer Service (BITS)
Fuiter ] Balecker Drive Encrygtion
Corfirmaticn [ ] BitLecker Network Unlock
Server Name  ID Seventy :] BranchCache
] Client for NFS
£2 7023 Error g Containers
[] Data Centes Brdging
F2 134 Waming [] Direct Play
f2 134 Wamine [] Enhanced Storage
- Efcicvc: Ceing
F2 7023 Eeror ] Geoup Polcy Management
- cava RO U] bimet Minriham bomar ! Simmnrt
_ = SERVERS
22 Dashboard Al gereard | 2 total
i Local S : ;
W Local Server Fiiter £ :'E) - @ i
Last Update Windows Actination

= F . b
I§ File and Storage Sendices AM Mot activated

h Hyper-¥ 2 3 ¥ n unters mot started ] AM  Nat activated
B Add Reles and Features Wizeed - O x
. DESTINATION SEAVER
Installation progress Floayzios

Wiew installation grogress

Featune installati
EVENTS ) Feare instaliation

Al evarvts | 150 total

nstallabon sucoseded on F1.5

Filker Failower Clustering

Remote Server Adminkstration Toals
ServerMame 1D Severiyy _ Feature Administratian Tocls
Failover Clustering Tools
F2 o2k ror Fadlower Cluster Managarment Tools
F2 122 Waming Failower Cluster Modute for Windows PowerShell
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i Dashboard
§ Locsi Server
iz Al Servers

Filter

Failover Se

m Hyper-V

inszallaticn Typ

BA Hyper-\

l SERVERS
i All servers | 2 total

| Server Name _1Pvd Adcress Manaqeabisty
#§ File and Storage Services b | i Add Roles and Features Wizard

Before You Begin

@
4

Last Update

'A'-rbacw;_égl:.a:.sn

Select destination server

Select a server or a virtual hard disk on which to install roles and features,

@) Select a server from the server poc!
) Select a virtwal hard disk

Server Peol

- a

X

DESTINATION SERVER
Fayzloc

Filter:

Server Roles
Featurss
- SERVERS
158 Dashboard Al sereers | 2 botal
i Local Server
- Filter
BE Al Sarvers

Servar Name [Py Address Marageabisy

Select features

Name 1P Address Cperating System
175174013
17517403

15
P @~

@
4

Last Update

.ﬁ File and Storage Seriges B [ Add Roles and Features Wizard

F Add Foles and Festures Wizard

Add features that are required for Failowver Clustering?

The follaing tools ane required to manage this feature, but do not
Fianve bo be installed on the same server.

# Remate Server Administration Tools
4 Feature Administraban Tools
# Failover Clustening Toals
[Tozls] Fadoner Cluster Managemsent Taolks
[Tesals] Failower Cluster Module for Windows PowerSha

L ¥

[ Inchude management tocks (f apphicable)

| Add Eeatures | | Cancel |

Microsoft Windows Server 2016 Datacenter

Microsoft Windows Server 2016 Datacenter

WWindaws Actration

DEETINATION SERWER
Fiwpslon

pion

F Clustenng allows multple
o work together to provide
railatility of server rales.

i Clustering is often used for
Pvices, virual machires,

e applicstions, and mail
tions.
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— = SERVERS
22 Dashboard All sereers | 2 tatal
i Local Server . -
_l Eifter o E - ':E: -
W& Al Servers
Sorver Mame [Py Address Manageakibty Last Update indaws Acthation
i‘i File and 5torage Senices B fEs &dd Rales and Features Wizard - a
m Hyper-¥
. . DIEETIMATICN EERVER
Installation progress Fzmpeios

View imstallation progress

) Feature installation

Installation succeeded on Flayzloc

=

Failaver Clustering
[t Server Adm 1 Toals

I | e o

Failower Clustering Toaols
Failawer Cluster Management Tooks
Failaver Cluster Module for Windews Power3hell

You can dose this wizard without internupting running tasks. View task progress or cpen this
BV page agein by encking Matificatars in the command bar, and then Taik Detads

Expoat confligurabon setlings

< Provious Mest = Cloge Canged

We're prepared to integrate two nodes into the cluster now.
First, check that the required setup is in place on both nodes to function as a failover cluster.

B8 Fallover Cluster Manager

File Acticn View Help

@ m Hm

4 Failover Cluster Manager Failover Cluster Manager ©_ | Actions
| 48 validate » Configuration Wizard

w Select Servers or a Cluster

\
| Bedose You Bagin To vabdate a8 set of sarvers, add the names of ol the sarvers.

T %
_ Ot“wmmm.mmw“uw“mdl.m
Chster

; Testing Options

| Erter name: [
| Condimation
: £
| Vasdating Selactad sarvers: F;z:ﬁ
| Summary
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B8 Falle ter Ma
File  Action View Help
e |m B
Sl sz =
A validate a Configuration Wizard X
é‘ﬂ Testing Options
; Betose You Bagn Chooss between running al tests or unning selected tests.
| Select Servera ora The tezts examine the Cluster Configuration, Hyper-V Corfiguration, Inventory, Network, Storage, and
| Custer System Configuration,
m Mcrosoft suppons 3 cluster soktion only £ the complete configuration (senvers. netwadk, and storge) can
| Cordmation pass al tests n this wazard. In addtion. al hardware components in the cluster sohtion must be "Certfied
| for Windows Server 2016
Vakdating
Summeary
(®) Fun al tests recommended)
(O Run ooy tests | seloct
Mom about chuster valdation tests
| < Previous | Concel
% Fallower Cluster Manager
File Action Miew Help
| HM
#H Failover Cluster Manager Failover Cluster Mansger | Actions
8 validate a Configuration Wizard
@ Walidating
Bedoen Tou Bagin The folowng valdation besbs ars unnineg . Depending on the et seleclion, this may iake & sgnficant
R amound of e
Selact Serversof 3
Chaster Progress Test Resuk
Testing Cptiors 0% Validale Disk Arbitralion Arbitrating for Test Dit
Confimmation Walidats Dhek Fadover Perdirg...
Vabdating wiehdets File System Perding...
100% Wabdate Miorosot MPIC-based detes Thez {est pazsed,
Summery Vabdzte Mubigle Srhemtion Pending.
100% Wakdate SCEI device Vil Product Diska (WPD) Thez test passed
100% Wabdate SCS13 Persistent Reservation Thez test paseed
Wakdabe Simulaneoun Falover Panding
i *
Tt is coamently unning
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Examine the test report and address any highlighted issues.

21 cow i \AppDatsLocal Temp tmpEE 1D 4mg. bt B - & | £ Fadaver Cluster Validatian Rl

Microsoft Home

Failover Cluster Validation Report

Node: Valdsted
HNaode: Validsted
Started
Completed
The Validate a Configuratian Wizand must e run after any change is mace to the configuration of the duster o harcheare, For mone information, sae g If oift.coeny tedinkoy? Linkld=280145.
Results by Category
Result Summary Description
Success
rreentar Success
e ‘Warning
Snesge Sugeess
Suecess

Hyper-V Configuration

Lis ion About Seners

typer-y

Sugoess
‘Walidate Compatibility of Wittusl Fiare Channel SANS for Hyper-W. Success
gper-y Memony Sesource ool Compaticiiny Sucoess

/ Metwark Resource ool And Vsl Switch Compatioiity Sucoess

Yalgiate Hyper-Y Processor Rescurce Pool Compatibiliy Success
Success

Suceess
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BB Failover Cluster Manager
File Action View Help
e |m B

Z Failgwer Claster Manager

Failover Cluster Manager - | Actions

# Validate a Configuration Wizard

i Summery
d

Bl Tois B
Selact Servers or 3

Chuser

Testirg Opliore
Confinmation
Valbdalirg

are prepared to construct our cluster.

»  Testng hes complefed for e feets you seecied. Tou should revew the wamings in the Report. A

_Ii-. chugler sohtion is suppoed by Micrmaoh only F you nn al custer validation Testa, and al tests
succesd fwith or wthout wamngs).

Hode f

Flayzloc Vabdsbed

Flayz loc Wabdated

Result

List BHYS Information Success

List Digks Sucoss

List Disks To Be Validsled Success

List Environment Varables Success

[ - ST W Tl - G T = w

[ Create thee chuster now Lsing the vabdated nodes...

Tumhmpﬂlumndbrhumd' ehck View Rapod. iew Feport...

To chose this wizard, click Fintsh

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

BB Failover Clustes Manager

File Acticn View Help
@ m Hm
‘2 Failover Cluster Manager

B Failover Cluster Manager
File Actien  Yiew Help
& | m B m

Y Failower Cluster Managar

Failover Cluster Manager 3 [Mm

| Access Pomt for
Adminisiesng the
Cluster

Cordnmation
Craging New Ouster

Summary

57 Creste Cluster Wizard x|

# Before You Begin

This wizard crectes a chuster, which is 2 set of servers that work together to ncrease the avalabity of

clusterad roles. 1 one of tha servers fale. another sarver baging hosting the dutlered roles (2 process
known as fadover).

Before you run ths wizard, we strongly recommend that you run the Valdate a Configuration Wizard to
anture hat your hardware and hasdwame selings are compatble with falover dusiefng

Microsoll suppods a custer sohtion only 1 the complate configuration (servers. netwod, and orage) can
pass al tests n the \iahidate a Configuration Wizard. In addbion, all hardware components in the cluster
sohtion must be “Cantified for Windows Server 2016

You must be 3 local adminatrator on each of the servers that you want 10 nchude in the cluster
To contirue. cick Nest

Failover Cluster Manager ~ [.H.l:!im:

5] Creste Cluster Wizerd

ﬁq Access Point for Administering the Cluster

Craatng Naw Clugler
Summery

Tigets tol vl o Wl s el el adeirimlsing Tha Cusler,

Ouster Hame:  |abdebvabed

The MetEICS name & limited to 15 dharacters. One of mone TFv4 addresses could nat be configured
“a.llnrruhd'f. For each nebwork: to be used, maks sure e retwok = sslected, and then typs an
address.

Networks ]

= | 175.17.80.0:24 oot s =
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% Failgwer Cl

File Agtion  Miew Help

4= | B W

iﬂ Failover Cluster Manager

5] Creste Cluster Wizard

Summary

Bedose You Begin

Aocess Pont for
Adeiristesng the

Failover Cluster Manager A J Nctlons

Yeis hava successly conpleied the Creale Cluster Wizand.

Condirmation Elxyzlos

FZxyrloc

Cluster

abdstwahad

Cuonam

Mida and Disk Magoriy [Dster Dk 2)
IF Address

175.17.40 222

Craghng Mew Cusler

T closa Wi witaed, click Fnish,

Ta wizw the report created by the wizand, chok Wiew Report.

55 Failover Cluster Manager
File  Action View Help

¥ Failover Cluster Manager
v 48 abdelwahedxyzlioc
) Roles
F Nodes
' 4 Storage
33 Networks
4] Cluster Events

Cluster abdelwahed.xyz.loc

3 Summary of Cluster abdetwahed

ahdedwahed has 0 ck d roles and 2 nodes.
Name: abdehwahed xyz loc Networks: Ouster Netwok 1
Current Host Server: F! Subnets: 1|Pv&and 0IPvE

Recent Cuater Eventa: Nooe in the last homge Spaces Direct (S20): Duabd
Witness: Ouster Disk 2

(~) Configure
Configure high availabdity for 3 speafic chatared role. 300 0Ne 0 MOre 381vers (nodes).
cf copy roles from & chuster running Windows Server 2016 or suppertad peevicus
versions of Server.
s Coofiaure Bole
W Nsdn Qe
& 2d e
12 Copy Chuster Roles

P Cuzerfware Ubpdating

W Faover dhusteriopics on the Wed

(=) Navigate
(] Bk [#] Nodes
[#] Somge @) Netwosks
[®] Quater Everts

l_

OS5 HWELEF

SIS

Actions

xyz.loc

Configure Role,.
Validate Cluster...
View Vakdation Report
Add Node...

Close Connection
Reset Recent Events
More Actions

View

Refresh

Propetties

Help
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A record for the cluster name is created in the DNS server, allowing us to access the cluster via its name.

File Action View Help
| x @ HEm

-E Failover Cluster Manager
w HE abdelwahed syzloc
i
(3 Modes
e "_g Storage
o Disks
= Pocks
B8 Encloswres
{5 Meatwrarks
[a] Cruster Everts

£ DS Managar - m] »
File Acton  View Help
ey |nmXE = Bml 8§ 8 &
E&, OhS Mame Type Data Timestam
v i HYZ-OL Tl msddes
~ | Forward Lookup Zanes 'j sites
» _,.j ] AL :]'“p
» lal wyzhoc :l-"'d
» 4 Reverse Lookup Zanes jl_ilm:ﬂl:ln:z-unﬂ
% | Trust Painks
» | Condiional Farsarders :lhrulﬁnsznnu
n{ume 25 parent folder) Start of Autharity (304] [44] wyz-dcloyzloc, host..  static
rl{sm&usparentfalm:l Marme Server (MS) wytedolynlon shatic
n{Hm-e 2z parent folder) Haost (4] 175074061 11452009
¥ zbdebaahed Host (&) 1751740 11757200 9
17817403 117552019
Hast (&) 1730740013 117572018
Haost (A) 175174057 117572004
Hask (4] 175.07.40,58 11572019
Haost (4] 175.47.40.56 11752014
Haak (i) 1750740222 bk
[ eeyz-det Hast (4] 175074061 static

55 Failover Cluster Manager
File Actien  View Help

wep| 7w B

% Failover Cluster banager
w * abdelvrahed syzloc
4 Roles
3 Nodes
» J'_':.Et-:-rag:
33 Hetworks
[4] Cluster Events
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Testing: To start, install the file server role on both nodes before proceeding to the next step.

File Action View Help
e 2 HE

Y Failover Chuster Manager
w HE abdelwahedoylo o

Riobes |
Configure Fole..
L ; Mod= g Seabas Tyo= Craaner Hod= Prody Infommation
o .
'"‘ Stora Virtual Machines... »
din
= Create Empty Role
T T
«<| 2 m Hem
3 Failover Chuster Manager Roles (0
v 3§ abdelwahed:yzloc Seamh
173 Roles
3 Nodes Name Seatus Type Owner Nod= Procty Infommation
v} Storage
&3 Disks
= Pools
B8 Enclosures
3 Networks
18] Chuster Events
85 High Availability Wizard X
ﬁ Select Role
L
Before You Begn Sedoct the roke that you want 1o configure for high avalabity:
R SawerType .::;-DSS Namespace Server A | Descnpton:
Qe Accass Pont i
i! DHCP Server A Rl Server provides 3 central kocation
Select Storags »+ Disibuted Transaction Cowdnater (DTC) on your network where fles ane shared
: e
Confymation - -
i s L5 Generc Aplcaton
Configure )
Neadaity i2: Geneec Script
3 L Genenc Service
S 3 Hyper Repics Beier
<G 15CS! Tarcet Server hd
File Action View Help | Restore Down |
|2 Em
3 Failover Cluster Msnager Roles (0
v 3§ abdelwahedxyrloc St
73 Roles =
3 Nodes Name Satus. Type Owner Node Procty Infommaton
v 4 Storage
3 Disks
3 Pock
B8 Enclosures
33 Networks.
13] Custer Events.
85 High Availabifizy Wizard ¢ 4
ﬁ File Server Type
-
Eafors You Begn Saect i cption for & chustensd fle server:
Select Acke @ Fie Server for genesal use
werrn s oo
2pp d Server Message Bock
Clart Accass Port (SME) and Netwodk e System (NFS) protocols. R s supports Data Dedupication, Fie Server
Select Siovage Rezource Manoger, DFS Repbcaon, and cther Fie Services role services.
Confimation
Cerfigure High O Scale Ont Fle Server for applcation data
Arakacity Usethis srver P
Sy of bme. ScleOut Fle Server c d scroes nodes n the
chuster f 1 coes not suppost the NFS.
protocal, DFS Replicaton. or Fle Server Resouce Manager.
More sbout chisiernd file zanver 02800 i
v
[C<Provous | otz ] [ Concd |
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"™ File Action View Help
®lew amBm
SH P Failover Chuster Manager R D
w B B sbdelwahedgzloe Searh
3 Roses
13 Modes Kame S Time Ommer Nade Frodty Info=aten.
i Storage
N &3 Disks
= Pocks
B8 Enclosures
U Metwarks
1] Chuster Events
85 High Availabifity Wizard ES
@ Confirmation 4
Bafore Yfou Bagin “You are ready to configure high avadabity for o R Server,
Select Fiole
Fie Servar Type
Network Name -
::d s Fort 173.17.40.40
ou
Cheomonters. Doy DCsoc
Slerage
Cuuster Drak 1
To cortinus, chik Next.
-
< Pravious. Cancel
v
File Action View Help
| 2 B
B Failover Chuster Manages
~ B sbdelwahed eyzlo ek
I3 Rokes
Za Modes Mame: Semus Tyoe Chwmear Hode Prodty Infomation:
w |k Storage
£ Disks
= Pocks
EH Encloswres
{35 Metwarks
[4] Cruster Everts
85 High fevailability Wizard
@ Select Storage
Bafore You Begn Select orly the slorage volumes that you wand o ssion Lo this cusiesd mls.
Yo can aasign addtional storage 1o this chustened role after you complate this wizand
Salect ol
File Server Type
Chi Actass Point Hama Snatn
A 55 Clusber Disk 1 () Ordine:
»
|« Previous | canes
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85 High Availability Wizard by
@ Summary

Eafore Yo Bagin High svadatally was poccaeshly configund o tha mla,

Salsct Rols

Fia Server Type

a _— Metwork Mamse
& Acoais Fo bt

Sl Bormge ou

Confimation Ch=Competens D =y D0 =loe

Confiqure Hgh IP Address

ety 175.17.40,40

To vierw Tha st crealad by the witasd, click View Flegodt, ' Wiewe Repeort |
To dose thes wazard, chck Finish. !

File Action View Help
+=| 2@ HE

31 Failower Cluster Manager
w B abdehwahedsyzloc
[T Roles
3l Modes
~ |k Storage
23 Disks
Pocks
8 Enclosures
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Additionally, a DNS record has been established for the file server to enable access by its name.

Testing by adding file share using cluster

& Failover Chuster Manager
File Action View Help

== | B

B Failover Cluster Manager
w B abdelwahed syt lec Cearch
[ Roles
5l Modes Mame Satus Tipe Chmer Mode: Prody Infomation
w |k Sterage 5 shdstuahedfie (%) Running File Server F1 Madum .
&3 Disks §i&  Start Rale
= Pock 3 Stop Roke
B8 Enclosures .
L3 Networks EFiI:Sh\:l\e ]
4] Cruster Everns B Move N
(%) Change Startup Prarity "
@ Infzrmation Details..
I8 Show Critical Events
B add Sterage
F? add Resouree *®
ER  More Actions *
K Remowe
2] Properties
T——
File M&cticn  Wiew Help
x| HM
Y Failover Cluster Manage:
w B abdelwahedxyzioc o
[T Poles
3 Modes Hame Staus Troe Cramer Mode FPrody Idfomation
W s Horage T sbdetushed fie (%) Funning File Server Fl Madum
4 Disks
= Pock -
BH Enclosures B Mew Share Wizard
L33 Metwarks

[4] Coustar Everits

Share Location

Select the profile for this share

WFS Share - Advanced

Drescriptic

| 5ME Share - Cuicke | [ Tois bas
SKIE Share - Advanced Window
SMIE Share - Applicatioes ' %
WFS Share - Ouick _—
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& Mew Share Wizard

Select the server and path for this share

Server:

Server Name Status Cluster Rale Cwner Mode

Share Mame

Share lacatmon

i Select by volume:
Valume Frze Space  Capacity File System
<3 43008 499GE NTFS

The location of the file ghare will be a new folder in the \Shares directory on the selected volume.
1 Type a custom path:

turn on the continuous availability feature.
B New Share Wizard - a x

Configure share settings

[¥] Enable access-based enumeration
Access-based enumeration displays only the files and falders that 3 user has parmiszions to access. |f 3 user does not have Read (or equivalent] permissizns far a folder, Windows
hides the folder from the user's view,
[¥] Enable continuous availability
Continuaus availability features track file operations on 3 highly svailable file share 5o that cients can fal aver to anather node of the cluster without interruption.
Fermissions [V Allow caching of share
Caching makes the contents of the share availsble to offline users. If the BranchCache for Network Fies role service is installad, you can enable BranchCache on the share.
[CJ €nable BranchCache on the file share
BranchCache enables computers in a branch office to cache files downlosded from this share, and then allows the files to be sacurely available to other computers in the branch.
[] Encrypt data access

When enabled, remote file access to this share will be encrypted. This secures the dats against unsuthorized access while the data is transferred to and from the share, If this boxis
checked and grayed out, an in has tumed on encryption for the entire server.
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18 New Share Wazard

Specify permissions to control access

Select Profile Permissions to access the files on 3 share are set using a combination of folder p ', shave permissions, and, optic

S = 3 \
Shars Locauon Share permissions: Everyane Full Contral
Sharz Name Folder permissions:

Ciher Settings

Type Principal Access Apples To

Allow BUILTIN\Users Specal Thes folder and subfolders
Confirmation Allow BUILTIN\Users Read & execu..  This folder, subfolders, and files

Allow CREATOR CWNER Full Control Subfolders and files only

Allow NT AUTHORITYASYSTEM  Full Control Thes folder, subfolders, and files
Allow BUILTINVAdmenistrators  Full Control Thes folder, subfolders, and files
Allow BUILTIN\Administrators  Full Control This folder only

| Customize parmissions.. |

& Mew Share Wizard

Confirm selections

Select Profile Coniirm that the following are the correct setiings, and then dick Create.
Share Location SHARE LOCATION
Sharz Name Server abdetuahed-file
Cihar Satlings Cluster rali File Server
Ferrnissions Local pathe ChahareABDELWAHED PUBLIC SHARE
SIS SHARE PROPERTIES

Shane name: ABDELWAHED PUBLIC SHARE

Pratacal: EME

Arcess-hased enumerstion: Eratled

Caching: Erabled

BranchiCache: Disabled

Encrypt data: Disablad

Continuous availability: Enahbled

You are now able to access files that are shared. Additionally, if you disconnect a node, you will observe that
access to the shared file is maintained.

L1 A = | ABDELWEHED PUBLIC SHARE - O x
Hame Share Wiew - @
= = 4 L & Nebwork » abdehwahed-file » ABDELWAMHED PUELIC SHARE » w 0 Search AEDELWAHED PUBLIC.., o
Mame - Diate modified Type Sipe:

# Quick access
B Desitop - Test /019 %54 &M File folder

A Downloads +
[%] Docurments *
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Active Directory Certification Service — ADCS
What is AD CS?
AD CS is a feature of Windows Server that simplifies the creation and management of certificates for PKI.
Certificates enable secure communication and transactions by encrypting data and verifying the identity of
users and computers within and outside the organization.

Overview of PKI

A public key infrastructure (PKI) is a system of software, encryption technologies, processes, and services that
enables an organization to secure its communications and business transactions. PKI relies on the exchange of
digital certificates between authenticated users and trusted resources. Certificates are used to encrypt data
and to verify the identity of users and computers both within and outside of the organization.

e Confidentiality —the property that ensures that data is only accessible to authorized parties and
protected from unauthorized access or disclosure.

e Integrity —the property that ensures that data is accurate, complete, and consistent, and protected
from unauthorized modification or corruption.

e Authenticity — the property that ensures that the identity of a user or a resource is verified and
trustworthy, and that the source and destination of data are genuine.

e Nonrepudiation — the property that ensures that the origin and receipt of data are provable and
undeniable, and that the parties involved in a transaction cannot dispute their participation or the
validity of the data.

e Availability — the property that ensures that data and resources are accessible and usable by authorized
parties when needed, and that the system can resist and recover from failures or attacks.

Standalone vs. Enterprise CAs

These types of CAs are not based on hierarchy, but rather on functionality and configuration storage. A
standalone CA does not require AD DS and operates independently of it. An enterprise CA depends on AD DS,
but it also offers several benefits, such as autoenrollment. The autoenrollment feature enables users and
domain member devices to enroll for certificates automatically if you have configured automatic certificate
enrollment through Group Policy.

Please be aware that once AD CS is installed, the computer name and its domain affiliation are unchangeable.
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atures Wizard

ser roles

Select one or more roles to insta

Roles

Install and Configure AD CS Role

- ] X

DESTIMATION SERVER
ADCS abdelwahed me

X

Active Directory Domain
Active Directory Federati
Active Directory Lightwe
Active Directory Rights
Device Health Attestatio
DHCP Server

DNS Server

Fax Server

File and Storage Services
Host Guardian Service
Hyper-V

MultiPoint Services
Network Controller
Network Policy and Accel
Print and Document Sery
Remote Access

Remote Desktop Service:
Volume Activation Servig
‘Web Server (IIS)

= Add Reles and Features Wizard

Add features that are required for Active Directory

Certificate Services?

The following tools are required to manage this feature, but do not

have to be installed on the same server.

4 Role Administration Tools

4 Remote Server Administration Tools

4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

Include management tools (if applicable)

Add Features Cancel

*

.atures Wizard

1 services

Jin

m

Role services

n e —— s
_ertification Authority

[] Certificate Enrollment Policy Web Service
[ Certificate Enrollment Web Service

[] Certification Authority Web Enrollment
[] Metwork Device Enroliment Service

O

eatures Wizard

N progress

Online Responder

View installation progress

o Feature installation

Installation started on ADCS.abdelwahed.me

Select the role services to install for Active Directory Certificate Services

Description

DESTINATIOM SERVER
ADCE sbdelwshed.me

Certification Authority (CA) is used
to issue and manage certificates.
Multiple CAs can be linked to form a
public key infrastructure,

DESTIMATION SERVER
ADCS abdelwahed.me

Active Directory Certificate Services
Certification Authority

Remote Server Administration Tools

Role Administration Tools

Active Directory Certificate Services Tools

Certification Authority Management Tools
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atures Wizard

n progress

View installation progress

0 Feature installation

DESTINATIOM SERVER k
ADCSabdelwahed.me

Configuration required. Installation succeeded on ADCS.abdelwahed me.

server

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the destination

Configure Active Directory Certificate Services on the destination server
Certification Authority
- Remote Server Administration Tools
Role Administration Tools L
Active Directory Certificate Services Tools
Certification Authority Management Tools

Manager » Dashboard

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| I'A ELELTS

WELCOME TO SERVER MANAGI

[ Ye

Post-deployment Configuration

Configuration required for Active Directory
Certificate Services at ADCS

Configure Active Directory Certificate Services on th...

u AD CS Configuration

Credentials

Role Services

- O

DESTINATION SEI
ADCS.abdelwahe:

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:
* Standalone certification authority
* Certification Authority Web Enrcllment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: | ABDELWAHED\Administrator
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[E AD CS Configuration

Role Services

Credentials

Ro vices

Setup Type

CA Type

Private Key
Cryptography

& ADCS Configuration

Setup Type

Credentials

Role Services

CA Type

Private Key
Cryptography
CA Name
Validity Peried

Certificate Database

Confirmation

- m} X

DESTINATION SERVER
ADCS.abdelwahed.me

Select Role Services to configure

Certification Authority
Certificatien Authority Web Enroliment
Online Responder
MNetwork Device Enrollment Service
Certificate Enrollment Web Service

O >

DESTINATION SERVER
ADCS.abdelwahed.me

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

(@) Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

O Standalone CA

Standalene CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection (offline).

-ﬁ AD CS Configuration

CA Type

Credentials
Role Services
Setup Type
CA

ype

Private Key
Cryptography
CA Name
validity Pericd

Certificate Database

Confirmation

B2 LABWINTD - 175.17.60.32 - Remote Desktop Connection

- O X

DESTINATION SERVER
ADCS.abdelwahed.me

Specify the type of the CA

When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

® Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.
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= AD CS Configuration - m} =

DESTINATION SERVER

Private Key ADCS.abdehwahed.me
Credentials Specify the type of the private key
Role Services
Setup Type Te generate and issue certificates to clients, a certification autharity (CA) must have a private key.
CA Typs (®) Create a new private key

Use this option if you do not have a private key or want to create a new private key.

Cryptograph
SERAY () Use existing private key
CAName Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
validity Peried Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
X import a certificate and use its associated private key.
Confirmation
Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.
fe AD CS Configuration — [m] *
DESTINATION SERVER
Cryptography for CA ADCS.sbdzhushed.me
Cradentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:

| Rsa#Microsoft Software Key Storage Provider * || 4008 v

Select the hash algorithm for signing certificates issued by this CA:

SHA256 o)
CA Name SHAZS4
Validity Pericd SHAS12
Certificate Database SHAT
MDS v

Confirmation
Allow administrator interaction when the private key is accessed by the CA.

The feature permits administrators to modify the private key post-installation.

& ADCS Configuration — O *

DESTINATION SERVER

CA Name ADCS.abdelwahed.me
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification autherity (CA). This name is added to all
~ certificates issued by the CA, Distinguished name suffix values are automatically generated but can
YRS be modified.

Private Key

Common name for this CA:

Cryptography
[bbdeiwahed-ADCs-cA |
Validity Pericd Distinguished name suffix:
Certificate Database |DC:abdeIwahed,DC:me |
Confirmation

Preview of distinguished name:

|cN=abdelwahed-ADCS-CA DC=abdelwahed DC=me |
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The CA certificate server is valid for 5 years, and the validity period can be extended.

[ AD CS Configuration — m} X
o ) DESTINATION SERVER
Validity Period ADCS.abdelwahed.me
Credentials Specify the validity period
Role Services
Setup Type Select the validity peried for the certificate generated for this certification authority (CA):
CA Type |5 ||Years V|
Private Key CA expiration Date: 10/15/2024 9:30:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
A MEme certificates it will issue,

Certificate Database

Confirmation
[ AD CS Configuration - [m} X
DESTINATION SERVER
CA Database ADCS.abdehwahed.me
Credentizls Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type |t:\Windows\system32\CerlLog ‘
FrERleEy Certificate database log location:
Cryetography |C:\W|ndow5\system32\CerlLog ‘
CA Name

Validity Period

Certificate Database

Confirmation
. . DESTINATION SERVER
Confirmation ADCS.abdelwahed.me
Credentials To configure the fellowing roles, role services, or features, click Configure,
Role Services (<) Active Directory Certificate Services
Setup Type
Certification Authority
CA Type )
CA Type: Enterprise Root
Private Key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAZ256
CA Name Key Length: 4096

\alidity Period Allow Administrator Interaction: Enabled

_ ) Certificate Validity Period: 10/15/2024 9:30:00 PM
CefificitelDatabase Distinguished Name: CM=abdelwahed-ADCS-CA DC=abdelwahed DC=me
Certificate Database Location:  CAWindows\system32\Certlog
Certificate Database Log ChWindows\system32\Certlog
Location:

< Previous Mext > Configure Cancel
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Configuring CA properties like security and Certificate Managers

Server (CA)certificate _
IN10LABQS - Virtual Machine Connection

Media Clipboard  \iew Help

@0 | n |Gy L2

srv - [Certification Authority (Lq abdelwahed-ADCS-CA Properties ? X — [m} X
fction  View  Help Enroliment Agents Auditing Recovery Agents Security
| ﬁ ‘ L] ,_;#l ‘ b Bxtensions Storage Certificate Managers
m General i
ification Authority (Local) & Certificate X
sbdelwahed-ADCS-CA Certification author
§ General Details Certification Path
|| Revoked Certificates Name:
|| lssued Certificates
] CA certficates:
j_ Pending Requests certficates | Certificate Information
|| Failed Requests Certificate #0
|| Certificate Templates This certificate is i for the ing pur|
= All issuance policies
= all application policies
Issued to: abdelwahed-ADCS-CA
Cryptographic setti
Provider: Issued by: sbdelwahed-ADCS-CA
Hash algorithm:
Valid from 10/15/201% to 10/15/2024

.ﬁ] certsry - [Certification Authority (Local\abdelwahed-ADCS
File Action View Help

e x| Hd=zH > e

ﬁ Certification Authority (Local) [

v g abdelwahed-ADCS-CA abdelwahed-ADCS-CA Properties ? X
| Revoked Certificates
] Issued Certificates General Policy Module Exit Module
] Pending Requests Extensions Storage Certificate Managers
[ 7] Failed Requests Enrollment Agents Audting Recovery Agents Security

] Certificate Templates Group or user names:

S2 Domain Admins (ABDELWAHED" Domain Admins)
SR Enterprise Admine (ABDELWAHED\Entermprise Admins)
S Administrators {ADC 5 \Administrators)

| Add... | | Remaove |
Pemissions for Authenticated Users Allow Deny
Read O O
lssue and Manage Certfficates O O
Manage CA O O
Request Certificates O

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

Restrict Certificate Managers | &
File Action View Help
A certificate manager has the authority to @ | 7| BEGE H v =
sanction requests for certificate enrollment and Tl Certification Authority (Local) ||
. R s v g abdelwahed-ADCS-CA abdelwahed-ADCS-CA Properties T x
revocation, distribute certificates, and oversee 3 Revoked Certficates
their administration. This responsibility can be 7 Issued Certficates e i Exhae
L. e | Pending Requests Enrollment Agents Auditing Recovery Agents Security
delegated by giving a user or group the specific | Failed Requests Extensions Storage Certificate Managers
permission to Issue and Manage Certificates. | Certificate Templates ) Do not restic certficate managers
(®) Restrict cerificate managers
Certificate Managers:(configured on the Security tab)
ABDELWAHED"Domain Admins
ABDELWAHED" Erterprise Admins
Certfficate Templates:
<All> Add...
Remove
Pemissions:
Name Access Add...
Everyone Allow Remove

Troubleshooting and Maintaining CAs

Common AD CS issues

The following list describes common AD CS issues that you might encounter:

e Users or computers do not automatically enroll for certificates as expected:

o Because you enable autoenrollment through Group Policy, you should verify that the GPOs that
enable autoenrollment for users and computers are applying autoenrollment correctly and that

the user or computer is not in an organizational unit (OU) where policy inheritance has been
blocked or overridden by another GPO. Both the user and computer must be enabled separately,
although both settings can reside in the same GPO.

o You should verify that AD CS is publishing the certificate template to an enterprise CA that can be
accessed by the computer or user.

o You should verify that the computer or user have the Request Certificates permission on the CA
and the Autoenroll permission on the certificate template in question.

o You should verify that the requested certificate template does not require information that AD DS
cannot supply automatically.

¢ You cannot configure autoenrollment permissions on a template. For you to configure autoenrollment
against a certificate, the template must be version 2 or later. You can only add version 2 templates to a

CA that is running Windows Server 2008 Enterprise or later.

e The enterprise CA option is unavailable. This occurs when a user who is not a member of the
Enterprise Admins or Domain Admins group installs a CA; as such, the CA might not install as an
enterprise CA. In this case, the enterprise CA option is unavailable, and information about the CA
cannot automatically publish to AD DS.

e You receive an error when accessing CA web enrollment pages. This occurs while accessing CA
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webpages. In this case, you should ensure that the user is a member of the Administrators or Power
Users group on the client computer.

e The enrollment agent is restricted. This occurs when an enrollment agent cannot enroll on behalf of a
user for a specific certificate template. This might occur because of the restrictions that were

configured on the enroliment agent or the lack of enroliment permissions on the certificate template.
Troubleshooting validation issues

All certificates have a validity period. After the validity period expires, the certificate is no longer an
acceptable credential. Client computers might not be able to connect to resources that require certificates
if any certificate validation problems occur.

Renew a CA certificate

A CA also has its own certificate. A root CA issues a certificate for itself, a self-signed certificate, while subordinate
CAs get their certificates from a root CA. Every CA certificate has a validity period. Usually, when deploying a root
CA, IT administrators choose to set the validity period of the root CA certificate for five years or more. You need
to renew a CA certificate when the validity period is close to the expiration date. A CA with an expired certificate
cannot work, therefore, you should not let the CA certificate expire.

Moving a root CA to another computer

CAs are designed and configured to work for many years, during which time you might want to upgrade the
hardware and operating system that supports the CA. Such scenarios usually require that you move a CA from
one computer to another. In general, the procedure for moving a CA can be divided into two phases:

o CA backup

¢ CA restore

Performing a CA backup before a move

You should have a CA backup even if you are not moving a CA to another computer. A CA backup is
different from ordinary backup scenarios. To perform a CA backup before moving a CA to another
computer, you should perform the following procedure:

1. If you are backing up an enterprise CA, click the Certificate Templates item in the Certification
Authority console, and then record the names of the listed certificate templates. These templates are
in AD DS, so you do not have to back them up. You must note which templates you have published on
the CA that you are moving because you will have to add them manually after you move the CA.

2. In the Certification Authority console, right-click the CA name, click All Tasks, and then click Backup
CA to start the Certification Authority Backup Wizard. In the backup wizard, you have the option to
make a backup of the private key and the CA certificate, as well as the certificate database and
certificate database log. You also have to provide an appropriate location for the backup content. You
should protect a CA private key with a password for security reasons.

3. After the backup is complete, you should open Registry Editor.

4. Locate and export the following registry subkey, located at:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Configuration

Note: We recommend that you save this registry key to a file in the same folder with the CA

backup from the previous step.
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Before you begin the restore procedure, confirm that the %SystemRoot% folder of the target server
matches the %SystemRoot% folder of the server from which you took the backup. Additionally, the location
of the CA restore must match the location of the CA backup. For example, if you back up the CA from the
D:\Winnt\System32\Certlog folder, you must restore the backup to the D:\Winnt\System32\Certlog
folder. After you restore the backup, you can move the CA database files to a different location.
Performing a CA restore on a new computer

After you successfully finalize the backup procedure, you have to restore the CA on another computer. The
new CA should have the same name as the old CA. To restore the CA, perform the following procedure:
1. Install AD CS on the target computer. Select to install Stand-alone or Enterprise depending on the
type of CA that you are moving. When you come to the Set Up Private Key page, click Use existing
private key, and then choose to select a certificate and use its associated private key. This will provide
you with the ability to use an existing certificate from an old CA.

2. On the Select Existing Certificate page, click Import, type the path of the .p12 file in the backup
folder, type the password that you chose in the previous procedure to protect the backup file, and then
click OK. When prompted for Public and Private Key Pair, verify that Use existing keys is selected.

This is very important because you want to keep the same root CA certificate.

3. When prompted on the Certificate Database page, specify the same location for the certificate
database and certificate database log as on the previous CA computer. After you select all of these
options, wait for the CA setup to finish.

4. After the setup is complete, open the Services snap-in to stop the AD CS service. You do that to restore
settings from the old CA.

5. Locate the registry file that you saved in the backup procedure, and then double-click it to import the
registry settings.

6. After you restore the registry settings, open the Certification Authority console, right-click the CA
name, click All Tasks, and then click Restore CA. This will start the Certification Authority Restore
Wizard. In the wizard, select the Private key and CA certificate and the Certificate database and
certificate database log check boxes. This specifies that you want to restore these objects from a
backup. Next, provide a backup folder location, and then verify the settings for the restore. The Issued
Log and Pending Requests settings should display.

7. When the restore process completes, choose to restart the AD CS service.

8. If you restored an enterprise CA, restore the certificate templates from AD DS that you recorded in the
previous procedure

Monitoring CA operations
through PKIView console this tool installed by default when we install CS.

Auditing CA events
Through CA properties then select audit tab.
Certificate Templates (Create create for web server) so computers can request it
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Certificate Template

@ o0

m | b b

ﬁ certsrv - [Certification Authority (Local)\abdelwahed-ADCS-CA\Certificate Templates]

File Action View Help

= #|c=H

il Certification Authority (Local)
v ﬂﬂ abdelwahed-ADCS-CA
| Revoked Certificates
[ Issued Certificates
[ Pending Requests
|| Failed Requests

MName

& Directory Email Replication

F Domain Controller Authentication

] Kerberos Authentication
5 eFs Recovery Agent

Intended Purpose

Directory Service Email Replication

Client Authentication, Server Authentic...

Client Authentication, Server Authentic...

File Recovery

[ Certificate Temnlates ] Basic EFS Encrypting File System
Manage 1 Controller Client Authentication, Server Authentic...
rver Server Authentication
New > lter Client Authentication, Server Authentic...
i 3 Encrypting File System, Secure Email, Cl...
nate Certification Authority <All=

Refresh strator Microsoft Trust List Signing, Encrypting...

Export List...

Help

T Certificate Templates Console
File Action View Help
e |EHE=H
& Certificate Templates (DCO1.abd Ternplate Display NamAe Schema Version Version  Intended Purp: ®

A cep Encryption 1 4.1
45 Code Signing 1 31
& Computer 1 51
15 Cross Certification Authority 2 105.0
& Directory Email Replication 2 1150 Directory Servi
15 Domain Contraller 1 4.1
15 Domain Controller Authentication 2 1100 Client Authent
E EFs Recovery Agent 1 6.1
A& Enreliment Agent 1 41
A3 Enroliment Agent (Computer) 1 5.1
fi| Exchange Enrollment Agent (Offline requ... 1 4.1
& Exchange Signature Only 1 6.1
& Exchange User 1 71
] 1PSec 1 21
@IPS&C(OffImerEquest] 1 71
15 Kerberos Authentication 2 1100 Client Authent
5] Key Recovery Agent 2 1050 Key Recovery
5 ocsp Response Signing 3 101.0 OCSP Signing
] RAS and IAS Server 2 101.0 Client Authent
£5] Root Certification Authority 1 5.1
,E Router (Offline request) 1 41
5 Smartcard Logon al 1
& Smartcard User Lupl ez Uanlie A
15 Subordinate Certification Authority All Tasks s |
5] Trust List Signing |
5] User Froperties |
5] User Signature Only Help |
&
e, .
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B Certificate Templates Console
File Action View Help

e |mE = HE

] Certificate Templates (DCO1.abd|

Template Dif Properties of New Template X ended Purp: *
] CEP Encry
3 Code sig Subject Name Server lssuance Requirements
& Computd Superseded Templates Extensions Security
] Cross Ca Compatibiity General  Request Handling  Cryptography — Key Attestation
& Directory Template display name: ectory Servi
F Domain{  [Abdeiwahec Web Server |
5 Domain ent Authent
] EFS Reco
4l Enrolimef Template name:
& Enrollme|  [AbdelwahedWebSarver
&l Exchange
I Exchange
& Exchangg  Validity period: Renewal period
5] 1PSec ljl years ~ EI weeks ~
4] IPSec (Off
3] Kerberos ent Authent
& Key Recof []Publish certficate in Active Directory k Recavery /
{3 0CsP Re B‘D nct:t automatically reenroll f a duplicate certificate exsts in Active SP Signing
5 RAS and — ent Authent
3] Root Cert
J.E Router ((
] Smartcar
& Smartcar
] Subordin
3] Trust List
i3] User
i User Sign
o s o ][ oo v
= . . - p— s
5 Certificate Templates (DC01.abd Template D Properties of New Template X ended F
& CEP Encry
@ Code Sig Ssumedez::? I Server e |ssuance F{equgemec.'ns
@ Compute up.e.rs emplates . ensions ecurty .
5 Cross Ce Compathbilty General Request Handing  Cryptography =~ Key Attestation
@ Directory Pumpose: Signature and encryption ~ lectory ¢
@ Domain Delete revoked or expired certificates (do not archive)
\& Domain Ent Aut
T EFS Reco [ Include symmetric algorthms allowed by the subject
T Enrolimel [ Archive subject’s encryption private key
\& Enrolimel
Exch:
& e 2n3% Authorize additional service accounts to access the private key (%)
& Exchange Ea—
a3 Exchange Key Pemissions
@ IPSec [ Allow private key to be exported
& 1PSec (OF
H Kerberos Renew with the same key () lent Aut
Key R For automatic renewsl of smart card certificates, use the existing key if a R
@ £y heco new key cannot be created () EC_OV
1] OCSP Re: SP Sigr
& Rasend Do the following when the subject is enrolled and when the private key it Aut
& Root Cert  associated with this certfiicate is used
IE Router (Q Enroll subject without requining any user input
% Smartcar Prompt the user during enrollmert
Smar‘t[.ar Prompt the user during enrollmert and require user input when the
I.E Subordin private key is used
& Trust List
7 User * Control is disabled due to compatibility settings.
User 5
i o | [ b
eb Serv|
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B Local Server
BE All Servers

B® ADCS

File  Action

€= #|d=H

View Help

Eﬂ certsry - [Certification Authority (Local)\abdelwahed-ADCS-CA\Certificate Templates]

¥§ File and Storage Servic P— -
ﬁ Certification Autherity (Local)

v é abdelwahed-ADCS-CA
"] Revoked Certificates
7] Issued Certificates

Name

b Directory Email Replication

5] Domain Controller Authentication
] Kerberos Authentication

Intended Purpose

Directory Service Email Rey
Client Authentication, Sen,
Client Authentication, Sen,

] Pending Requests

[ Failed Requests File Recovery

HEFs Recovery Agent

T B T R @ Basic EFS Encrypting File System
Manage ntroller Client Authentication, Sen
Senser Authentication
Mew > Certificate Template to Issue cation, Sen
Vi 7 Encrypting File System, Sed
= Cerificatinn Aithority <All=>
Local Server I . . - -
ﬁ certsrv - [Certification Authority (Local)\abdelwahed-ADCS Certificate Templates]
All Servers . )
File Action View Help
ADC5
e« z|d:=H
File and Storage Servic )
g ﬁ Certificatio| " Enable Certificate Templates
w é abdelwi
7] Rew{ Selectone Certfiicate Template to enable on this Certification Authority.
- Mete: F a certfficate template that was recently created does not appear on this list, you may need to w:
[ 1ssu] information about this template has been replicated to all domain controllers
7] Pen| Allofthe certificate templates in the organization may not be available to your CA.
= Fail For more information, see Certificate Template Concepts.
fisfess Name Intended Pupose
B Server Authertication
%] Autherticated Session Client Authertication
E CA BExchange Private Key Archival
E CEP Encryption Certificate Request Agent
E Code Signing Code Signing
& Cross Certfication Authorty <All>

ﬁ certsrv - [Certification Authority (Local)\abdelwahed-ADCS-CAN Certificate Templates]

File Action
e | 7| XE=H

Tl Certification Authority (Local)
v g abdelwahed-ADCS-CA
] Revoked Certificates
1 lssued Certificates
| Pending Requests
|| Failed Requests
| Certificate Templates

View Help

MName Intended Purpose

4| Abdelwahed Web Server Server Authentication

b Directory Email Replication Directory Service Email Replication
E Domain Controller Authentication Client Authentication, Server Authentic,
..E Kerberos Authentication Client Authentication, Server Authentic,

G EFs Recovery Agent File Recovery

] Basic EFS Encrypting File System
..E Domain Controller Client Authentication, Server Authentic,

Now we can test this certificate by requesting it from another IS Server as demonstrated below.

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

G' !@ http://web.abdelwahed.me/ p-alG Google @ 115 Wine

== \Windows Server

net Information Services

Welcome Bienvenue Tervetuloa
If you try to access https -
y y P e )| @ nttpsy//web.abdelwahed.me/ £ - & @ Thispage can't be displayed % i 5
This page can't be displayed
+ Make sure the web address https://web.abdelwahed.me is correct.
* Look for the page with your search engine.
+ Refresh the page in a few minutes
GotollS ES e, wis
File View Help
Connections
°F
ST i! WEB Home

@5 Start Page
v -9 WEB (ABDELWAHED\Adminis

Filter: » W Go - g ShowAll | Group by: Area - B

Q Application Pools

Iis
VE Sites b T
L€ Default Web Site && ‘@ (/] ﬂzb;

Authentic... Compression  Default Directory  Error Pages Handler
Decument  Browsing Mappings

-

HTTP
Respon..

A 3 @=h £ Y
= I
@ = 4 = & I &
Legging  MIME Types  Modules Output Request Server Worker
Caching Filtering Certificates  Processes

Management Request and manage

Configurat... Feature Shared
Next, choose 'Create |
Domain Certificate' from the
right panel. a;! Server Certificates
: Import...
Use this feature to request and manage certificates that the Web server can use with websites configured for Create Certificate Reques!
55L. Complete Certificate Req)
Filter: = v Go - gShow All | Group by: No Grouping - Create Domain Certificate
Name Issued To Issued By Expirat Create Self-Signed Certifiy

Enable Automatic Rebind
Renewed Certificate

@ Help

www.abdelwahed.me
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Create Certificate

QJJ'; Distinguished Name Properties

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations,

Common name: |web.abdelwahed.me ‘

Organization: |AEDELWAHED GROUP ‘

Organizational unit:

City/locality [cara |

State/province: |CA\ |

Country/region: |EG w
Create Certificate ?

E Online Certification Authority

Specify the certification autherity within your domain that will sign the certificate. A friendly name is required
and should be easy to remember.

Specify Online Certification Authority:

| abdelwahed-ADCS-CAVADCS.abdelwahed. me Select...

Example: CertificateAuthorityMame\ServerName

Friendly name:

|ABDELWAH ED SITE

NOW CERTIFICATE ISSUED TO THE WEB SERVER AS SHOWN DOWN

;_:='_| Internet Information Services (|15) Manager

—

— €3 » WEB »

File View Help

Connections

B id @ Q;! Server Certificates

------ @__Ej Start Page

v qﬂ WEB (ABDELWAHED Adminis
2} Application Pools
w (@ Sites

Default Web Site

Use this feature to request and manage certificates that the Web server can use with websites configure:
SSL.

Filter: ~ W Go - %Showﬁ\ll Group by: Me Grouping -
Mame Issued To lssued By Expiration Date Certificat:
{ ABDELWAHED SITE  web.abdelwahed....  abdelwahed-ADCS-..  10/15/2021 12:41:5.., 4F76234A8
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- et ey g

=

NOW CONFIGURE HTTPS OPTIONS TO THE SITE

= |° v WEE » Sites » Default Web Site »

View Help
nections . Actions
0 Default Web Site Home
H 7 & B Expl
5 Start Page N Filter: « % Go - 5 Show All | Group by: ; )
|5 WEB (ABDELWAHED'Administrator) L |
----- Q Application Pools s ~
v.la| Sites @ \@ )
0 Default Weh Site 0
o) Explore ntic.. Compression  Default Directory  Error Pages
Edit Permissions. Document  Browsing
£ Add Application... 4 % i &
& Add Virtual Directory... dier HTTP Legging  MIME Types  Modules
ings Respon...
| EditBindings.. |
o=
Manage Website » = o= %
put Request  S5L Settings
Rehiesh ing Filtering
Remove Adv
igement -
Rename jl Con
2 Switch to Content View LT
TT wrigurat... & g
wformation Services (15) Manager
€@ » WEB » Sites » Default Web Site »
¢ Help
H . Actions
. 0 Default Web Site Home
118 B Explore
Page Filter: = % Go - 54 Show All | Group by: _ i Relne
[ABDELWAHED\Administrator) i Edit Site
aplication Pools = “
tes Site Bindings ? X
} Default Web Site
Type Host Name Port IP Address Binding Informa... Add...
htt, 280 *
P Edit...

Dammnse

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

SELECT ADD THEN SELECT CERTIFICATE WE JUST REQUESTED

nformation Services (115) Manager
& » WEB » Sites » Default Web Site »
w  Help
15 . Actions
0 Default Web Site Home
H & B Explore
Page Filter: « % Go - G Show All | Group by: ; EdiReT
(ABDELWAHED\Administrator) = N
- 15 ~ Edit Site
pplication Pools
tes Site Bindings ? *
b Default Web Site Add Site Binding 7 X
Type k |
http Type: IP address: Port:
|https V| |AII Unassigned v| |443 ‘
ve
Host name:
| | ke
[ Require Server Mame Indication
SS5L certificate:
Mot selected it | Select... | View...
Mot selected
ABDELWAHED SITE
I
nformation Services (I15) Manager
& » WEB » Sites » Default WebSite »
Help
s . Actions
e Default Web Site Home
il 9, B Explore
Page Filter - % Go - G ShowAll | Group by: - ECHIEEIr
(ABDELWAHED\Administrator) = Edit Site
pplication Pools . = ”
tes Site Bindings ? X
B Default Web Site
Type Host Name Port IP Address Binding Informa... Add...
http 20 *
https 443 - (£

E ADCS on WINTOLABDS - Virual Machine Connection
File  Action Media Clipboard  View Help

BEO®O@O| n |k L

ﬁ certsrv - [Certification Autherity (Local)\abdelwahed-ADCS-CAMNssued Certificates]
File Action View Help

= z|lciz @

ﬁ] Certification Authority (Local) Request ID
v é abdelwahed-ADCS-CA
| Revoked Certificates
| lssued Certificates
| Pending Requests
| Failed Requests
] Certificate Templates

Requester Name Binary Certificate Certificate Template Serial Nu
2 ABDELWAHED\Administrator  ----- BEGIMN CERTL.. Web Server (WebSer...  4300000(

NOW WE CAN ACCESS THE WEB SERVER THROUGH HTTPS — FROM THE SAME SERVER-
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EY

e : @ https://web.abdelwahed.me/ L~adc & 115 Windows Server x

B Windows Server 5| Certificate

General Detals Certification Path

Internet Information | {Eype———"———

This certificate is intended for the following purpose(s):
# Ensures the identity of a remote computer

Bienvenue Te

Issued to: web.abdelwahed.me

Benvenuto
Issued by: abdelwahed-ADCS-CA

"» L h .. Bienveni valid from 10/16/2019 to 10/15/2021

Bem-vindo

Install Certificate... | | Issuer Statem
- [
a- "_{g https://web.abdelwahed.me/ L2-0 @ Certificate Error: Mavigation... * )LT'U\ |

-
|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to 1
server,

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

www.abdelwahed.me
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Add our AD CS server as trusted root CA

First you must export AD CS certificate and share it so you can access it from another server

Issued By

AddTrust External CA Root
Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
Import... =rtification Auth...
Lopynght (¢} 1997 Microseft Corp.

DigiCert Global Root CA

DigiCert High Assurance EV Root ...

DST Root CA X3
GlobalSign
GlobalSign
GlobalSign Root CA

Go Daddy Class 2 Certification Au...
Microsoft Authenticode(tm] Root...

Microsoft Root Authority

Microsoft Root Certificate Authori..,
Microsoft Root Certificate Autheri..,

% Consolel - [Console Root'\ Certificates (Local Computer)\Trusted Root Certification Authorities\ Certificates]

ﬁ File Action View Favorites Window Help

e ARz la (NENNERERN 7 Mie

| Console Root lssued Te -

~ I Certificates (Local Compy 5] AddTrust External CA Root
ﬂ :er:nda:‘ ¢ Certifi 51 Baltimore CyberTrust Root

v ‘Jr'uCZrtifiDthE S| Sl Class 3 Public Primary Certificat..

| Enterprise Tru LTRSS G
| Intermediate T N =
| Trusted Publi .
= Untrusted Ce MNew Window from Here Ro...
“| Third-Party R New Taskpad View...
| Trusted Peopl
] Client Auther Refresh
| Preview Build Export List...
| Remote Deskd on .
- - Help
| Certificate En = ) Rou..
| Smart Card Trusted Re| [S]Microsoft Root Authority
| Trusted Devices [ZIMicrosoft Root Certificate Auth...
| Windows Live ID Toke|| (<] Microsoft Root Certificate Auth...

v D Search Cert

== *

Date modified

10/16/2019 1:25 AM

E Open
— v 0 » Network » adcs » Cert

| Console Root
“ Eﬁ] Certificates ( Organize » MNew folder

| Personal Name -

v [ Trusted q 3+ Quick access
| Certi =] Abdelwahed CS

| Enterpris B Desktop *

| Intermeg & Downloads »

J_ Trusted £ || Documents »*

| Untruste o

| Third-Pa &= Pictures *

| Trusted k - DATA (E:)

| Client Ay .

| Preview | £ This PC

| Remote |

- Metwork

= Certifical | ¥ Networ

| Smart Cz

| Trusted [

| Window!

£
File name: | Abdelwahed CS

£

“ | X.500 Certificate (*.cer™.crt)

P

s

o @
Type

Security

www.abdelwahed.me
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onsolel - [Co
& File Action
|2

"] Console Root
v G Certificates
| Personal
~ [ Trusted
1 Certi
» ] Enterpri
» [ Interme:
» [ Trusted
» [] Untrustel
» [] Third-Pg
» [ Trusted
» [] Client Ay
5 [ Preview
5 [ Remote
5 [ Certifica
» [ Smart C
» [ Trusted
5 17 Window

& ¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.
() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

‘ Trusted Root Certification Authorities

| | Browse...

ﬁ Consolel - [Consele Root\ Certificates (Local Computer)\ Trusted Root Certification Authorities\ Certificates]

& File Action  View

@ #

Favorites

Window Help

1| 4 B XE 2| HEE

[ Console Root
» Eﬁ Certificates (Local Compy
] Personal
s || Trusted Root Certifica
| Certificates

» [ Enterprise Trust
» [ Intermediate Certifica
> [ ] Trusted Publishers
» [ Untrusted Certificates
5 [ Third-Party Root Cert
» [ Trusted People
» [ Client Authentication
> [] Preview Build Roots
> [ Remote Desktop
> [ Certificate Enrollment
» ] Smart Card Trusted Re
» | Trusted Devices
> [ Windows Live ID Toke

& https://web.abdelwahed.me/

P-ac

B Windows Server

Inte

net Information Services

@ 115 Windows Server

Set up automatic certificate enrollment for users.
Initially, generate a user certificate template in the Certification Authority.

L5l certsry - [Certification Authority (Local)\abdelwahed-ADCS-CA\Certificate Templates]

File Action View Help

= #n|d=H

Issued To

bdelwahed-AD A
=l AddTrust External CA Root
5] Baltimore CyberTrust Root

[l Class 3 Public Primary Certificat...
5] COMODO RSA Certification Au...
=] Copyright {c) 1997 Microsoft C...

I DigiCert Global Root CA

[53I DigiCert High Assurance EV Ro...

[51DST Root CA X3
5] GlobalSign

=/ GlobalSign

=] GlobalSign Root CA

[53]Go Daddy Class 2 Certification ...
|3.| Microsoft Authenticode(tm) Ro...

Sl Microsoft Root Authority

S Microsoft Root Certificate Auth...
[ Microsoft Root Certificate Auth...
[ Microsoft Root Certificate Auth...
Z5INO LIABILITY ACCEPTED, ()97 ...

<

Issued By

abdelwahed-ADCS:
AddTrust External CA Root
Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
COMODO R5A Certification Auth...
Copyright (c} 1997 Microsoft Corp.
DigiCert Global Root CA

DigiCert High Assurance EV Root ...
DST Reot CA X3

GlobalSign

GlobalSign

GlobalSign Root CA

Go Daddy Class 2 Certification Au...
Microseft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Root Certificate Authori..,
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...

NO LIABILITY ACCEPTED, (c)97 Ve.. ,

>

Now there are no error messages.

T3] Certification Authority (Local)
W é abdelwahed-ADCS-CA
| Revoked Certificates
] Issued Certificates
|| Pending Requests
|| Failed Requests
| Certificate Templates

MName

5] Abdelwahed Web Server

[H] Kerberos Authentication
[ EFs Recovery Agent

Manage

MNew ¥ i
View ¥
Refresh

Export List...

Help

= Directory Email Replication
H Domain Controller Authentication

fication Authority

Intended Purpose

Server Authentication

Directory Service Email Replication
Client Authentication, Server Authentic...

Client Authentication, Server Authentic...

File Recovery
Encrypting File System

Client Authentication, Server Authentic...

Server Authentication

Client Authentication, Server Authentic...

Encrypting File System, Secure Email, Cl...

<Al

Microsoft Trust List Signing, Encrypting...

WWW.a
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S

T v g
* len@EEHE
ﬁ Cer‘tizz 5] Certificate Templates (DCO1.abd Template Display Namhe Schema Version Version  Inten
va ; ] CEP Encryption 1 41
=X & Code Signing 1 31
= & Computer 1 51
] & Cross Certification Authority 2 105.0
= & Directory Email Replication 2 115.0 Direc
13 Domain Controller 1 4.1
/5 Domain Controller Authentication 2 1100 Clien
& EFS Recovery Agent 1 6.1
& Enroliment Agent 1 4.1
13 Enrollment Agent (Computer) 1 5.1
& Exchange Enrollment Agent (Offline requ... 1 4.1
& Exchange Signature Only 1 6.1
& Exchange User 1 71
i 1Psec 1 21
5 IPSec (Offline request) 1 7.1
5 Kerberos Authentication 2 1100 Clien
& Key Recovery Agent 2 1050 KeyF
& ocsp Response Signing 3 101.0 QCsh
13 RAS and IAS Server 2 101.0 Clien
1l Root Certification Autherity 1 51
5 Router (Offline request) 1 4.1
) Smartcard Logon 1 6.1
& Smartcard User 1 111
13 Subordinate Certification Authority 1 5.1
4] Trust List Signing 1 3.1
&
i User Signature Only Duplicate Template
13 Web Server All Tasks s
S5 Wirkctatinn Aithenticatinn n
U,
€2 s HEEE
ﬁ CertlE: [ Certificate Templates (DCO1.abd Template Di{ Properties of New Template hed
v a:‘ & CEP Encry _ _
- @ Code Sig Subject Name Server Issuance Requirements
3_ I JE Computd Superseded Templates Extensions Security
g @ Cross Ce Compatibiity Genersl  Request Handiing  Cryptography ~ Key Attestation
= ‘E Directory| Template display name:
& Domain | [abdetwahed Users Cert |
& Domain
1] EFS Recor
4 Enrollmet Template name:
& Enrollmel  [abdehwahedUsersCert
P Exchangg
&l Exchangg
& Exchangg  Validity period: Renewal period:
Fsec [ a9
5] 1PSec (Off
15 Kerberas
@ Key Recof Publish certificate in Active Directory
5] OCSP Re: [] Do not automatically reenroll f a duplicate certfiicate exists in Active
& RAS and S
{E Root Cert
JE Router (C
1 Smartcar
] Smartcar
4 Subordin
] Trust List
] User
Bvae o o] e | e
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% e mERHE

Iﬁéerti:: &) Certificate Templates (DC01.abd Template Diy Properties of Mew Template
v al
= & CEP Ency
J— & Code Sig Subject Name Server lssuance Requirements
J— ! ) Computd Compatibiity General Reguest Handling Cryptography ~ Key Attestation
= " Superseded Templates Extensions Securty
= 1] Cross Ce
(=l i3] Directory| ~ Group or user names:
& Domain BB Authenticated Users
&l Domain a Administrator
1] EFS Reco B2 Domain Admins (ABDELWAHED"Domain Admins)
3 Enrollmel B2 Domain Users (ABDELWAHED \Domain Users)
HR Erterprise Admins (ABDELWAHED \Entemprise Admins)
1] Enrallme
& Exchange
& Exchangg
& Exchange T Femove
& 1Psec
AT IPSec (Of]  Pemissions for Autherticated Users Deny
1] Kerberos Full Cortrol 0O
JE' Key Reco Read O
i 0CsP Re Wite 0
4] RAS and Enroll 0
JE' Root Cert Autoenroll O
5 Router (d
{H] Smartcan
& smartcar For special pemissions or advanced settings, click Advanced
/] Subordin|  Advanced.
4 Trust List
I User
i User Sign)
238 Cancel Hel
] Web Send Apply elp

fﬁ] certsrv - [Certification Authority (Local)\abdelwahed-ADCS-CA\Certificate Templates]

File Action View Help
€= | #|d=H

I3l Certification Authority (Local)
v 6:1 abdelwahed-ADCS-CA
| Revoked Certificates
] lssued Certificates
[ Pending Requests
|| Failed Requests
| Certificate Templat=-

Mame Intended Purpose
] Abdelwahed Web Server Server Authentication
& pi rectory Email Replication Directory Service Email Replication
E Domain Controller Authentication Client Authentication, Server Authentic...
E Kerberos Authentication Client Authentication, Server Authentic...
HErs Recovery Agent File Recovery
Manage Encrypting File System
— Clioes Meal-—si--ting Sepver Authentic..
MNew > Certificate Template to Issue bn
View 3 Client Authentication, Server Authentic...

Encrypting File System, Secure Email, Cl...

Refresh i abinm Mk, Al
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ﬁ certsry - [Certification Authority (Local)\abdelwahed-AD(

File Action

View Help

=7 d=H

Certificate Templates]

ﬁ] Certification Authority (Local)
v é abdelwahed-ADCS-CA
] Revoked Certificates
[ Issued Certificates
[ Pending Requests
[ Failed Requests
| Certificate Templates 1

Name
{5l Abdelwahed Web Server
= Directory Email Replication

{5l Domain Controller Authentication
[El Kerherns A thenticatinn

Intended Purpose
Server Authentication
Directory Service Email Replication

Client Authentication, Server Authentic...
Client futhenticatinn Server Authenti

1 Enable Certificate Templates

Select one Certificate Template to enable on this Certification Authority.
1 Mote: If 3 cenficate template that was recently created does not appear on this list, you may need to watt until
4 information about this template has been replicated to all domain cortrollers

All of the certificate templates in the onganization may not be available to your CA.

For more information, see Certificate Template Concepts.

4 Name

LR sbdeiwahed Users Cart
[ Autherticated Session
E CA Exchange

& CEP Encryption

[ Code Signing

E Cross Certification Authority

& Enroliment Agent

T Enroliment Agent (Computer)

E Exchange Signature Only
= _ -

Intended Purpose

Client Authentication, Secure Email, Encrypting File System

Client Authentication
Private Key Archival
Certficate Request Agent
Code Signing

<Al

Certficate Request Agent
Certficate Request Agent

E Exchange Enroliment Agent (Offine request) Certficate Request Agent

Secure Email

? ADCE on WINT0LAEDS - Virtual Machine Connection

File Action Media

BEO@@O | n |k

Clipboard  Wiew Help

E{J certsry - [Certification Autherity (Local)\abdelwahed-ADCS-CANCertificate Templates]

File Action View Help

o= 2 XE:H

Care

T3l Certification Authority (Local)
W é abdelwahed-ADCS-CA
| Revoked Certificates
] Issued Certificates
[ Pending Requests
[ Failed Requests
| Certificate Templates

Mame

abdelwahed Users Cert
5 Abdelwahed Web Server
= Directory Email Replication
5] Domain Controller Authentication
E Kerberos Authentication
& Ers Recovery Agent
(] Basic EFS
5 Domain Controller
5] Web Server
= Computer
5 User
E Subordinate Certification Authority
5 Administrator

Intended Purpose

Client Authentication, Secure Email, En...

Server Authentication

Directery Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...

Encrypting File System, Secure Email, Cl...

<All>
Micraseft Trust List Signing, Encrypting...
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Proceed to group policy settings to set up automatic enrollment.

Initially, verify any certificates that have been issued to the administrator user on an Active Directory computer.

& Consolel - [Console Root\Certificates (Local Computer)\Personal] — L

View  Favorites

G File  Action Window  Help
Aadndicalca(l S NRCRERY 7)o

“| Console Root Object Type Actions
v Certificates (Local Compy
‘J | PersonaI( i There are no items to show in this view. PR
~ || Trusted Root Certifica More Act
| Certificates
_| Enterprise Trust
| Intermediate Certifica
| Trusted Publishers
| Untrusted Certificates|
“| Third-Party Root Cert
~| Trusted People
~| Client Authentication
| Preview Build Roots
| Remote Desktop
| Certificate Enrollment
| Srnart Card Trusted Ry
| Trusted Devices
~| Windows Live ID Toke
~ | Z5 Domains - -
\%53‘3 abdelwahed.me Links
s/ Default Domain Policy Display links in this location: abdelwahed me
sz Google Edit... 78, and OUs are linked to this GPO:
; |DT°mam Controller Enforced Erforced  Link Enabled  Pal
- Link Enabled
2| Managers No Yes abd
2| RMS Users SavelReporis
2| Sales View 3

2 Service Accounts
=t Group Policy Objects

MNew Window from Here

¥ WMI Filters Delete
) Starter GPOs Rename
E otes Refresh
s Group Pelicy Modeling
4 Group Policy Results Help

an only apply to the following groups, users, and computers:

Il e
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Media  Clipboard  View Help

@0 n |k

m| Hle Achon  View Help

a!@ﬁ} HEE R B S

=[ Default Domain Policy [DCO1.AI Object Type

~ i Computer Configuration | Enterprise Trust

] | Policies 1 Trusted People
z; v U_serprCe:::;:re:tion «_:.JCertificate Services Client - Certificate Enrollment Policy
7 = Policies (?‘JCertifi ate Senvices Client - Credential Boaminn
;E v Software Settings ertifi Certificate Services Client - Auto-Enrollment Properties ? *
- Mo Win:qvi S(e:tings " Enrollment Policy Configuration
] || Seripts (Logon/Ly
:J: v %‘_;i Security Settings
ec | Public Key Po Enroll user and computer certificates automatically
1u | Software Rest
au (L Folder Redirectio Configuration Model: Enabled ~
ali Policy-based Qof
= Deployed Printer; [#]Renew expired certificates, update pending certificates, and remove

| Administrative Temp revoked certificates

| Preferences
[]Update certificates that use certificate templates

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

0= =%

Additional stores. Use "," to separate multiple stores, For example:
< > “Storel, Store2, Store3”

]

[ Display user notifications for expiring certificates in user and machine
<nan MY store

This &

Lk ARl De_.ﬂ-—lz

_: Default Domain Policy [DCO1.AI Object Type
v A Computer Configuration
| Policies

| Enterprise Trust

1 Trusted Pecple
| Preferences

. . ertificate Services Client - Certificate Enrollment Policy
~ 4 User Configuration

«;‘JCertiﬁcate Services Client - Credential Roaming

~ [ Policies . _ )
| Software Settings Tyl Certificate Services Client - Aute-Enrollment
v [] Windows Settings Certificate Services Client - Certificate Enrellment Polic.. 7 X
= Seripts (Logen/Le
a, - . Enroliment Polic -
v T Security Settings Y E¥ Administrator: Command Prompt
| Public Key Po
7| Software Rest Configuration Model: Enabled
(2 Folder Redirectio
.Jj Policy-based Qof Certificate enrollment policy list
= Deployed Printer:
7 Administrative Temp Default  MName Automatic Enrollment
| Preferences Active Directory Enrollmen... Enabled omp f . ( li+'-‘llfr" .
y-
Add... Remaove... Properties
< >

Additional certificate enrollment policy configuration

[ pisable user configured enroliment policy servers

H This G
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File Action View Favorites Window Help

' Al =REEEIR P )

= Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

o B =

| Console Root
v _ﬂ}J Certificates (Local C

w

lssued To

; #.1DC01.abdelwahed.me
| Personal

| Certificates
| Trusted Root Cel
| Enterprise Trust
| Intermediate Cel
| Trusted Publishe
| Untrusted Certifi
~| Third-Party Roof
~| Trusted People
| Client Authentic
| Preview Build Rc
~| Remote Desktop
| Certificate Enroll
| Srmart Card Trusf
| Trusted Devices
| Windows Live 1D

Issued By
abdelwahed-ADCS-CA

Expiration Date
10/15/2020

Secure a Word document with a Certificate for integrity and authenticity.

Insert Design Layout

%5 lcons

ictures 1/l Chart

hapes ~ PD SmartArt

lllustrations

References

Dnline Pictures @ 3D Models ~ @, Screenshot - =

Document1 - Word

Mailings Review View Help

.‘ Efj‘ % + |:| Header
=2 [-] Footer -
Add- | Online Links  Comment
ins*  Video - @ Page Mumber ~
Media Comments Header & Footer

ICE Word hasn't been activated. To keep using Word without interruption, activate before Monday, October 21, 2079,

Test Encryption using certificate

Q Tell me what you want to do

Ahmed |

B-Lz-

Q
4 Microsoft Office Signature Line...
Text
Box~ Add Signature Services...
Text
Activate

,f;:_‘-;_ Share

Inten:

Clien

www.abdelwahed.me
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Insert Design Layout

ictures FI:—j lcons 11 Chart

hapes~ ﬁSmartAr‘t

Ilustrations

References

Dnline Pictures @ 3D Models ~ g4 Screenshot -

ument] -

Mailings Review Help

P E% &, [ Header -
. . [] Footer~
Add-  Online Links  Comment
ins* | Video - & Page Mumber ~
IMedia Comments =~ Header & Footer

Test Encryption|using certifi

Signature Setup ? s
Suggested signer [for example, John Doe):
ahmed Abdelwahed

Suggested signer's title {for example, Manager):
Microsoft Trainer

Suggested signer's e-mail address:
ahmed@abdelwahed.me|

Instructions to the signer:

Before signing this document, verify that the content
you are signing is correct,

D Allow the signer to add comments in the Sign dialog
Show sign date in signature line

Cancel

SESEIUEL UG VLS BT LT G

File Action Media Clipboard View Help
BEOED@O u I b L
Layout  References
5 [2 Pictures 11 Chart
| Tan [& Online Pictures €71 3D Models = g Screenshat -
able
3 . | [3'Shapes~ T SmartArt
Tables Illustrations

’ PRODUCT NOTICE Word hasn't been activated. Ta keep using Word

Test Encryption using certif

X

Mailings

Test Encry

Review Help  Q Tell me what you want to do

ICE Ward hasn't been activated. To keep using Word without interruption, activate before Monday, October 21, 2019,

3 E“ﬂ @ b [ Header - E- o
S V= | D Foater [
Add-  Online Links  Comment Tedt Symbols
ins* | Video - [] Page Number~  goy- ~-M -
Media Comments Header & Footer Text
| ——
Sign ? e

@ Ssee additional information about what you are signing...

Before signing this document, verify that the content you are signing is correct.

Type your name below, or click Select Image to select a picture to use as your
signature:

X

Ahmed Abdelwahed
Microsoft Trainer

Select Image...
Ahmed Abdelwahed
Microsoft Trainer
To include information about the signer, dlick the details button. Details.
Signing as:  Ahmed
Issued by abdelwahed-ADCS-CA =
sign Cancel

Be aware that our CA, abdelwahed-ADCS-CA, issues the certificate.

Q Tell me what you want to do

Activate

vant to do

Ahmed

[C¢ AaBbCcC AaBbCcD AaBbCcDc v
1 Heading2 Hesding3 Heading4
Styles
B . .

Foa
& e
B b s

conny

£ Find -

20 Replace

[t Select -
Editing

www.abdelwahed.me
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B Server 2016 on WINTOLABOS - Virtual Machine Cannection
File Action Media Cliphoard Wiew Help

"
want to do

" £ Find -
BO®O@O|[n »|f OIE o aasbce AQB assbecer -
. \ P | 2B Replace
Test Encryption us rificate - Word Pictur Alihy: 1 Heading2  Title Subtitle [\ |y Select~
Design  Layout  References  Mailings  Review  View  Help Format Styles &l Editing
= AR SR
S [ Pictures 3 lcons 1l Chart P a || * [ Header~ B-Ix-||o . -
d o | L Signatures
L L& Online Pictures €71 3D Models - & Screenshat ~ [ Footer~ 4 -
_jges Table Add-  Online  Links  Comment Tet Symbols Requested signatures:
|- - [&)Shapes- T SmartArt ins | Videa | - [] Page Number=  go,- 2=- [~ - ea a :
1 Tables llustrations Media Comments  Header & Footer Text Ahmed Abdelwahed
Sign r X Signatul
@ see additional information sbout what you are signing... Requested
Before signing this document, verify that the content you are signing is correct. Ahmed A
Test Encryption using certificate Type your name below, or click Select Image to select a picture to use as your
- signature:
. :.‘mmi‘::ﬂw“m Ahmed Abdelwahed
P yeraselt Trainer Microsoft Trainer
i = Signed by: Ahmed
Ta include infarmation about the signer, click the details button. | pioo
Signing as:  Ahmed e
i ' Change.. Signat d to protect
5 Issued by:  abdelwahed-ADCS-CA TSI hD [T s
L the authenticity and integrity
adocument.
Sign Cancel
o Learn more about signatures i

Attempting to edit the file now is impossible as it is designated a final copy with a signature, ensuring its integrity and authenticity. This
means the file hasn't been altered in transit because editing would require removing the signed signature first.

Test Encryption using certificate.docx - Waord Ahmed Abdelwahed @ =
Insert Draw Design Layout References Mailings LENET View Help Foxit Reader PDF Q Tell me what you want to do
o MARKED AS FINAL An author has marked this document as final to discourage editing. Edit Anyway x
L 1‘----‘E-“|“-1‘--|--‘1“‘\‘--J---l-““»“-‘--5--‘|-“$“-a---7-“ -

Signatures ¥ %

Recoverable error:

Ah... 10/16/2019
Test Encryption using certificate

i [ Recoverable Signature
. Ahmed Abdelwahed

Microsoft Trainer
N Signed by: Ahmed
~
B This document is signed.
- Any edits made to this

document will invalidate the
digital signatures.

- Learn more about signatures in
) Office documents...
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Active Directory Rights Management

Preparation and Installation
Active Directory Configuration

Creating AD RMS Service Account on Domain Server and create users for testing

O Active Directory Users and Computers — O X
File Action View Help
s (=g = = | W@ Yy e i
e 2E O XEB HE P aETa%
| : Active Directory Users and Cem|| Name Type Description
| Saved Queries
v 3 abdelwahed.me New Object - User *
| Builtin
| Computers
=] Domain Controllers & Createin: abdelwahed me/Service Accounts
|| ForeignSecurityPrincipaly
] Managed Service Accour
] Users First name: [RHSSRVC] | nitials: | |
2| Service Accounts Last name: | |
Full name: [RMsSRVC |
User logon name:
[RMSSRVC || @abdehwahed.me v
User logon name (pre-Windows 2000):
|ABDELWAHED | [RMsSRVC |
< Back Mext > Cancel

< >

Remember, it's unnecessary to include the RMSerivce user in the admin group; instead, we can make them a

member of the RM Server's local admin group.

Active Directory Users and Computers — O >
File Action View Help
- = = = | 4@ a, de= e
9 2@ O XEEE HEIPaETER
: Active Directory Users and Com|| pame Type Description
| Saved Queries B RMSSRVC  User
W ‘f_j abdelwahed.me
| Builtin ] ) %
B Compulers RMSSRVC Properties f
3| O in Controll
%I Fn:um_ams an_rope_rs ol Remote control Remate Desktop Services Profile COM+
oreignSecurityPrincipal:
TI M J 45 ty A P General Address Account Profile Telephones Crrganization
i Vianaged Service Accout Member Of Dialin Environment Sessions
|| Users
2| Service Accounts Member of
Name Active Directory Domain Services Folder

abdelwahed me/Users
abdelwahed me/Users

Domain Admins
Domain Users
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Create two users in the active directory for testing purposes and provide information to the users via email.

3 Active Directory Users and Computers Member Of Dialdn Ervironment Sessions
File Action View Help Remote control Remote Desktop Services Profile COM-=
- - | Gereral  Address  Account  Profle  Telephones  Organization
e« | AE F0IXEE: HE
] Active Directory Users and Com|| Name Typ LE} Ahmed
| Saved Queries %Ahmed Use
v F3 abdelwahed.me
| Builin Fis name: s [
- Computers Last name: | |
2| Domain Controllers
~| ForeignSecurityPrincipals Display name: |Ahrned |
“| Managed Service Accour N
| Users Description: | |
2| Service Accounts Office: | |
= | RMS Users
Telephone number: | | Cther....
E-mail: |ahmed@abdelwahed.me
Web page: | | Cther....
3 Active Directory Users and Computers Member Of Dialin Environment Sessions
Remote control Remote Deskiop Services Profile COM=

File Action View Help

o= FE 8 XEE= HE

General Address Account Profile Telephones Organization

| Active Directory Users and Com|| Name Typ 'm;_l Farida
| Saved Queries E)Ahmed Use
w 3 abdelwahed.me i
| Builtin %Farlda Use First name: |Farida | Initials: I:I
| Computers Last name: | |
2| Domain Controllers
| ForeignSecurityPrincipal: Display name: |Farida |
| Managed Service Accour o
“ Users Description: | |
2| Service Accounts Office: | |
2 RMS Users
Telephone number: | | Cither..
E-mail: | Farida@abdelwahed me|
Web page: | | Other...
Cancel Hel
< 5 nc Apply elp
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Create Shared Distribution Point (SDP) used to save policy template
Set up a Shared Distribution Point (SDP) called 'confidential' and grant Read/Write access to users Ahmed
and RMSRVC using a domain member server that will also serve as an RMS Server.

EH RMS on WIN-B0T429R7OKP - Virtual Machine Connection
File Action Media Clipboard WView Help

BEOwO@O | b g

F w T ::_ Y Th|s PC Y LDCEI Dlsk (C:J FEMTIE2IUNS TUT CUrnaendr Fat
MName ~ Share Permissions
* QUiCk access pEI’ﬂ_OgS GI'OIJD or user names:
[ Desktop b 4 . £ Everyone
Program Files ,
& Downloads , b JRISSRVC (RMSSRVC @abdelwahed me)
. Program Files (x26) 2 Ahmed (Ahmed @abdshwahed me)
Documents - Users
[&] Pictures b 4 Windows
[ This PC confidential
- Add... Remove
i Network Permissions for AMSSRVC Allow Deny
Full Corttrol | [
Change O
Read O
AD RMS Installation using domain joined member server (RMS)
LW
Select one or more roles to install on the selected server. | [ Add Roles and Features Wizard X
Roles B . .
Add features that are required for Active Directory
Active Directory Certificate Services Rights Management Services?
Active Directory Domain Services
Active Directory Federation Services You cannot install Active Directory Rights Management Services
Active Directory Lightweight Directory Services unless the following role services or features are also installed.
Active Directory Rights Management Serviced]
Device Health Attestation 4 MET Framework 4.6 Features ~
DHCP Server 4 WCF Services
DNS Server HTTP Activation
Fax Server ASPNET 4.6
I |m| File and Storage Services (2 of 12 installed) 4 Remote Server Administration Tools
Host Guardian Service 4 Role Administration Toaols
Hyper-V [Tools] Active Directory Rights Management Services Tc
MultiPoint Services 4 ‘Web Server (115)
Metwork Controller 4 Web Server
MNetwork Policy and Access Services 4 Common HTTP Features
Print and Document Services Static Content W
Remote Access < >
Remaote Desktop Services § .
L . +| Includ t tools (if licabl
Volume Activation Services nclude management tools (if applicable)
Web Server (lI5)
Add Features Cancel
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pu Begin
n Type
Election

blas

er Role (I1S)

role services

u Begin
n Type
“Blection

bles

ervices

er Role (1IS)

tion

role services

DESTINATIOM SERVER
RMS.abdelwshed.me

Select the role services to install for Active Directory Rights Management Services

Role services

Description

hts Management Serve

Active Directory Ri
[1 Identity Federation Support

Select the role services to install for Web Server (IIS)

Role services

« v [T

4

[ WebDAV Publishing
ealth and Diagnostics

HTTP Logging

[] Custom Logging

Logging Tools

[] ODEBC Logging

Request Moniter

Tracing

Performance

Static Content Compression
[] Dynamic Content Compression

4[] Security

Active Directory Rights Management
Services (AD RMS) helps you protect
information from unauthorized use.
AD RMS establishes the identity of
users and provides authorized users
with licenses for protected
information.

DESTINATION SERVER
RMS abdelwahed me

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
‘Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications. -

< Previous | ‘ Next >

| | Install ‘ | Cancel

u Begin
n Type
] lection

ples

arvices
er Role (IIS)

ervices

M installation selections

DESTINATION SERVER
RMS.abdelwahed.me

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

NET Framework 4.6 Features
ASP.NET 4.6
WCF Services
HTTP Activation

Active Directory Rights Management Services
Active Directory Rights Management Server
Remote Server Administration Tools
Role Administration Tools
Active Directory Rights Management Services Tools

Web Server (IIS)

Export configuration settings
Specify an alternate source path

< Previous ‘ ‘

Next >

install | [ Cancel
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C| t K S-t TARGET SERVER
uster Key >torage RMS.abdelwahed.me
AD RMS Specify AD RMS Cluster Key Storage
AD RMS Cluster
Canfiguration Database An AD RMS cluster uses the AD RMS cluster key to sign certificates and licenses that the cluster

issues, The cluster key is required for disaster recovery and when additional AD RMS servers are
joined to the cluster. You can allow AD RMS to encrypt and store the key, or you can store the
Cryptographic Mode key by using a cryptographic service provider (CSP), If the cluster key is stored in a CSP, you must
manually distribute the key to servers that join the cluster later.

Service Account

Cluster Kay Password (® Use AD RMS centrally managed key storage

() Use CSP key storage

Post installation configuration
add AD RMS Cluster

—

nager * Dashboard FA Manage Tools  View

|, Post-deployment Configuration

WELCOME TO SERVER MANAGI

Configuration required for Active Directory Rights
Management Services at RMS

o 'C' Perform additional configuration.

o Feature installation

QUICK START
2 Installation succeeded on RMS.abdelwahed.me.
= ADRMS Configuration: RMS.abdelwahed.me — O X

TARGET SERVER

AD RMS Cluster RMS.abdelwahed.me

AD RMS Create or Join an AD RMS Cluster

AD RMS Cluster

Configuration Database AD RMS supports two types of clusters: a root cluster for certification and licensing and a
licensing-enly cluster. To deploy AD RMS, you must first set up a root cluster in the forest. You
«can then set up one or more licensing-only clusters in the same forest, depending on your needs.

@ Create a new AD RMS roct cluster

Join an existing AD RMS cluster

www.abdelwahed.me
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Configuration Database

AD RMS
AD RMS Cluster

Configuration Database

Service Account

TARGET SERVER
RMS.abdehwahed me

Select Configuration Database Server

Your AD RMS cluster uses a database to store configuration and policy information. The database
can be hosted either by Windows Internal Database or on a separate SOL database server
(recommended). If you choose Windows Internal Database, you cannot add more AD RMS
servers to this cluster. You can specify the SOL database server by selecting it from a list, or you
can type its name or CNAME alias (recommended).

(O Specify a database server and a database instance.

Server:

| List

Database Instance:

@ Use Windows Internal Database on this server

More about the AD RMS configuration database

<Previous | [ Met> | | sl | [ cancel

= AD RMS Configuration: RMS.abdelwahed.me - O *

Service Account

TARGET SERVER
RMS.abdelwahed.me

AD RMS Specify Service Account

AD RMS Cluster

Configuration Database The AD RMS cluster requires a domain user account so that it can communicate with other

Cryptographic Mods

services and network computers. Specify a standard domain user account with no additional
permissions.

Cluster Key Storage Domain User Account:

Cluster Key Password ABDELWAHED\rmssrvec

Cryptographic Mode

AD RMS
AD RMS Cluster

Configuration Database

Service Account

Cluster Key Storags

Cluster Key Password

TARGET SERVER
RMS.abdelwahed.me

Specify Cryptographic Mode

AD RMS can operate under two modes which differ on the basis of the cryptographic key length
and the strength of signature hashes, Cryptographic mode 2 is recommended for new cluster
deployments where you have ensured that all AD RMS client computers have been updated to
support it. As cryptographic mode 2 cannot be undone, if you are unsure of full support within
this cluster or any other clusters that it will share a trusted user domain (TUD) relationship with,
select cryptographic mode 1 instead.

® Cryptographic Mode 2 (RSA 2048-bit keys/SHA-256 hashes)

() Cryptographic Mode 1 (RSA 1024-bit keys/SHA-1 hashes)
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TARGET SERVER
Cluster Key Password RMS.abdelwahed.me

AD RMs Specify AD RMS Cluster Key Password
AD RMS Cluster

Configuration Database AD RMS uses the cluster key password to encrypt the cluster key. To join other AD RMS servers to
this cluster or to restore the cluster from backup, you must be able to supply this password. AD
RMS does not store this password and cannot recover it if it is lost, so you should keep itin a

Cryptographic Mode secure place.

Service Account

Cluster Key Storage

Password:

Cluster Web Site

Confirm Password:

. TARGET SERVER
Cluster Web Site RMS.abdelwahed.me

AD RMS Select AD RMS Cluster Web Site
AD RMS Cluster

Configuration Database AD RMS is hosted in an Internet Information Services (lI5) virtual directory, which is set up on one

of the existing Web sites on this server.
Service Account

Cryptographic Mode Select a Web site for the virtual directory:

Cluster Key Storage
Default Web Site

Cluster Key Password

Cluster Address

TARGET SERVER
Cluster Address RMS abdeiwahed.me
| M You cannot use an unencrypted connection if you want to add Identity Federation Support. X
AD RMS Specify Cluster Address
AD RMS Cluster
Configuration Data... A cluster address makes it possible for AD RMS clients to communicate with this cluster over the

network, We recommend that you configure AD RMS to use the Secure Sockets Layer (S51)
protocel to encrypt network traffic between AD RMS clients and this cluster. You must use an
Cryptographic Mode S5L-encrypted connection if you intend to federate this cluster.

Service Account

Cluster Key Storage
Connection Type:
Cluster Key Password
(Z) Use an SSL-encrypted connection (https://)

Cluster Web Site

(®) Use an unencrypted connection (http://)

Licansor Certificate Fully-Qualified Domain Name: Port:

SCP Registration
http:/f |rms.abde\wahed.me | |80

Confirmation
o You cannot change this address or port number after AD RMS is installed and configured.

Maore about the cluster web site

< Previous ‘ | Mext » | | Install | | Cancel
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. S TARGET SERVER
Licensor Certificate RMS.abdelwahed.me

AD RMS Name the Server Licensor Certificate
AD RMS Cluster
Configuration Database AD RMS creates a server licensor certificate that establishes the identity of this AD RMS cluster to

clients. Because of the significance of this certificate, we recommend that you make a backup of

Service Account this certificate to safeguard your deployment and improve disaster recovery efforts in the event

Cryptographic Mode of hardware failure or loss of the AD RMS database server.
Cluster Key Storage Mame:
Cluster Key Password [Rms

Cluster Web Site

Cluster Address

SCP Registration

Confirmation

2 c TARGET SERVER
SCP Registration RMS.abdelwahed.me

AD RMS Register AD RMS Service Connection Point
AD RMS Cluster

Configuration Database The AD RMS service connection point (SCP) can be registered in Active Directory Domain Services

(AD DS) when an AD RMS cluster is created. The SCP provides dlients with intranet URLs for the
Service Account AD RMS cluster.
Cryptographic Mode To register the service connection point (SCP) now, you must be a member of the Enterprise
Cluster Kay Storage Admins group. f you are not a member of the Enterprise Admins group, you must have a
_ member of the Enterprise Admins group register the SCP after you finish installing AD RMS.
Cluster ey Password Clients cannot access this AD RMS cluster until its SCP is registered.
Cluster Web Site
®) Register the SCP now
Cluster Address

Licensor Certificate O Register the SCP later

Confirmation
More about SCP registration
<previous | [ Net> | | nstal | [ Caneel
Terl . TARGET SERVER
onfirmation RMS.abdelwahed.me
AD RMS Confirm Installation Selections

AD RMS Cluster
Configuration Datsbase | To install the follawing rales, role services, or features, click Install.
Service Account

Active Directory Rights Management Services
Cryptographic Mede

Cluster Type: Root cluster
Cluster Key Sterage Database Server: Windows Internal Database
Cluster Key Password Service Account; ABDELWAHED\RMSSRVC
Cryptographic Mode: Cryptographic Mode 2

Cluster Web Site Cluster Key Storage: AD RMS centrally managed key storage
Cluster Address Cluster Web Site: Default Web Site

K i Cluster Internal Address: http://rms.abdelwahed.me/
Licensor Certificate Licensor Certificate Name: RMS
SCP Registration Register SCP: Register Now

"

<previous | Nes | [ sl || cancel
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P TARGET SERVER
r-Ogres 5 RMS.abdelwahed.me
Installation Progress
The following roles, role services, or features are being installed:
Active Directory Rights Management Services
Installing ...
e
R ‘ TARGET SERVER
€su tS RMS.abdelwahed.me

Installation Results

The following roles, role services, or features were installed successfully:

@ Active Directory Rights Management Services.

* Before you can administer AD RMS on this server, you must log off and log on again.

The following role services were installed:

Active Directory Rights Management Server

Troubleshooting AD RMS setup

[ Close || cancel

< Previous | | Next>

Access AD RMS by utilizing the rmssrvc service account credentials (log into the RMS Server with the rms
service account).

5% Active Directory Rights Management Services
File  Action View Help

=z H

i.:!. Active Directory Rights M AD RMS Server Cluster
> lﬁ rms.abdelwahed.me (|
Configure settings for a cluster. All servers in a cluster share common configuration
and logging databases.
”

Cluster summary
Cluster name: rms.abdelwahed.me
Cluster type: Certification
Cryptographic mode: 2
Servers in cluster 1
(number):

Intranet cluster URLs
Licensing: http://rms.abdelwahed.me/ wmcs/licensing

e http://rms.abdelwahed.me/ wmecs/certification/certification.asm

Certification: -

Extranet cluster URLs
Licensing:
oSS S 5

!m a

Confiquration
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Configure RMS Template

i:};. Active Directory Rights Management Services
File Actien View Help

=7 H

i:! Active Directory Rights Mana
w -ﬁ rms.abdelwahed.me (Loc
> 13§ Trust Policies E Create, view and modify distributed rights policy templates for this cluster.

1| Rights Pelicy Templat

ﬁr Rights Account Cert Riahts Policr T lates P »
» 54 Exclusion Policies 'ghts Folicy Templates Froperties _

? 5‘ Security Policies Templates File Location
> [l Reports ent protected by using th
Specify a file location for storing copies of this cluster's rights policy

templates. Templates from the configuration database are mimored to this
location. cy Template in the Action

and then click Archive th

Distributed Rights Policy Templates

This location must be available to the administrator who distributes these
templates to client machines and the path must be in LNC format.

Current templates file location:
[\sms abdelwahed me\corfidertial

[+] Enable export ied Date  Last Modifiec

Specify templates file location (LUNC):
['vms abdehwahed me\corfidertial | Browse..

Create distributed rights policy template
Thus, users are able to apply security measures to their documents using this feature.

Active Directory Rights Management Services
Action  View Help

| = H

bt Alinldea| Distributed Rights Policy Templates Bctions
% rms.abdelwahed.me (Loc .
> 3} Trust Policies 5] Create, view and modify distributed rights policy templates for e —

i Rights Policy Templat this cluster. ® Manage Distributed Rights Policy Templ...

ﬁT Rights Account Certifi Manage Archived Rights Policy Templates
> ‘1__% Exclusion Policies
> @ Security Policies

[T —]
Distributed Rights Policy Template Information - View >

» 5l Reports Arights policy template defines the rules and conditions applied to content Gl Refresh
protected by using the template. E Properties
To create a new distributed template, click Create Distributed Rights Policy Help

Template in the Actions pane. To archive a distributed rights policy template,

select the template and then click Archive this Rights Policy Template. | Noselected item in view 4

-:il Create Distributed Rights Policy Templat...
Templates file bdehwahed. nfidential _ ] o )
location: \rms.al a me\col ntial = Archive this Rights Policy Template
& copy
. @ View Rights Summary...
«  Name Created Date  Last Modified Date
Help
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File Action
B @
E———
> 13 Trust Policies
| R\ghlsPnI\cyI
& Rights Accou

> I35 Exclusion Poli

Media

Clipboard View Help

@@”0 mn i z

Add Template ldentfication Information

» 4 Security Polic| 1. Add Templats Identifica...

> =l Reports

js Trust Policies
1] Rights Policy
&/ Rights Accou
5 Exclusion Poli
hﬁu Security Polic|
=l Reports

Add New Template [dentification Information X

Rights policy templates can support clients with different languages.
Corfigure this template’s identification information for each language
supported on your client computers.

Select the language that the template will support and then type a Name and
Description of the template to be displayed to users of that language.

=
5 [ Trust Policies

1 Rights Policy

i Rights Accou
>[5 Bxclusion Poli
5 5 Security Polic
[> =l Reports

2. Add User Rights

Language: English (United States) i
Name [Abdehwahed Template |
Description:
assined to Ahmed user

==

9’ Add User Fights

1. Add Template Identifica

Spaciy which users and groups have rights to work with content protected
using this template. Some rights are not used in common RMS-enabled
applications

Users and rights

Rights for ahmed @abdelwahed me.

Full Control ~
View

Edit

Save

Export (Save as) v

Create Custom Right.

Grant owner (author full control right with no expiration
Rights request URL. ‘

< Previous Next >

Add User Rights

1. Add Template Identifica...

2. Add User Rights

Specify which users and groups have rights to workc with content protected
using this template. Some rights are not used in common RMS-enabled
applications.

Users and rights

ahmed @abdelwahed.me Add...
F: m:
Remove. ..
Rights for Farida@abdeiwahed me
Full Control O -
View
Edit |
Save O
Export (Save ag) O w

Create Custom Right...

Grant owner {@uthor) full control right with no expiration
Rights request URL: |

< Previous Next >

Cancel

Cancel

www.abdelwahed.me
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You can set expire date for this policy

- i e

_.E’i' Trust Policies

ﬂgig:ts:dicy ;}g Specify Expiration Policy
E ights Accour (8

_5 Exclusion Poli

_ﬁ Security Polic| 1. Add Template Identffica. .
=l Reports 2. Add User Rights
3. Specify Expiration Policy

Specify expiration conditions for content protected using this template. If the
content expires. it must be republished if the information still needs to be
available. If the use license expires oris not cached, the user must connect
to the AD RMS cluster to obtain a new license to open the content.

Content expiration

{®) Never expires

e I_EL:Iq_la_Ee}s on the following date 10,
( E

242019
() Expires after the following duration (days): |1

Use license expiration

[] Expires after the following duration (days): |1

< Previous

12:00 AM

4k

F Carcs

| 1+ = | confidential

Home

€ - v

7 Quick access
[ Desktop

4 Downloads
== Documents

&= Pictures
[ This PC

|_:P MNetwork

Share View

» ThisPC » Local Disk (C:) » confidential

MName

| | Abdelwahed_Template

v Search confidential 2

Type Size

10/1/2019 1218 AM XML Document KB

www.abdelwahed.me
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Testing

After creating and preparing the Policy, for testing purposes, generate a Word document and apply the newly

established policy
template (Abdelwahed
Template) to it. Then,
transfer this file to the
Windows 10 client
where the Farida User
is signed in to verify
the permitted
permissions.

13§ Trust Policies

E Rights Policy Templat
ﬁ’ Rights Account Certifi
_ﬁ Exclusion Policies

_ﬁa Security Policies

L=l Reports

Create, view and modity distributed nghts policy templates tor
this cluster.

Distributed Rights Policy Template Information -

Account

Options

A rights policy template defines the rules and conditions applied to content
protected by using the template.

To create a new distributed template, click Create Distributed Rights Policy
Template in the Actions pane. To archive a distributed rights policy template,
select the template and then click Archive this Rights Policy Template.

®  Manage Distributed Rights Policy Templ...
Manage Archived Rights Policy Templates

View 4
G Refresh
G Properties
Help

Abdelwahed Template -

| Create Distributed Rights Policy Templat...
Templates file W bdelwahed.me\confidential .
location: rms.abdelwahed.me\confidential = Archive this Rights Policy Template
3] Copy
. @ View Rights Summary...
«  Name Created Date  Last Medified Date
5l Abdelwahed Template 107/2019 107172019 K Delet=
G Properties
Test RMS
Desktop
Protect Document Properties -
» Control what types of changes people can make to this document. Size 11.0KB
Protect
Document - Pages 1
Words 4
D Mark as Final Total Editing Time 3 Minutes
8 Let readers know the document is T J—
final and make it read-only
) et cont Tags Add atag
Encrypt with Password [re Ehak i contain= Comments Add comments

M password-protect this document uthor's name

[b, Restrict Editing
Control the types of changes others

can make

D Restrict Access
& Grant people access while removing

their ability to edit, copy, or print.

D Add a Digital Signature
R Ensure the integrity of the document
by adding an invisible digital signature

v Unrestricted Access
Restricted Access

Abdelwahed Template

Info

Test RMS
Desktop
Protect Document
» [& Abdelwahed Template : assined to Ahmed user
Protect
Document -
(a Inspect Document
= Before publishing this file, be aware that it contains:
Check for Document properties and author's name
Issues -

Account *!j Manage Document
Q Check in, check out, and recover unsaved changes,
Manage

] There are no unsaved changes.
Document ~

Options

Related Dates

Last Modified Today, 1:15 AM
Created Today, 1:14 AM
Last Printed

Related People

Author
RMSSRVC

Properties ~
Size 11.08
Pages 1
Wards 4
Total Editing Time 3 Minutes
Title Add a title
Tags Add a tag
Comments Add comments

Related Dates

Last Modified Today, 1:15 AM
Created Today, 1:14 AM
Last Printed

Related People

Author
RMSSRVC
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When attempting to open the file on a client computer after logging in as user Farida, it prompts for

credentials.
Windows Security

WINWORD

Connecting to rms.abdelwahed.me.

| farida

Domain: ABDELWAHED

D Remember my credentials

Configuring your compute

view permission to check your allowed actions to this file

ﬁ ABDELWAHED TEMPLATE assined to Ahmed user View Permissi

TEST COMPANY CONFIDENTIAL DATA

My Permission 7 *
You are currently authenticated to view this document

as:
farida@abdelwahed. me

Abdelwahed Template - assined to Ahmed user

You have the following permissions:

Wiew: Yes
Edit: Mo
Copy: Mo
Print: Mo
Save; Mo
Export: Mo
Access the document programmatically: Mo
Full control: Mo

www.abdelwahed.me
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Additionally, you're not able to modify file permission settings.

Account

Options

Info

TEST RMS

Desktop
Protect Document
? eq Access to this document has been restricted to certain people.
Protect
Document ~

View Permissions

TEST RMS5 [Read-Only] - Word

are that it contains:

athor's name

" unsaved changes.

Q, View your permission to the document jes.

and request additional access.

Next, switch the login user to Ahmed,
who has been granted full control
permissions during the creation of the

policy template.

P T L

lipboard 1 Font [0

@) ABDELWAHED TEMPLATE assined to Ahmed user

TEST COMPANY CONFIDEN

MODIFIED BY AHMED|

Paragraph [0

View Permission...

My Permission 7%
You are currently authenticated to view this document
as:
ahmed@abdelwahed.me

‘Abdelwahed Template - assined to Ahmed user

You have the following permissions:
View: Yes

Edit Yes
Copy: Yes
Frint: Yes
save: Yes
Export: Yes
Access the document programmatically:  Yes
Full control Yes

Windews Security

WINWORD

Connecting to rms.abdelwahed.me.

ahmed

(AIEXTI LI RY)

Domain: ABDELWAHED

|:| Remember my credentials

QK

Cancel

vlanagen

? —
Properties -
Size 58.0€B
Pages 1
Words 4
Total Editing Time 10 Minutes
Title None
Tags None
Comments None

Related Dates
Last Modified Today, 12:21
Created Today, 12:14

Last Printed

Related People

Author
RM!

Last Modified By

N

X

h Local Disk (C:)

older
older
older
older
older
losoft Word D...
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Active Directory Federation Services

Installation Prerequisites and Installation
1- Joined Domain
2- SQL or WID
3- SSL Certificate (to secure chanel between DFS)
4- Enterprise administrator
5- Add domain admins as local admin group member
6- ADFS user service

Current environment

Abdelwahed.me ADFS
192.168.100.100 192.168.100.101
Installation:
Add domain admins to ADFS local admin group and ADFS service account

File Action View Help
e AMIXES | HM

I Computer Management (Local| Name Description Actions.
* 3 System Tooks % Access Control Assist..  Members of this group can remot... 1%
> B Task Schedules B Admini Adrmni have complete an... z
> [ Event Viewer & Backy opm;m " Mare Actions
> i) Shared Folders Sopsnt ol Administtors Properics Adinistrtors
v & Local Users and Groups %; Serificats Sevice§ i
1 Users % Cryptographic 098 Gaura Maore Actions
(e Q Distributed COM U|
» (S Peformance %E"'” Log Readers k' Adminstrators
A Device Manager o Guests
v 4 Storage % Hyper-V Administr{
5 ¥ Viindaws Server Backupl | 85 11S_IUSRS Descrigtion: Adtricielralors have complete a7 rresiicted actees
& Disk Management % Network Configura patie conputsy/oomi
) By Services and Apphcaticas ﬁ:Peﬂcvmame [CITR g
S pedormance Monil [ ot o VAHED e o s @abdemahed e}
& Power Users 82, ABDELWAHED\Doman Admins
& Print Operators & Admiistrator
% RDS Endpoint Servd
B RDS Management
% RDS Remnote Acces!
% Remote Desktop U
& Remete Managemq
5 Replicator
& Storage Replica Ad
8 System Mansged A B o e e
& Users usae logs on,
0K | | Concel || Apply || Hep
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Create SSL Computer certificate from ADCS for ADFS

T D001 on ADLAR - Virtual Machine Connection |

ile  Action Media Clipboard View Help

@@ | n|f o B
 certsre - [Certification Autharity (Local]\abdetwahed-DC01-CAN Centificate Ternplates) -
Cile Metion Wiew  Help
mep || G| H E Certificate Templates Conscle
4 Certification Autherity (Local) File Action View Help
¢ g abdelwahed-DC0T-CA s *l ml E [E ﬂ [
] Revoked Certificates S — —
[ lsswed Cariificates ] Centificate Ternplates (DCE.abd | Template Display Mame Schema Verson Nersion  Intended Purg
[ Pending Requests 5 Administrator 1 41
] Failed Requests 15 Authenticated Sessicn 1 R
Eees ey ey £ Basic EFS 1 EX ]
25 CA& Exchange 2 1060 Private Key &rc
£ CEP Encryption i 41
15 Code Signing 1 31
—) =
{2 Crass Centilication Autherity Duphicate Template
J:HDir\ect?q.r Email Replication Al Tasks o Directory Servi
15 Deenain Controllar
15 Domain Contraller Suthentication Properties Client Authent
45 EFS Recovery Agent
B T Help
;'] certsry - [Certficaban Authority (Local)\abdehwahed-0DCOY-CA\Certificate Templates] - (0
File Action View Help B
e = | ) 3| u 3 Centificate Templates Consode
£ Cenification Authority (Local) || Fle Action  View Help
v @ abdehwahed-DCOT-CA «s @ EE m
|| Revoked Certificates | A A A R T ——
1 lssued Certficstes || 2 Certicate Templates (DCOT.abd | Tempiate Dif Properties of New Temp X fended Purp: A
] Pending Requests 3 Ademvinict ; ’
| ] Failed Requests 3 Authentil Subiect Neee Seever lesusnca Requrements
| Cestificate Templates 3 Basic EFS| Superseded Templates Edonsiors Secuty
B CAbxch] ComRBRY Gene  Request Handing | Oyptogaphy - Key Acestaton ate Key Arc.
S CEPEncr{  Template daglay name:
5 Code Sig|  [ADFS-Abcehvarnd ]
& Compute p :
i3 Cross Cef
24 Directoey|  Tomplate name: ectory Servi
& Domain§  [ADFS Abdehwaned
15 Domein —— ent Authent
151 £FS Recof
i Enrclime]  Vabdty pesod: Rerewal pariod
e [ I
2 Exchangd 3
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@ certsry #ication Autharity (Local}\abdelwahed - DCO1-CA\Cestiicate Temalates] = =
File Action View Help
2|0z . 3 Centificate Templates Console
"G Cetification Authority (Local) || File  Action  View Help
v sdeanes 0 || qu wp 70| 5| @
[] Revoked Certificates S Clal et menis
[ Issued Certificates 3] Certificate Templates (DCOT.abd | Template D Properies of New Template X lended Purp: ~
[ Pending Requests 1 Adeinist : ;
| ] Failed Requests 13 Authentil Sutiect Name Server lesuancs Racurements
| Cetificate Templates Soascers| S ! € oy
3B A Bxche Mwww Key feestaton ste Key Arc
ECEPERC]  pupose: | Sirature and eyt 3
5 Code Sig
B ™ Delete revoked or expred cenficates {do not archive)
m b e =y o s FRpery
5 Cross Cef ] =
goiredwy = R.eoe Ao ectory Servi
=t Domasn
gg‘SR;cw Authodzs sddonsl sarvics accounts 10 aocsss the pravate key (7 ot Anthang
B Enrolimed Kay Poamiasions., |
4 Enrolimey Alow prrvate key to be
3 Exchangd
ks ||t MU
et : !
Jgﬁdung- mmv-h-mmn st ikl
B cestsrv - [Certfication Autharity (Lecal)\abdetwahed-DCOT-CA\Certificate Templates] - o
File Action View Help
e 7| 85| | 3 Centificate Templites Console
) Centification Autherity {Local) File Action View Help
v g abdetwahed-DCO1-CA *‘1m|a@‘m
[ Revoked Certificates —
2 lssued Certificates 3] Cenificate Templates (DC01.abd | Template Oif Properties of New Template X ended urp. A
[ Pending Requests 3 Aderinist - i
[ Failed Requests 3 Authenti{ Sutyect Name Seevec lesuznce Requiements
| Certificate Templates 3 Basic eps| ComodDRy  Genenl  Request Handing  Crystography . Key Aestaion
3 CAbxchd Superseded Templates Extensicrs Secuty Late Key Arc.
I CEP Ence|  Growp cr Lmernames: — i
i Computq - P—
3 Gom o -‘&wmummoﬂwmm\mw-w) g
g:"‘“f"" §& Domein Computers [ABDELWAHED' Domsin Computers) eetory Senif
3 D""“f" 2, Etapase Admins (AEDELW/AHED Erterprzs Admrs) -
lomasn 3
15 EFS Reco |
- pem ||
25 Enrcllmef | perecve s
& Exchangd P ADFS Mow  Dery
aixthangz Full Control [m] [m]
15 Exchangd Resd O
Hwsec Wree E 0
A PSec(Off | Ewvol g m) |
& Kerberos| | Auosrvol (] ent Authent
5 n Autherity (Lecalf\abdelwahed -DCO1-CACentificate Templates] - o
File Action View Help
IRy 3 Centificate Template
T Cetification Authority (Local) || Fle  Acton  View  Help
v g abdelwahed-DCOI-CA == -
Riwe =+ D06 0E
(2] Issued Certificates ] Certificate Templates (DCO1.abd | Template Oif Properties of New Template X jnded Purp A
[ Pending Requests 230 Ademinist i
(] Failed Requests 5 Authenti{ Comeatiiy &:«u nnndnm; Coystography  Key Anestaion
|| Cestificate Templates : Superseded Templaes lensiora Secusty
- h g;’:: Subject Name Server lsmznce Requrements ate Key Arc
B CEPEnc] O Scpply n the requezt |
3 Code Sigt Use subiect o bl
# Computq renewal requests %)
3 Cross Cef
3 i ® S D ectory Senvi.
z 2 Select this 1o eré ng subject e
gg 5 smplfy cetifcate adninisration. o o
12 £FS Recof Shioct rame fummt: ' i
Bertrs | =
2 Enrclimed name in subject nare:
& Exchangd -~
i~ st
g‘;::"" DNS name
nacre (UPN)
@sec (O] Osanvicn prcoainame SPH)
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Next, click Apply and OK, and your certificate will be displayed as a Template.

) certare - [Certdfication Autharity (Local)f\abdetwahed-DCO1-CA\Certdficate Templates]

F-le A(lnon V-ew Help

«% z2(az08
5 Cetification Authority (Locat) || Name Intended Purpese
Ve 'fl_’d;:""d'gcw'a 3 Directory Email Repbubon Directory Service Emad Replication
Ll | M""": ﬂ:f’,‘m"i“‘“ #] Domain Controller Auth \ Client Authentication, Server Authentic
:]' ;: odi ER«; e 3 Kerberos Authentication Chent Authentication, Server Authentic...
& Fail ed'?! exts & EFs Recovery Agent File Recovery
-ﬂ Capg y || ] Basic EFS Encrypting File System
Mamge main Controller Client Authentication, Server Authentic...
» Authentication
Certificate Template to lssue
%ﬁ 5 Cath Authentication, Server Authentic...
View > Encrypting File System, Secure Emad, CL.
Refresh rordinate Certification Autharity <Al>
it ministrator Microzoft Trust List Signing, Encrypting...
Export List...
Help
|
ﬁ] cestsry - [Certdication Autharity (Local\abdelwahed-DC01-CA\Certificate Templates]
File A(uon Vuew Help
sz B
3 Cetification Authority (Locah) || Name Intended Purpose
vd a.bdelw)hcd-DCCP-CA 3 Directory Email Replication Directory Service Emad Replication
:‘] ?‘::e: f‘;m'::“s 3] Domain Controller Authentication Client Authentication, Server Authentic...
e 3 Kerveros Authentication Client Authentication, Server Authentic...
I8 Pending Requests ] £FS Recovery Ag File Rec
(& FailedRequests S ecove! ent ile Recovery
| Certificate Templates 9 % Enable Certificate Templates
.
| Seect on= Cenficate Template to ensble on this Certficabion Authosty.
1 Nm hmommnummmmwmmu ¥ou =3y reed 10 wat untl
9 d to al domain controliers.
R ﬁldl’wecﬁﬁcdem“mhe 1 mary not be avaisble to your CA
3
4

3 excor St

7] Exchange Srvoliment Agert (Offine roquest) Certficare Request Agent

Qely Secure Emal

il certsry - [Certdfication Autharity (Localfabdelwahed- DO - L8\ Certificate Temgl ates]

File  Action  View Help
% = cd=|H
L) Centification Autherity (Lecal]

v g abdetwahed-DC0T-CA
[ Pevoked Certificates |
[ lsswedd Certificetes
[ Pending Requests
| 7] Failed Regquests
| Centificate Ternplates

. Name

5] ADF5-Abdelwabed

3] Darain Contraller Authertication

-e;] Kerberos Authertication
3] EFS Recavary Agerit

3l Basic EFS

-L—il Dirnain Contraller

Irterded Purpese

Server Authentication, Chent Authentic...
Y

Cliert Authertication, Sencer Authentic...

Cliert Authentication, Server Authentic...

File Recoveny

Encrypting File System

Client Authentication, Server Suthentic

www.abdelwahed.me
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Now, request the certificate from ADFS

B ADFS on ADULAS - Vittual Machine Connection
File Action Media Clipboard View Help

L O0OWO@O nw i

= N |eox
@ ® vou can sekct snapns for this consolie from thase avalable on your computer and configure the selected set of snap s, For
¢ extersble snap-ns, you can configure which extensiors are enabled. | —
. Le
Avalable snapa: Selected snap-ns:

= — -
Snapn vendor ~ -1 Console Root Edit Extermons...
- ActveX Control Mcrosoft Cocu. ! | —— | :
ﬁhﬂ'\or:e:oﬂ Manager MI050 Candicates Snap-in X
5F Certfcatas Mcraso

®.Component Senices  Mcroso
2 Computer Managem... Mcraso This snap+n will always manage cetiicates for,

H'Dﬂ\rc Manager Microso
T Disk Management Maoso
3] Event Viewer Maaso
| Folder Maroso
1] Group Pocy Object ... Mcrozo
Meroso

Maraso S

(27 Unk to'Web Address  Mcroso
Ty =% 1

Desapton:

& Consolel - [Conscle Roob, Certificates (Lecal Computer]Perscnal)
B Fle  Acton  Wiew  Favorites  Window  Help
s EEEN 1

| Consale Root [ Object Type
» G Certificates {Lecal C
| Perso ) There are no items to show in this vies.

Find Certificates_.
i

| Ervterj Al Tasks 3 Fnd Certificates...
—

Iriterr

| Trueste

] Watr Maw Wind e fram Here bmpart...
| Thard

Truste

| Clierrl Refresh

Flas £

Wi * Reguest Mew Certificate...

Mew Taskpad Vi Advanced Operations ]

L]
B Fle  Acion  View Favorites  Window Help
om0
| Console Root Cbject Type Actions
w [P Cerfificates (Le<al C
| Personal There are no iterns to shaw in this viea. Personal
| Trusted Root Ces — ] w0 More A
1 Ervterprise Trust
Irtermediate Cet 53l Certificate Ennaliment
| Trusted Publizhe
| Wntnusted Cerbdi . i
| Thisd-Party ool Select Certificate Enrollment Policy
Trusted People

Chant Authentic Cerificate enrolienent policy enables enrcllment for certificates based on predefined certificate ternglates.
. Preview Build Re Certificate enrcliment policy may already be configured for you.

| Remete Desktop
Srnart Card Trugt
| Trusted Devices Actroe Dwectary Enraliment Pobey w

.(Unﬁgurlﬂ! by your sdmimistrator

| Wndowes Live I0 Configured by you Bl Hoew
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2 Censole Root | Object Type
o jl Certificates (Lecal ©

| Personal

There are no bems to shaw in this viea.

w2 Trusted Roct Cer _ o w Mire Actions
» ] Erberprise Trust
3 7 Intermediate Cet 5] Certificate Enrallment
5 Trusted Publisha
w1 Wnbrusked Certdi .
5 T Thisd-Pasty ol Request Certificates
3 7] Trusted People
o ] Chent Authentic o €an request thie follewing types of certificates. Sebect the certifecates you want te request, and thien
. " lick Enrall,
» ] Previevs Build R
» ] Remete Deskiop —
o 7] Senart Cand Trust Active Directory Ensollment Policy
5 ) Trusted Devices A ADFS-Abdehwahed B STATUS: Avadable Dietaily
w1 Windaws Live I0
[ Computes A STATUS: Avadable Details
[] thow all templates
=
e xm 0o 6EE Bim
1 Consale Rook | Object Type
w [P Cerfificates (Le<cal C
| Personal There are no ttems to show in this view.
> 3 TrliRuHCa _ o Y
» [ Errterprise Trust
3 7 Intermediate Cei 5] Certificate Enrallment
5 [ Trusted Publishe
5 Untrusted Certdi ) " .
5 7 Third-Party Bl Requesting certificates, Please wait..
3 7] Trusted Peaple
% ] Chamt Authestic Thie enrclirnent server is being contacted to obtain the certificates wou have requested.
s | Previev Build Re
5 7 Remete Desktop Active Directory Enrollment Policy
» (1 Smart Card Trust ADFS-Abdetwshed i) STATUS: Enralling...
5 ] Trusted Devices
a2 Windows Live 10
B Consolel - [Canscle Roat\Certificates {Local Camputer]\Perscnal]
B Fle Action View Favorites  Window Help
L Il (=N NEREN 7 M
] Censale Root ] Object Type
w GF Certificates (Lo<al C
| Personal There are no itemns to show in this vies.
2 Trusted Roct Car o x

H
» | Enterpeise Trust
3 17 Intermediate Cer
5 1 Trusted Publishe
5 0 Untrusted Certdi
3 2] Thied-Pasty Rool
3 17 Trusted Peaple
>
>
»
»
>
>

] Chent Authentic
1 Preview Build Re
1 Remcte Deskiop
7 Senart Card Trus
) Trusted Devices
] Wmndawes Live 10

5] Certificate Enrallment

Certificate Installation Results

Thie follewing certificates have been enrclled and installed on this computer.

Active Directory Enrollmant Folicy

ADFE-Abdebwshed of STATUS: Succesded

Dietails »
—
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& Censolel - [Conscle Roab\ Certificates (Local Computer]\P ersenalCertifi cates] = o kS
& Fle  Acteon  Veew  Favorites  Window  Help - &
[ Conale Root Issued To - Issued By Expiraticn Date  intended Purposes  Friendly Marma) | Actions
v cj”:"““:m"': U] ads belewashedme sbdehwshed-DC0T-CA 1211272020 Serves futhersestin,  <Mones Cartilicates -

W Erzona

1 Centificates Flore Actions
» ] Trusted Roct Ce
% 7] Erterprise Trust

Install ADFS role m s v Roles and Features Wizard - o x

§ Local Serve

B8 misevers| Select server roles e
R File and Sig —

Before You Begin Select ane or more roles to install on the selected senver.
nstallation Type Rales Drseaiption

Lerver Szlection

:l Active Darectory Certificate Services
DT O

~|  Active Directory Federation Senvices
{AD F5] provides simplfiad, secursd
identity federation and Web single

FaaturEs sign-on (550] capsbilities. AD FS
AD FS includes a Federation Service that
- . (] Device Haalth Attectation enables browser-based Web 550,
Confirmation - .
] DHCP Seever _
] DN5 Senver Hide

vianager * Dashboard

A&, Post-deployment Configuration
I WELCOME TO SERVER MANAGI

B Configuration required for Actve Directory —
Federation Services at ADFS

o (‘l Configure the federation service on this server.

Feature installation X

2 Conhguration reguured, Installation succeeded on
adfsabdelwahed.me. |
s Active Directory Federation Services Configuration Wizard - a X
Welcome sibcabdutesiang
.‘ Welcome to the Active Directory Faderation Services Configuration Wizard.

Bedore you begin configuration, you must have the followng:

* An Actwe Directory domain adminstrator account.

* A publicly trusted certificate for SSL server a

AD FS prereguisites

Select 3n option below:
"‘ Create the first federation server in a federation server farm
() Add s federation server to a federation server farm

Canfiguring sign-in to Office 3657 Exit this wizard and use Azure Active Directory Connect
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[ Active Directory Federation Serdices Corfiguration Wizard - a ki
a0 . . - TARGET SERVER
Connect to Active Directory Domain Services b ab i T
Wilcome
Specify an account with Actree Directony domain admirestrator permizsions to perform the
WL L federation serice configuration
Spacify Service Fronert®s g waHED Administrator {Cument user)
Specily Service Ageourt
spacify Database
Add d|5p|ay name [ Actree Directary Federation Services Configuration Wizard = a x
. . . TARGET SERVER
Specify Service Properties e nbde R

Welcome =
S50 Certficate: s abdetwa hed me *—l Impart..

Connectio AD DS

Wiew
Specify Servios Acoount Federation Service Name: adfs.abdelwahed.me
specify Databaze Evample: froondoro.cam

Federation Service Display Masne: |ﬁbdeiwah¢d-ADFS| ||
in

Evample: Canfoso Corporahion

add service account for ADFS

[ Active Darectary Federafion Services Configuration Wizard - a
. . TARGET SERVER
Specify Service Account adfs.abdehwahed.me

| Ji Group Managed Service Accounts are not awilable because the KOS Root Kzy has not been set. Use the fall... Show more

Welcome . " ;
Specify a domain user account or group Maneged Service Account.

Comnect 1o AD D5 :
Create a Group Managed Service Account

EDECIf}' Seryioe Properties

Account Mame: ABDELWAHED,
Specify Databass (%) Use an ewisting domain user account or group Managed Servce Account
Account Hame: AEDELWAHED'adfe_ | Clear || Select.

Account Passwond: ssssamEaE --4 |

www.abdelwahed.me
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There are instances where articles mention that WID has a limitation of only 5 servers in a farm, but the
Windows Server 2012 R2 documentation indicates a farm can contain up to 30 servers, confirming this larger
number is possible. Indeed, for large organizations planning to deploy about 30 servers, it would be typical to
use SQL in such a setup.

fi Active Directary Federation Services Configuration Wizard - (m] *
< H . - TARGET SERVER
Specify Configuration Database adfs.abdelwahed.me

welcome

Specify a database $o store the Active Directory Federation Senice configuration data.

Connect to AD DS =
e m@ Create a database on this server using Windows Internal Database,
Specify Seriiee

Service Account () Specify the location of a SQL Server database.

Database Host Name!

Fre-raquisne Checks Databaze Instance
To use the defawlt instance, leawe this field blonk,
[ Active Directory Federation Services Configuration Wizard = a *
e 0 TARGET SERVER
Review Options adissbdehithohme
weltome Review your selections:

Thiz server will be configured as the primany server in 2 new AD F3 farm adfsabdetwahed.me’,

Cornestio AD DS

AD F5 conhiguration will be stared in Windaws Interns] Databaze
Wirdoes Internal Diatabase leature will be matalled on this server if 4L is not already mstalled.

Federation service will be configured to run a5 ABDELWAHED adis_sry,

Fre-requisns Chacks

Thes settings can be exparted o 3 Windows PowsrShell scapt tEs Active Directory Federation Senices Configuration Wizard - u] *
additional installshons

. s . TARGET SERVER
Pre-requisite Checks

< Previous m adis.abdehushedme

| @) AN prerequisite checks passed successfully. Click ‘Configure” to begin installation. Show mane ]

Welcome
Prerequisites must be validated before Active Dinectory Federation Services is configured on this
Connect w AD DS computer,

Specify Ferun prerequisites check

Cpacify Service Account

Spacify Database (2 View resus

W Prerequisites Chexk Completed

@ A precequisite chedks passed succasshully, Click ‘Configure’ 10 bagin mstallation,

Review O

« Previous Mext » Canfigure -_Canr.d

www.abdelwahed.me
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& Actree Directory Federation Services Configuration Wizard C a
. TARGET SERVER
Installation adfs.abdelwahed.me
Progress

Results

Walidating S5L certificate
A | View detailed operation results

F.. Active Directory Federation Services Configuration Wizard — =] X

TARGET SERVER
adfs.abdefwahed.me

I @ This server was successfully configured Showmore X ]

@ View detailed operation results
| &
: 3

Rl

L An error ozcurmed during an attempt 1o set the SPN for the specified service account. Set

. The S5L certificate does not contain all UPN suffix values that exist in the enterprise. Users

A machine restast 15 required to complete ADFS senice configuration. For mare
information, see: httpa/fgomicrosoftcom/Mwlink/Linkld=798725

The SSL certificate subject alternative names do not support host name
‘certauth.adfsabdelwahed me'. Configurng certificate authentication binding on port
M43’ and hostname 'adfs abdetwahed me'.

the SPN for the service account manually. For more information about setting the SPN of
the service account manually, see the AD FS Deployment Guide. Error message: The SPN
reguired for this Federation Senvice is already set on her Active Di Y nt.
Choose a different Federation Senvice name and try again.

with UPN suffix values not represented in the certificate will not be able to Workplace-Join
their devices. For more information, see hitpy//go microscft.com/fwlink/TLinkdd=311954,

Next steps requsred 1o completing your lederation serace deployment

Need to monitar AD FS service? Use Azure Active Diractory Connact Health

< Previous Next > Close Cancel

ADFS is installed and configured

www.abdelwahed.me
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Now open PowerShell to
view all ADFS URLs.

To save a list of URLs into
Notepad, execute the
command below and then
paste the results into
Notepad:

Get-adfsEndpoints | Select
Fullurl | clip

6 Microsoft Corporation. All rights reserved.

ator.ABDELNAHED>] Get~AdfsEndpoint

s.abdelwahed. me/adf s /services/trust /mex

ervices/trust/mex

: Jad
i default

TientCredentialType
nabled
url 5. abdelwahed. me/adfs,

S-Federation

fadfs. abdelwahed. me/adfs /services/trust /2005 /windows

ces/trust /2008 /windows

st /2005 fwi ndowsem xed

windowstransport

=ntial Tvpe

Unititled - Motepad

B File Edit Format Yiew Help

g Fulllirl

https: ffadfs_abdelwahed. mefadf s/ services / trust /nex

https: /fadfs. a:ceiuahed mefadfs/ s/

-meSadts feervices S Erust 2885 fwindows

https S fadfs.abdelwahad . mefadf s/ services /M trust/ 2005 /windowsmixed

https: fradfs_abdelwahed. mefadfs fservices  trust /2885 /windows t ransport

http: ffadfs.abdelwahed .me/adfs/services/trust/ 2005 /certificate

https: fradfs_ abdelwahed. mefadf s services/ trust /2885 certificatemixed
https:/fadfs.abdelwahed. me: 49443/ adfs/services ftrust 2005/ certificatetransport
http: f fadfs  abdelwabed . mefadfs /services ftrust 2085 fusernana

https: /fadfs. abdelwahed., mefadfs/services/ trust /28085 /usernamebas ictransport

el https S fadfs . abdelwahed . mefadfs/services  trust /2085 fusernanemixed

https: /fadfs.abdelwahed., mefadfs/ services/ trust /208085 kerberosmixed

http: ffadfs . abdelwabed . mefadfs fsepvices ftrust /2085 /i ssuedtokenasyametricbasic?5e

http: ffadfs.abdelwahed .mefadfs/services/trust/ 2005/ i ssuedtokenasymmetricbasic25bshal5h
https: /fadfs. abdelwahed. mefadfs/services/ trust /20085 i ssuedtokenmixedasymnetrichasic256
https: /f adfs. sbdelwahed, mefadf s/ services/ trust 2885/ i ssuedtokenmivedasymmetrichasic256sha
https: /fadfs. abdelwahed. mefadfs/services/ trust /2005 1 ssuedtokenmixedsymmetrichasic25e

M https:/fadfs.abdelwahed.mefadfs/services/ trust/2885/ issuedtokenmixedsymmetricbasic256shalk
http: ffadfs.abdelwahed .me/adfs/services/trust/ 2005/ 1 ssuedtokensynnetricbas ic258

http: ffadfs.abdelwahed .mefadfs/services /trust /2085 issuedtokensymnetricbas ic2585hal5h
http:/fadfs. abdelwahed .mefadfs fservices ftrust/ 2005/ 1ssuedtokensymnetrictripledas

et -A&dfsEndpon vk
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a & https:// acz abdelwshed, me adfs/Iz

p-ac

& Error

Abdelwahed-ADFS

An error occurred

The rescurce you are trying 10 access is not available.
Contact your administrator for more information.

Error details

« Actiaty ID: 9b147bb4-9506-4468-1500-002000000005

= Emror time: Sat, 14 Dec 2019 03:27:53 GMT

+ Coockie: enabled

* User agent string: Mozilla/5.0 (Windows NT 10.0;
WOWES: Trident/7.0; NET4.0C; \NETA.CE; rv:11.0) like
Gecko

So, run this command to enable it: Set-ADFSProperties -EnablelDPInitiatedsignonpage Strue

www.abdelwahed.me
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a fﬂ hitps://adfs. abdetwahed. mesadés 1= idpinitistedsignon.sspx L= @ X (O adfssbdewahedme *

Connecting to adfs.abdelwahed.me,

° Uzer name |

Password |

Domain: ABDELWAHED

D Remember my credentials

oK 1 Cancel |

Winedows Security X Abdelwahed-ADFS

iexplore

vl

fou are not sgned in. Sign in to this site,

Now its work and you can change authentication type and remove windows authentication

8 A0 ES
@ File  Action View Window Hel
==z B

1] ADFs
w [ ] Serdce
] satribute Stores

Authenticstion Methads
] Clairn Descriptians
“ Device Registration
| Endpoinds
| Scope Descriptions
| Wb Application Prosy
17 Aecass Contral Policies
] Relprg Pasty Trusts
1 Claims Provider Trusts
] Applicatan Groups

Authentication Methods

Authentication Methods Qverview
Your can corfigurs pimary suthentication methods srd mullifacior suthentication methods.
Lirarm mona
AD FS Help
Primary Authentication Methods
Primary sdhentcatbion is required for &l usess frpng bo acoess sppbcatiors thel use AD F5 For
Exdranet Foms Authentication,
Wicreacfi Pagaport futhangication
k| Eddit Authentication Methods

Prmary  Mulifactee

s 1o have 8 choics of what méthod b autherticale =ih o Sgn in.

If Intesgrated Windows authentication method is speciied, & appears as the defaut
& authendicalion sethad on Deovwsens thal supoon iIntegraled Windows authensication,

Lesen more skt dzyrs MEA (Mult-Factor futhsntication],

Edraret

authentication. fou can use opbions below to configune s=tings for pimany authenbication methods

Ml Select authentication methods. By selecting mone than one authentication method, you enabie

Edit
=
*

Fr] Perra Ausherticalion

Now authentication changed

Edit Primarny Suthertic...

Ecsit Multi-lacter Auth,..

Wb k

Mew Window from Hese
|3 Refresh

H e
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a “+)| 28 hitps://acis abdetwahed. mesacfs s dpnitistedsigneniclient-re O ~ @ G & sgnin * [ )
= )| @ httpsacs sbdetwahed.me/ate e idpnitatedsignen ssp. O v @ G | @ sgnin = i Abdelwahed_ADFS

Abdelwahed-ADFS

Sign in with your organizational account You are signed in

adminiztrator@ abdelwahad me ‘

G A0 FS
ifp File Action  View Window  Help
Lo dNall R

We go now to change federation o N

L 15 AddRehing Pay Truer.

service display name (16 AddClims Provider Trust., liaw
Hr i
= Add Attribute Store. + Directory Federation Services provides single-sign-on (330 access for client
'_J 4 Add Applcation Geoup... uters.
E"""‘F"dﬂ"““’"‘s_""’i‘*p”me"" lired Configuration Incomplete
Edit Publizhed Claims s you can use AD FS to manage S50 access for ugers and senvices, you muat
B . el the Rallowang Lask
wvoke All Prosies
. | Euired. Aded 3 rusted relying padly
LN
g | Federtion Service Properties ®
| General |
J' Fedemtion Semvice display name:
5 | | [Test-aDFs |
" Exmmple: Fbricam Federtion Service
Fedemsion Senios neme. | provides singhe-sign-on (350) access for client
nds me
Exarnpls 1g Jabiam com e
.chuu'-m Sanvics iderifier: + 250 access forusers and senices, you must
Fiip S ede abdetmahed meyadinwervicee trued. |
Example: hitp:/As fakbricam com/adis /services tust arly
- [m)
a 2| hitps: Vs cizabdetwehed. me/adts/ = idpinitistedsignonclient-re 2 - i G | &8 Ggnin b {r Tr

| Test-ADFS

You are signed in.

www.abdelwahed.me
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Initially, each URL endpoint is protected by a certificate you designated to the server at the time of setup.

Which type of data that will be offered for claims?

It is referred to as Metadata exchange and is accessible via the given link.

https://adfs.abdelwahed.me/adfs/services/trust/mex

to view all claims the server can issue

G ADFS
G File Action View Window Help
| 2 HE
7] ADES
w [ ] Sepdce
< Attribute Stores Flame
| Awuthenticstion Methods E-Mal Addeess
7 Certificates CGiven lame
| Claim Descriptions fare:
T TUETTE AT UFH
o Endpaints AD FS 1.x E Mo Adckuss
| Scope Descriptions c
_ [ ek Application Prony A0 FS 1 UPH
L .I Aercess Contral Polbcies Foke
“] Rebying Pasty Trusts e
1 Chaims Provider Trusts BEID
] Apphcatean Groups Bdarma 0
Futhendicafion me samp
Futhentication method
Dy only group SI0
ey onfy pomary S0
Dierry only pamary group SI0
Gigup 510
Primary growp SID
Frimary SID

Choose any individual item and examine its characteristics.

@ oS
Ig File Action Wiew Window
B |2 H I
| ADVFS
w ] Service
| Attribute Stores
1 Authenticstion Methods
7 Cet¥icates
| Clairn Descriptions
] Device Registration
7| Endpeints
| Scope Descriptions
7 Web Application Prosy
|7 Access Cantral Policies
] Relying Pasty Trusts
1] Chaims Provider Trusts
[ Application Geeups

Claim Type

hitp/fachemas xmisoap o
hitpe/Sechemas xmisosp o
hitpo/schemas xmisosp o
hiip./echemas ambsasp o
Pl Mpcbrna g ankiasg &
hitpe/ fachaeas xmbsoas o
hitpesfachemas xmbsoap o
hipo/Yschemas xmisoap o
hitpschemas microsof .c
hip./ s echamas xmisasp o
il fpchmeas xmbsosn o
hiipc S fachamas amkaoeg o
hitp-/fachemas microsol €
hitpe/fachemas microsof .o
hitpe/Sechemas xmisosp o
hipo/sschemas microsoh .«
Hiip./Yechemas microesh <
il fpchuiia g Macioaoh
i/ fachemas microsoh <
hitpfachemas ricrosof o

Hein

Mlame Shost Hams Claim Type

E-Mal Addeas emal hitp:/achemas xmisoag ol
Grven Mame F . rrlsoap
Mlame Cammcn Mame Properties X hasamisosp o
UPH rag s s
Commen has|  Gerviral has amisoep ol
AOFSIXE Deeplay nase: ras xisnag o
Group m rars xS0 o
ADFS1xU | ras xmisnap o
[Fale Shat Hame: ras. microsof
Sumame P——— | nas amisoap o
PRID raE xrlsaap ol
gy IO Claim bype: ras avipoag o
dthenticatiol - - ras micrasch £
P Fitp/fchemas xmisoan o/ claims Tommonfase | I
Dy only gr D . ras amlsoap o
[Derry ooy pey . ~as microsof <
Dty only pd The common name of the user kv rideroaol £
Group 510 kg ricreeh 4
Frimary grouy ras microsoh <
Primary SID Emmwmhrmmédummw fas microsolt ¢
Windows 2c{ thal this Federation Service can scoept as mizruscite
s Fegatersd Fubiah thea ciaim desscrigtion in fedestion mefadata s 3 ciam type fos micmeaitc
Device kerdl || B g, ihix Fadersiion Service can sered ran micreeil
[Davice Ragy rae microeoh <
[Davice Ragi ras microsoh <

-~

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/
https://adfs.abdelwahed.me/adfs/services/trust/mex

MCSA Complete Labs

You can obtain
additional information
about the claim through
PowerShell.

Eliminate descriptors such as "group" from the claim.

i
B File Action WViesw Window Help - 2
= up | 2 [ H [E
s e
e | Serace = P
Attribute Stores Hame Shost Nams Claim Type # || Claim Descriptions -
| Authenticstion Methods E-Mal Addmess smal Fitpe/ fachemas smisnap o &dd Claim Description...
Certificates Grven Mame Ly P ] View b
= . i
Clairn Descripbions hame: Group Properties X tasamisosp m
= = = UPH bas smlsass o M Window from Hire
| Device Registration Corenee Mar|  Gerseral rae amlansg o
| Endpaints 1 — L, o i Refresh
| Scope Descriptions o L 'Ias zm B Heip
| Wl Application Proasy ul oy il I8 ! anmisoep o
| Access Conkrol Policies Thas | L microsofl.c Graug e
| Reling Party Trusts - ras amisosp Properties
| Chairns Provider Trusts PRID goup b s o ¥ D
| Appheatsan Groups Sdaivag |0 Clsim bypss hag vaoag o e
Futtengicatio - - = ras microsof € H Hep
Futhentcan TN VT TR has microsai .o
Diamy oy g o . ras milsoap o
Dermy oy poy . = = has microsof ©
Dy gy pe A group that the useris a member of T
Group S0 rag miciosoh <
Primary growy] L | s microseh <
.| Pubdain thia claim desscriotion in Tedieration meladata as a ciaim hpe [as microsafi.c
hat this Federation Serace can sccept pas microeof.c
Piobsbain thia claim descriotion in federtion meladata as  caim hype os.micrusi.c
that this Federstion Serdce can serd fes.micmeott <
ran sl
g miciageh ¢
nas microsof ¢

— nas microsof .o
[ ok ][ conce B | e
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Change company logo

a I ks actis abdebsah dleme adfs/ 15 idpintiatedsignan.asps D= g | () adlfs.abdehwahed.me & Ssgnin x o <:> (7]

© Finge Previous Net | & Options 'I

HTC

popiat ol sy le ol E S IRIIE ol all B €y &
Inirennariosial. Inromsucrion Tecrinooay Co e

‘You are signed in,

recommended the dimensions for the logo to be 260x35 @ 96 dpi with a file size of no greater than 10 KB.

Change the Illustration
recommended the dimensions for the illustration to be 1420x1080 pixels @ 96 DPI with a file size of no
greater than 200 KB.

'owershell WA
BDELW T € [ 1

Set-AdfsGlobalWebContent -SigninPageDescriptionText "<p>Sign-in to Abdelwahed requires device
registration. Click <A href='www.abdelwahed.me'>here</A> for more information.</p>"
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- L
a @‘ https://adfs.abdelwahed.me/adfs/|s/idpinitistedsignon.aspxiclie O « @ & & SignIn
/ ;’/
o il Laall Gl dsalloall a5,
INTERNATIONAL INFORMATION TECHNOLOGY CO. LLC.
Sign in with your organizational account
Password
for more info about IITC signin-in follow the link. click
n n m n S
To Add a Help Desk Link
X Select Administrator: Windows PowerShell = [m] X

Set-AdfsGlobalwebContent I ://www. abde lwahed. me

ﬂ Computer Management

m © 2016 Microsoft J Ping-us

Set-AdfsGlobalWebContent -HelpDeskLink https://www.abdelwahed.me/help/ -HelpDeskLinkText “ping-us”
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Claims Provider Trust

Active directory acting as claim provider for ADFS

5 ADFS
ﬁ File Action View Window
|7z E HE

Help

= ADFS

» | Service
] Access Control Policies
| Relying Party Trusts
"] Claims Provider Trusts
| Application Groups

Relay Party Trust

AD Claim Provider
for ADFS

DC

ADCS

Abdelwahed.me
192.168.100.100

192.168.100.101

Application

= || &3

Claims Provider Trusts Actions

| Cloims providerTrusis
Add Claims Provider Tr...
View ]
MNew Window from Here

|G Refresh

Help

Update from Federatio...

Edit Claim Rules...

Relay Party Trust for

Application

ADFS is (aim

Provider for
Application

www.abdelwahed.me
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e |ts means what data included in the claim
e Created in accounts partner organization to support users in resource organization
e From other side it must install claim provider trust to trust the relaying party server

Configuring a Relying Party Trust between 2 ADFS

Relay Party Trust for

ol | RELAY PARTY TRUST

| Account Partner Organization |

DC [
Abdelwahed.me ADFS
192.168.100.100 192.168.100.101

Claim Provider Trust
Resource Organization

ABC.COM ADFS2
192.168.100.50 192.168.100.51
—
Application

1- Create conditional forwarders between domains — DNS Level

2- Add each domain certificate as a trusted certification authority — DC Level

3- Configure Relay party trust at ADFS.ABDELWAHED.ME to support ADFS2.ABC.COM
4- Add ADFS.ABDELWAHED.ME as a Claim trust provider at ADFS2.ABC.COM

www.abdelwahed.me
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Create conditional forwarders between domains

i DMS Manager
File  Action  View Help

o rFECcIBR §EE
£ DNS
v i bcn [F]192.162.100.50
w || Forward Lockup Zones E——
» 2] _msdes.abdelwahed.
» &l
5 | Reverse Lockup Zones
> || Trust Points
w ] Conditional Forwarders

-1 abc.com

IP Address

,5., DS ManaEer
File Action View Help

o rFEc=z HBm §86
& DNS
v i e [F152.168.100.100
v || Forward Lockup Zones
» 2] _msdes.abe.com
» 2 abc.com
s F Rmﬁ:up Zones
5 || Trust Points
v [ Coenditional Ferwarders
. abdelwahed.me

IP Address

www.abdelwahed.me
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Add each domain certificate as a trusted certification authority

EREFEEE

PROPERTIES
Far DC2

,ﬁ certsrv - [Certification Authorty (Local)\abe-DC2-CA)]
File Action View Help
ez E o= H > e

il Certification Authority (Local) || Name
Computer name Dc2 m. . i
Pt name L abe-DC2-CA Propesties ? X
Domain abc.com
—
Bdensions Storage Certfiicate Managers
Certificate = =
- s odule Exit Module
Windows Firewall
Re General Details  Certification Path
mote management
! . b,
Remote Desktop Show: | <All> -
NIC Teaming
Einermet Fel Valve Al ——
[;_]?asinn V3
|=|serial rumber 71ddfe 72 58 738cb0 43 €5 ..,
|| signature algerithm sha2SERSA
Operating system version | =lsignature hash algorithm sha255
Hardware information =|Tssuer abc-DC2-CA, abc, com
[ vaid from Saturday, December 14, 2019...
[Ellvalid to Saturday, December 14, 2024...
< [l dvimes shedW 208 she rren ’m
.|
EVENTS bitware Key Storage Provider
All events | 86 total l
Filter
Server Name b & Edit Properties... Copy to File...
s - = O

Computer name

Domain

adfs

abdelwahed.me

Last installed updates
Windows Update

Censolel - [Console Root\ Certificates (Local Computer)hTrusted Reot Certification Authorities\Certificates)

& File
e = XE= HBE

Action  View

Faverites  Window Help

| Console Root

~ GF Certificates (Local C
» || Personal

7] Trusted Root Cer
| Certificates

[7] Enterprise Trust

| Intermediate Ces

[ Trusted Publish
T 1 wkrcked Caekifi

b

L .

Issued To

Sl AddTrust Bxternal CA Root
CglClass 3 Public Primary Certificat...
5 Class 3 Public Primary Certificat..,
El Copyright (c) 1997 Microseft C...
Sl Microsoft Authenticodeftm) Re...

Issued By

abc-DC2-CA

abdelwahed-DC01-CA

AddTrust Bternal CA Root

Class 3 Public Primary Certificatio..,
Class 3 Public Primary Certificatio...
Copyright (c) 1997 Micrescft Corp.

Microsoft Authenticode{tm) Root...

Expira| | Actions
Certificates

1213 More A

330/

a51721 . abe-DC2-C)

17772 Mere &

12430y

12431,

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

lan ager r LA certsrv - [Certification Authority (Local]\abdelwahed-DCD1-CA]
File Action View Help
| . :
. PROPERTIES ad | 7| E0g=H v e
For DCO
[ ) Certification Autherity (Local) Mame
Computer name DCO1 > @i sbdelwahed-DC01-CA |1 Revoked Certificates
Domain abdelwahed.me abdelwahed-DC01-CA Properties 7 Y
n | Certificate b4 Storage Certificate Managers
Auditing Recovery Agents Security
Window  General Details  Certification Path Policy Module Exit Module
Remaote L
Rem:: Shaw: |-:Al> e FA)
ke abdehwahed-DCO1-CA
MR g value A
Etheme] | | EJvarsion V3 =
ESErialrl..lrlber 62439340 3B eSfd 28 45 73...
| signature algorithm sha2seRsA
[ |signature hash algorithm sha2s6
Opersti = Issuer abdetwahed -DCO1-CA, abdelw. ..
Hardwa| | [lvalid from Friday, December 13, 2019 3i...
E_L:'Ualld to Friday, December 13, 2024 3....
=y hiact shdsbashad NCAT-C8 shdshe Y
View Certificate
——
EVENTS
All events Microsoft Software Kay Storage Provider
SHAZ58
Filter
Server N Edit Properties. .. Copy to Fie...

Computer name adfs2 Last installed updates Never
Domain abc.com Windows Update Download updates
Consolel - [Console Rooth Certificates (Local Computerf\Trusted Reot Certification Authorities\Certificates] - ] x
‘G File Action View Favorites Window Help - 8 x
- — ime Protectn
o rR i XEB=z2HE !
7 Console Root lssued To - lssued By Expira|| Actions |
v ij‘!":'ﬂtﬂ lfL“ﬂ' C|| Eabe-DC2-CA abc-DC2-CA 12/14| | Certificates A 8:00) Pacific
y [ ersona abdehwahed-DE01-CA I
« [ Trusted Root Cei abdelwahed-DCO1-CA abdelwahed-DC01-CA More Actions » tivated
4 Certificat S5l AddTrust External CA Root AddTrust External CA Root 5/30/2
_= EMMETES. || =1 flace 2 Buhlic Brimans Cartifieat  Flace 2 Buhlic Brimans Cartifieatio 2121 | abdelwahed-DC01-CA &
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Configure Relay party trust at ADFS.ABDELWAHED.ME to support ADFS2.ABC

- Y S

Computer name adfs Last installed updates I
Domain abdelwahed.me Windows Update I
e

G ADFS

Wi File Action View Window Help
ol A1 7o

Swon

3 7] Service
| Access Control Policies Display Name Enebled Type dentfier

| Relying Party Trusts )
= e Provider Tru Add Relying Party Trust...

—

__ Application Groups

View »

Mew Window from Here

Refresh
Gl Add Relying Party Trust Wizard
Welcome
Stepe Welcome to the Add Relying Party Trust Wizard
@ Welcome
Claims-aware applications consume claims in security tokens to make authentication and
@ Select Data Source Iauthorizt:dtion decisions. Nor;ilaimsr;:lwme aﬁlic:;ions :;e mﬁ)-b::de; and gzsv‘eirgzms
ntegrated Authentication in the internal network and can be publis rou ication
® g};g:e Access Control Proxy for extranet access. Learn more
@ Finish (O Non dlaims aware
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1 Add Relying Party Trust Wizard *
Select Data Source

Steps
@ Welcoms

@ Select Data Source

Select an option that this wizand will use to obiain data sbout this relying party:

(®) Import data about the relying party published online or on a local networ
|Jse this opfion to import the necessany data and certfficates from a relying party organization that publishes

@ Choose Access Conrol its federstion metadata online or on a local netwark,
Policy
a dd T Federation metadata address (host name or URL):
to nast
® Ready |adf525bc.mm|
@ Finish

Example: fs contoso.com or hitps://www contoso com,/app

() Import data about the refying party from a file

Lise this option to import the necessany data and cerficates from a rehing party arganization that has

exparied its fedesation metadata to & file. Ensure that thes fle is from a trusted source. This wizard wall ot

validate the source of the file.

Federation metadata file location:
Browse..,

(C) Entter data about the relying party manually

Lize this aption to manually input the necessany data about this relying party organzation.

Qi ADFS

@ File Action View Window Help

= |z T HE
5 ADFS :
> || Service : 3

[] Access Control Pol Specify Display Name

w Add Relying Party Trust Wizard

8 Relying Party Trusts Steps Enterthe display name and any optional notes for this relying party.
[} Claims Provider Tn|

|| Application Groups ® Weicome Display name:

@ Select Data Source [Abdeswahed-ABC-Relay-Trust|

® Specty Deplay Name g

@ Choose Access Control
Policy

@ Ready to Add Trust
@ Finish
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ﬁ Add Relying Party Trust Wizard X

Ready to Add Trust

Steps The relying party trust has been configured. Review the following setfings, and then click Next to add the
@ Welcome refying party trust to the AD FS configuration database.
@ Select Data Source Encryption  Signature | Ascepted Claims  (rganization  Endpoints  Motes  Advanced |
@ Specify Display Name Specify the signature verfication certificates for requests from this relying party.
@ Choose Access Conlrol

Palicy Subject lssuer Efective Date Expiration Date
@ Readyto Add Trust E=ZICN=ADFS Signing - adfs2 abc.com CN=ADFS Signi... 12/14/201911....  12/13/2020 1.,
@ Finish

L =S

&5 File Action View Window Help

L ol Al 7 M

= ADFS Gl Add Relying Party Trust Wizard x

T [ ] Service

| Access Control pol| C1'OOS€ Access Control Policy

| 3 Relying Party Trusts Steps
[ ] Claims Provider Try Choose an access control pokcy:
® Welcome

[] Application Groups Name Description -
@ Select Data Sourca

Pemi everyone Grant access o everyone.
@ Specify Display Nams Pemmit everyone and require MFA Grant access to everyons and req
@ Choose Access Control Permit everyone and require MFA for specific group Grant access to everyone and reg
Policy Pemit everyone and require MPA from extranet access Grant access o the infranet users

Pemit everyone and require MFA from unauthenticated devices Grant access to everyone and req
Permi everyone and require MFA, allow automatic device registr..  Grant access to everyone and req)
Pemit everyone for intranet access Grant access to the infranet users.

@ Readyto Add Trust
@ Finish

Palicy

Pemit everyone

[] 1 do not want to configure access control policies at this time. Mo user will be pemitted access for this
application.

< Previous || Next = ._Ii'!.h.Cancel. 1a
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ﬁ Add Relying Party Trust Wizard

Heady to Add Trust

Steps

B Welcoms

@ Select Data Source
@ Specify Display MName

# Choose Access Conrol
Palicy

@ Readyto Add Trust
@ Finigh

Gl Add Relying Party Trust Wizard

Ready to Add Trust

Steps

@ Welcome

#@ Select Data Source
@ Specity Display Mame

® Choose Access Confiral
Palicy

@ Readyto Add Trust
@ Finish

X
The refying party trust has been configured. Review the following settings, and then click Next to add the
refying party trust to the AD FS configuration database.
Encryption  Signature  Accepted Claims (rganization Endpoints  Notes  Advanced |
Specify the endpoints to use for SAML and W5-FederstionPassive protocols.
LIRL lhdex  Binding Defauk  Response UAL
W5-Federation Passive Endpoinits -
littps:/fadfs2 abe. comsSadfs1s/ POST Yes
SAML Assertion Consumer Endpoints
hitps://adfs2 abc.comadfz s/ 0 FOST fas
hitps:/fadfs2 abe.comSadfs 15/ 1 Artifact Mo
hitps://adfz2 abe.com/adfz s/ 2 Redirect Mo
SAML Legout Endpoints
hitps://adfs2 abc.com/adfs1s" Redirect Mo
htpes://adfz2 abe com/adfss/ FOST Mo
X
The refying paty trust has been configured. Review the following setlings, and then click Next to add the
retying party trust to the AD FS configuration database.
Encryption  Signature Accepted Claims  Organization  Endpoints  Motes  Adwvanced afr

Specify the encryption certificate for this relying party trust,
Encryplion certficate;

lzzuer
Subject:
Effective date:

CN=ADFS Encryption - adfe2 abc.com
CN=ADFS Encayption - adfs2 abc.com
12/14/2019 11:29:48 AM

Expiration date: 12/13/2020 11:2%:48 AM
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ﬁ Add Relying Party Trust Wizard

Finish

Steps

@ Welcome

@ Select Data Source
@ Specify Display MName

@ Choose Access Cartrol
Policy

@ Readyto Add Truest
@ Finish

The relying party trust was successfully added.

[ Configure claims izsuance policy for thiz application

‘ﬁ Add Transform Claim Rule Wizard

Select Rule Template

Steps
@ Choosa Rule Type
@ Configure Claim Rule

Select the template for the diaim rule that you want to create from the following list. The description provides
detais about each caim nule template.

Claim rule template:
Send LDAP Atiributes as Claims ~|

Claim rule template description:

Using the Send LDAFP Attrbute as Claims rule template you can select attibutes from an LDAF attribute
gare siich as Active Direclary to send as clams to the relying party. Multiple attribites may be sent as
mukiple clams from & single: rule using this nile type. For excample, you can wse this rule template to create
& rule that will extract sttdbute valoes for sutherticated users from the displayMame and telephane Number
Active Dirsctory attibutes and then send those values as two different autaoing claims. This e may also
be used to send all of the user's amup memberships. f vau want ta only send individual aroup
memberships, uss the Send Group Membership as a Claim rule template.

G Add Transform Claim Rule Wizard *
Configure Rule
Steps You can configure this nle to send the values of LDAP atiributes as claims. Select an attibute store from which

@ Choose Rule Type
@ Configure Claim Rule

www.abdelwahed.me

to extract LDAF atiributes. Specify how the attibutes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:

ABC Clairns
Rute template: Send LOAP Attrbutes as Claims

Atiibute store:

_Adive Directory v

Mapping of LDAP attibutes to outgeing claim types:

t??gnme;tm (Seect ortypeto Outaoing Claim Type (Select or type to add mare)
User-Principal-Name « |UPM -

4 E-Mall-Addresses Y e »

- [ v



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

Add ADFS.ABDELWAHED.ME as a Claim trust provider at ADFS2.ABC.COM

B PROPERTIES
Dashboard . For adfs2

adfs2

Computer name

Last installed updates

All Servers Domain abc.com Windows Update

A .
i ADFS

Fil

&5 File  Action View Window Help

a5 HE

5 | Service _
| Access Control Policies Display Name
| Relying Party Trusts Active Directory
| Claims Provider Trusts
7] Application Groups I Add Claims Provider Trust...
Wiew »
Mew Window from Here
Refresh
W5 Add Claims Provider Trust Wizard bl
Welcome
Steps
Welcome to the Add Claims Provider Trust Wizard
@ Welcome

This wizand will help you add & new claims provider trust to the AD FS configuration database_ Claims

@ Select Data Source providers issue claims about a user in a security token for a particular transaction.

® Readyto Add Trust The claims provider trust that this wizand creates defines how this Federation Service recognizes the claims
@ Finish provider and consumes the claims that it issues. You can define acceptance transform nules for issuing claims
ltnthe relying party after you complete the wizard.

SEeven | [t VeRE T

www.abdelwahed.me

[ ADFS Claims Provider Trusts

Enabled

Yes
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ﬁ Add Claims Provider Trust Wizard

Select Data Source

Steps Select an option that this wizard will use to obtain data about this claims provider:

@ Welcome

@ Selact Diata Source

{®) Import data about the claims provider published online or on a local netwark
Lze this opfion to import the necessary data and certificates from & claims provider onganization that

@ Beadyto Add Trust publishes its federation metadata online or on a local network
@ Finish Federstion metadata address thost name or UBRL):
| [odfs abdelwahed me |

Bxample: fs fabrikam .com ur?i-tps:fﬁsfai:rican.mn.f

) Import data about the claims provider from a file

Lise this option to import the necessary data and cerifiicates from a claims provider organization that has
provided its federation metadata in a file.

Federation metadata fle location:

Browse...

() Ertter claims provider trust data manually
|Jse this option to manualy input the necessany data about this claims provider oroanization

ﬁ Add Clairns Provader Trust Wizard

Specify Display Name

Steps Type the display name and any optional notes for this claims provider.
@ Welcome Display name:

@ Select Data Source I

@ Speciy Display Name Mates:

@ Readyto Add Trust

@ Finish

www.abdelwahed.me
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§i Add Claims Provider Trust Wizard X
Ready to Add Trust
=heps The claims provider trust has been corfigured. Review the following settings, and then click Next to add the
@ Welcome claims provider trust to the AD FS configuration database.

@ Select Data Source Monitoring  identfiers Certficates Encryption Offered Claims  Organization Endpoints Note ¢ | *
@ Specdy Display Name Specfy the trust monttoring settings for this claims provider trust.

@ Readyto Add Trust Claims provider's federation metadata URL:

@ Finsh  [itos //ads abdelwahed me/FederationMetadata/2007-06 FederationMetadataxml | |

Montor claims provide:
Automatically updaie clams provider

This claims provider's federation metadata was last checked on:

12/14/2019
This claims provider trust was last updated from federation metadata on:
12/14/2019
§i Add Claims Provider Trust Wizard X
Finish
Steps The claims provider trust was successfully added to the AD FS corfiguration database.
@ Welcome You can modify this claims provider trust by using the Properties diglog box in the AD FS Management
@ Select Data Source snap4n.
@ Speciy Display Name (41 Open the Edit Claim Rules dialog for this claims provider trust when the wizard doses
@ Readyto Add Trust
% Add Transform Claim Rule Wizard *
Select Rule Template
Reps Select the template for the ciaim rule that you want to create from the following list. The description provides
2 Choose Rule Type detais about each claim nule template,

@ Configure Claim Rule Claim nule tem :
' Pass Through or Fitter an Incoming Claim v

Claim rule template description:

Using the Pass Throwgh or Fiker an Incoming Claim rule template you can pass through al incoming claims
with & selected clam type. You can also fiter the values of incoming claims with a selected claim type.
For example, you can use this rule template to create a nule that will send all ncoming group claims. You
can alss usze this rule to send anly UPM claims that end with "@fabrkam™. Muliple clams with the zame
claim type may be emitted from this nde. Sources of ncoming claims vary based on the rues being edied.
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i Add Transform Claim Rule Wizard x

Configure Rule

Steps fou can configure this nule to pass through or fiter an incoming claim. You can also configure this rule to filker
claims that are genersted by previous rules. Speciy the claim type and whether only some claim values or all

@ Choose Rule Type clam values should pass through.

@ Corfigure Claim Rule Claim nule name:
[ABC Ace |
Rue template: Pass Throwgh or Fiter an Incoming Claim

Incoming daim fype: |Grm.|p

() Pass through 3l claim values
(®) Pasethrough only 3 specfic claim valus

Incoming claim valus |Web Ao

() Passthrough enly claim valuss that match a speciic emai suffic value:
Email suffor value
Example: fabrikam com
() Pass through enly claim values that stat with a specific value:

[= pr PR T
SNEFS Wil

Example: FABRIKAM'

< Previous

Cancel

Edit Claim Rules for ABC-Abdelwahed-Provider-Trust X
Acceptance Transform Aules

The folawing accaptanca transform rules spacify the incoming claims that wil ba accapted
from the claims provider and the outgoing claims that will be seri to the relying party tust.

Order  Rule Name Issued Claims
1 ABC App Group
@
¥
AddRule... | | EdtFue.. | | Remove Rue.. |
0K Cancel | | Aopy
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i PROPERTIES

ﬁ Dashboard For adfs2

B Local Server

Computer name adfs2
Ii All Servers

Domain abc.com

Last installed updates
Windows Update

G ADFS

# File Action View Window Help
|2 HE

s [] Service

[ ] Access Control Policies Display Name
[ Relying Party Trusts Active Directory
|| Claims Provider Trusts ABC-Abdelwahed-Provider-Trust

[ Application Groups

Enabled

Yes
Yes

Now that both providers are visible, choose the first one associated with the relying party trust.

K
P

a =) | @ https://adfs.abdelwahed.me/acfs/Is/ 7SAMLRequest=fZFRSSMwI O ~ @ C || @ Signin x

e
116

poa lagLa alld 13331 A callalla Sy 2l

INTERNATIONAL INFORMATION TECHNOLOGY Co. 11C.

Sign in with your organizational account

I

iy

Password

MW WW

=)\ @ hitps://edfs? abe.com/adfslsfidpinitiatedsignon.sspriclient-req O = @ G || @ Home Realm Discovery %

ABC-Fedration

Sign in with one of these accounts

ABC-Abdelwahed-Provider-Trust

ig‘ Active Directory

for more info about IITC signin-in follow the link. click

www.abdelwahed.me
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Hyper-v

Install and Configure Windows Server 2016 Core on Hyper-V 2016
Lab Scenario

This lab provides basic information about:
1- Install and configure Hyper-V 2016 Server role.
2- Install Windows Server 2016 Core on Hyper-V and configure it locally and remotely.

During this lab session, we are utilizing Active Directory and DNS on a Windows Server 2016 identified as
ITPROLABS.XYZ. We will integrate an additional Windows Server 2016 named Hyper-V01 into our domain. This
server will fulfill the role of a Hyper-V server, hosting a Windows Server Core 2016 instance.

Domain: ITPROLABS.XYZ
DCIP:192.168.153.10
DNS: 192.168.153.10
Hyper-V01: 192.168.153.50
Working with Hyper-V

Sign in to the server designated for the Hyper-V role.

Server name: Hyper-V01

IP address: 192.168.153.50

Domain: ITProLab.xyz

Install-WindowsFeature -Name Hyper-V -IncludeManagementTools -Restart

E¥ Select Administrator: Windows PowerShell Host Name: HYPER-V01
PS C:\Users\Administrator> Install-WindowsFeature IP Address: 192.168.153.50
DNS Server: 192.168.153.10

Cﬂlggtiﬂg data. .. Logon Domain: ITPROLABS
[oboouooooo User Name: Administrator
0S Version: Windows Server 2016

Add a Virtual Switch in Hyper-V.
Create an external virtual switch to enable Hyper-V hosted VMs to connect with other VMs.

8 Hyper-V Manager = X
File Action View Help
= 2@ BE

[ Hyper-V Manager -
g Virtual Machines ———

R HYPER-VOI = HYPER-V01 -
Name State CPUUsage  Assigned Memory ~ Uptime Status Configurati...

WebServer off 80
B

Actions

New »
% Import Virtual Machine...

[] Hyper-V Settings...
ﬁg Virtual Switch Manager...

@, Virtual SAN Manager..

a EditDisk..

e — 2 Inspect Disk...

Checkpoints 2| @ stop Senvice

X Remove Server

The selected vitual machine has no checkpoints.
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23 Virtual Switch Manager for HYPER-VO01 == X

2 Virtual Switches S create virtual switch

Y. New virtual network switch
ks Internal SW
Internal only
s Private SW Internal

What type of virtual switch do you want to create?

Private virtual switch
X Global Network Settings

' mAC Address Range
00-15-5D-99-32-00 to 00-15-5D-9...

Private

Create Virtual Switch

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

Z8 Virtual Switch Manager for HYPER-V01 i

X Virtual Switches 2. Virtual Switch Properties
1% New virtual network switch

=i Internal SW deia
Internal only IExbernaI SwW
s Private SW

Private virtual switch Notes:
= External SW

Intel(R) 82574L Gigabit Netwo...
X Global Network Settings

@ MAC Address Range :
00-15-5D-99-32-00 to 00-15-5D-9... Connection type
What do you want to connect this virtual switch to?

(® External network:

Intel(R) 82574 Gigabit Network Connection v

[~] Allow management operating system to share this network adapter
[[] Enable single-root I/O virtualization (SR-IOV)

Apply Networking Changes X

| Pending changes may disrupt network
connectivity iagament operaling system

This computer may lose its network connection while
the changes are applied. This may affect any network
operations in progress. These changes also may
overwrite some static changes, If that happens, you
must reapply the static changes to restore network
connectivity. Do you want to continue?

| Remove |

g Yes No |
[ Please don't ask me I [ e virtual switch is created. An external
VINtUaT SWITSTT WITT SR=IUV enanied cannot be converted to an internal or private

ox Can Apply
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Set up Server Core 2016 in Hyper-V.

Fle Action View  Help HYPER-V01

e = 192.168.153.50
¥

ae ARl o]l 192.168.153.10

EF Hyper-V Manager r z Actions ITPROLABS

B HYPER-VO1 |kt Machines HYPER-VOT Administrator
Name State CPU Usage Assigned Memory ~e 2 -
New Virtual Machine...
No virtual machines were found on this server. Import Virtual Machine... Hard Disk...

Hyper-V Settings... Floppy Disk...

H8 Virtual Switch Manager... )
ww. Virtual SAN Manager...
2 Edit Disk... 1 »
Inspect Disk... u‘
N i ek E i

Use the Hyper-V01 server manager to open the Hyper-V management console and comply with the subsequent
illustrations to set up a Server Core 2016 VM.
3 New Virtual Machine Wizard X

<

[ Checkpoints

Ex Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Spedify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name: [WebServer
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options Store the virtual machine in a different location
Summary Location: |C:\ProgramDataWicrosoft\WindowsV-iyper-V\ I [ ;owse... ‘

A If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints indude virtual machine data and may require a large amount of space.

3 New Virtual Machine Wizard X

£ Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location () Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
s virtual hardware which has been available in all previous versions of Hyper-V.
Assign Memory
Configure Networking (® Generation 2
Connect Virtual Hard Disk This virtual machine generation provides support for newer virtualization features, has UEFI-based

firmware, and requires a supported 64-bit quest operating system.

llati j
InsaRaton Cotione A\ Once a virtual machine has been created, you cannot change its generation.

Summary
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New Virtual Machine Wizard X

Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 12582912 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

Specify Generation >
e
se Dynamic Memory for this virtual machine.
Configure Networking !

2 o When you decide how much memory to assign to a virtual machine, consider how you intend to
Connect Virtual Hard Disk use the virtual machine and the operating system that it will run.

Specify Name and Location

Installation Options

Summary

EH New Virtual Machine Wizard X

@ Configure Networking

Before You Begin Each new virtual machine includes a network adapter. You can configure the network adapter to use a
Spiecify e and Locabion virtual switch, or it can remain disconnected.
Specify Generation Connection: |Not Connected v
z Not Connected
Memory Internal SW
Configure Networking Private SW

External SW

Connect Virtual Hard Disk
Installation Options

Summary

Choose and use - . m—
= New Virtual Machine Wizard

the Windows
Server 2016 I1SO : 2
. - Installation Options
image as the
source for
B H Before You Begi i i 5 : 5 2
installation. re You Begin E;grcan install an operating system now if you have access to the setup media, or you can install it
Specify Name and Location '
Specify Generation (O Install an operating system later
Assign Memory {® Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk O Physical CD/DVD drive: Ds
® Image file (iso): |C:\Users\AdministraborDesktop\Server 2016\ | I Browse...
Summary

(O Install an operating system from a bootable floppy disk
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New Virtual Machine Wizard

] Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.

Specify Generation (® Create a virtual hard disk

gk Moy Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Networking (=T Wfvebserver.vhdx] |

Connect Virtual Hard Disk Locatior§ ]C:ProgramD'ata\Midosoﬂ\\Mndows\l-lyper-V\WebServer\\ﬁrtuaI H:]‘ Browse...
Installation Options - i

o Size: GB (Maximum: 64 TB)
Summary

(O Use an existing virtual hard disk

Access the Server Core VM and initiate the installation procedure.

ii Hyper-V Manager e
File Action View Help
L ol AN:4Y i

E Hyper-V Manager -
Bl HYPER-VO1 Virtual Machines

Actions
HYPER-VO1

Name State CPU Usage Assigned Memory  Upl o
E WebServer of | i
[f':‘ Import Virtual Machine...

D Hyper-V Settings...

25 Virtual Switch Manager...
o Virtual SAN Manager...

s Edit Disk...

Checkpoints Inspect Disk...

e
]

-
m) Stop Service

The selected virtual machine has no checkpoints. % Remove Server
@) Refresh

View

Help

Connect...
WebServer ﬁ Settings...

www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

Clipboard View Help

m | B

Press any key to boot from CD or DVD...

="
4 Windows Setup |i =

s  Windows Server: 2016

Language to install:

R CEL LRI EL TSR Bl English (United States) v

Enter your language and other preferences and click "Next" to continue.

© 2016 Microsoft Corporation. All rights reserved.

#4 Windows Setup [?l = @

== Windows Server: 2016

Install now

Repair your computer

© 2016 Microsoft Corporation. All rights reserved
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Q ) Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email you received after buying a digital copy of Windows or on a label inside the box that
Windows came in.

The product key looks like this: XXXXX- X - XK - XOOK - XXXXX

If you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later.

[

Privacy statement ﬁl don't have a preduct key Next

Choose Windows Server 2016 Standard Core.

@ & Windows Setup

Select the operating system you want to install

Operating system \ Architecture }Qate modified |
11/21/2016
Windows Server 2016 Standard (Desktop Experience) x64 11/21/2016
Windows Server 2016 Datacenter x64 11/21/2016
Windows Server 2016 Datacenter (Desktop Experience) x4 11/21/2016

Description:

This option (recommended) reduces management and servicing by installing only what is needed
to run most server roles and applications. It does not include a GUI, but you can fully manage the

server locally or remotely with Windows PowerShell or other tools. For more details see "Windows
Server Installation Options.”
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@ ) Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS)

Diagnostic and Usage Information. Microsoft automatically collects this
upgrade, and user experience, and the quality and security of Microsoft
be associated with your organization. Windows Server 2016 has four (4)
to: (i) run our antimalware and diagnostic and usage information
technologies; (ii) understand device quality, and application usage and

the operating system and applications.

> -

@ #f Windows Setup

Where do you want to install Windows?

I | Name ‘ Total size \ Free space ‘ Type [
|E,;7  Drive 0 Unallocated Space 1270 GB 127068 1 |
44 Refresh )( Delete ‘,Eormat —,'r New

&* Load driver 3 Extend

www.abdelwahed.me

information over the internet, and uses it to help improve your installation,
products and services. Consistent with these purposes, the information may
information collection settings (Security, Basic, Enhanced, and Full), and uses
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¢§) Windows Setup

Installing Windows

Status

Copying Windows files
files ready for installation (3%)

tures

Getting

Once the installation is complete, please modify the local administrator's password as it is required to access
our server initially.

5 | C:\Windows\system32\LogonUl.exe
dministrator
he user’s password must be changed hefore signin

=]/

5 | C\Windows\system32\LogonUl.exe E@
Fnter new credentials for Hdministrator or hit ESC to cancel

ew passwot‘d = ORI

onfirm password @ IOOOOEOOOOO6E_

Manage server 2016 Core locally

Windows Server 2016 Initial Configuration

Access the server core with the local admin account and utilize Sconfig to adjust initial settings such as the
Server name and network setup for joining the server to the ITPROLABS.XYZ domain.

Server Name: WebServer
IP address: 192.168.153.52
SM:255.255.255.0

DNS: 192.168.153.10

DG: 192.168.153.2

Administrator: C:\Windows\system32\cmd.exe

C:\Users\Administratorisconfig,
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&8 Administrator: C:\Windows\system32\cmd.exe - sconfig

rosoft

to Command Line

number to select an option:

Domain/Workgroup: Workgroup: WORKGROUP
Comput WIN-BB4GVEB1KMD

Domain/Workgroup: Domain: itprolabs
Enabled Computer Nam WEBSERVER
) AUU LOC A
Windows Update Settings: DownloadOnly
Download and all Updates

Enabled
bled Windows Update S ings: DownloadOnly
Download an

Remote Desktop: Disabled

c 1o

Enter number

add IIS Role

Type 15 to exit sconfig to command line mode then type PowerShell to access PowerShell mode. Through
PowerShell use the following command to install IIS server role

Install-WindowsFeature -name Web-Server -IncludeManagementTools -verbose

Action Media C rd € Help

Ba D@0 un» E—:

& Admini Ci\Windows\system32\cmd.exe - powershell [=]=]

Start Installation...
24%
[0000000000000000000000000

False No validArgs
VERBOSE: Installation succeeded.

ITPROLABS» Install-WindowsFeature -
ted...

: Continue with installation?

: Prerequisite processing started...

: Prerequisite processing succeeded.
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Once the IIS installation is complete, you can access the WebServer via the web as demonstrated below.

[« 1O D c|[@nwndmmer & 7

=8 Windows Server

Internet Information Services

Manage Server Core 2016 Remotely

Using GUI

We have included the server core into an existing GUI server manager as illustrated below, by integrating it
with another server that is already a part of our ITPROLABS.XYZ domain network.

Server Manager * Dashboard = Manage  Tools  View

8 Dashboard WELCOME TO SERVER MANAGER — = |
[ Add Servers == o
i Local Server
& All Servers 6o sl
o Configure this local server | EEESIS®a  ons Import Selected
¥ File and Storage Services b =
Computer
B Hyper-v QUICK START Location: |I itprolabs » ©|
A f . 4 [TPROLABSXYZ (1)
s o/ S Al M
io perating System: R WebServer
Name (CNJ: [Name, or beginning of name ]
—
Name Operating System
™ | ocor Windows Server 2016 Datacenter
VPN Windows Server 2016 Datacenter
LEARN MORE AzureDC Windows Server 2016 Datacenter
Client01 Windows 10 Enterprise
Hyper-V01 Windows Server 2016 Datacenter
Hyper-V02 Windows Server 2016 Datacenter
ROLES AND SERVER GROUPS 4 ebserver Windows Server 2016 Standard
Roles:3 | Servergroups: 1 Servers total: 1
== File and Storage
R ; 1 Hyper-V
o Services m i
Manageabilit Manageabilit
@ - y @ = g 7 Computer(s) found 1 Computer(s) selected
Events Events
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Server Core can now be managed through another server's GUI, enabling remote addition and removal of roles
and features, as well as configuration of certain management tasks, as depicted below.

i Server Manager

@ >

Server Manager * All Servers

- @[ [' Manage  Tools

I% Dashboard

i Local Server
B File and Storage Services b

B Hyper-v
o s

Using PowerShell

SERVERS

All servers | 2 total

Server Name  IPv4 Address
HYPER-VO1

'WEBSERVER  192.168.15:

Manageability

Darfnrmanca countars nat charkar

Add Roles and Features

Restart Server

Computer Management
Remote Desktop Connection
Windows PowerShell

EVENTS

All events

Configure NIC Teaming
Internet Information Services (IIS) Manager

Manage As ..

Start Performance Counters

Filter Remove Server
Refresh
ServerName ID  Severity S o
WERSERVER 10140 Wiarmins (Vs v — Coe—— b St

By selecting PowerShell from the following down list.

P Server Manager

@ .

Dashboard

Local Server

HR File and Storage Services b
B Hyper-v
o Is

Server Manager * All Servers

SERVERS

.l All servers | 2 total

Server Name  IPv4 Address
HYPER-VO1

WEBSERVER  192.168.1

Manageability

Add Roles and Features

Restart Server

Computer Management
Remote Desktop Connection
Windows PowerShell

EVENTS

All events | 28 total

Configure NIC Teaming
Internet Information Services (IIS) Manager

Manage As ..

ServerName ID  Severity S

WERCERVER 10140 \Warminna v

Start Performance Counters
Remove Server

Refresh

Copy

Last Update

Last Update

Windows Activation

169.254.180.12,192.168.153.50 Online - Performance counters not started 8/7/2017 9:19:35 AM  Not activated

'8 AM Not activated

TASKS ¥

Date and Time

2779017 1:27.50 AM

Manage  Tools  View

-@1F

[TASKS_~

Windows Activation

169.254.180.12,192.168.153.50 Online - Performance counters not started 8/7/2017 9:19:35 AM  Not activated

017 9:21:28 AM  Not activated

[ TASKS

irrrendt Wind e MinAnue Ramnta Mananaman b St

Date and Time

2779017 1.27.50 AM
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Using Remote Desktop

Additionally, you can access and control the server core remotely using remote desktop, but first, it's necessary
to activate remote desktop via the Sconfig console as demonstrated below:

Help

) Domain/W Domain: itprolabs.x
Computer Name: WEBSERVER
dd Local Administrator
Configure Remote Management Enabled

) Windows Update Settings: DownloadOnly

Download and
Disabled

15) Exit to Command Line

Enter number to select an 3

(E)nable or (D)isable Remote Desktop? (Blank 4- E

1) Allow clients running Remote Desktop with Network Level Authentication (more secure)
2) Allow clients running any version of Remote Desktop (less secure)

Enter se § el g
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Hyper-V Replication
Lab Scenario

This lab provides basic information about:

1- Install and configure Hyper-V 2016 Server role.

2- Install Windows Server 2016 Core VM on Hyper-V.

3- Enable and configure Hyper-V 2016 Replica Server.

4- Replicate Server Core 2016 VM from Hyper-V server to another through Hyper-V.

Existing Environment

We will proceed with the previous lab configuration.
add IS Role

Type 15 to exit sconfig and access the command line interface, then input PowerShell to enter PowerShell
mode. Through PowerShell use the following command to install IIS server role

Install-WindowsFeature -name Web-Server -IncludeManagementTools -verbose

Start Installation...
24%
[0000000000000000000000000

False No

VERBOSE: Installation

Once the installation of IIS is complete, you will be able to reach the Web Server via the web as demonstrated
below.

Q o webseer | 9 - &[ @ 15 Windows server

=R Windows Server

Internet Information Services
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Configure Hyper-V Replica Server to server HYPER-V02

add Hyper-V role through PowerShell

EX Select Administrator: Windows PowerShell Host Name: HYPER-V02
IP Address: 192.168.153.51
DNS Server: 192.168.153.10

Logon Domain: ITPROLABS
User Name: Administrator
OS Version: Windows Server 2016

add Virtual Switch to Hyper-V

F E Settings for WebServer on HYPER-V02 I

2 Hardware U Network Adapter
l.' Add Hardware
B Firmware Specify the configuration of the network adapter or remove the network adapter.

Bo o e Virtual switch:
@ security [External sw v

W Memory

ndows\system32\Li |_| Enable virtual LAN identification |

& [} Processor

= & scsl Controller
[# & Hard Drive

1359678E-7B1C
DVD Drive B Bandwidth Management

None [] Enable bandwidth management

I Network Adapter

anagement

{1] Name

|-] Integration Services

% Checkpoints

Hyper-V Replication Process

Activate Hyper'v 2@ Hyper-V Manager B
Replication configuration Bie e Ve B

&= 75 HE

To facilitate replication of % Hyper-V Manager : T — Actions
the WebServer VM from B e R HYPER-VO1
o State CPU Usage Assigned Memory  Upt
the Hyper-VO01 server to Import Virtual Machine... e 0% 632 MB 00: how
another server (Hyper- Hyper-V Settings... 1y \meotVanl Machines
—VitusTSwRCh Vanager ] Hyper-V Settings...
VOZ)’ tu.rn on the Hyper-v Virtual SAN Manager... 28 Virtual Switch Manager...
replication settings on —— . Virtual SAN Manager...
both servers. irsgiect Disk: v Edit Disk..
. - & Inspect Disk...
Stop Service
= = - m Stoo Service
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Additionally, apply the same settings to the Hyper-V02 server.

N
ii Hyper-V Manager - — — o
5 s ‘ D Hyper-V Settings for HYPER-VO01

[ Hyper-V Settings for HYPER-V02

=

File Action View

) ~ ! _ . |
b * I alm | . W Sy Eﬁ Replication Configuration
R Hyper-V Manager o, Virtual Hard Disks
B HYPER-VO1 C: \Users\Public\DocumentsHyp Enable this computer as a Replica server.
& Virt‘ual Hacuys Y AW Authentication and ports
i \P-I’Ograngta PO s Specify the authentication types to allow for incoming replication traffic. Ensure
N Ayscal crus that the ports you spedfy are open in the firewall.
Manage RemoteFX GPUs P ):

3 NUMA Spanning

Allow NUMA Spanning Data sent over the network will not be encrypted.

e Necwati . s
R Live Migrations -
No Live Migrations Settings X
[ storage Migrations
g2 2 S taneons Mgration Configure the firewall to allow inbound
Enhanced Session Mode F
No Enhanced Session Md traffic.
Repf;)clagot\ C_o:ﬁgrraﬁon Ensure the inbound TCP exception for port ‘80" is
S enabled in the firewall. If you are using Windows
A User Firewall, enable "Hyper-V Replica HTTP Listener
[ Keyboard (TCP-In)" rule.
Use on the virtual machir
{25 Mouse Release Key e Select Certificate. .
CTRL+ALT+LEFT ARroL [ Please don't show me this again 6 “

£¥ Enhanced Session Mode

Use if available Authorization and storage
3 Reset Check Boxes Specify the servers that are allowed to replicate virtual machines to this
& computer.

Reset check boxes
Allow replication from any authenticated server

Specify the default location to store Replica files:
|C:\Users\f-‘ublic\pommentsv-iyper-V\Vlrtual Hard Disks |

_ Browse... —|

(O Allow replication from the specified servers:

Primary Server Storage Location Trust Group
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Replication Process

Enable the .
. . & Hyper-V Manager =
replication of the
bS VM File Action View Help
W rver ] e TR Tl
eo-erve 9 z2F H
from the Hyper- B Fyper-V Manager
Virtual Machines
V01 server to the B8 HYPER-VO1
Name State CPU Usage Assigned Memory Upt [
Hyper-V02 [ -] WebServer _— 632 MB
server. Connect... Q:’, Import Virtual Machine...
Settings... [] Hyper-V Settings...
8 i ;
Turn Off... Sa Virtual Switch Manager...
Shut Down.. o Virtual SAN Manager...
” Save ‘ w4 Edit Disk...
e :
G Pause —, Inspect Disk...
Recet m) Stop Service
hs no checkpoints. ¥ Remove Server
Checkpoint
© Refresh
Move... View
Export...
] Hel
Rename... -

- - -E Connect...

Hel
h‘mw== E7 Settings...

EB Enable Replication for WebServer

gl Before You Begin

This wizard helps you to configure replication for a virtual machine. r

Spedfy Replica Server Before you proceed, ensure that you have configured a server to allow replication from this computer.
Spedify Connection To verify this, use the Replication Configuration page of the Hyper-V Settings for the specified Replica
Parameters server, To prepare for completing this wizard, you can learn more about replication settings by dlicking
Choose Replication VHDs theheknink

Configure Replication

Frequency

Configure Additional

Recovery Points

Choose Initial Replication |
Method ‘

Summary

] Do not show this page again.
More about enabling replication for a virtual machine

Next > Finish Cancel |
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Choose the Hyper-V server for hosting the replicated VM; in this case, the replica server is Hyper-V02.

g Specify Replica Server

Before You Begin Specify the Replica server name to use to replicate this virtual machine. If the Replica server is on a
failover duster, specify the name of the Hyper-V Replica Broker as the Replica server. Use the

Spedify Replica Server Failover Cluster Manager on the Replica server to find the name of the Replica Broker.

Specify Connection

Parameters Replica server: IHYPER-VOZ | | Browse...

Choose Replication VHDs

Configure Replication
Frequency

go Specify Connection Parameters

Before You Begin Replica server: |HYPER-V02.itpro|abs.xyz
Specify Replica Server )
e
Parameters Authentication Type
Choose Replication VHDs (® Use Kerberos authentication (HTTP)
Configure Replication Data will not be encrypted while being transmitted over the network.
Frequency
Configure Additional .7 Ao

Recovery Points Data:
Choose Initial Replication
Method

Summary

[] Compress the data that is transmitted over the network.

rrish | | cone
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B8 Enable Replication for

gl Choose Replication VHDs

Before You Begin Clear the check boxes of any virtual hard disks (VHDs) that you do not want to replicate (for example,
Specify Replica Server a VHD used for a dedicated paging file).

Specify Connection Not replicating certain VHDs, such as the operating system VHD, could result in the Replica virtual
Parameters machine not starting up properly.

Choose Replication VHDs Virtual Hard Disks:

Configure Replication

F,eqﬁ‘_,genq oz C:\ProgramDataMicrosoft\Windows\Hyper-V\WebServer\Virtual Hard Disks\WebServer.vhdx
Configure Additional

Recovery Points

Choose Initial Replication

Method

Summary

_Next> | | Fnsh || Cancel

Eﬂ Enable Replication for W

gl Configure Replication Frequency

Before You Begin Choose the frequency at which changes will be sent to the Replica Server
Specify Replica Server
Spedify Connection
Parameters

Choose Replication VHDs
Frequency

Configure Additional
Recovery Points

Choose Initial Replication
Method

Summary

‘Sminutes ¥
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gl Configure Additional Recovery Points

Before You Begin You can choose to store only the latest recovery point of the primary virtual machine on the Replica
Specify Replica Server server or to add additional recovery points, allowing you to recover to an earlier point in time.
Additional recovery points require more storage and processing resources.

Spedify Connection
Parameters
S, Configure additional recovery points for this virtual machine
Choose Replication VHDs
Configure Replication (® Maintain only the latest recovery point
Frequency (O Create additional hourly recovery points

Configure Additional e AR ) D 7 ;7,1,2,:.,‘
Recovery Points Love proviged Dy adaitional recovery points wours): | 12:5

Choose Initial Replication ) ) ==
Method olume Shadow Copy Servica (VES) s v Gn Hours

Summary

Next> | | Finish || Cancel

Eﬂ Enable Replication for WebServer

ge Choose Initial Replication Method

Before You Begin Before replication can start, an initial copy of all virtual hard disks that you selected must be
Specfy Rk Server transferred to the Replica server.
Specify Connection Size of the initial copy of selected virtual hard disks: Calculating...
FEIRES Initial Replication Method
Choose Replication VHDs (® Send initial copy over the network
I(:::erzﬁugelgceyReplucahon (O Send initial copy using external media
Configure Additional Specify the location to export initial copy.
Recovery Points
Choose Initial Replication
Method (O Use an existing virtual machine on the Replica server as the initial copy.
Summary Choose this option if you have restored a copy of this virtual machine on the Replica server.
The restored virtual machine will be used as the initial copy.
Schedule Initial Replication
(@ Start replication immediately
() start replication on:
8/ 7/2017 2:00 AM 3
Next > Fish | | Cancel
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By monitoring network traffic via the task manager, you'll observe that there is no traffic before the replication
process commences.

Task Manage - O
Opti Vv < =
ions ew
P b go e eRe ol e
cesses Perfformance Users Details Services
) CPU e Completing the Enable Replication wizard
b;
<l - Ethernet
Throughput
) Memo for . SR S
2.6/4.0 GB (65%) Before You Begin You have suoce_ssfully complghed th_e Enable Replication wizard. You are about to enable replication for
P °! . s "WebServer® with the following settings:
Specify Replica Server
) Ethernet Specify Connection Desariion:
. i Parameters
S: 0 Kbps R: 0 Kbps Replica server: HYPER-V02.itprolabs.xyz
Choose Replication VHDs Replica server port: a0
) Ethernet | Configure Repiication Compress data: Yes
A 3 Fi
5: 0Kbps R: 0 Kbps el . Authentication type: Kerberos authentication
Configure Additional _n
Recovery Points VHDs not selected for replication: None
Choose Initial Replication Replication Frequency: 5 minutes
Method Store additional recovery points:  No
Initial replication method: Using network, start immediately
60 seconds
+ Send Adapte
0 Kb pS Conne| To enable replication and dlose the wizard, diick Finish.
A IPv4 ad
Receive |Pv6 ad
0 Kbps

Finish Cancel

Replication Status

As replication begins, be aware that there will be a surge in network traffic due to the data being transmitted
across the network as per our setup.

88 Hyper-V Manag = O

File Action View Help

| Pae—

Options  View

gie tion for WebSe
icesses  Performance Users Details Services B
>
) CPU gl Completing the Enable Replication wizard
0% 320Gz Ethernet 9
Throughput
) Memory T I T :
i i Before You B ’
24740 GB (60%) i kil Enable Replication fo | sre about to enable replication for
|| Specify Repica Server
) Ethernet i i ! | Spedify Connection 0 Replication enabled successfully
S: 0Kbps R: 0 Kbps i Parameters
{ H i1 Choose Replication VHDs Replica virtual machine WebServer was successfully
) Ethernet f——+ T Configure Repication created on the specified Replica server HYPER-VO02.
: : Frequency
ot Confiure Additional The network adapters for the Replica virtual machine
Recovery Points are not connected to any network. You can manually
Choose Initial Replication configure the network adapter settings for the Replica
Method virtual machine. R
y
a
Send 4
632 Kb p5| q To enable replication and dose the wizard, click Finish. »
)
Receve i
0 Kbps

eI . || o
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El Hyper-V Manager
File Action View Help

e xnE HE

Virtual Machines

Name State CPU Usage Assigned Memory ~ Uptime ' Status Configurati...

WebServer Running 632 MB Sending Initial Replica

Chccg ts
=] E@ WebServer - Initial Replica - (8/7/2017 - 1:04:26 AM)
P Now

Switch to the alternate Hyper-V server that's accepting the replicated VM and note the uptick in inbound
traffic.

§8 Hyper-V Manage - O
File Action View Help
= = | 2 ||
Actions
Virtual Machines
HYPER-V02 -
Name State CPU Usage Assigned Memory U ~N 5
B webServer Off e
[ Import Virtual Machine...
- o ] Hyper-V Settings...
| File Options View ‘Eg Virtual Switch Manager...
| Processes Performance Users Details Services ‘D Virtual SAN Manager...
|
|4 Edit Disk...
O CcpPU i xep |
0% 3.20 GHz Ethernet Intel(R) 82574L Gigabit Network Conne.. & Inspect Disk...
Throughput 54Mbps ) Stop Service
O Memory L
1.7/4.0 GB (43%) ¥ Remove Server
b Refresh
‘ View »
32 Mibp Help
60 seconds : B 0
: Send Adapter name: Ethernetd
1512 KbpS Connection type:  Ethernet
5 IPv4 address: 192.168.153.51
frecerre IPv6 address: -
- 94.4 Mbps
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=8 Hyper-V Manager
File Action View Help
e 5@  HE

Hyper-V Manager

Virtual Machines

~
Name State CPU Usage Assigned Memory ~ Uptime Status Configurati...
ﬁ WebServer Off Receiving changes (85%) 8.0

Test replicated VM

- Turn off the primary
web server virtual
machine and then

4) Full

Enter new telemetry

attempt to connect to v t

IS, which is hosted on

that server 1) Domain/Workgroup: Domain: itprolabs.xy
' 2) Computer Name: WEBSERVER

Add Local Administrator
Configure Remote Management Enabled

Windows Update Settings: DownloadOnly

Download and Install
Remote Desktop:

Network Settings

9) Date and Time
Telemetry settings
Windows Activation

Log Off User
er
ut Down rver
t to Command Line

Enter number to select an option: 14

‘webserver,

Currently, 1IS services are offline. e £ - O || @ This page can't be displayed

This page can't be displayed

vebserver is correct.

* Make sure the web address http
* Look for the page with your search engine.

* Refresh the page in a few minutes.
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- Navigate to the replicated virtual machine and refer to the figures below for instructions on how to

ma nage |t. “ Hyper-V Manager
File Action View Help
9| 2@ HE
Virtual Machines
Name State CPU Usage Assigned Memory  Uptime Status Configurati...
]
Connect...
Settings...
i Replication > Failover... ]
Start Test Failover...
g Pause Replication
GheckEot Extend Replication...
Checkpoi Move... View Replication Health...
Export... Remove Replication
Reame e seicueu viuar machine has no checkpoints.
@& Hyper-V Manager
File Action View Help
|25
Virtual Machines
Name State CPU Usage Assigned Memory ~ Uptime Status Configurati...
E WebServer Off Initiate Failover (50%) 80
B® Failover
Do not proceed with this task unless the primary virtual machine has failed. Because this 1
5 Replica vitual machine might not have the latest replicated data, data loss may result. A
Checkpoints \ : ; ;
If this is a planned failov lover task on the primary
virtual machine. Failover
If this is an unplanned f: nachine online by
specifying a recovery sn;
Specify the recovery poi
WebServer - Latest Recovery Point - (8/7/2017 1:42:54 AM)

Attempt to connect to IIS on the WebServer VM again; it's now functioning via the replicated VM.

=R Windows Server

Internet Information Services
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IPv6

Number of IPv6 Addresses
IPv4:

e Total addresses: 232

e Approximate number: 4.3 billion addresses

e Total addresses: 21?8
e Approximate number: 3.4x10% addresses

e Tovisualize: This is 340 undecillion addresses, a number so large it exceeds the total number of grains
of sand on Earth by many orders of magnitude.

Format of IPv6 Addresses
Address Length and Representation
e AnIPv6 address is 128 bits long.
e Itis written as eight groups of four hexadecimal digits, each group representing 16 bits.
e Groups are separated by colons (:).
Example
e Full IPv6 Address: 2001:0db8:85a3:0000:0000:8a2e:0370:7334
Simplification Rules
1. Leading Zeros Suppression:
o Leading zeros in any 16-bit group can be omitted.

o Example: 2001:0db8:85a3:0000:0000:8a2e:0370:7334 becomes
2001:db8:85a3:0:0:8a2e:370:7334

o A contiguous sequence of 16-bit groups that are all zeros can be replaced with ::.
o This compression can only be applied once in an address to avoid ambiguity.
o Example: 2001:0db8:0000:0000:0000:0000:0000:0001 becomes 2001:db8::1
o Example: 2001:0db8:0000:0000:0000:0000:0000:0000 becomes 2001:db8::
Special Cases
e Loopback Address:
o Full notation: 0000:0000:0000:0000:0000:0000:0000:0001

o Compressed notation: ::1
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e Unspecified Address:
o Represents the absence of an address.
o Full notation: 0000:0000:0000:0000:0000:0000:0000:0000
o Compressed notation: ::
IPv6 and Ports
¢ When specifying a port number with an IPv6 address, enclose the address in square brackets.
o Example: [2001:db8::1]:8080
Link-Local Addresses
e Link-local addresses are used for communication within a single network segment.
e They start with the prefix fe80::/10.
o Example: fe80::1ff:fe23:4567:890a

Examples of IPv6 Address Representations
1. Full Address:
o 2001:0db8:0000:0000:0000:ff00:0042:8329
2. Leading Zeros Suppressed:
o 2001:db8:0:0:0:ff00:42:8329
3. Consecutive Zeros Compressed:
o 2001:db8::ff00:42:8329
4. Combination of Both:
o 2001:db8::ff00:42:8329
IPv6 Address Types
1. Unicast:
o ldentifies a single interface.
o Example: 2001:db8::1
2. Multicast:
o ldentifies multiple interfaces.
o Prefix starts with ff00::/8.
o Example: ff02::1
3. Anycast:

o Identifies multiple interfaces, but a packet sent to an anycast address is delivered to the
nearest interface.

o Typically uses unicast address format.
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Assigning IPv6 Addresses

IPv6 addresses can be assigned using different methods, which can be broadly categorized into stateful and
stateless configurations.

1. Stateful Configuration
e Stateful DHCPvé6:

o Devices obtain their IPv6 addresses and other network configuration details from a DHCPv6
server.

o The DHCPv6 server maintains a state, keeping track of which addresses are assigned to which
devices.

o Provides advanced configuration options, such as DNS servers and other network services.
e Manual Configuration:
o IPv6 addresses are manually configured on each device by an administrator.
o Useful for servers and other devices that require static IP addresses.
o Allows for precise control over address assignments and network configurations.
2. Stateless Address Autoconfiguration (SLAAC)
e SLAAC:

o Devices configure their own IPv6 addresses using information advertised by routers on the
network.

o No DHCP server is required.
o Provides basic configuration sufficient to get a device up and running on the network.
SLAAC Process:
1. Router Advertisement (RA):

o Routers periodically send Router Advertisement messages to the all-nodes multicast address
(ff02::1).
o These messages include network prefixes and other configuration parameters.
2. Address Generation:
o The device uses the received prefix to generate its own IPv6 address.

o Typically combines the prefix with a modified version of its MAC address or a randomly
generated interface identifier.

o Example: If the prefix is 2001:db8::/64 and the device's MAC address is 00:1a:2b:3c:4d:5e, the
IPv6 address might be 2001:db8::1a2b:3cff.fe4d:5e.

3. Duplicate Address Detection (DAD):

o The device performs Duplicate Address Detection to ensure the generated address is unique on
the network.

o Sends a Neighbor Solicitation message to the solicited-node multicast address derived from its
new address.

o If no Neighbor Advertisement is received in response, the address is considered unique.
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4. Neighbor Solicitation and Advertisement:

o Neighbor Solicitation messages are used to discover other devices on the network and to
resolve their link-layer addresses.

o Neighbor Advertisement messages are used to respond to Neighbor Solicitations and to
announce changes in link-layer addresses.

Advantages and Limitations of SLAAC:
e Advantages:
o Simple and efficient for basic network configuration.
o Reduces the need for a centralized DHCP server.
e Limitations:
o Does not support advanced configuration options (e.g., setting DNS servers).
o Not suitable for environments where precise control over IP address assignments is required.
Hybrid Configuration
e DHCPv6 for Additional Configuration:

o Inmany networks, SLAAC is used to assign basic IP addresses, while DHCPv6 is used to provide
additional configuration details.

o Devices use SLAAC to generate their addresses and then request additional settings (like DNS
server addresses) from a DHCPv6 server.

Examples of IPv6 Addresses with Public DNS Servers
Here are five examples of IPv6 addresses configured with public DNS servers.
1. Static IPv6 Address Example 1:
o IPv6 Address: 2001:db8:1::1/64
o Gateway: 2001:db8:1::1
o DNS Servers:
= 2001:4860:4860::8888 (Google DNS)
= 2001:4860:4860::8844 (Google DNS)
2. Static IPv6 Address Example 2:
o IPv6 Address: 2001:db8:2::2/64
o Gateway: 2001:db8:2::1
o DNS Servers:
= 2620:119:35::35 (OpenDNS)
= 2620:119:53::53 (OpenDNS)
3. Static IPv6 Address Example 3:
o IPv6 Address: 2001:db8:3::3/64
o Gateway: 2001:db8:3::1
o DNS Servers:
= 2001:4860:4860::8888 (Google DNS)
= 2001:4860:4860::8844 (Google DNS)
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4. Static IPv6 Address Example 4:
o IPv6 Address: 2001:db8:4::4/64
o Gateway: 2001:db8:4::1
o DNS Servers:
= 2620:119:35::35 (OpenDNS)
»  2620:119:53::53 (OpenDNS)
5. Static IPv6 Address Example 5:
o IPv6 Address: 2001:db8:5::5/64
o Gateway: 2001:db8:5::1
o DNS Servers:
= 2001:4860:4860::8888 (Google DNS)
= 2001:4860:4860::8844 (Google DNS)
Pv6 Support
OS Support
e All modern operating systems, including Android and iOS, now support IPv6.
Application Support
e Most applications today support IPv6. You can typically find IPv6 support listed in the feature list of the
application.
ISP Support
e |Pv6 adoption among ISPs has been slow. To see how slow, refer to statistics on IPv6 content requests:
o IPv6 test - IPv6/4 connectivity and speed test (ipv6-test.com)
o World IPv6 Launch Measurements
e Deployment of IPv6 by different ISPs is progressing.
Checking IPv6 Usage
e You can check if a domain uses IPv6 by pinging it with IPv6:
ping -6 google.com
Router Support
e If your ISP supports IPv6 but your router does not, you won't be able to use IPv6 on your network.
Dual Stack Support
e Dual stack support means your system is configured with both IPv4 and IPv6. Applications will choose
to use either IPv4 or IPv6 based on availability.
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Tunneling Across IPv4: Two Scenarios
Scenario 1: IPv4-to-IPv6é Communication
e Description:
o One PCis configured only with IPv4 and needs to connect to another PC which uses only IPv6.

e Process:
1. The IPv4 packet is encapsulated within an IPv6 packet.
2. The encapsulated packet is routed through the IPv6 network.
3. When the packet arrives at the destination, the IPv6 encapsulation is removed, and the original IPv4 packet

is delivered to the IPv6 PC.
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Scenario 2: IPv6-to-IPv6 Communication Through IPv4 Network

e Description:
o Two PCs are configured with IPv6 only and need to communicate through an IPv4 network.

e Process:
1. The IPv6 packet is encapsulated within an IPv4 packet.
2. The encapsulated packet is sent through the IPv4 network via a tunnel.
3. When the packet arrives at the destination, the IPv4 encapsulation is removed, and the original IPv6 packet

is delivered to the IPv6 PC.

Tunneling Across IPv4

* Bridges IPv6 networks using an IPv4 network
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IPv6 Command

Display IP Configuration
1. Show IP Configuration (IPv4 and IPv6)
ipconfig /all
2. Show IPv6 Configuration Only
ipconfig /all | findstr /i "ipv6"
Ping
1. Pingan IPv6 Address
ping -6 <IPv6 address>
ping -6 2001:db8::1
Traceroute
1. Traceroute to an IPv6 Address
tracert -6 <IPv6 address>
tracert -6 2001:db8::1
DNS Lookup
1. DNS Lookup (IPv6)
nslookup -type=AAAA <hostname>
nslookup -type=AAAA example.com
Reset Network Configuration
1. Reset IPv6 Network Configuration
netsh int ipv6 reset
2. Reset IPv4 and IPv6 Network Configuration and Winsock
netsh int ip reset
netsh winsock reset
Renew IP Configuration
1. Renew IPv6 Address
ipconfig /renew6
2. Release IPv6 Address
ipconfig /release6
DNS Cache Management
1. Show DNS Cache
ipconfig /displaydns
2. Flush DNS Cache
ipconfig /flushdns
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