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Active Directory
Primary Active Directory
Lab Objective
ActiveDirectory Domain Services (AD DS) serves as the central database for storing data on all
objects within your Active Directory Forest and processes authentication requests.

This lab explains the process to add and install active directory daseaiites on windows
server 2016

- Server Name: DCO1

- |IP Address: 192.168.153.10

- DNS: 192.168.153.10

- Domain Name: ITPROLABS.XYZ

Initial Configuration
Before you start active directory installation on windows server 2016, there are some changes
its recommended to configure on server including the following:

- Server fully update

- Configure static IP

- Create complex password for buiilt administrator

- Rename server

- Configure time zone

to change previous setting open server manager from start menu and follow the below

@ ¥ Server Manager * Local Server @ F Mamge ool view

_ B PROPERTIES ‘
I25 Dashboard . For WIN-64A4EDL6D1E | TASKS

i Local Server
Computer name WIN-64A4EDL6D1E

= Last installed updates Never
HE All Servers Workgroup WORKGROUP v Download updates only, using Windows deate‘
#§ Fileand Storage Services P Last checked for updates Never

Internet Protocol Version 4 (TCP/IPv4) Properties X Private; Off « Windows Defender Real-Time Protection: On

P Enabled Feedb g Settings

isable 1 anced S o
You can get IP settings assigned automatcally if your network supports Disabled E Enhanced Secu Off

this capability. Otherwise, you need to ask your network administrator

Rem SKtop fi ati
for the 2pprogriate IP sefitrgs. NIC Teaming Disabled Time zone (UTC+03:00) Kuwait Riyadh “
Ethernet0 IPv4 address assigned by DHCP, IPv6 enabled « Product ID Not activated «

(O Obtain an 1P address automatically

(@ Use the follwing IP address:
1P address: [192.166.153. 10
Subnet mask: 255.255.255. 0
Operating system version Microsoft Windows Server 2016 Datacenter Processors Intel(R) Core(TM) i5-3470 CPU @ 3.20GHz
Default gateway: 192.168.153. 2 | e
Hardware information VMware, Inc. VMware Virtual Platform Installed memory (RAM) 3GB
R R R e Total disk space 200 GB
(@ Use the folowing DNS server addresses:

Preferred DNS server: 192.168 . 153, 10 |

Alterate DNS server: 3 ol |
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Install Active directory role
Our server is now prepared for the installation of Active Directory Domain Services, as depicted in the

following figures.

@ s

52 Dashboard

Server Manager * Local Server @ |V Monsge Toos view e

Add Roles and Features

Remove Roles and Features

i PROPERTIES

For DCO1
SAbEL Add Servers

Local Server
H& All Servers Workgroup WORKGROUP Windows Update Download updates only, Server Manager Properties
#§ File and Storage Services P Last checked for updates Never
Windows Firewall Private: Off o Windows Defender Real-Time Protection: On
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled IE Enhanced Security Configuration Off
NIC Teaming Disabled Time zone (UTC+03:00) Kuwait, Riyad
Etheret0 192.168.153.10 Product ID Not activated
Operating system version Microsoft Windows Server 2016 Datacenter Processors Intel{R) Core{TM) i5-3470 qPU @ 3.20GHz
Hardware information VMware, Inc. VMware Virtual Platform Installed memory (RAM) 3GB
Total disk space 200 GB
- s
& Add Roles and Features Wizard - O X
S | . | l . DESTINATION SERVER
elect installation type oco1

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

Installation Type

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
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. . DESTINATION SERVER
Select destination server ocor
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Instaliation Type ®) Select a server from the server pool
Server Selection O Select a virtual hard disk
Server Roles Server Pool
Featurss
Filter: [
Name IP Address Operating System

192.168.153.10  Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Pr Next > | install |

Select server roles

You cannot install Active Directory Domain Services unless the I

. following role services or features are also installed.
Select one or more roles to install on the select 9

[Tools] Group Policy Management
Rales 4 Remote Server Administration Tools D(
S e ; ; 4 Role Administration Tools t
R . > Active Directory module for Windows PowerShell
Active Directory Federation Services 4 AD DS Tools
Active Directory Lightweight Directory ; : 5 3
5 4 S [Tools] Active Directory Administrative Center
netveDirsctan lightsManagementSe [Tools] AD DS Snap-Ins and Command-Line Tools pr
Device Health Attestation
DHCP Server
DNS Server
Fax Server
> |M File and Storage Services (1 of 12 instal =
Host Guardian Service Include management tools (if applicable)

Hyper-V

MultiPoint Services Features | | Cancel |
Network Controller

Network Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Services
Web Server (lIS)

sl |
wo Next > | ‘ Install ‘l Cancel
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DESTINATION SERVER
Select features ocor
Before You Begin Select one or more features to install on the selected server.
Instaliation Type Features Description
Server Selection I NET Framework 3.5 Feature N NET Framework 3.5 combines the
Server Roles i (W] .NET Framework 4.6 Features (2 of 7 installed) power of the .NET Framework 2.0
R I [[] Background Intelligent Transfer Service (BITS) AP!s ‘_‘"th new tthnoIogles for
Features ] BitLocker Drive Encryption building applications that offer
AD DS [] BitLocker Network Unlock appealing user interfaces, protect
; ] BranchCache your customers' personal identity
Confirmation ] Client for NFS information, enable seamless and
[] Containers secure communication, and provide
[] Data Center Bridging the ability to model a range of
] Direct Play business processes.
[[] Enhanced Storage
[] Failover Clustering
Group Policy Management
[] Host Guardian Hyper-V Support
[] 170 Quality of Service
[C] 1S Hostable Web Core
[] Internet Printing Client
[] Ip Address Management (IPAM) Server
[T] iSNS Server service v
< >
1 Next > | ’ Install ‘ | Cancel
< - . . DESTINATION SERVER
Confirm installation selections ocor

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Instaliation Type Restart the destination server automatically if required

Server Szlection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

AD DS Active Directory Domain Services

Group Policy Management

Confirmation

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools
ITTTTTTTT

Export configuration settings
Specify an alternate source path

< Previous | { Next >b Install | [ Cancel
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Promoting to Domain Controllers
We can now upgrade the server to aative directory by following the steps illustrated below in the server
manager.

Server Manager * Local Server =0 VA
5 PROPERTIES §. Post-deployment Configura... |
B oo
_ Configuration required for Active Directory Domain ]
Computer name DCo1 Services at DCO1

Workgroup WORKGROUP Promote this server to a domain controller fsin

o Feature installation
ge Services P

Windows Firewall Private: Off Configuration required. Installation succeeded on

Remote management Enabled bcot

Remote Desktop Disabled Add Roles and Features

NIC Teaming Disabled i h
Ethernet0 192.168.153.10

1 There are three permissible actions when elevating your server to active directory status:
Make your server an additional domain controller in an existing domain,
Transform your server into a child domain within an existing forest,
Designate your server as the root of a new forest (as chosen for our scenario).

fiz: Active Directory Domain Services Configuration Wizard — O X
. . TARGET SERVER
Deployment Configuration Bani

Deployment Configuration

Domain Controller Cptions

Select the deployment operation

(O Add a domain controller to an existing domain

Additional Cptions

(U Add a new domain to an existing forest
Paths o.@ Add a new forest
Review i

Specify the domain information for this operation

Root domain name: itprolabs.xyzl

Choose the forest and domain functional level to activate extra features in Auitieetory. For this scenario,
opt for Windows Server 2016. Our domain will also serve as DNS and hold the global catalog. Lastly, set up a
password for AD restore mode.
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[z Active Directory Domain Services Configuration Wizard - O X
. . TARGET SERVER
Domain Controller Options bent

Deployment Configuration

Domain Controller Options

DNS Options

Select functional level of the forest and root domain

Forest functional level: J Windows Server 2016 -

Additional Options Domain functional level: | Windows Server 2016 v

Paths

Specify domain controller capabilities

Review Cptions Domain Name System (DNS) server

V| Global Catalog (GC)
Read only domain controller (RODC)

o Type the Directory Services Restore Mode (DSRM) password

Prereguisites Chec

Password: |escessscsece ‘
Confirm password: ouuooooou| I
ey Active Directory Domain Services Configuration Wizard - O X
L . TARGET SERVER
Additional Options s
Deployment Configuration ) . 2 o
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions y
o X The NetBIOS domain name: |ITPROLABS
DNS Options L |
Paths
Review Cptions
Preraguisites Chack
fi Active Directory Domain Services Configuration Wizard = m} X
3 TARGET SERVER
DNS Options DCO1

| A Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X

Deployment Configuration ! . -
Specify DNS delegation options
Domain Controller Cptions

Create DNS delegation

Additional Cptions

Dathr
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It is advisable to relocate the Active Directalgtabase and log file locations away from the
operating system partition.

& Active Direct ices Configuration Wizard = O
TARGET SERVER
Path S DCO1 Never
Download updates only
Never
Deployment Configuration : :
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options ; ‘
] | E Real-Time Protection: C
ik s Database folder |EnaD DB [=] i ime Protecti
; [= ettings
Aekditonal Boions Log files folder [E7AD DBWNTDS 1E] "

SYSVOL folder: [EraD DBVSYSVOL | [ pe—,

fiew Opti
Review Options Browse For Folder X

Prerequisites Check

Select the folder for the Active Directory Domain Services
Database.

34

> b Downloads A
> D Music

> [&] Pictures

> [ Videos =
> ‘i Local Disk (C:)

> = CD Drive (D:) WD Unlocker
v . DB(E)

AD DB —

More about Active Directory paths

 Make New Folder | oK | Cancel
A | T

fi Active Directory Domain Services Configuration Wizard — [m] X
g . TARGET SERVER
Review Options DCor
Deployment Configuration | [ Review your selections:
Domain Controller Options | Configure this server as the first Active Directory domain controller in a new forest. A
DNS Options The new domain name is "itprolabs.xyz". This is also the name of the new forest.

Acckions! ptione The Net8IOS name of the domain: TPROLABS

Paths
Review Options Forest Functional Level: Windows Server 2016
Praraguisitas Chack Domain Functional Level: Windows Server 2016

Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: No v

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options
1 Next > Install | Cancel
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[ Active Directory Domain Services Configuration Wizard = O

TARGET SERVER

Installation pCol

Progress
Waiting for DNS installation to finish
A ) View detailed operation results

A, Windows Server 2016 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwiink/?Linkld=104751).

M, A delegation for this DNS server cannot be created because the authoritative parent zone

cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DNS infrastructure, you should manually create a delegation to this DNS server in
the parent zone to ensure reliable name resolution from outside the domain
"itprolabs.xyz". Otherwise, no action is required.

= Active Directory Domain Services Configuration Wizard = [m] X

[T 1 TARGET SERVER

Prerequisites Check pCot
P need to be vali before Active Directory Domain Services is installed on this

computer

Verifying prerequisites for domain controller operation...
A ) View results

A\ I you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Nel nstall Cancel
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Our server has been successfully promoted to an active directory domain controller.

@ ¥ Server Manager * Local Server @1V Manage ook

B PROPERTIES
I8 Dashboard . For DCO1

i Local Server
- Computer name DCO1 Last installed updates Never
W& All Servers IDomain itprolabs,xyzl Windows Update Download updates only, using Windows Update
il ADDS Last checked for updates Yesterday at 1:00 PM
18 DHcP
% DNS Windows Firewall Domain: Off Windows Defender Real-Time Protection: On
&5 File and Storage Services b Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled IE Enhanced Security Configuration Off
NIC Teaming Disabled Time zone (UTC+03:00) Kuwait, Riyadh
Ethemnet0 192.168.153.10 Product ID Not activated
Operating system version Microsoft Windows Server 2016 Datacenter Processors Intel(R) Core(TM) i5-3470 CPU @ 3.20GHz
Hardware information VMware, Inc. VMware Virtual Platform Installed memory (RAM) 3GB
Total disk space 260 GB
~— - -
. Active Directory Users and Computers
File Action View Help
o o = y : % P n
ez SRR Y R a-k
@ EH Bz BRI T RETYER
] Active Directory Users and Com|| Name Type Description

> [&] Saved Queries ] Buiktin BulitinDomain

e
W | Computers Container Default container for up...
> 1 Builtin

/=] Domain Con... Organizational... Default container for do...

» || Computers : ; :
= __| ForeignSecu... Container Default container for sec...
_ : ForeignSecurityPrincipals " Managed Se... Container Default container for ma...
Managed Service Accous [ Users Container Default container for up...
P N

> | Users
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Secondary Active Directobomain Controller

To enhance the high availability and reliability of our primary Domain Controller (D&)dfelvahed.me we
are going to create a secondary Active Directory Domain Controller. This secondary DC will serve multiple
purposes, including:
1. High Availability:
o The secondary DC ensures that our Active Directory services remain available in case the
primary DC experiences downtime or failure. This setup helps to maintain uninterrupted access
to resources and authentication services.

2. Upgrade Path:
o Operating System Upgrades: When upgrading from an older Windows Server version to a new

one, the secondary DC can facilitate a smooth transition. By promoting a secondary DC with the
new OS, we can gradually transfer roles and services, ensuring mingmadtiin.

o Hardware Upgrades: When the primary DC requires a hardware upgrade, the secondary DC can
take over its responsibilities temporarily. This allows for seamless hardware updates without
affecting domain services.

3. Redundancy:
o The secondary DC acts as a backup for the Active Directory database. This redundancy protects
against data loss and ensures that changes to the directory are replicated and preserved.
4. Load Balancing:
o With a secondary DC, authentication and directory lookup requests cdistributed across

multiple servers. This load balancing improves performance and responsiveness for users and
applications.

Steps to Create a Secondary Active Directory Domain Controller:
1. Prepare the Secondary Server:

o Ensure that the secondary server meets the system requirements and is properly configured
with a static IP address and DNS settings.

2. Join the Secondary Server to the Domain:

o Add the secondary server to the existing domain abdelwahed.me.
3. Install Active Directory Domain Services (AD DS):

o Use the Server Manager to install the AD DS role on the secondary server.
4. Promote the Server to a Domain Controller:

o Promote the secondary server to a Domain Controller using the Active Directory Domain
Services Configuration Wizard. Ensure it is configured to replicate from the primary DC.

5. Verify Replication:
o Ensure that replication between the primary and secondary DCs is functioning correctly. Use
tools like repadmin and Active Directory Sites and Services to monitor replication status.
6. Transfer FSM@®oles (if necessary):

o Consider transferring Flexible Single Master Operations (FSMO) roles to the secondary DC if
needed for load balancing or during the upgrade process.

All steps explained above are illustrated in the photos below:
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ZJ Group Policy Management Editor -

File Action View Help

o= 7EIXER HE

(= Default Domain Policy [MCT-DC1.ABDELWAHEL A Policy Policy Setting
v i C_omputer Configuration 12y Access Credential Manager as a truste| Add workstations to domain Properties ? x
~ || Policies

124y Access this computer from the netwol
5] Act as part of the operating system Securty Policy Setting | Explain

@ Add workstations te demain = Add workstations to domain
l2i) Adjust memory quotas for a process

» [ Software Settings
w || Windows Settings
> [] Name Resolution Policy
=] Scripts (Startups/Shutdown)

- . 1) Allow log en locally
Y % EECUAT:O?;T:I:g;des 12 Allow log en through Remote Desktog Define these poiicy settings:

v jﬂ Local Policies lzi Back up files and directories ABDELWAHED \Domain Admins

> j Audit Policy |2 Bypass traverse checking

> i UserRights Assignment 24| Change the system time

j Security Options lZ| Change the time zone

> gi Event Log \i) Create a pagefile
> [ & Restricted Groups |#l;| Create a token object
» [[& System Services 5] Create global objects
> 8 Registry lii) Create permanent shared objects
> ;3 File System 15 Create symbolic links
> o Wired Network (IEEE 802.3) Po 4] Debug programs
» ] Windows Defender Firewall wi |11z Deny access to this computer from th Remove

[ Network List Manager Policies
> ‘;@ Wireless Metwaork (IEEE 802.11]
> [ | Public Key Policies
» || Software Restriction Policies
» || Application Control Policies

> lg IP Security Policies on Active [
T A deammmd Aot Palis s e fin || Force shutdown from a remote systen|

lzi) Deny log on as a batch job

li Deny log on as a service

l2i) Deny log on locally

liy) Deny log on through Remote Desktop|

li) Enable computer and user accounts t

i PROPERTIES

IE% Dashboard For MCT-DC2 [

Local Server

- Computer name MCT-DC2 Last installed updates MNever
W& All Servers Domain abdelwahed.me Windows Update Downlo
B File and Stora| = Add Roles and Features Wizard - m} *
. . DESTINATION SERVER
Select destination server MCT-DC2 3bdevahed me
Before You Begin Select a server or a virtual hard disk on which ta install roles and features,
Installation Type (®) Select a server from the server pool
() Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System

MCT-DC2.abdelwahed.me  200.200.200.201  Microsoft Windows Server 2022 Datacenter
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= Add Roles and Features Wizard — O >
DESTINATION SERVER
Select server roles MCT-DC2 sbishuzhed e

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
A7 F5EE LD ] Active Directory Certificate Services - Active Director}:f Domair? Services
e ) e am  — S | (AD DS) stores information about
Faztures [] Active Directory Federation Services C't_'Je_ds ol th.e netwgrk and makes
o [] Active Directory Lightweight Directory Services this information af.ra_llable (BIET
AD DS [] Active Directory Rights Management Services and network administrators. f':\D Ds
[] Device Health Attestation uses domain controllers to give
Confirmation [] DHCP S network users access to permitted
erver
] DNS Server rescurces anywhere on the network
through a single logon process.
] Fax Server g g gon p
I [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
] Hyper-v
[ Network Controller
] Network Policy and Access Services
[] Print and Document Services
[ Add Roles and Features Wizard - O x
- DESTINATION SERVER
Installation progress MCT-DC2 abdeahed me

View installation progress

o Feature installation
—
Installation started on MCT-DC2.abdelwahed.me

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks, View task progress or open this

page again by clicking Neotifications in the command bar, and then Task Details.

Export configuration settings
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&= Add Reles and Features Wizard — O *

DESTINATION SERWER

Installation progress MCT-DC2 abdemabed me

View installation progress

o Feature installation
]

Configuration required. Installation succeeded on MCT-DC2.abdelwahed.me.

Active Directory Domain Services
Additional steps are required to make this machine a domain contraller.

Promote this server to a domain controller

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools W

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Server Manager * Local Server @ | FA Manage
B  PROPERTIES 1. Post-deployment Configuration

IEE Dashboard . For MCT-DC2
= - Configuration required for Active Directory Domain
0 Local Server et ! Y
- Computer name MCT Services at MCT-DC2 Meve
BE All Servers Domain abde Promote this server to a domain controller Dow
i§l AD DS s Meve

= o Feature installation
BE File and Storage Services P

Microsoft Defender Firewall Dom Configuration required. Installation succeeded on tivirus Real-
Remote management Enak MCT-DC2.abdelwahed.me. s Setti
Remote Desktop Disal Add Roles and Features onfiguration On
NIC Teaming Disal . (UTC
Ethemet 200 fask Detalls Not i
Azure Arc Management Disabre
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iz Active Directory Domain Services Configuration Wizard - O *
D | t C _I: _t TARGET SERVER
eployment Configuration MET-DC2 abdelrahod me

Deployment Configuration

Select the deployment operation
Diomain Controller Options

® Add a domain controller to an existing domain
Additional Cptions

) Add a new domain to an existing forest
Faths () Add a new forest

Review Options i o . . .
Specify the domain infermation for this operation

Praraguisitas Chack
Domain: abdelwahed.me | | Select... |
Supply the credentials to perform this operation
ABDELWAHEDVAdministrator (Current user)
= Active Directory Domain Services Configuration Wizard - O *
. . TARGET SERVER
Domain Controller Options MCT-DC2.abdehwahed.me

Deployment Configuration ) ) . . .
Specify domain controller capabilities and site information

Domain Controller Options

Domain Name System (DNS) server

DNS Cptions Global Catalog (GC)
Additicnal Options [[] Read only domain controller (RODC)
Paths Site name: | Default-First-Site-Name - |

Review Cptions
o Type the Directory Services Restore Mode (D5RM) password
Prereguisitas Chack

Password: |.II..II..II. |

Confirm password: |.II..II..II. |
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= Active Directory Domain Services Configuration Wizard - O x
DN S O - TARGET SERVER
ptions MCT-DC2.abdelwahed.me

‘ A, Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare »

Deployment Configuration . . .
Specify DN5 delegation options
Domain Controller Options ]
Update DNS delegation

DMS Options

Additional Cptions

Paths
Review Options
Prereguisites Check
[ Active Directory Domain Services Configuration Wizard — O >
Add t | O t TARGET SERVER
lonal Lptons MCT-DC2.abdelwahed.me
Deployment Configuration . . _
Specify Install From Media (IFM) Options
Domain Controller Cptions )
] Install from media
DMN5 Options
Additional Options Specify additional replication options
Paths Replicate from: MCT-DC1.abdelwahed.me v

Review Cptions

Frareguisitas Chack
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[ Active Directory Domain Services Configuration Wizard - O *

Path TARGET SERVER
dalns MCT-DC2.abdelwahed.me

Deployment Configuration . . )
Specify the location of the AD D5 database, log files, and SYSVOL
Domain Controller Options

DM5 Options
Additional Options Log files folder: |C:\W|ndow5\NTDS ||I|

SYSVOL folder: | CAWindows\SYSVOL =]

Review Cptions

Database folder: CAWindows\NTDS =]

Preraguisites Chack
& Active Directory Demain Services Configuration Wizard - a >
R ; O - TARGET SERVER
eview QOptions MCT-DCZ.abdehwahed.me
Deploymenit Configuration Review your selections:
Domain Controller Options Configure this server as an additional Active Directory domain controller for the domain A
) "abdelwahed.me".
DN5S Options
Additional Options Site Name: Default-First-5ite-Mame
FPaths Additional Options:

Read-only domain controller: No

Frerequisites Check

Global catalog: Yes
DNS Server: Yes
Update DNS Delegation: No

Source DC: MCT-DC1.abdelwahed.me

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

UL LT Ty O O A A L A L A L A A A A L L
www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

TOCTUTOTOTIOTIUMUTIMTIMIIT TCTUTTTT T T T T T T I T T T TUTU IO TC TC T T T T TUTUC TC T T TT TUTUTU TU TC TC TU TU TU TT T

= Active Directory Domain Services Configuration Wizard — O X
[ TARGET SERVER
Prerequisites Check MCT-DC2.abdelwahed.me

| & Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Deployment Configuration . i - . S )
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options | computer

DNS Options Rerun prerequisites check
Additional Options
Paths @ View results
Review Options ! Windows Server 2022 domain controllers have a default for the security setting named =

"Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsaft.com/fwlink/7Linkld=104751).

I Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server, If you are integrating
with an existing DN5 infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resclution from outside the
domain “abdelwahed.me". Otherwise, no action is required. 0¥

1, If you click Install, the server automatically reboots at the end of the promotion operation.

Maore about prerequisites

< Previous | | Next » | | Install | | Cancel
= Active Directory Domain Services Configuration Wizard — O
| || . TARGET SERVER
nstallation MCT-DC2.abdelwahed.me

Progress
Securing machine\software\microsoft\windows
) View detailed operation results

I, Windows Server 2022 domain controllers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows NT 4.0% that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751).

Installa I A delegation for this DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DN infrastructure, you should manually create a delegation to this DNS server in
the parent zone to ensure reliable name resolution from outside the domain
“abdelwahed.me", Otherwise, no action is required.

More about installation options
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@ ¥ Server Manager * Local Server

i PROPERTIES

I8 Dashboard For MCT-DC2

i Local Server ]

- Computer name MCT-DC2 Last installed

W& All Servers Domain abdelwahed.me Windows Upc

il ADDs - E—
Active Directory Users and Computers

&8 DNS

- ] ] File Action View Help

BE File and Storage Services b

o | B XEBdE BHE|PaaTEh

] Active Directory Users and Com|| Name Type
| Saved Queries
v ‘}F'j abdelwahed.me

| Builtin
Computers

Description
E; Sales01 User

Doemain Contrellers
Finance
ForeignSecurityPrincipal:
HR.

T

Managed Service Accour
Marketing

Sales

2

Users
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DHCP

Lab Goal

The Dynamic Host Configuration Proto@oHCPautomatically assigns TCP/IP configuration such as IP address,
subnet mask, default gateway, DNS server, and various other parameters. This laboratory session is designed to
impart the necessary skills for installing and administering a DHCP Server.

Install DHCP role

The DHCP server role can be added using the server manager by selecting 'Add Roles,' or through PowerShell,
as depicted in the instructions below:

- UsingPowerShell

EN Administrator: Windows PowerShell

dows PowerShe :
opyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> Add-WindowsFeature

uccess Restart Needed Exit Code Feature Result

- UsingServer Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

1 " “ashboard

Local Server
ii All Servers
id ADDS
£ DNS

0 Configure this local server

g File and Storage Services P

WHAT'S NEW
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DESTINATION SERVER
Select server roles DCO1 eprolabs xyz
f=; Add Roles and Features Wizard g X
Select one or more roles to install on
Roles Add features that are required for DHCP Server?

| Active Directory Certificate 591 The following tools are required to manage this feature, but do not
/| Active Directory Domain Servi  have to be installed on the same server.
| Active Directory Federation Sg . .

| Active Directory Lightweight [
| Active Directory Rights Manag
Device Health Attestation

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

|
| DNS Server (Installed)
Fax Server
|- /M| File and Storage Services (2 of
| Host Guardian Service
[ | Hyper-V
| MultiPoint Services
| Network Controller
| Network Policy and Access Se|

| Print and Document Services
| Remote Access
| Remote Desktop Services
| Volume Activation Services
Web Server (lIS)

Include management tools (if applicable)

add Features Cancel

bility

L<p,°Nexz> | | instan || Cancel

Select features

Before You Begin
Instaliation Type
Server Selection
Server Roles
DHCP Server

Confirmation

Select one or more features to install on the selected server.

Features

BN NET Framework 3.5 Features

[ [m] .NET Framework 4.6 Features (2 of 7 installed)
I [[] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Network Unlock

[] BranchCache

[] Client for NFS

[] Containers

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

| Group Policy Management (Installed)

[[] Host Guardian Hyper-V Support

[] 1/0 Quality of Service

[] 1S Hostable Web Core

[] Internet Printing Client

[] 1P Address Management (IPAM) Server

[71 iSNS Server service

DESTINATION SERVER
DCO1.itprolabsxyz

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

TTTITTTT TU

[ e ex> |

\ Install ' | Cancel
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DESTINATION SERVER
DHCP Server BCOt.tprolabsayz
Before You Begin The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides

Instaliation Type computers and other TCP/IP-based network devices with valid IP addresses and the additional
Server Selection configuration parameters these devices need, called DHCP options, This allows computers and devices

to connect to other network resources, such as DNS servers, WINS servers, and routers.
Server Roles

Features Things to note:
* You should configure at least one static IP address on this computer.
Confirmation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan

in a safe place for later reference.

< Previous ext > ; install ‘ | Cancel
Confirm installation selections i
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type Restart the destination server automatically if required
Server Salection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

DHCP Server DHCP Server

Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

< Previous | | Next> | Install_ | | Cancel

B 77 O O A O O A O A O O A o A i A1
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fE= Add Roles and Features Wizard — O X
v DESTINATION SERVER
Installation progress DCO1 prolabs e

View installation progress

ture installation
=]
Installation started on DCO1.itprolabs.xyz

DHCP Server
Remote Server Administration Tools
Role Administration Tools

DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next> Close | Cancel

DHCP Post Installation Configuration

Server Manager * Dashboard

|, Post-deployment Configura... |
WELCOME TO SERVER MANAGER

Configuration required for DHCP Server at DCO1 -

B Local Server

i Al Servers S e %
= a Configure this local server Compiste DHCP conffguration
I§l AD DS : >
= o Feature installation
{8 DHCP QUICK START
% DNS 2 Add roles and features Configuration required. Installation succeeded on
= DCO1.itprolabs.xyz.
WE File and Storage Services b = i ) R FROEDSYS
3 Add other servers to manage Add Roles and Features
WHAT'S NEW §
4 Create a server group Task Details

w

Connect this server to cloud services

UL LT Ty O O A A L A L A L A A A A L L
www.abdelwahed.me



http://www.abdelwahed.me/
http://www.abdelwahed.me/

MCSA Complete Labs

TOCTUTOTOTIOTIUMUTIMTIMIIT TCTUTTTT T T T T T T I T T T TUTU IO TC TC T T T T TUTUC TC T T TT TUTUTU TU TC TC TU TU TU TT T

DHCP Authorization

In Active Directory, DHCP requires authorization to allocate IP addresses to DHCP clients, and this is carried out
using a domain administrator account.

= DHCP Post-Install configuration wizard - O X
Description
The following steps will be performed to complete the configuration of the DHCP Server on the
target computern:

Authorization

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

[z DHCP Post-Install configuration wizard

Authorization

Description Specify the credentials to be used to authorize this DHCP server in AD DS.

(®) Use the following user's credentials

User Name: | ITPROLABS\administrator

() Use alternate credentials

UserName: | Specify...

) Skip AD authorization

o P e | o
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Configuring DHCP
Create ancconfigure new scope

A DHCP scope represents a range of IP addresses that a DHCP server can assign to clients. To add and
configure scope options, proceed as detailed in the following figures. Execute dhcpmgmt.msc to launch the
DHCP managementizard.

% DHCP .
v 3 dcOlitprolabsxyz (ﬁ' Add a Scope
v B I -
; Display Statistics...
] is a range of IP addresses assigned to computers requesting a dynamic IP address. You must create and config
New‘Stopg... :s can be assigned.
New Multicast Scope...

1 new scope, on the Action menu, click New Scope.
Configure Failover...

e information about setting up a DHCP server, see online Help.
Replicate Failover Scopes...

Nefina llcar Claccar

% DHCP
v 7 dcOl.itprolabs.xyz lo Add a Scope
v j, 1Pv4 -
&S Opti
“3‘ per;/ef EHons A scope is a range of IP address . - v 4 =R * =5 before dynamic IP
= e addresses can be assigned. New Scope Wizard
> # Filters
b i IPv6 To add a new scope, onthe Acti  Scope Name
You have to provide an identifying scope name. You also have the option of providing
For more information about seti a description.
Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.
Nanb‘lTPmLabs Scope]
Description: |
[z DHCP Post-Install configuration wizard — O

The status of the post install configuration steps are indicated below:

Creating security groups  wmmsisinann Done

Please restart the DHCP server service on the ta m or the security groups to be
effective.

Authorizing DHCP server s @
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Please keep in mind that the range of IP addresses can be altered after creating the scope, but the subnet
mask is not changeable.

% DHcP
v 3 dcOl.itprolabsxyz
v 3 IPv4
.3 Server Options
4] Policies
> [# Filters
. B IPvE

|0| Add a Scope

hef,
before

A scope is a range of IP address
addresses can be assigned.

New Scope Wizard
To add a new scope, on the Acti IP Address Range

For more information about si

You define the scope address range by identifying a set of consecutive IP addresses.

~Configuration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: I 192 .168 . 153 . 50
End IP address: l 192 . 168 . 153 . 254

— Configuration settings that propagate to DHCP Client

Length: 24

Subnet mask: 255.255.255. 0

You have the option texcludean IP address or a set of IP addresses from those available for DHCP allocation,
allowing for manual assignment as static IPs.

New Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

N

DHCPOFFER message.

Type the |IP address range that you want to exclude. If you want to exclude a single

address, type an address in Start |P address only.

Start |P address: End IP address:

Excluded address range:

=

Subnet delay in milli second:
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The standard setting for DHCP leases is 8 days, but you can adjust the duration to meet your needs.

% DHCP
v 3 dc01l.itprolabs.xyz
v _% Pv4
E S Opti
j] perl\.re.r RO A scope is a range of IP address = = . S . =i before dyt
e addresses can be assigned. New Scope Wizard
> | # Filters
> i IPve To add a new scope, on the Acti Lease Duration
The lease duration specifies how long a client can use an |P address from this scope.
For more information about set{
Lease durations should typically be equal to the average time the computeris
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.
Set the duration for scope leases when distributed by this server.
Limited to:
Days: Hours: Minutes:
s | = -
| B3] o] o
Set up the standard DHCP options now, or you have the option to configure them later.
% DHCP
v 3 dcOlitprolabs.xyz
v i IPv4
.3 Server Options y e g s i T o ) e ;
= Polici A scopeis a range of IP address - before dy
S addresses can be assigned. New Scope Wizard
, 7| Filters
> i IPvb To add a new scope, onthe Acti  Configure DHCP Options
You have to configure the most common DHCP options before clients can use the
For more information about set{ scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

~ (% Yes, | want to configure these options now:

" No, | will corfigure these options later
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% DHCP
v 3 dcOl.itprolabs.xyz
v 3 IPv4
3 S Opti
“:"i perl\-/e.r pHions A scope is a range of IP address — i before
o= F'Ttmes addresses can be assigned. New Scope Wizard
> [ # Filters
> B IPvE To add a new scope, onthe Acti  Router (Default Gateway)
You can specify the routers, or default gateways, to be distributed by this scope.
For more information about set{

To add an IP address for a router used by clients, enter the address below.

IP address:
’ 192 168153, 2|

Choose a DNS server acquired via DHCP; for instance, in our setup, we have a domain (DNS Server) titled
itprolabs.xyz with two DNS servers assigned the IP addresses 192.168.153.10 and 192.168.153.9.

% DHCP x
v 3 dcOl.itprolabsxyz ‘0’ AddaScope
v B P -
{3 Server Options : = i >3
= Polici A scope is a range of IP address - befo
A o addresses can be assigned. New Scope Wizard
> ¥ Filters
i IPv6 To add a new scope, onthe Acti  Domain Name and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by clients
For more information about set{ on your network.

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

opam domai: [T

To configure scope clients to use DNS servers on your network, enter the |P addresses for those
servers.

Server name: IP address:

192.168.153.10
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befor

% DHCP .
v i d_c01.itprolabs.xyz l“oj‘ Add a Scope
v 3y IPvd Rk
3 S Opti
—5 penA/e_r prons A scope is a range of P address — - e e
o Policies addresses can be assigned. New Scope Wizard
¥| Filters
i IPv6 To add a new scope, on the Actif  WINS Servers

For more information about set{ names to IP addresses.

broadcasts to register and resolve NetBIOS names.

Computers running Windows can use WINS servers to convert NetBIOS computer

Entering server P addresses here enables Windows clients to query WINS before they use

IP address:

Server name:

TIESOT e ]

Enable your scope with the settings weagplied, or choose to enable it at another time.

TR

befo

%@ DHCP =
v 3 deOl.itprolabs.xyz [0) Add a Scope
v @ IPv4 2
.3 Server Options : e : 3 2 : 2 e
5 Polici A scope is a range of IP address: -
i addresses can be assigned. New Scope Wizard
¥ Filters
B IPv6 To add a new scope, onthe Actii  Activate Scope

Clients can obtain address leases only if a scope is activated.
For more information about set{

Do you want to activate this scope now?

iYes, | want to activate this scope now:

¢ No, | will activate this scope later

Your configuration has been successfully completed, and the DHCP server is prepared to respond to client

requests.

% DHCP
v 3 dcOl.itprolabsxyz

\‘0} Add a Scope

v B IPv4
.3 Server Options

L - L

before dynamic IP

A scope is a range of IP addressg

2 Policies addresses can be assigned. New Scope Wizard
¥ Filters
, B IPv6 To add a new scope, on the Acti Completing the New Scope

Wizard

For more information about se

“You have successtully completed the Tew Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
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Test DHCP functionality from Windows Client (Windows 10)
How DHCP client obtain automatic IP addreSs0RA
1- DHCPDiscoveDHCP client send broadcast message to the network to detect the DHCP server.

2- DHCPOfferDHCP server which receive the Discover message also send broadcast message to DHCP
client that send the discover message to Offer TCP/IP configuration.

3- DHCPRequesDHCP client broadcast request that contain accept for offered TCP/IP configuration.

4- DHCPACHKDHCP server replay broadcast with acknowledging client that now you have TCP/IP
configuration with lease duration.

When50%o0f a lease duration has passed, the client asks the DHCP server via unicast to extend its lease. If the
server is reachable, it responds with a DHCPACcK to renew the lease. If there's a network issue, the client
attempts to contact the server again ar.5%of the lease time using a broadcast starting with a DHCPRequest.
{K2dA R O2yySOGAQAGeE AaadzsSa LISNARAAGTZ GKS aSNIBBSNI YI @

Network Connection Details X

Network Connection Details:

Property Value

Connection-specific DN... itprolabs xyz

Description Intel(R) 82574L Gigabit Network Connect
Physical Address 00-0C-25-82C5-70

DHCP Enabled Yes

|Pv4 Address 192.168.153.50

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Thursday, June 1, 2017 3:35:11 PM
Lease Expires Friday, June 9, 2017 3:42:56 PM

192.168.153.10

NetBIOS over Tepip En...  Yes

Link4ocal IPv6 Address fe80::387a:2731:245¢c:d047%3
|Pv6 Default Gateway

IPv6 DNS Server

< >
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DHCP Scope Options

The Address Leases tab displays ttmmputers that received TCP/IP configurations from the DHCP server,
including details on when the lease expires and the MAC addresses of the clients.

? D.HCP _Client P Address Name. Lease Expiration Type Unique ID Description Network Access Protection
v B dcDlitprolabs.xyz M5192.168.153.50  ClientOl.itprolabs.xyz| 6/10/2017 10:42:48 PM DHCP 000c2982¢970 Full Access
v b !F:v4 5 1% 192.168.153.51 VPN.itprolabs.xyz 6/14/2017 10:54:40 AM DHCP RAS Full Access
1 f iig’:&' 3‘;;'}:2; _ 19216815352 VPNitprolabsxyz | 6/14/2017 10:54:40 AM DHCP RAS Full Access
: i 18192.168.153.53 VPN.itprolabs.xyz 6/14/2017 10:54:40 AM DHCP RAS Full Access
1%, 192.168.153.54 VPN.itprolabs.xyz 6/14/2017 10:54:40 AM DHCP RAS Full Access
N 1%192.168.153.55 VPN.itprolabsxyz 6/14/2017 10:54:40 AM DHCP RAS Full Access
3 Scope Options || 1%9192.168.153.56 VPN.itprolabs.xyz 6/14/2017 10:54:40 AM DHCP RAS Full Access
i Policies 18 192.168.153.57 VPN.itprolabs.xyz 6/14/2017 10:54:40 AM DHCP RAS Full Access
3| Policies 18 192.168.153.58 VPN.itprolabs.xyz 6/14/2017 10:54:40 AM DHCP RAS Full Access
s B Filters 1%192.168.153.59 VPN.itprolabs.xyz 6/14/2017 10:54:40 AM DHCP RAS Full Access
& IPvE

DHCP Exclusion

As previously noted, it is possible to exclude an IP or range from DHCP scope leases; this setting can be
adjusted in this specific tab. Additionally, the DHCP scope range is visible within this tab, as illustrated in the
figures provided below.

(g DHCP ‘ Start IP Address End IP Address Description
¥ Il aeiipokbey Foio26e15350 192.168.153.254 | Address range for distribution
v B IPv4

.3 Server Options
v || Scope[192.168.153.0]
= Address Po~

" Address Le: |
5 [22] Reservation

e g View >
.. Scope Optir
| Policies Refresh
A Policies Export List...
> ¥ Filters
B IPv Help
? D-HCP Start IP Address End IP Address Description
v i drlLitpralabsayz $13192.168.153.50 192.168.153.254 Address range for distribution
v B IPva
j aever Onfions Add Exclusion ? X
| Scope[192.168.1
“ﬂ Address Pool Type the IP address range that you want to exclude. f you want to
. Address Leases exclude a single address, type an address in Start IP address only.

> B8 Reservations 192 . 168 . 153 100
", Scope Options Start |P address: - : -
1| Policies End IP address: 192.168.153. 110

2 Policies

» [# Filters
> i IPv6 Add Close

UL LT Ty O O A A L A L A L A A A A L L
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DHCP Reservation

It's possible to allocate a particular IP address tgecific client by linking it to the client's MAC address. This
can be particularly useful when configuring network devices like printers, network storage, or servers.

% DHCP

v 3 dcDlitprolabsxyz Y

v B IPv4 h_4
S Opti

A ‘j S:;V:; [1’;2'.:2;.1 53.0] A reservation ensures that a DHCP client is always assigned the same IP address.

'i} Address Pool

To add a reservation, on the Action menu, click New Reservation.
& Address Leases

: Reservz: b Shaadh 4'=inn nrevents a DHCP client from ever obtaining an address from a specifi
= Sco (i - New Reservation...
pe 3 : 2
“‘-l‘ i in about reservations and exclusions, see online Help.
qr Policies View N
| Policies
> 1} Filters Refresh
i IPvb

Help

Additionally, you can assign a reserved IP address to a leased computeetarork device, as depicted in the
figure below.

Z DHCP
vV & deOl.itprolabsxyz Reservations New Reservation ? X
v 3P4
j Server Options Provide information for a reserved client.

A reservation ensures that a DHCP client

B S 192.168.153.0
oy L ] ] ) Reservation name: iHR Office
o L Address Pool To add a reservation, on the Action men

@ Address Leases

E IP address: | 192 .168 .153. 55
‘} Reservations Note: An exclusion prevents a DHCP clie
[, Scope Options . . . MAC address: |000029820970
1Ty Polici For more information about reservationd
& - : ?'c'es Description: IHR New Office
| Policies
> @ Filters ~ Supported types i
> @ IPvE " Both
* i

Add I Close

UL LT Ty O O A A L A L A L A A A A L L
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DHCP Filter

To restrict DHCP responses to certain clients, include their MAC addresses in an allow list filter. Conversely,
to block DHCP requests from specific computers, add their MAC addresseddayalist filter.

@ DHCP MAC Address
v j dcOl.itprolabs.xyz
v & IPv4
i 2 o G 2 DHCP MAC Address
R SCIVEE UpHions v 3 dcOlitprolabs.xyz
v || Scope [192.168.153.0] v 3 IPvd
"} Address Pool .3 Server Options
¥® Address Leases v | Scope[192.168.153.0]

(i3 Address Pool
) Address Leases
> (2| Reservations

» =, Reservations
.., Scope Options

: ] Policies ., Scope Options
Policies ~i| Policies
Filters 7| Policies
J2 Allow v 7 Filters
= V@ Allow
New Filter... _ %) Denv
> i IPv6 !
Enable Disable
View > View >
Refresh Refresh
Export List...
Help
? DHCP MAC Address Description
v 3 dcOl.itprolabsxyz
v i 1Pv4 There are no items to show in this view
(.3 Server Options
v [ Scope[192.168.153.0] New Filter ;
i} Address Pool
@ Address Leases Provide MAC address of the client, that will not receive DHCP services.
> |z| Reservations
.. Scope Options MAC address: l
1 Policies
|4 Policies Description: I
v 7 Filters =
& Allow Add I Clear I Close I
el x| Dery

Please be aware that allow and deny lists are not active by default. If you activate the allow list, DHCP will
only respond to clients on this list.

UL LT Ty O O A A L A L A L A A A A L L
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Scope and Server options

This section details how to configure or modify the scope and server settings, such as DNS and the default
gateway. Scope options are specific to a particular scope, while server options apply to all scopes within the
DHCP server. In our example, we wigmonstrate how to modify the default gateway for both scope and
server options.

Please note that if there is a discrepancy between scope and server options, the scope option prevails (it is
more restrictive).

s taA

% DHcP - Server Options ? X
v @ dcOlitprolabs.xyz .:0} Server Options
v |Pv4 L 4 General Advanced
-5 Server Options : R % :
: S 1';2 168.153.0 Server options are additional configuration p3 Javailable Options | Description cor
v Fope [192.168.133.0] addresses for default gateways (routers), WIN 1 :] ST e : i
£} Address Pool 002 Time Offset UTC offset i
@ Address Leases Server options act as defaults for all scopes. 4 003 Router Armay of rout 0
| Reservations [ 1 004 Time Server Aray of time
L Scope Options To set the server options, on the Action menu (:]005 NameS?n/e Aray of na)n
J] Policies For more information about server options, s
‘@ DHCP Option Name Vendor Value ==
= ; ; ?
v i d.‘°;;“§'°'ab5‘x”z ) 003 Router Standard 1921681532 | Scope Options r X
v B "VS Onti =) 006 DNS Servers Standard 192.168.153.9 General  Advanced
G & S:rove; [1;2'(;2; 152.0] |z 015 DNS Domain Name Standard itprolabs.xyz
o 8 :ddreS; po;,| v Available Options Description A
@ Address Leases g 002 Time Offset
il Reservations o ggi {Rf‘”‘e;
% ime Server
ks Cope Optiovs [] 005 Name Servers
4 Policies baeSS e
2| Policies
> 7| Filters Data entry
® IPv6 Server name:

[ Rest

IP address:

192.168.153. B Add
| ks |
1

Hﬁ

DHCP Classes

Describe a method for setting up distinct clients with unique parameters, suclb&S and Gateway. We
recognize three classifications:

TheDefault Classs automatically generated upon DHCP setup, with all clients initially set as members of this
class.

TheVendor Classequires manual creation and assigns specific TCP/IP settings to client computers based on
the vendort this is useful when certain options like DNS or Gateway need to be customized for machines
running Windows 10, or for all devices from a manufacturer liRell.

TheUser Clasalso needs to be manually established, antdallows distinct TCP/IP configurations for DHCP
client computers.

y LS L O L O O L O A L A L A A O A A A L L L
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In the given example, the default DHCP DNS setting is 192.168.153.9, applied to all in the Default Class. We
intend to create a DHCP User Class hamed ‘'managers' that will assign a different DNS, 192.168.153.10, to its
members. To implement this, two stepgre necessary: first, establishment of the DHCP User Class, followed
by applying a DHCP policy that provides the alternate DNS server (192.168.153.10) specifically to the

Manager class, as demonstrated in the following figures.

2 QHCP Contents of DHCP Server Status De
*v ch:[:lt;.:rolabs.xyz 1.3 Server Options
Display Statistics... 8.153.0] ITProLabs Scope ** Active **
vE New Scope...
New Superscope...
New Multicast Scope...
Configure Failover...
Replicate Failover Scopes...
> i Define User Classes... I
® Define Vendor Classes...
Reconcile All Scopes...
? QHCP Contents of DHCP Server Status Description Failover Relationship
vE d_cO:[:\:irolabs.xyz [3 Server Options
v i - . 1] Scope [192.168.153.0] [TProLabs Scope ** Active ™
4 Server Options 1 Policies 5
v [] Scope [192.168.153.0] || . ?—.‘ i Available classes:
i} Address Pool ol Name | Description l Add...
& Address Leases Default Routing and R...  User class for remote access cli...
- 2 Default BOOTP Class User class for BOOTP Clients ko I
» 24| Reservations
_., Scope Options New Class ? X Remove
| Policies '—]
2| Policies name:
¥ Filters Managers
B IPv6 Description:
il
Close
ID: Binary: ASCII: —l i
0000 4D 61 6E 61 67 65 72 73 Managers
o008
@ DHCP Policy Name Description Processit
v ﬂ dcOl.itprolabs.xyz
v B IPva

TOCTUTOTOTIOIMIIUIMTIMIIT TCTTTT I T T I I T I I I T T T T T IO TT T TT T T TU T TU IO TT TT T TUTU TU TU TT TT TT TT TU TU
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.3 Server Options
v ] Scope[192.168.153.0]
[ Address Pool
& Address Leases
> (2] Reservations

., Scope Options
*4_ Poli -
| Policies |
¥ Filters Deactivate
. B IPv6 ey >
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? %HCP Contents of DHCP Server Status Description Failover Relationship
v dcO1l.itprolabs.xyz e s
3 S Opti
v G IPvd “ré s . DHCP User Classes ? X
- X | Scope [192.168.153.0] ITProLabs Scope ** Active ™
|3 Server Options I Policies
v [] Scope [192.168.153.0] :"l} o Available classes:
(£ Address Pool it Name | Description | Add... |
['® Address Leases Default Routing and R...  User class for remote access cli... =
5 B Reservations a:f:ult BOOTP Class User class for BOOTP Clients = ot |
Scope Options
1| Policies
[ Policies
> ¥ Filters
> @B IPvE
=N
? DHCP Policy Name Description Processin... Level Address Range State
v 3 dcOlitprolabsxyz
¥ i bt DHCP Policy Configuration Wizard

(.3 Server Options

v [ Scope [192.168.153.0] Policy based IP Address and Option Assignment
[} Address Pool

[ Address Leases
(%] Reservations
[ Scope Options

v

oi | Policies This feature allows you to distribute configurable settings (IP address, DHCP options) to
| Policies clients based on certain conditions {e.g. vendor class, user class, MAC address, etc.).
> [# Filters
> @B IPvE
This wizard will guide you setting up a new policy. Provide a name {e.g. VoIP Phone
Configuration Policy) and description {e.g. NTP Server option for VoIP Phones) for your
policy.
Policy Name:
Description:
Z DHCP Policy Name. Description Processin... Level Address Range State
v § dclitprolabsxyz
v. i : DHCP Policy Configuration Wizard
(23 Server Options
v [ Scope [192.168.153.0] Configure settings for the policy
" Address Pool ¥ the condtions specfied in the policy match a client request, the settings wil be
& Address Leases applied
> (&) Reservations
. Scope Options
_ [ Policies A scope can be subdivided into mutiple IP address ranges. Clients that match the condtions
1) Policies defined in a poicy issued an IP Address from
> M Fier: Configure the start and end IP address for the range. The start and end IP addresses forthe
> 1PV range must be within the start and end IP addresses of the scope.
The cument scope IP address range is 192.168.153.50 - 192.168.153.254
¥ an IP addre: isnot the licy clients il be issued an IP

B 77 O O A O O A O A O O A o A i A1
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g [ZHCP Policy Name Description Processin... Level Address Range State
v i dcO1.itprolabs.xyz
v B DHCP Policy
(-3 Server Options
v [1 Scope [192.168.153.0] Col Add/Edit Condition 7 X
(i} Address Pool
@ Address Leases
> lfi:j Reservations Specify a condition for the policy being configured. Select a criteria, operator
| Scope Options 4 and valuegdacthe condition
| Policies S Crteria: [User Class zl
2| Policies
@ Operator: IEquaIs _'.I
> @ IPvE
Value: IManagers ;‘ Add I
I~ Prefix wildcard (")
I~ Append wildcard(*)
| —p | o
? DHCP Policy Name Description Processin... Level Address Range State
v 3 dcOlitprolabsxyz
v P ) DHCP Policy Configuration Wizard
{3 Server Options
~v (7] Scope[192.168.153.0] Configure settings for the policy
;ﬁ Address Pool lfthg conditions specified in the policy match a client request, the settings will be
(@ Address Leases applied.
> & Reservations
= Scope Options Vendor class: |DHCP Standard Options
| Polici
S p Ausiabe [ Descrpon ~
> [# Filters Amay of name servers [IEN 11!
$ i 1P Armay of DNS servers, by prefe
. Armay of MIT LCS UDP loq ser ¥
>
[Server name:
dc01 Resolve I
P address:
192.168.153. 10 Add
I I
@ [ZHCP Policy Name Description Processin... Level Address Range State
v & dcOlitprolabsxyz
v B IPv4

(.3 Server Options
v [] Scope[192.168.153.0]
(£} Address Pool
[ Address Leases
Reservations
Scope Options
Policies
(4] Policies
> [# Filters
> @ IPv6

TUTU TICTIUTIUTIOTIOTOOTICTIC TC TC T TT T T T T IO T T T T T TU IO TT IO T TT TUTUTC TC IO TTTT TU T T TCTC TT TT TT TU TT TU TU 7T
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DHCP Policy Configuration Wizard

Summary

N

view properties of the policy and click the DNS tab.
Name: Managers Policy
Description:

Condttions: OR of

A new policy will be created with the following properties. To configure DNS settings,

User Class

Managers

Settings:
Option Name | Vendor Class | Value |
Name Servers 192.168.153.10
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Testing DHCP Class

Execute ipconfig /all on the client assigned to the default class, then reclassify the client's network interface
card tothe Managers group using the command ipconfig /setclassid "ethernet0" Managers. Confirm or check
the changes by running ipconfig /all agaisi'here ethernetOis the NIC name

IPv4 Ad
Subnet Mas L
Lease Obtained.

HYoosanys:
ent DUID.

Windows IP Configuration
y set the DHCPv4 class id for adapter Ethernete.
>ipconfig /all
Windows IP Configuration

HostaNames 2008 0 a0 % i siCkrentdl
Primary Dns Suf s wwate e weYEprolabs
Node Type S (S (8 Hybrid

IP Routing Enabled. . . . . . . . : A
WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : itprolabs.xyz

Ethernet adapter Ethernet®:

Connection-specific DNS Suffix . : itprolabs.xy
i R 8 Intel(R) 8
ysical Address. . . « + . . . . : 98-0C-29-

Enabled. AV

Autoconfiguration Enabled

Link-local IPv6 Address

IPv4 Add S

Subnet M

DHCPv¢
DHCPvA _(Client DUTD.

y LS L O L O O L O A L A L A A O A A A L L L
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- To revert the client to the default class, execute tkemmand “ipconfig /setclassid "ethernet0"
none’ to remove the Managers class.

"ethernet®” no

s id for adapter Ethernet®.

Jindows IP Configuration

HostName < -win @ e @ st = 2:61repnkol
Primary Dns Suffix . . . . . . . : itprolabs
Node Type . « =« +« « « « « « « . . & Hybrid

IP Routing Enabled. . . . . . . . : No
WINS Pr pabledio.in @ aesie = 2CNO

DNS Suffix Search List. . . . . . : itprolabs.xyz

thernet adapter Et

Connection-specific DNS Suffix

Des £ N e 35 ( ¢ L Gigabit Network Connection
Physical Address. { 7

DHCP Enabled. o

Autoconfiguration Enabled

Link s

% DHCP || MG
v 3 dcOl.itprolabsxyz Server dc01.itprolabs.xyz Statistics E
DHCP Statistics v B IPv : Description | Details A
' . .3 Server Options Delayed Offers 0
Here you can find crucial v | Scope[192.168.153.0] Requests 26
. = cc Acks 20
statistics such as the count of - Ak P Nacks 7
@ Address Leases Dedines 0
leased IP addresses and the &| Reservations O lonses 0
pool of available addresses. ., Scope Options Total Scopes ; 1
F Policies Scopes with delay configured 0
e Total Addresses 194
In Use 10 (5%)
v| 7 Filters Available 184 (94%) ¥
< >

73 Allow

y LS L O L O O L O A L A L A A O A A A L L L
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DHCP Advance@ptions
Integration with DNS

There's a feature that permits the DHCP server to create an A record in the DNS server on behalf of the client
when it assigns an IP address.

? [EHCP Client IP Address Name Lease Expiration Type Unique ID Description
"‘OJF;'tP'°'“b5"‘>" 19216815350  ClientOl.itprolabsxyz 6/10/2017 10:42:48 PM DHCP 000c2982¢970
Vi
< Pv4 Properties ? X PH40AM DHCP RAS
4 - 54:40 AM DHCP RAS
v
Y : ddr NS Fiters Failover Advanced 54:40 AM DHCP RAS
~ 54:40 AM DHCP RAS
@ Addr You can setup the DHCP server to automatically update authoritative DNS
> R servers with the host (A) and pointer (PTR) records of DHCP clients. 54:40 AM DHCP RAS
= el s ! _ 54:40 AM DHCP RAS
; able DNS dynamic updates according to the settings below: 54:40 AM DHCP RAS
3 Policies « Dynamically update DNS records only if requested by the DHCP 54:40 AM DHCP RAS
v @ Filters = :‘;e"'s _ I 54:40 AM DHCP RAS
Y@ Allow hzys hnmically (nd=t= e nactive) None 000c2982c970  HR New Off...
X]| Deny [V Discard A and PTR records when lease is deleted
> @ IPvE
i ™ Dynamically update DNS records for DHCP clients that do not request
updates ffor example, clients running Windows NT 4.0)
[~ Disable dynamic updates for DNS PTR records
—~Name Protection
DHCP name protection is disabled at the server level.
Configure
|
]
Confhct detect|on @ DHCP Client IP Address Name Lease Expiration Type Unique ID
03 ";;‘:@ 1%192.168.153.50 Client0l.itprolabsxyz  6/10/2017 10:42:48 PM DHCP 000c2982¢970
2 Pv4 Properties ? X [M440AM DHCP RAS
A DHCP server can be @ - s A
v
1 = General DNS  Fitters vanced 54:40 AM DHCP RAS
nfigured to check for o ©-
configured to check fo ﬁ Addr{  Specy the number of times the DHCP server should attempt corfict Pt i s
. e nu imes the server shoul
I P ad d ress Conﬂ ICtS > (=] Reser]  detection foran IP address before the server leases the address to a client. 54:40 AM DHCP RAS
.. S scop 54:40 AM DHCP RAS
before assigning them 5 Polic]  Corfictdetection 2 54:40 AM DHCP  RAS
i d) Policies Audit log file path:  |C:\Windows'\system32\dhcp Browse... T ol o
to a client. o & Fiters it 54:40 AM DHCP RAS
a Allowl  Change server connection bindings: Bindings... nactive) None 000c2982c970
X| Deny
> i IPv6 DNS dynamic update registration credentials: Credentials...

O - -~
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DHCP Maintenance

Some standard and crucial maintenance activities include backing up and restoring to a different server, as
well as stopping and restarting the DHCP serviparticularly when you need to unauthorize your server.

34 QHCP MAC Address Description
v H d_c01.|t Add/Remove Bindings...
v i IPvi
Unauthorize
v Backup...
Restore...
| ANTasks > Start
Delete St
| Refresh Fass
v # ) Resume
Properties Restart
_ Help

B IPVE ”

UL LT Ty O O A A L A L A L A A A A L L
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Storage
CurrentEnvironment

1. OSWindows server 2016

Domain NamelTPROLABS.XYZ

Domain 1P192.168.153.10/24

IP Schemel92.168.153.0/24

Storage server Nam&SRMO1 (test server)
Storage ServdP: 192.168.153.60

oA wN

=

File Action View Help

edpmolcz Hm 32 TE%

= et cenceae,
= | é;twe Directory Users and Com|| Name Type Descript B EthemetOPro
_,.‘ s | Builtin builtinDomain { e
Y s ftprolabsy 7l Computers  Container Default Gk
o ot =) Domain Con... Organizational... Default C .
i ey I ForeignSecu... Container Default Internet Protocol Version 4 (TCP/IPv4) Properties
3. Domain Controllers o e q
| ForeignSecurityPrincipal| " HR Organizational... General
= HR ST Organizational...
31T "I Managed Se... Container Default TH  You can get IP settings assigned automatically if your network supports
- =] i i th biity. Otherwise, d to ask twork adi trat
* Managed Service Accour - Markting Organ!zatfonal... : foisuc‘aep:pplfg'pmme;;\f:mﬁ;:nee 0 ask your network administrator
3] Markting 21 QA Organizational... ]
31 QA 2] Sales Organizational... R ar P "
3 Sal T Users Containe Default
= e d s = N (® Use the following IP address:
Users
3 1P address: 192 . 168 , 153 . 10
; Subnet mask: 255.255,255. 0
| | efauit gateway: [192.168.153. 2 |
Obtain DNS server address automatically
(® Use the following DNS server addresses:
Preferred DNS server: 192 . 168 , 153 . 10
< 2 1 Alternate DNS server: i % 3 5 ]
[CJvalidate settings upon exit

y LS L O L O O L O A L A L A A O A A A L L L
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FileServer ResourceManager(FSRNI

File Server Resource Manager is a suite of capabilities within the File and Storage Services role of
Windows Server, aiding administratorsarganizing and controlling storage data on file servers. FSRM
facilitates the management of storage through foldgrecific quotas, filtering of certain file types,

and detailed reports on file system usage.

Task 1: add file Server Resource Manager

Computer name FSRMO1 Last installed updates Never

Domain itprolabs.xyz Windows Update Download updates only, using Windows Update
Last checked for updates Never

Windows Firewall Domain: On Windows Defender Real-Time Protection: On

Remote management Enabled Feedback & Diagnostics Settings

Remote Desktop Disabled IE Enhanced Security Configuration Off

NIC Teaming Disabled Time zone (UTC+03:00) Kuwait, Riyadh

Ethernet0 192.168.153.60, IPv6 enabled Product ID Not activated

1- OnFSRMOlin Server Manager, click Add roles and features.

2- In the Add Roles and Features Wizard, click Next

3- On the Select server roles page, expand File and Storage Services, expand File and iSCSI Services, and
then select the File Server Resource Manager check box.

R A
DESTINATION SERVER
Select server roles FSRMOT iprolabs.xyz
iz Add Roles and Features Wizard X
Select one or more roles to install on the selected s
Roles Add features that are required for File Server Resource
oo o Manager?

oy g
erver Roles e
F_ax Server - . You cannot install File Server Resource Manager unless the following
AI'I' File'and Storage Services (1 of 12 installed) J role services or features are also installed.
T Fileana 1 eTVICES

File Server | 4 File and Storage Services

BranchCache for Network Files 4 File and iSCSI Services

Data Deduplication File Server

DFS Namespaces 4 Remote Server Administration Tools

RES Beplication 4 Role Administration Tools
Flle Server Resource Manae 4 File Services Tools

[Tools] File Server Resource Manager Tools
iSCSI Target Server
iSCSI Target Storage Provider (VDS ¢
Server for NFS
Work Folders

/| Storage Services (Installed)

Host Guardian Service

Hyper-V Include management tools (if applicable)
[0 S .

I Add Featuresl | Cancel |

< Previous Next > Install Cancel ‘
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[, Add Roles and Features Wizard - Od X
. DESTINATION SERVER
Installation progress FSRMO1 prolabs-o

View installation progress

o Feature installation
L =]
Installation started on FSRMO1.itprolabs.xyz

File and Storage Services
File and iSCSI Services

File Server Resource Manager

Remote Server Administration Tools
Role Administration Tools
File Services Tools
File Server Resource Manager Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

;Prejlouis} ’ Next >J | Close | ‘ Cancel
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Task 2: Create a quota template
Quotas are categorized into two types: a hard quota and a soft quota.
1 Ahard quotaprevents users from saving files after the space limit is reached and generates
notifications when thesolume of data reaches each configured threshold.
1 Asoft quotadoes not enforce the quota limit but generates all configured notifications.
1- In Server Manager, click Tools, and then click File Server Resource Manager.

3 File Server Resource Manager
File Action View Help

&= | x5 HBE

%3 E;CSI\EJZZ ;e:::r:;h::tnager (Local) | Quota Template /| Limit | Quota Type | Description J Actions
3 Quotas = & 1068 Limit 10.0GB Hard Quota Temp
E Quot T 1100 MB Limit 100 MB Hard g Create Quota Template...
» @] File Scree Ll i t 2.00GB Hard 6] Refresh
_ % zﬁ:;:lgﬂiz kil ;nit Reports to User 200 MB Hard View
& File Mani View > mit with 50 MB Extension 200 MB Hard Help
Help dended Limit 250 MB Hard
3] 568 Limit 5.00 GB Hard
E Monitor 10 TB Volume Usage 100TB Soft
E[ Monitor 200 GB Volume Usage 200 GB Soft
EiM;nEor 3 TB Volume Usage 7 3.00 'ITB Soft
E Monitor 5 TB Volume Usage 5.007B Soft
@] Monitor 500 MB Share 500 MB Soft
In this wizard, set up a custom template withb@0 MBquota.
Create Quota Template x
Copy properties from quota template (optional): Add Threshold
10GB Limit v Copy
Settings

Template name:

500 MB Limt - ITProLabs o |
Description {optional):

| | [[] Send e-mail to the following administrators:

Space limit Format: account@domain. Use semicolons to separate accounts.
2 ] [ve [[] Send e-mail to the user who exceeded the threshold

(® Hard quota: Do not allow users to exceed limit

(O) Soft quota: Allow users to exceed limit (use for monitoring)

Notffication thresholds
ibeshold Emal Evertlog | Commard | Repor [Quota Threshold]*% quota threshold exceeded
User [Source lo Owner] has exceeded the [Quota Threshold]* quota threshold for
the quota on _IQqut?_Egth} on server [Server};]'he quota limit is [Qqqta AL_J‘ITIR_ME] MB,
d Edi... Remove
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75% Threshold Properties X

Generate notffications when usage reaches (%):

< 105 Cormand Repon

[4] Send waming to event log

Waming message
Type the text to use for the log entry.

To identify the quota, limit, usage or other information about the cument threshold,
you can use Insert Variable to insert a variable in yourtext.

Log entry:

User [Source lo Owner] has exceeded the [Quota Threshold]%
quota threshold for the quota on [Quota Path] on server [Server].
The quota limit is [Quota Limit MB] MB, and [Quota Used MB] MB
cumently is in use ([Quota Used Percent]% of limit).

Select varable to insert: : o
[Admin Email v | Insert Variable

Inserts the e-mail addresses of the administrators who receive the e-mail.

Task 3: Configure a quota based on the quota template
1- IntheFile Server Resource Managawnsole, cliciQuotas

2- RightclickQuotas and then cliciCreate Quotausing 500 MB custom quota that we just
created, apply this quota policy to folder nam8tared_Datan C drive.

3 File Server Resource Manager
File Action View Help

@5 B

Za File Server Resource Manager (Local) || fper Show all: 0tems Actions
Quota M t
v “@i;c;mt::agamn | Quota Path %Used | Limit | Quota Type | Source Template # | Match Template | Description Quotas
3] Quota ™ & Create Quota...
> 53 File Screeni Refrech || Refresh
{5 storage Re| g T
> [ Classificatic  V1eW 2
[@FieManag oy B Help
Create Quota X
Quota path:
[C:\Shared_Data || Browse...
(O Create quota on path
(® Auto apply template and create quotas on existing and new subfok
Quota properties
You can either use properties from a quota template or define custom
quota propeties.

How do you want to configure quota properties?
(® Derive propeties from this quota template

100 MB Limit
100 MB Limit
200 MB Limit Reports to User
Monitor 200 GB Volume Usage
Monitor 500 MB Share

200 MB Limit with 50 MB Extension
250 MB Extended Limit

2 GB Limit

5GB Limit

10 GB Limit

Monitor 3 TB Volume Usage
Monitor 5 TB Volume Usage
Monitor 10 TB Volume Usage
500 MB L{

gmmended):

m| &
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Task 3: Test that the quota is functional
1- Switch to Client01

2- OnClient01(Windows 10 client) open run and typel92.168.153.60c$to access=SRMOEerver
share then access our file nam8tared_Datand copy large file (more than allowed quota 500 MB)

< v. p |> Network > 192.168.153.60 > c§ > Shared Data | %4 Copy ltem

21 X Search Shares
A

Name

# Quick access I There is not enough space on sources |

SSS_X64FRE_EN-US_DV9 8 . - '
esktop . is needed to copy this item. Delete or move files so you have
B Deskt * 5.05 GB ded t this item. Delet fil youh
4 Downloads * enopoh space.
£ Documents * Sources
=y | Type: File folder
[&=! Pictures * Date modified: 11/21/2016 6:20 AM
) Music
B videos [] Do this for all current items
¢@ OneDrive

Skip | | Cancel

Task 4: Create a file screen (Block executable files)
1- Switch toFSRM01

2- Inthe File Server Resource Manager console tree, expand File Screening Management, and then click
File Screens.

In the following example, we will apply screening policy that prevent users to store any executable files on
Shared_Datdolder

3!3 File Server Resource Manager
File Action View Help

= X
&= | 2w _
= Create File Screen X
33 File Server Resource Manager (Local) || Eiter Show all: 0 tems
Q Quota Management = = = == i
- -'h? [fzizeoins Meror=ram | File Screen Path | Screening Type | File Fle's path:
;. — File Screen...
16 File Screens 3 X &
5] Flescreen,  Crente e Screen. |C.\Shared_Data Browse... N
l‘_“‘ File Groups Create File Screen Exception... Lh
& StorageReport  Refresh File screen properties
i Classification h i . L
G FileManageme  ViW > You can either use properties from a file screen template or define custom
Help

file screen properties.

How do you want to configure file screen properties?

(® Derive properties from this file screen template (recommended):
' Block Executable Files v

(O Define custom file screen properties:

Summary of file screen properties:
[=)- File screen: C:\Shared_Data
- Source template: Block Executable Files
- Screening type: Active
. File groups: Executable Files
‘... Notffications: Email, Event log

| Create | | Cancel
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Task 5: Test that the File Screen is functional
Switch toClient0land then accesShared_Datand try tocopy any executable file

5 5 ThisPC > DVD Drive (D:) SS5_X64FRE_EN-US_DV9

v O Search DVD Drive (D:) S55_X64... 0
~
Name Date modified Type Size
iss
2| ¥ Files Currently on the Disc (9)
ds - boot 11/21/2016 6:20 AM  File folder
efi 11/21/2016 6: File — )
ats » ) % Destination Folder Access Denied — X
NanoServer 11/21/2016 6:20 AM  File
* SR .
SOUEEES 016 6:20AM  File You need permission to perform this action
support 11/21/2016 6:20 AM  File - B
o hared_Dat:
5] autorun.inf 1172172016 6:20 AM  Setyf Ty;: e
| ] bootmgr 11/21/2016 6:20 AM  File Date modified: 8/18/2017 9:33 PM
D bootmgr.efi 11/21/2016 6:20AM EFLR
& setup.exe 11/21/2016 620 AM  App TyAgain | | Cancel |
| B = | Sha
5 = Fewer details
Home Share View
&« v A > Network » 192.168.153.60 » ¢S » Shared Data v O Searct
A~
Name Date modified Type Size
s Quick access
[ Desktop P This folder is empty.
4 Downloads *
[£ Documents  #
[&] Pictures *
=
n selected 78.6 KB ) Miisie
Task 7: Generate an @lemand storage report
1- Switch toFSRMO01
2- IntheFile Server Resource Managewnsole, cliciStorage Reports Management
3‘3 File Server Resource Manager =
File Action View Help
& ol AI] o[} 7|
é File Server Resource Manager (Local) ‘ Report Mame | Report Task ’ | Scope | Folder Usages | Schedule | Status | Last Run Time | Last Result ‘ Next Run Time | | Actions
> 9 Quota Management e e —
5 L9 File Screening Management A

T Storage Reports|
2 Classification Mz
_“3 File Managemen

Schedule a New Report Task...

>
Add or Remove Reports for a Report Task...

Cenerate Rent

Refresh

View

Help

SIS LT T O O L A O A A i A L A L A 1L
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Storage Reports Task Properties O X
Scope  Delivery

Report Name:

Interactive Report Task 8/159/2017 8:53:53 AM

Report data
Select reports to generate:
A [ Bt Parameters. |
w | To configure a report,
— == : highligl'rt its label and
| Review Selected H?PMS | click Edt Parameters.

The maximum number of files to include in all storage reports
Maxdimum MNumber:
1000 =

Report formats
DHTML [ HTML OxmL [ csv [ Text

(G ]
uota vianagement ‘ o ) . =
le Screening Management OIS 1a3x PIOPEILES 2 ¢
:ora_g_e Re_ports Management ‘ Scope Delivery
lassification Management
leM t Tasks
FanRgementias Include allfolders that store the following kinds of data:

Generate Storage Reports X | [ Application Files
[] Backup and Archival Files
[] Group Files
You have chosen to generate a set of storage reports now. Depending on the L] User Files
types of reports and the volumes and folders reported on, this can take a few
minutes.
Choose one of the following: The following folders are included in this scope:
O Generate reports in the background Folder Folder Usage
Select this option to view saved or e-mailed reports later. \Shared_Data

(® Wait for reports to be generated and then display them
Select this option to view the reports immediately upon completion.

Set Folder Management Properties...

0 o |
e
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Lab 2: Data Deduplication

Data Deduplication, a feature of Windows Server, detects and eliminates data duplicates while
preserving its integrity, allowing for enhanced storage efficiency. This guide discusses the
implementation of Data Deduplication on Windows Server. Introduce&enmver and refined in, it
supports partitions up to 64 terabytes and file sizes upT@ but it's compatible only with NTFS or
REFS file systems and is not offered for client operating systems such as Windows 10.

Task 1: Install the Data Deduplication role service

1- OnFSRMOlin Server Manager, cliddd roles and features

[, Add Roles and Features Wizard - O X
DESTINATION SERVER
Select server roles FSRMO1tprolabsyz

Before You Beain Select one or more roles to install on the selected server.

Instaliation Type Roles Description

Server Selection

Data Deduplication saves disk space
by storing a single copy of identical
data on the volume.

[] Active Directory Certificate Services
[] Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
Confirmation [] Active Directory Rights Management Services
[[] Device Health Attestation
[C] DHCP Server
[C] DNS Server
[] Fax Server
4 W] File and Storage Services (3 of 12 installed)
4 (W] File and iSCSI Services (2 of 11 installed)
/| File Server (Installed)
[] BranchCache for Network Files

Data Deduplication

[] DFS Namespaces

Features

f&; Add Roles and Features Wizard - O X
. DESTINATION SERVER
Installation progress FSAMOtprolabs o

View installation progress

o Feature installation
— 0
Installation started on FSRMO1.itprolabs.xyz

File and Storage Services
File and iSCSI Services
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Task 2: Enable, configure and test Data Deduplication
1- OnFSRMOlrightclick Start, and then click Run.

2- In Server Manager, in theavigation pane, click File and Storage Services, and then click VOLUMES.
3- Copy some files to this volume and duplicate same file to same volume and check the free size of

volume

f Server Manager

Server Manager * File and Storage Services * Volumes *

I [

Manage  Tools

== VOLUMES

O e | 2 ol

= Servers
i Volumes
[ Disks

Storage Pools

Shares

Work Folders

A velume

Last refreshed on 8/1

Ststus  File System Label

4 FSRMO1(2)
iSCSI G

Fixed
e
New Share..
New iSCS Virtual Disk..
Scan File System for Errors

Repair File System Errors

Format..

Extend Volume..

SHARES

No related shares are

Delete Volume

Manage Drive Letter and Access Paths...

150GB  133GB

sooco 492G

Provisioning Capacity Free Space Deduplication Rate  Deduplication Savings = Percent Used

" Configure Data Deduplication...

]

Properties

DISK
E:\ on FSRMO1

No related shares exist.

r-{a Data (E:\) Deduplication Settings

Data (E:\)

VMware, VMware Virtual

Capacity:

100% Allocated

.| 1.00 MB Unallocated
Status: Online
BusType:  SAS

Data deduplication:

General purpose file server

TOCTUTOTOTIOIMIIUIMTIMIIT TCTTTT I T T I I T I I I T T T T T IO TT T TT T T TU T TU IO TT TT T TUTU TU TU TT TT TT TT TU TU
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I Deduplicate files older than (in days): [0

a

200 GB

B 200 GB Allocated

Type the file extensions that you want to exclude from data deduplication, separating
extensions with a comma. For example: doc,txt,png

Default file extensions to exclude:

Custom file extensions to exclude:

edb,jrs

To exclude selected folders (and any files contained in them) from data deduplication, click Add.

I] Set Deduplication Schedule... I

T~ P
nemove

l

OK

|| Cancel H Apply I
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f FSRMOT Deduplication Schedule e a X
FSRMO1.itpr

Olabs.XyZz

| [/] Enable background optimization |

Regularly run data deduplication at low priority and pause data deduplication when the system
is busy to minimize the impact on system performance. DriveTools  Data ()

|@ Enable throughput optimization | ® View Manage
During the specified hours, run data deduplication at normal priority and consume the C > Data(E)
resources required to maximize performance.
w
Days of the week: [#/] Sunday [#] Monday [¥] Tuesday [7] Wednesday Name Date modified
Thursday Friday [V Saturday
— 145AM v |2] en_office_professional_plus_2016_x86_x64...
art time: A5 Ab

©| en_office_professional_plus_2016_x86_x64... &
°| en_office_professional_plus_2016_x86_x64... 2

Duration (in hours): |6

[] Create a second schedule for throughput optimization ®

During the specified hours, run data deduplication at normal priority and consume the
resources required to maximize performance.

Days of the week:  [¥] Sunday ¥ Monday [V Tuesday  [¥/] Wednesday
v Thursday ¥/ Friday | Saturday

Start time: 9:00 AM

4- In the Windows PowerShell window, type tfidlowing commando start Deduplication process

EN Administrator: Windows PowerShell

PS C:\Users\Administrator> Start-Deduplob = Optimization
ScheduleType StartTime Progress

Pptimization Manual Queued

PS C:\Users\Administrator> Get-DedupJob . Optimization

ScheduleType StartTime Progress State Volume

pptimization LEGIEY]

Queued
pptimization Manual 8:01 PM

Running

sers\Administrator> Get-DedupMetadata e:

: \Volume{8b65f680-0000-0000-0000-F07f25000000}
1 {24596C2A-405C-4636-A234-708F198102AB}

DataChunkCount
PDataContainerCount
DataChunkAverageSize
PataChunkMedianSize
DataStoreUncompactedFreespace
I5treamMapChunkCount
treamMapContainerCount
I5treamMapAverageDataChunkCount
I5treamMapMedianDataChunkCount
5treamMapMaxDataChunkCount
otspotChunkCount
otspotContainerCount
otspotMedianReferenceCount
orruptionLogEntryCount
otalChunkStoreSize

PS C:\Users\Administrator> Get-Dedupvolume

UsageType SavedSpace SavingsRate Volume

Default 446.11 MB
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Lab 3: ISCSI Storage
ISCSI storage enables a Windows Server to share storage over an Ethernet network without needing

specialized hardware.

Task 1: Install the Internet small compusststem interface (iISCSI) target role services

1. Switch toc<SRM01
2. On the taskbar, clicBtart, and then cliclServer Manager
3. In Server Manager, cliédd roles and features

E_; Add Roles and Features Wizard - = X

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Serv T Ly wier seiver N iSCS| Target Server provides services
[C] DNS Server and management tools for iSCSI
[] Fax Server targets.
Features 4 W] File and Storage Services (4 of 12 installed)
Confirmation 4 [W] File and iSCSI Services (3 of 11 installed)
- = V| File Server (Installed)

[[] BranchCache for Network Files

| Data Deduplication (Installed)

[] DFS Namespaces

[] DFS Replication

V| File Server Resource Manager (Installed)
[ ] File Server VSS Agent Service
BEARSCsi Target Served]

= =g Yorage Provider (VDS and VSS
[] Server for NFS

[] Work Folders
| Storage Services (Installed)
[] Host Guardian Service
[ Hyper-v
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