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Active Directory 

Primary Active Directory 
Lab Objective 

Active Directory Domain Services (AD DS) serves as the central database for storing data on all 

objects within your Active Directory Forest and processes authentication requests. 

This lab explains the process to add and install active directory domain services on windows 

server 2016. 

- Server Name: DC01 

- IP Address: 192.168.153.10 

- DNS: 192.168.153.10 

- Domain Name: ITPROLABS.XYZ 

Initial Configuration 

Before you start active directory installation on windows server 2016, there are some changes 

its recommended to configure on server including the following: 

- Server fully update 

- Configure static IP 

- Create complex password for built-in administrator 

- Rename server 

- Configure time zone  

to change previous setting open server manager from start menu and follow the below  
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Install Active directory role 
 Our server is now prepared for the installation of Active Directory Domain Services, as depicted in the 

following figures.  

 

http://www.abdelwahed.me/
http://www.abdelwahed.me/


MCSA Complete Labs  

 πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ  

πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ

www.abdelwahed.me 

 

 

 

http://www.abdelwahed.me/
http://www.abdelwahed.me/


MCSA Complete Labs  

 πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ  

πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ

www.abdelwahed.me 

 

 

 

http://www.abdelwahed.me/
http://www.abdelwahed.me/


MCSA Complete Labs  

 πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ  

πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ

www.abdelwahed.me 

 

 

Promoting to Domain Controllers 
 We can now upgrade the server to an active directory by following the steps illustrated below in the server 

manager. 

 

¶ There are three permissible actions when elevating your server to active directory status: 

Make your server an additional domain controller in an existing domain, 

Transform your server into a child domain within an existing forest, 

Designate your server as the root of a new forest (as chosen for our scenario). 

 

  
 

 Choose the forest and domain functional level to activate extra features in Active Directory. For this scenario, 

opt for Windows Server 2016. Our domain will also serve as DNS and hold the global catalog. Lastly, set up a 

password for AD restore mode. 
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It is advisable to relocate the Active Directory database and log file locations away from the 

operating system partition. 
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Our server has been successfully promoted to an active directory domain controller. 
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Secondary Active Directory Domain Controller 
To enhance the high availability and reliability of our primary Domain Controller (DC) for abdelwahed.me, we 
are going to create a secondary Active Directory Domain Controller. This secondary DC will serve multiple 
purposes, including: 

1. High Availability: 

o The secondary DC ensures that our Active Directory services remain available in case the 
primary DC experiences downtime or failure. This setup helps to maintain uninterrupted access 
to resources and authentication services. 

2. Upgrade Path: 

o Operating System Upgrades: When upgrading from an older Windows Server version to a new 
one, the secondary DC can facilitate a smooth transition. By promoting a secondary DC with the 
new OS, we can gradually transfer roles and services, ensuring minimal disruption. 

o Hardware Upgrades: When the primary DC requires a hardware upgrade, the secondary DC can 
take over its responsibilities temporarily. This allows for seamless hardware updates without 
affecting domain services. 

3. Redundancy: 

o The secondary DC acts as a backup for the Active Directory database. This redundancy protects 
against data loss and ensures that changes to the directory are replicated and preserved. 

4. Load Balancing: 

o With a secondary DC, authentication and directory lookup requests can be distributed across 
multiple servers. This load balancing improves performance and responsiveness for users and 
applications. 

Steps to Create a Secondary Active Directory Domain Controller: 

1. Prepare the Secondary Server: 

o Ensure that the secondary server meets the system requirements and is properly configured 
with a static IP address and DNS settings. 

2. Join the Secondary Server to the Domain: 

o Add the secondary server to the existing domain abdelwahed.me. 

3. Install Active Directory Domain Services (AD DS): 

o Use the Server Manager to install the AD DS role on the secondary server. 

4. Promote the Server to a Domain Controller: 

o Promote the secondary server to a Domain Controller using the Active Directory Domain 
Services Configuration Wizard. Ensure it is configured to replicate from the primary DC. 

5. Verify Replication: 

o Ensure that replication between the primary and secondary DCs is functioning correctly. Use 
tools like repadmin and Active Directory Sites and Services to monitor replication status. 

6. Transfer FSMO Roles (if necessary): 

o Consider transferring Flexible Single Master Operations (FSMO) roles to the secondary DC if 
needed for load balancing or during the upgrade process. 

All steps explained above are illustrated in the photos below: 
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DHCP 
Lab Goal 

The Dynamic Host Configuration Protocol (DHCP) automatically assigns TCP/IP configuration such as IP address, 

subnet mask, default gateway, DNS server, and various other parameters. This laboratory session is designed to 

impart the necessary skills for installing and administering a DHCP Server. 

Install DHCP role 

The DHCP server role can be added using the server manager by selecting 'Add Roles,' or through PowerShell, 

as depicted in the instructions below: 

- Using PowerShell 

 

- Using Server Manager 
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DHCP Post Installation Configuration 
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DHCP Authorization 

In Active Directory, DHCP requires authorization to allocate IP addresses to DHCP clients, and this is carried out 

using a domain administrator account. 
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Configuring DHCP 
Create and configure new scope 

 A DHCP scope represents a range of IP addresses that a DHCP server can assign to clients. To add and 

configure scope options, proceed as detailed in the following figures. Execute dhcpmgmt.msc to launch the 

DHCP management wizard. 
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 Please keep in mind that the range of IP addresses can be altered after creating the scope, but the subnet 

mask is not changeable. 

 

You have the option to exclude an IP address or a set of IP addresses from those available for DHCP allocation, 

allowing for manual assignment as static IPs.  

 

 

 

 

 

 

 

 

 

 

 

 

http://www.abdelwahed.me/
http://www.abdelwahed.me/


MCSA Complete Labs  

 πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ  

πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ

www.abdelwahed.me 

 

 

The standard setting for DHCP leases is 8 days, but you can adjust the duration to meet your needs. 

 

 

Set up the standard DHCP options now, or you have the option to configure them later. 
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Choose a DNS server acquired via DHCP; for instance, in our setup, we have a domain (DNS Server) titled 

itprolabs.xyz with two DNS servers assigned the IP addresses 192.168.153.10 and 192.168.153.9. 
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Enable your scope with the settings we've applied, or choose to enable it at another time. 

 

Your configuration has been successfully completed, and the DHCP server is prepared to respond to client 

requests.  
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Test DHCP functionality from Windows Client (Windows 10) 

How DHCP client obtain automatic IP address (DORA) 

1- DHCPDiscover, DHCP client send broadcast message to the network to detect the DHCP server. 

2- DHCPOffer, DHCP server which receive the Discover message also send broadcast message to DHCP 

client that send the discover message to Offer TCP/IP configuration. 

3- DHCPRequest, DHCP client broadcast request that contain accept for offered TCP/IP configuration. 

4- DHCPACK, DHCP server replay broadcast with acknowledging client that now you have TCP/IP 

configuration with lease duration.    

When 50% of a lease duration has passed, the client asks the DHCP server via unicast to extend its lease. If the 

server is reachable, it responds with a DHCPAck to renew the lease. If there's a network issue, the client 

attempts to contact the server again at 87.5% of the lease time using a broadcast starting with a DHCPRequest. 

{ƘƻǳƭŘ ŎƻƴƴŜŎǘƛǾƛǘȅ ƛǎǎǳŜǎ ǇŜǊǎƛǎǘΣ ǘƘŜ ǎŜǊǾŜǊ Ƴŀȅ ŀƭƭƻŎŀǘŜ ǘƘŜ ŎƭƛŜƴǘΩǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ŀ ŘƛŦŦŜǊŜƴǘ ŎƭƛŜƴǘΦ 
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DHCP Scope Options 

 The Address Leases tab displays the computers that received TCP/IP configurations from the DHCP server, 

including details on when the lease expires and the MAC addresses of the clients. 

 

DHCP Exclusion 

As previously noted, it is possible to exclude an IP or range from DHCP scope leases; this setting can be 

adjusted in this specific tab. Additionally, the DHCP scope range is visible within this tab, as illustrated in the 

figures provided below. 
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DHCP Reservation 

It's possible to allocate a particular IP address to a specific client by linking it to the client's MAC address. This 

can be particularly useful when configuring network devices like printers, network storage, or servers. 

 

 

 

Additionally, you can assign a reserved IP address to a leased computer or network device, as depicted in the 

figure below. 
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DHCP Filter 

To restrict DHCP responses to certain clients, include their MAC addresses in an allow list filter. Conversely, 

to block DHCP requests from specific computers, add their MAC addresses to a deny list filter. 

 

 

 

 

 

Please be aware that allow and deny lists are not active by default. If you activate the allow list, DHCP will 

only respond to clients on this list. 
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Scope and Server options 

This section details how to configure or modify the scope and server settings, such as DNS and the default 

gateway. Scope options are specific to a particular scope, while server options apply to all scopes within the 

DHCP server. In our example, we will demonstrate how to modify the default gateway for both scope and 

server options. 

Please note that if there is a discrepancy between scope and server options, the scope option prevails (it is 

more restrictive). 

 

DHCP Classes 

Describe a method for setting up distinct clients with unique parameters, such as DNS and Gateway. We 

recognize three classifications: 

 

The Default Class is automatically generated upon DHCP setup, with all clients initially set as members of this 

class. 

The Vendor Class requires manual creation and assigns specific TCP/IP settings to client computers based on 

the vendorτthis is useful when certain options like DNS or Gateway need to be customized for machines 

running Windows 10, or for all devices from a manufacturer like Dell. 

The User Class also needs to be manually established, and it allows distinct TCP/IP configurations for DHCP 

client computers. 
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In the given example, the default DHCP DNS setting is 192.168.153.9, applied to all in the Default Class. We 

intend to create a DHCP User Class named 'managers' that will assign a different DNS, 192.168.153.10, to its 

members. To implement this, two steps are necessary: first, establishment of the DHCP User Class, followed 

by applying a DHCP policy that provides the alternate DNS server (192.168.153.10) specifically to the 

Manager class, as demonstrated in the following figures.    
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Testing DHCP Class 

Execute ipconfig /all on the client assigned to the default class, then reclassify the client's network interface 

card to the Managers group using the command ipconfig /setclassid "ethernet0" Managers. Confirm or check 

the changes by running ipconfig /all again. Where ethernet0 is the NIC name 
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- To revert the client to the default class, execute the command `ipconfig /setclassid "ethernet0" 

none` to remove the Managers class. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

DHCP Statistics 

Here you can find crucial 

statistics such as the count of 

leased IP addresses and the 

pool of available addresses. 
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DHCP Advanced Options 

Integration with DNS 

There's a feature that permits the DHCP server to create an A record in the DNS server on behalf of the client 

when it assigns an IP address.  

  

 

 

 

 

 

 

 

 

 

 

Conflict detection 

A DHCP server can be 

configured to check for 

IP address conflicts 

before assigning them 

to a client. 
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DHCP Maintenance 

Some standard and crucial maintenance activities include backing up and restoring to a different server, as 

well as stopping and restarting the DHCP service, particularly when you need to unauthorize your server. 
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Storage 
Current Environment 

1. OS: Windows server 2016 

2. Domain Name: ITPROLABS.XYZ 

3. Domain IP: 192.168.153.10/24 
4. IP Scheme: 192.168.153.0/24 
5. Storage server Name: FSRM01 (test server) 
6. Storage Server IP: 192.168.153.60 
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File Server Resource Manager (FSRM) 

File Server Resource Manager is a suite of capabilities within the File and Storage Services role of 

Windows Server, aiding administrators in organizing and controlling storage data on file servers. FSRM 

facilitates the management of storage through folder-specific quotas, filtering of certain file types, 

and detailed reports on file system usage. 

Task 1: add file Server Resource Manager 
 

 

1- On FSRM01, in Server Manager, click Add roles and features. 

2- In the Add Roles and Features Wizard, click Next 

3- On the Select server roles page, expand File and Storage Services, expand File and iSCSI Services, and 

then select the File Server Resource Manager check box. 

 

 

 

 

 

 

 

 

 

 

 

http://www.abdelwahed.me/
http://www.abdelwahed.me/


MCSA Complete Labs  

 πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ  

πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ

www.abdelwahed.me 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.abdelwahed.me/
http://www.abdelwahed.me/


MCSA Complete Labs  

 πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ  

πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ

www.abdelwahed.me 

 

 

Task 2: Create a quota template 
Quotas are categorized into two types: a hard quota and a soft quota. 
¶ A hard quota prevents users from saving files after the space limit is reached and generates 

notifications when the volume of data reaches each configured threshold. 

¶ A soft quota does not enforce the quota limit but generates all configured notifications. 

1- In Server Manager, click Tools, and then click File Server Resource Manager. 
 

In this wizard, set up a custom template with a 500 MB quota. 
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Task 3: Configure a quota based on the quota template 

1- In the File Server Resource Manager console, click Quotas. 

2- Right-click Quotas, and then click Create Quota using 500 MB custom quota that we just 

created, apply this quota policy to folder named Shared_Data in C drive. 
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Task 3: Test that the quota is functional 
1- Switch to Client01 

2- On Client01 (Windows 10 client) open run and type \ \192.168.153.60\c$ to access FSRM01 server 

share then access our file named Shared_Data and copy large file (more than allowed quota 500 MB) 

 

Task 4: Create a file screen (Block executable files) 
1- Switch to FSRM01 

2- In the File Server Resource Manager console tree, expand File Screening Management, and then click 

File Screens. 

In the following example, we will apply screening policy that prevent users to store any executable files on 

Shared_Data folder 
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Task 5: Test that the File Screen is functional 
Switch to Client01 and then access Shared_Data and try to copy any executable file 

 

 
Task 7: Generate an on-demand storage report 

1- Switch to FSRM01 

2- In the File Server Resource Manager console, click Storage Reports Management. 

 

 

http://www.abdelwahed.me/
http://www.abdelwahed.me/


MCSA Complete Labs  

 πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ  

πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ

www.abdelwahed.me 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.abdelwahed.me/
http://www.abdelwahed.me/


MCSA Complete Labs  

 πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ  

πππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππππ ππππππππππ

www.abdelwahed.me 

 

 

Lab 2: Data Deduplication 

Data Deduplication, a feature of Windows Server, detects and eliminates data duplicates while 

preserving its integrity, allowing for enhanced storage efficiency. This guide discusses the 

implementation of Data Deduplication on Windows Server. Introduced in Server and refined in, it 

supports partitions up to 64 terabytes and file sizes up to 1TB, but it's compatible only with NTFS or 

REFS file systems and is not offered for client operating systems such as Windows 10. 

Task 1: Install the Data Deduplication role service 
 

1- On FSRM01, in Server Manager, click Add roles and features. 
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Task 2: Enable, configure and test Data Deduplication 
1- On FSRM01, right-click Start, and then click Run. 

2- In Server Manager, in the navigation pane, click File and Storage Services, and then click VOLUMES. 

3- Copy some files to this volume and duplicate same file to same volume and check the free size of 

volume 
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4- In the Windows PowerShell window, type the following command to start Deduplication process 
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Lab 3: ISCSI Storage 
iSCSI storage enables a Windows Server to share storage over an Ethernet network without needing 

specialized hardware. 

Task 1: Install the Internet small computer system interface (iSCSI) target role services 

1. Switch to FSRM01. 

2. On the taskbar, click Start, and then click Server Manager. 

3. In Server Manager, click Add roles and features. 
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