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Ildentity in the Cloud

Important Note: As of now, everything related to Azure AD has been updated to Microsoft Entra ID. The
configurations and functionalities remain the same.

AAD is a cloud-based directory and identity management service that provides application access
management and identity protection. It's often referred to as laaS.

e Azure Active Directory Free: Basic identity and access management features for users and groups.

e Azure Active Directory Basic: Enhanced user productivity with application access and self-service
capabilities.

e Azure Active Directory Premium Pa: Advanced identity protection, self-service, and access
management features.

e Azure Active Directory Premium P2: Comprehensive identity protection, advanced monitoring, and
security governance.

Creating a new directory (Tenant)

» Azure Active Directory

Azure Active Directory

» Create directory
Create directory O
Azure Active Directory is an Identity and Access Management as a service (IDaa$) solution that

extends your on-premises directories into the cloud and provides single sign-on to Azure, Office
365 and thousands of doud (SaaS) apps and access to web apps you run on-premises. mslab.xyz

Built for ease of use, Azure Active Directory enables enterprise mobility and collaboration and
delivers advanced identity protection through multi-factor authentication (MFA), security reports,
audits, alerts and adaptive conditional access policies based on device health, user location and
risk level.

Directory creation will take about
one minute.

Azure Active Directory y
Azure Active Directory is an Identity and Access Management as a service (IDaaS) solution tha...

» Create directory

Create directory O x £ Search resources, services, and docs

Home > mslabxyz - Overview

W mslab.xyz - Overview
o | Search (Ciri+ | « & switch directory @ Delete directory
msprolab.onmicrosoft.com & Overview msprolab.onmicrosoftcom
5 Getting started mslab xyz
Azure AD Free
Manage
Users Sign-ins Your role
4 Click to manage your 2] dministrator
new directory Groups f:

88 Organizational relationships

To see sign-in dats, your organization needs Azure AD Premium Find
Roles and administrators Bl Ar D3
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Now you can switch to the new tenant

i e e e -
MSLABXYZ

« Home > New >

+ Create a resource x
M Home

[E Dashboard

1= Al services

Switch directories

FAVORITES
A

Al resources You are currently signed into the 'mslabaxyz' directory which does not have any subscriptions. You have other directories you can switch to or you can sign up for a new
subscription.
() Resource groups

=

2 Ao Services I

Creating a new user

Heme BG ITLad Usars - Al users
Users - All users x
* pusee M [ samisactor authentication | &) Retresh - BB Columns
- AN usens
s Doleted users ‘ AN users v
Password reset NAME USER NAME USER TYRE SOt
O user sestings . shemed emed® Membes Azure Active Directory
Activity ° shned ol ahemed 3 Member Microsoft Account
D signies ° Excharge Exchange Member Worsscows Serves AD
B aostiegs ;m .. usnam e w e an

Home > BIGITLab > Users - All users > User

User 0O x
BIGIT Lab

Z
* Name @
[ shmed v

* User name @

[ shmed@bigitiab.onmicrosoft.com v

Profile @
Not configured

A

Properties @
Default

hvs

Groups @
0 groups selected

hvs

Directory role
User

hvs

Password
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Bulk User Creation

2 Users | All users (Preview)
It

Identity issuer

Bulk create user

2 Users | All users {Preview)
o] tD

Userprincipal name T4 Usertype

Home > BIGIT Lab

ahmed - Profile

- Allus

k4 ahmed - Profile

ﬁ Reset password @ Delete

Manage
Profile d h m ed
> Directory role ahmed@bigitlab.onmicrosoft.com
Groups U

Ml Applications
a Licenses

B Devices 0

Azure resources

Authentication methods

Identity =dit
Activity

D Sign-ins

W Auditlogs

ab.onmicrosoft.com

4-ab05-16... E :—_.'V

Troubleshooting + Support

b34b27e1-6c13

¥ Troubleshoat

New support request Job info edit

www.abdelwahed.me
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Home > BIGITLlab > Users - Allusers > ahmed - Groups

ahmed - Groups
«  ofpopgd [ Refresh
Manage
& Profile NAME
g Directory role Mot & member of any groups

Groups

s
il
Il Applications

-
i Licenses

B Devices

Azure resources

0 Authentication methods

Activity

FOME 7 BIU 11 L8D 7 USETs - Al USErs 7 anmea - LITeCtory role

ahmed - Directory role

Usar

“ & addrole X

Manage

[ 1

<]

Profile ROLE

Directory role Me directory roles assignes
Groups

Applications

Licenses

Devices

Azure resources

Authentication methods

Activity

o)
-]

Sign-ins

Audit logs

Troubleshooting + Support

X

®
M

Troubleshoot

New support request

GROUP TYPE

virectory roles

ROLE

Application administrator
Application developer
Authentication administrator
Billing administrator

Cloud application administrator
Cloud device administrator
‘Compliance administrator
Conditional Access administrator
Customer LockBox access approver
Desktop Analytics administrator
Dynamics 365 administrator
Exchange administrator

Global administrator

Guest inviter

Information Protection administrator

Select Group

Select @
| Search by name or email address

- DnsAdmins

M DnsUpdateProxy
Exchange Install Domain Servers
. Exchange Servers

Selected group:

No group selected

DESCRIFTION

Can create and manage all aspects of app registrations and enterprise apps.

Can create application registrations independent of the "Users can register applications sett...
Can access to view, set and reset authentication method infermation for any non-admin user.
Can perform common billing related tasks fke updating payment information.

Can create and manage all aspects of app registrations and enterprise apps except App Pro...
Full access to manage devices in Azure AD.

Can read and manage compliance configuration and reports in Azure AD and Office 365.

Can manage conditional access capabilities.

Can approve Microsoft support requests to access customer organizational data.

Can access and manage Desktop management tools and services.

Can manage all aspects of the Dynamics 365 product.

Can manage all aspects of the Exchange product.

Can manage all aspects of Azure AD and Microseft services that use Azure AD identities.

Can invite guest users independent of the ‘members can invite guests’ sefting.

Can manage all aspects of the Azure Information Protection preduct.
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Upgrade Azure AD to Premium P2

ahmedabdulwahedoutiook179 (Default Directory) - Overview
ahmedabdulwahedoutlook179 (Default Directory) - Overview

| < Switch directory Delete directory

@ Overview Sign-ins Your role
Global administrator and 2 other roles
o Getting started

To see sign-in data, your organization needs Azure AD
Premium P1 or P2

Groups
Organizational relationships
Azure AD Connect sync

Status Not enabled
What's new in Azure AD Last sync Sync has never run

Stay up to date with the latest release notes and blog posts.

i Roles and administrators
Enterprise applications
Devices

16 entries since November 15, 2018.
App registrations
App registrations (Preview)
PP 5}
Application proxy A ol @ App Proxy - Access Control
Licenses E @
Azure AD Connect —-
zure nn 0 bilities
Custom domain names

Mobility (MDM and MAM)

Home > New > Azure AD Identity Protection

New 0O x Azure AD ldentity Protecti... O X

Scott's Test Account

Azure Marketplace Featured

Azure Active Directory Scott's Test Account is already

Leet starteq
] using Azure AD Identity
Recantly crested 7 Protection. Click here to access
. ! d the dashboard. Select "Pin to
dashboard" and click "Create” to
Compul u - Health 5 > -
* ampute Azure AD Connect Heal pin Azure AD Identity Protection
to your startboard.
— Metworking
e
P Storage Azure AD Cloud App Discavery With Azure AD Identity Protection, you are able
= — to
Weab

» Get a consolidated view of flagged

W
+
=

] s ar g ats d % z
Azure AD Privileged Identity users and risk events dgtemed using
= 1 machipe learning algorithms
Containers Miunngemnt o Set risk-based Conditional Access

policies to automatically protect your
users
Improve security posture by acting on

JElanades

Azure AD |dentity Protection

’ Analytics vulnerabilities
Al + Machine Learning For quick and easy access to Azure AD Identity
. - r Protection, pin it to your dashboard
ternet of Thimgs Azure Information Frotection
8
Integr
W ) Blog post
SBCLINTY Azure AD Domain Services
M 4
e}
hal eloper Tocls —

ip Pratection
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Azure AD Identity Protection - Overview

Scott's Test unt
b D Refresh
GENERAL tf‘ Congratulations! You now have access to the new "Security Overview' of the refreshed Azure AD Identity Protection. Try it out. =
& Overview S
i Getting started Users flagged for risk Risk events
INVESTIGATE

sa Users flagged for risk
A Risk events

2 Vulnerabilities

CONFIGURE

© MFA registration

sa User risk policy

Sign-in risk policy 09724 10/24

High Medium Low Closeel

lo [0 o [0
Alerts

B3 Weekly Digest Vulnerabilities @

. RISK LEVEL COUNT VULNERABILITY
57 Pin to dashboard

Password reset - Authentication methods

Scott's Test Account - Azure Active Dire

« As % r Defines the number of alternate methods of identification a user in this directory must have to reset their password

Manage
MNumber of methods required to reset @

0 Authentication methads

. Methods available to users
Registration

Notifications

1l Customization Mabile app code (preview)
$T On-premises integration ] Email
s V] Mobile phone
| Audit logs
= 9 Office phone

Troubleshooting + Support Security questions

3( Troubleshoot

Password reset - Authentication methods

- Azure Ad

« F] S ¥ C Defines the number of alternate methods of identification a user in this directory must have t et their password

Manage

MNumber of methods required to reset @

b

‘I' Properties
O Authentication methods
Methads available to users

Registration

Netifications

Ml cCustomization Mobile app code (preview)
ST On-premises integration | Email
Activity | Mobile phone
| Audit logs
E 9 Office phone

Troubleshooting + Support Security questions
Security questions

[V SN
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First time you try to access with that user , you asked to setup MFA

ot ose secess o your A

www.abdelwahed.me



http://www.abdelwahed.me/

Azure Administrator (AZ-104) | Lab Guide

Governance and Compliance

Azure subscription types

- Sponsored subscriptions

- Pay asyou go

- Enterprise subscriptions

-Azure for Students subscription (100S per month for 12 months)

Cost Management

Home > Resource groups > Abdehwahed-RG1

Resource groups
Default Direc
Add Manage vie 3 ! . @ share O & Domnlon

+

VIEW @
W4 Abdelwahed-RG1 * Accumulated casts + 2020

- N Properties
ame T

® E FOREC ART VIEW ON @ BUDGET: NOME

O soieaed st : SR222.63. SR222.63 .

(@) AbdelwahedRG e
Accumulated v @8 Area v
(@) clou ell-
(@] Default-ActivityLogalerts
@) iitc #) Budgets
@) Moodle ® r recommendations
(8] MetworkwatcherRG Monitoring
@

@] MetworlwatcherRG

Resource Tags (Azure resources to logically organize)

Heome > Tags

Resources with tag Environment : Test
De Di

'1_' Refresh Edit colu ( f + "% Open query | 7 Feedback

Showing 1to 6 of 6 record ) Mo grouping
|_| Name T Type Ty g I i, Location T

B bdehwahed App Service

M :bdelwahedcert App Service Certificate

& :oplicationType : web @ :bdelwahedCertvault

& cnvircnment : Test W bdelwahedHub (abdelwahednati/abdelwahed...  Notification Hub
= wahedn Motification Hub Marm

App Service plan
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Azure Policy
add your company governance through azure policies so you can detect any non-compliant resource easily.

B Policy | Definitions

definition Export definition:

Definition type | Category

All definition types 4 ypes All categories

ition location i ty Type +y  Definition type T. Category
Remediation
Built-in
Authorin
Hthonng uilt-in

B Assignments Built-in Policy
B oefinitions

@ Exemptions

uilt-in Policy
Built-in Polic
Built-in Palicy
Built-in Policy

Built-in

Built-in

Policy definition
Definition type
Al definition types s types
B compliance

Rermediation
Built-in

Authoring Built-in
Built-in
Built-in
Built-in
Built-in

Built-in

Built-in

Scope

MSDN Platforms,

Basics

ociated to your virtual machine

www.abdelwahed.me
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Now you can see policy stat from resource portal

Virtual machines - C ohivm1 | Policies

o] It Dir { I e
polig A initiative
Scope e Compliance state

MSDN Platfor All definition type: Al cornpliance

resource cornpliance (@ ur cornpliance
lo-

le-

lo-c

MNon-compliant pelicie

fom

[] Name 1
B ot
Connectioh monitar Compliance st: L Resource compl.TL  Noen-Compliant
Workbooks % Non-compliant out of 1) 1

Automation

erview
Getting started

B compliance
Rernediation

Authoring
Men-compliant initiati LEARN MORE

Mon-cormpliant polices

61!11
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Role-based access control (RBAC)

is a system that provides fine-grained access management of Azure resources. Using Azure RBAC, you can
segregate duties within your team and grant only the amount of access to users that they need to perform their
jobs.

ahmedabdulwahedoutlook179 (Default Directory) - Roles and administrators
ahmedabdulwahedoutlook179 (Default Directory) - Roles and administrators

A Din

Get just-in-time access to a role when you need it using PIM. Leam more about PIM

Global administrator and 2 other roles

@ Overview L]

o Getting started ROLE DESCRIPTION

Manage Application administrator I Can aeate and manage all aspects of app registrations and enterprise apps.
Users Application developer [Jij Can aeate application registrations independent of the "Users can register applications’ setting.
M Groups Authentication administrator [Jij Has access to view, set, and reset authentication method information for any non-admin user.
Organizational relationships Billing administrator Can perform common billing related tasks like updating payment information.
Roles and administrators Cloud application administrator [Ji Can areate and manage all aspects of app registrations and enterprise apps except App Proxy.

@& Enterprise applications Cloud device administrator Jij Full access to manage devices in Azure AD.

Devices Compliance administrator Can read and manage compliance configuration and reports in Azure AD and Office 365.

App registrations Conditional Access administrator Can manage conditional access capabilities.

App registrations (Preview) Customer LockBox access approver i Can approve Microsoft support requests to access customer organizational data.
Application proxy Desktop Analytics administrator Jij Can access and manage Desktop management tools and services.
Licenses

“ Dynamics 365 administrator Can manage all aspects of the Dynamics 365 product.

Azure AD Connect .
Exchange administrator Can manage all aspects of the Bechange product.

Custom domain names . ) ) )
Global administrator Can manage all aspects of Azure AD and Microsoft services that use Azure AD identities.

Mohbility (MDM and MAM)
Guest inviter Can invite guest users independent of the ‘members can invite guests’ setting.

All members of Global admins

[} Default Directory | Roles and administrators

R~ =15

Getting started

iew hub

ither by

filters

TL  Description

. _ Can manage all aspects of Azuy
58 External Identities . ¥

hing that a gloh
& Roles and administ hing that a glab
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through assignments tab you can see which user has this role.

2. Global administrator | Assignments

All rales

UserNarme

ahrned_abd

Assign RBAC using Azure PowerShell and CLI

When you have large numbers of role assignments, you may prefer to use Azure PowerShell or the CLI.
#Role assignment properties

SroleName = “Contributor”

SassigneeName = ahmed@abdelwahed.me

SresourceGroupName = “DBRG”

Azure PowerShell

New-AzureRmRoleAssignment -RoleDefinitionName SroleName -SigninName SassigheeName -
ResourceGroupName SresourceGroupName

CLI

az role assignment create —role SroleName —assignee SassigneeName —resource-group SresourceGroupName

www.abdelwahed.me
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Azure Virtual Machines

Creating Virtual Machines in the Portal

Azure services

& R . 4 = @) |

Azure Active App Services Virtual Subscriptions App Service Resource Storage
Directory machines Certificates groups accounts

Recent resources

NAME

Microsoft Azure

Mew

Azure Marketplace

Get started

Recently created

Recently created @

Al + Machine Learning
Analytics

Blockchain %

Compute

Containers .
Databases

Developer Tools

DevOps

-
sQL

SQL databases

LAST VIEWED

< Search resources,

www.abdelwahed.me
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in first page fil the requested info starting with resource group, VM name, Image source, user name and
password to access and VM size

Microsoft Azure P Search resources, services, and docs (G+/)

Create avirtualmac ~ Select an image

Create a virtual machine

Marketplace

Instance details

Virtual machine name Al + Machine Learning
Region * (@ Analytics
- e e OpenVPN Access Server 2.7.5
bility opti OpenVPN
Compute Access Server Bring Your Own License

Containers Windows Server 2019 Datacenter with Containers

Microsoft

Windows Server 2019 helps you modemize your applications and infrastructure, add
Developer Tools on-premises and Azure.

Databases

DevOps Windows Server 2019 Datacenter Server Core with Containers

Microsoft

Windows Server 2019 helps you modemize your applications and infrastructure, add
on-premises and Azure.

Identity
Administrator account

Integration
Authen 9

Intemnet of Things Windows Server 2019 Datacenter Server Core
Microsoft

IT & Management Tools Windows Server 2019 helps you modernize your applications and infrastructure, add
on-premises and Azure.

Microsoft Azure £ Search resources, services, and docs (G+/) h ahmed_abdulwahed@o...
DEFAULT DIRECTORY
Create a virtual mac
Create a virtual machine
Instance details
ual machine name * @ Size : Small (0-6) @ ) [ Generation : 2selected @) | Family : General purpose @ | | Premium disk : Supported @ | | T Add filter

Region * & Showing 11 of 166 VM sizes. Subscription: MSDN Platforms Region: Central US Current size: Standard_DS1_v2

Offering T,  Family Ty L , Datadisks™, MaxIOPS 7, Temporarystor..T, Premium disks. Cost/month (i

Standard General purpose L Yes SAR 17.41
Image

Standard General purpose Yes SAR 69.75
Size * D Standard General purpose Yes SAR 34.88

Standard General purpose

Standard General purpose

www.abdelwahed.me
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Create a virtual machine
Create a virtual machine
Virtual machine name * (0 Abdelwahed-VMOT
(US) Central US
Mo infrastructure redundancy required
Windows Server 2019 Datacenter

Standard Bims
1 vopu, 2 GiE memory

Administrator account
Username * (3 aabdebwahed

rd

Confirm pas

Create a virtual machine

Create a virtual machine

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more imited or granular
network access on the Networking tab.

Public inbound ports * (1) MNone Allow selected ports

ect inbound ports HTTP (80, HTTPS {443), S5H (22), RDP (3389)

A\ This will allow all IP addresses to access your virtual machine. This i
Tecomim d for testing. Use the nced contre
limit inbound traff nown IP a

Save money

Sawve up to 49% with a license you already own using Azure Hybrid Benefit.

wis Server license?

www.abdelwahed.me
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Next Page its related for Disks options, you can add data disk from here or you can add it later

Create a virtual machine

Premum 35D
Standard HDD

Standard 55D

Premium 355D
Data disks

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

Name Size (GiB) Disk type Host caching

Use managed dis

Next page for network options

Network interface
When creating a virtual machine, a network interface will be created for you.

Virtual network * (1) (new) AZ-103-vnet

Subnet * © (new) default {10.0.1.0/24)

Public IP (& (new) Abdelwahed-VMO1-ip

MIC network security group (D None Basic Advanced

Public inbound ports = (@ None Allow selected ports

ct inbound ports HTTP (80), HTTPS {443), SSH (22), RDP (3389)

4k This will allow all IP addresses to access your virtual machine. This i
recommended for testing. Use the Advanced controls in the
to create rules to limit inbound traffic to known IP addn

www.abdelwahed.me
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Accelerated networking (1) Off

The selected VM size does not support accelerated networking.

Load balancing
You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more
Place this virtual machine behind an Yes No

existing load balancing solution?

Next page is to add some management options like automatic shutdown machine

Create a virtual machine

Create a virtual machine

Configure monitoning and management options for your VM.

Azure Security Center
Azure Security Center provides unified security management and advanced threat protection across hybrid cloud workloads.

¥ Your subscription is protected by Azure Security Center basic plan.

Monitoring
Boot diagnostics © On Off

05 guest diagnostics (0 On Off

Diagnostics storage account * (new) az103diag591

Identity

System assigned managed identity @

www.abdelwahed.me
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ssigned managed identity (D

Auto-shutdown

Enable auto-shutdown (O On Off

Shutdown time (1) 7:00:00 PM

Time zone (1) {UTC) Coordinated Universal Time
Motification b s 0 On Off

Email * @ ahmed_abdulwahed@outlook.com

Baclkup

Enable backu

Now you can go
direct to review your Create a virtual machine
configuration and Create a virtual machine
start deployment
Validation passed
Basics
Subscription MSDM Platforms
Ce group (new) AZ-103
Virtual machine name Abdelwahed-VI01
{US) Central US
Awailability options No infrastructure redundancy required
Username

Public inbound ports

Premium SSD
Yes
MNo

(new) AZ-103-wnet

{new) defaut (10.0.1.0/24)

www.abdelwahed.me
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CreateVm-MicrosoftWindowsServer WindowsServer-201-20191123150855 - Overview

:!‘ CreateVm-MicrosoftWindowsServer.WindowsServer-201-20191123150855 - Overview
75 .

Cancel Refresh

Your deployment is underway

Deployment name:  CreateVm-MicrosoftWindowsServerWindowsS...  Start ime:  11/23/2019, 3:3%:01 PM
Subscription: .. ComelationID: 839a182d-1815-4957-
Resource group:

. Template

Deployment details

Resource Type Status Operation details
Microsofi. Network/netw... Created
Microsoft.Network/publ... 0K
Microsoft Network/virtu... 0K
Microsoft. Network/netw... OK

az103diag391 Microsoft.Storage/stora...  Accepted

Virtual machines « X F# Abdelwahed-VMO1

Virtual machine

Reservations Stop Capture Delete Refresh

¥ Overview Standard B1 vepus, 2 GiB memory)

] Name T Activity log Sta Public IP ad
Running

L Access control (JAM)
a Location

Tags Central US

. ption
£ Diagnose and solve problems petioll

Settings
Networking

= Disks

)

now you can connect to it by RDP and install different services you need, in the following example will add web
server role

Install-WindowsFeature -name Web-Server -IncludeManagementTools

LE (CEEAN © Notsecure | 104.43.199.103 w By O @ &

i Apps W Bookmarks . ProductGrid - Micr... B System Architect | MvP |l McT2019 [ RHEL L MCT B Docker B Sign in to Azure —|

=8 Windows Server

Internet Information Services
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Creating a Virtual Machine with PowerShell
First connect to your account using Connect-AzAccount and select specific subscribtion

Windows PowerShell
Copyright (C)> Microsoft Corporation. All rights reserved.

Try the new cross—platform PowerShell https://aka.ms/pscoreb

Environment

AzureCloud

esourceGroupName : AbhdelwahedRG
ocation : centralus
IProvisioningState : Succeeded

: /subscriptions/ /resourceGroups/Abde lwahedRG

PS C:\WINDOWS\system32> Get—AzSubscription
TenantId
Platforms 6} d » Enabled

Platforms a% 3 » Enabled
Platforms » Enabled

En

MSDN Platforms » AzureCloud

Scred = Get-Credential

Svm = New-AzVMConfig -VMName az103vm -VMSize Standard_D1
Svm = Set-AzVMOperatingSystem *

>>-VM Svm *

>> -Windows *

>>-ComputerName az103vm *

>> -Credential Scred *

>> -ProvisionVMAgent -EnableAutoUpdate
Svm = Set-AzVMSourcelmage *

>>-VM Svm *

>> -PublisherName MicrosoftWindowsServer *
>> -Offer WindowsServer *

>> -Skus 2016-Datacenter *

>> -Version latest

New-AzVm *

>> -ResourceGroupName "az103RG" *

>>-Name "az103vm" *

>> -Location "East US"*

>> -VirtualNetworkName "az103vnet" *
>>-SubnetName "az103subnet" *

>> -SecurityGroupName "az103SG" *

>> -PubliclpAddressName "az103PublicAddress"
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>>-OpenPorts 80,3389

Finally, you will ask to provide login credential

stem32> Sum New—AzUMConf ig —UMName UMS i Standard_Di

Creating Azure resources
267 /

[0000000000000000000000000000
Creating virtualMachines/az183vum.
Sum .
MicrosoftWindousServer

: WindowsServer
2019-Datacenter *

Ue n latest
C:\WINDOWS\system32> New—ﬂzUm“

. 80,3389
mdlet New—AzUM at command pipeline position 1

Supply values for the following parameters:
redential

cndlet New—AzUM at command pipeline position 1
Supply values for the following parameters:
Credential

ResourceGroupNane : azl1@3RG
: /subscriptions/bhl5d766f-8821-4866-bhi3-5aad@?6edd@?? /resourceGroups /az1B3IRG/providers/Microso

f t .ComputesvirtualMachines/az183vm
Unld : 552f8344-5793-492a%a8b-5363ae78hd?8

az183um

Microsoft.Compute virtualMachines

gastus
ags [
HardwareProfile {UnSize}
NetuworkProfile {NetworkInterfaces}
05 Profile {ComputerName, AdminlUsername, WindowsConfiguration, Secrets, AllowExtensionOperations2
ProvisioningState Succeeded
BtorageProfile {ImageReference. OsDisk. DataDisks}
FullyQualifiedDonainName azlB3un—685fe? _East US.cloudapp.azure.com

Resource groups X [‘] AZ103RG
Add Edit columns Edit columns Delete resource group Export to CSV

@ Overview
B Activity log
Access control (IAM)
Tags
¥ Events
Settings Location ==all @ 7 Add fitter
Showing 1 to 6 of 6 records. types @ No grouping
& Quickstart
[ s—— L] Marme 1 Type T Location Ty

ic |
B Polides Public IP address East US

Properties Network security group East US

Locks Virtual machine East US

o E template Network interface EastUS
EastUS
Cost Management
East US

@ Cost analysis
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try to connect vm using mstsc /v:PubliclP

P& az103vm
A

Virnal machine
Stop Capture Delete
" 0 a : Standard D51 2 (1 vopus, 3.5 GiB memory)
: Running
B Activity log

: East US P 3 : 192.168.14

Access control (IAM)
¢ Tags nID : b15

2 Diagnose and solve problems e : az103vm

: Windows (Windows Server 2016 Datacenter)
Settings

£ Networking

to clean up your resources use Remove-AzResourceGroup -Name AZ103RG
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Azure Administration

Azure Resource Manager

Azure Resource Manager enables you to work with the resources in your solution as a group. You can
deploy, update, or delete all the resources for your solution in a single, coordinated operation. You use
a template for deployment and that template can work for different environments such as testing,
staging, and production. Resource Manager provides security, auditing, and tagging features to help
you manage your resources after deployment.

https://portal.azure.com

My Dashboard “ 4 Newdashboard # Upload % Download /7 Edit (O Share . Fullsaeen (P Clone  [il Delete

Quick tasks Audit Logs

ARM templates, Microsoft stepped up and really changed cloud business. In the cloud and in DevOps, the
Infrastructure as code (laC) concept is very important and that was exactly what ARM templates were. You are
able to create an ARM template and reuse it multiple times to create similar environments. By doing so, you
automated your infrastructure deployment steps and removed possible mistakes in the deployment and
configuration process.

Managing Resources from ARM

Resource Manager Locks

Lock types

There are two types of resource locks.

e Read-Only locks, which prevent any changes to the resource.
e Delete locks, which prevent deletion.

« Only the Owner and User Access Administrator roles can create or delete management locks.
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AbdelwahedRG | Locks

CE Qroup

Add Subscription Refresh

start

Add lock

Deployments
Policies Lock name Lock type
Properties Abdelwahed RS Lock Read-only

Read-only
Locks Motes :

Delete
st Management

Moving Resources
Sometimes you may need to move resources to either a new subscription or a new resource group in the
same

subscription. .
p& ohivm1
The fO”OWing = Wirtual machine
way from < Connect St Restart [ | stop Capture Delete Refresh Open in
resource. - ) —

Resource group | 31 ; Operating sy
Status . Stopped (deallocated) Size
Location : Central US Public IP add
fiption { y g Wirtual netwo
Diagnose and solve problems scription 1D - 6bdes11h 3 DS name

Settings

Another way from resource group as shown down.

0 AbdelwahedRG
R

ource group

Add Edit columns Delete resource group Refresh  + Export to C5V Open query |
Essentials ign tags

Subscription { Move to another resource group Move

contral {JAM) Subscription ID Move to another subscription [6] Celete

Gbded11b- - aazz )
Tags ' ' Move to another region v Export template

Events I ) Feedback
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Removing Resources and Resource Groups

If you delete RG all resources included will removed also. Or you can delete some resources inside resource
group.

g TestvM2-ip

Fublic IP a

Delete

log

. Location
control (AN}

#1 Configuration

) AbdelwahedRG

up

Add colurnns Delete resource group

ity log

: Bhdef11k
control (LAM)

ource group th:

Name Type Location
Oto 0 of Orec
Name T
Deployments
Polici

Properties

Management
filtered! and nof

Try changing your filters
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Resource Limits

You can use each Microsoft Azure resource up to its quota. Each subscription has separate quotas and usage is
tracked per subscription. If you reach a quota cap, you can request an increase via Help + Support.

= |MSDN Platforms | Usage + quotas

up to i
via Help + Support.

Al provider:

Quota + Provider Ay Location

Total Regional vCPUs soft.C u Central

Wirtual Machine 3 f u Central
Centr
Central
Central

Central US

Storage Accounts

Manage Azure Resources using cloud shell

connect from local PowerShell
>

File Edit View Tools Debug Add-ons Help

e/ & o x» |9 P & B w | & m O | B[ .

Untitled1.ps1* X

1| Install-Module -name azuread
2

3| Get-Module azuread

4

5 Connect-AzureAD

P5 C:\WINDOWS\system32> Install-Module -name azuread
Get-Module azuread

P5 C:\WINDOWS\system32:
Get-Module azuread

P5 C:\WINDOWS\system32> Get-Module azuread

P5 C:\WINDOWS\system32: Connect-AzureAD

e is tracked per sub

0 of 50i
0of 10
0of 10

0 of

0 of 500

Commands X

Modules: | Al

MName:

A

Add-AppvClientConnecticnGroup
Add-AppvClientPackage
Add-AppvPublishingServer
Add-AppxPackage
Add-AppxProvisicnedPackage
Add-AppxVolume
Add-AzADGrouphlember
Add-AzAnalysisServicesAccount
Add-AzApiManagementApiToProduct

| Get-AzureADUser |

NDOWS\system32> Get-AzureADUser

ObjectId

ca351d00-8cas -4h96-a431-95T40a77cas6
00d5b105 -24fb-47f1-98%b-74d423f7ed05
584875fc-38a2-4e88-bea3-0c251164d46c
498d9341-1T0b-40fa-898F-1a06dc73dd8a
a7243505-6756-43ce-b76a-57d9e89c6054
a7ffOcel-c34c-4al7-8b3a-ce267777F402
8039effb-4b54-45c1-89b4-c78F4831393F
ase45cla-57e6-4a63-96df-e6b0B54ee2ba
3d90chch -a650-4dd0-8237-a84a95296939
bB86F1ba9-f514-49d5-9f4a-F53c87946Fb2
da051d88-2cba-4628-bc5a-b9195336F20c

DisplayName

Ahmed Abdelwahed
Al Mohamed

UserPrincipalName

ahmed@ITTCLabl0. onmicrosoft. com

ali@iitclabl0. onmicrosoft. com

hr01@TITC Lab10.
hr02@TITC Labl0.
hro3@IITCLabl0.
hro4@IITCLabl0.
hro5@IITCLabl0.
it01@IITCLabl0.
it02@IITCLabl0.
it03@IITCLabl0.
it04@IITCLabl0.

onmicrosoft.
onmicrosoft.
onmicrosoft.
onmicrosoft.
onmicrosoft.
onmicrosoft.
onmicrosoft.
onmicrosoft.
onmicrosoft.
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- Get-AzureRmSubscription| gm

- help Get-AzureRmTenant -examples

- Get-AzureRmTenant

- Get-AzureRmNetworkUsage

- Get-Module -ListAvailable

- Get-azurerm, commands start with azureRm
- Install-Module az, install azure module

- Login-azureRmAccount

Through cloud shell

= Microsoft Azure & Search resour ervices, and docs (

~ MSDN Platforms | Usage + quotas

ption
Request Quota Increase Refresh

7 B samEs se each Mic re resource up to its quota. Each cription h parate guotas and usa
ia Help + Support.
B Payment methods

e i All providers ~ || Central US
“a Partner information

Settings

PowerShell ? @ B0k

Cloud Shell.Succeeded.
=rminal - . -

Switch to Bash from Powershell: bash
Authenticating to Azure ...

Building wour Azure drive ...
P5 fhomefahmed> D

- azaccount list

Azure CLI and Working with Azure CLI Locally

Azure CLI is a command-line program to connect to Azure and execute administrative commands on

Azure resources. It runs on Linux, macOS, and Windows, and allows administrators and developers to
execute their commands through a terminal or a command-line prompt, (or script!) instead of a web
browser. For example, to restart a VM, you would use a command such as the following:

You can download this tool https://aka.ms/installazurecliwindows and install it.

- Azlogin

- Az account list
- azgroup list

- azvm list

- Azstorage list

- Azvm create

- Az group create

scription. If you re
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ARM Templates
There are two ways to deploy resource using ARM template

1- Download resource template and follow instruction below

Install-Module AzureRM

Install-Module Azure

Download and install Azure Cli

Set-ExecutionPolicy -Scope process -ExecutionPolicy Bypass

cd E:\ExportedTemplate

\deploy.ps1 -subscriptionld a7632f95-7f0d-4342-adda-dbc286dbe45c -resourceGroupName AZ300RG -
deploymentName az300deploy1

urce g
nt...

AZ300 - Deployments

AZ300 - Deployments

Quidkstart
STATUS LAST MODIFIED DURATION
Resource costs

Deployments
‘ Policies

S Deploying 3/17/2019, 1031:42 PM 3 minutes 25 seconds

@ succeeded 31772019, 420:08 PM 4 minutes 46 seconds

Properties
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chin

[ —

A AZSDO_-: Deployments

© Resource costs
&5 Deployments
B Policies

az vm image list --output table

Virtual machines

Reservations Edit columns

— Don't see a subscription?

All subscriptions ~ | | Al resource groups

TYPE

Virtual machine

Virtual machine

ku
ame

STATUS

@ succeeded 31772019, 1033:05 PM 4 minutes 42 seconds

@ Succeeded 31772019, 420:08 PM 4 minutes 46 seconds

All locations

LOCATION

Stopped (deallocated) Central US

Running Central US

No grouping
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2- after deploy resource follow the instruction below

Resource groups AZ104 | Deployments
i Re

Drefault Drir Ip

]E[ Delete i ternplate

Deployrment name Status Last rodified

1,8

Settings

L

CreateVm-MicrosoftWindowsServerWindowsServer-201-20210103092521 | Template

1

B nputs

Template  Parameters Scripts

“contentyer
"parameter

*“String™

"networkInterfaceName™: |
pe™: “string"

edit your Json file
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search for Custom deployment in azure portal

Custom deployment

O m a template

Select a template

Jre Resource Manager templates in a si ordinated operatio

Common templates

Edit template

Edit y urce Manager template

art ternplate

And upload the .Json file and edit it
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3- Using QuickStart Templates
are Resource Manager templates provided by the Azure community?

Azure Quickstart Templates (microsoft.com)

Select template
O @

ks =. ProductGrid - Micr...

g | https://azure.microsoft.com/en—us/resources/templates/l

E Skillpipe 71 Systern Architect £ MWP [ MCT2M8 [ RHEL £ MCT 44 Home - Microsoft..,

Learn rmare >

Search

966 Quickstart templates are currently in the gallery.

Most popular

Create ssh-keys and store in KeyVault SAS Viva Quickstart Template for VM Scale Set with autoscale running

Azure an 1S WebApp

This template uses the deploymentScript
resource to generate ssh keys and stores
the private key in keyvault.

The SAS Viya Quickstart Template for
Azure deploys these products on the
cloud: SAS Visual Analytics 8.5 on Linux,
SAS Wisual Statistics 8.5 on Linwx, and SA..

@ by SA5 Softuare,

Deploys a Windows Wi Scale Set running
115 and a very basic NET MVC web app.
The VMSS PowerShell DSC Extension is
leveraged to do the 115 install and WehD..,

nhy Erian Moore, anyJasnn Boeshart,

sers\Anand> New-AzResourceGroupDeployment

NewVmDeployment Prod_IT

cmdlet New-AzResourceGroupDeployment at command pipeline position 1
Supply values for the following parameters:

(Type !? for Help.)

adminUsername:

deploy directly to azure

Templates / Create a ‘M from Image Wersion

Create a VM from Image Version

by Akshay Joshi
Last updated: 3/2/2020

Deploy to Azure

This template allows you to create a Wirtual Machines from an Irmage Yersion in a Shared Image Gallery. This template also deploys

() BErowse on GitHub

Interface, Please ensure that you have created an Image Wersion using Image Version 101 Template first.

This Azure Resource Manager template was created by a member of the community and not by Microsoft, Each Resource Manager template is licensed ta yol
not responsible for Resource Manager templates provided and licensed by community members and does not screen for security, compatibility, or performal
under any Microsoft support program or service, and are made available A3 |3 without warranty of any kind.

Parameters

PARAMETER NAME DESCRIPTION

@ Learning Paths - Az.. >

Free account >

See All

DNS Forwarder VM

This template shows how to create a DNS
server that forwards gueries to Azure's
internal DNS servers. This is useful for
setting up DMS resultion between virtual...

Last updated: 8/15/2020

a Mirtual Metwark, Public IP addre

u undet 3 license agreement by its owne
nce, Community Resource Manager tem)

e @

] Othert

So,
you
can
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Templates / Create awM from Image Wersion

Create a VM from Image Version

by Akshay loshi
Last updated: 3/2/2020

Deploy to Azure rowse on GitHub

Thiz template allows you to create a Virtual Machines from an Image Version in a Shared Image Gallery. Thiz template also deploys a
Interface. Please ensure that wvou hawve created an Image Yersion using Image Version 101 Termplate first.

This Azure Resource Manager template was created by a member of the community and not by Microsoft, Each Resource Manager template is licensed to you
not responsible for Resource Manager templates provided and licensed by community members and does not screen for security, compatibility, or perfarman
under any Microsoft support program or service, and are made available 85 |15 without warranty of any kind.

Parameters
PARAMETER MAME DESCRIPTION
adminlJsernarne Usernarme for the Wirtual Machine.

Also, you can Crea_te a VM from Image Version

) Jre qui ttermplate
edit the
selected
Basics  Rewview + create
template to

meet your goal. RETHES

S resources

Deployment scope

Select the subscription to manage deployed resources and « Use resource groups like folders to organize and
manage all your resources.

Subscription * @ MSOM Platforms (Bhdedi1b
\_ Resource group
Parameters

Region = (@ West
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Intersite Connectivity

Virtual Network Peering — VNet Peering

You can connect virtual networks to each other with virtual network peering. Once virtual networks are
peered, resources in both virtual networks can communicate with each other, with the same latency
and bandwidth as if the resources were in the same virtual network.

Peering lab
Create 2 subnets inside one virtual network

Virtual network: 192.168.0.0/16

Subnetl: 192.168.10.0/24

Subnet2: 192.168.20.0/24

Now create 2 VMs:

VM1: is webserverl connected to subnetl

VM2: is webserver2 connected to subne2

Now test connectivity between both VMs (connected), this because the default NSG rule (check NSG rules)
There is default routing between all subnets in same VNet

There are two types of VNet peering.
e Regional VNet peering connects Azure virtual networks in the same region.
e Global VNet peering connects Azure virtual networks in different regions.

VNetl: 192.168.0.0/24
Subnetl: 192.168.10.0/24
Location: CentralUS
VNet2:10.0.0.0/8
Subnetl: 10.0.0.0/8
Location: South Africa

You can connect these VNets using VNet peering as explained below
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Abdelwahed-RG1-vnet | Peerings
‘ b

Add

Name

Add a peering to get

Connected devi

Subnets

Peeringlab

Home

Peering link na

[ vNet1-vNet2-Peer

Traffic to remote virtual network

Allow (de

O Block all traffic to the remote virtual network

Traffic forwarded from remote virtual network (@

Allow (d

O Block traffic that originates from outside this virtual netwark

Virtual network gateway or Route Server

None (default)

Remote virtual network

Peering link na
[ vheti-Unet2-peer

Virtual network deployment model @

Resource manager

&)
O Classic

D I know my resource 1D

Subscription *

| MsDN 5¢ v

Virtual network *

‘ PearingVnet2 v ‘

Traffic to remote virtual network

Allow {
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Network Traffic Management

Network Routing
First, we will create firewall as a virtual appliance then we will learn how to route all traffic to it

Azure Firewall is a managed, cloud-based network security service that protects Azure Virtual Network
resources. It is Firewall as a Service with built-in high availability and scalability.

With Azure Firewall, you can create, enforce, and log application and network connectivity policies. Static public
IP addresses for your virtual network resources allow outside firewalls to identify traffic originating from your
virtual network. The service is integrated with Azure Monitor for logging and analytics.

Configuring Azure Firewall
e Set up a network environment (Create Resource group, VNet and VM)
e Deploy a firewall
e Create a default route

e Configure RDP and internet through the firewall rules

Create a resource group

Create a resource group

Create a resource group

Resource group - A container that holds related resources for an Azure solution. The resource group can indude all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. L]

MSDN Platforms (a7632f95-7f0d-4342-adda-dbc286dbe45c)

Azure-FW-RG

Central US
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Create a VNet

The minimum size of the AzureFirewallSubnet subnet is /26.

Create virtual network

Create virtual network O

10.0.0.0/16 vl
10:0.0.0 - 10.0255.255 (65536 addresses)

MSDN Platforms (a7632195-7f0d-4342-

Azure-FW-RG

AzureRirewallSubnet

Li]
10.0.:0.0/24 4
10.0.0.0 - 10.0.0.255 (256 addresses)

Li]
Basic Standard

Create additional subnets to associate it with firewall

Add subnet
Add subnet O

10.0.1.0/24
10.0.1.0 - 10.0.1.255 (251 + 5 Azure reserved addresses)
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Azure-FW-VN - Subnets

Virtual n

4 Subnet = Gateway subnet

Overview
Activity log NAME ADDRESS RANGE
Access control (IAM) AzurefirewallSubnet 10.0.0.0/24

Tags Azure-FW-SN 10.0.1.0/24

Create virtual machines

Create a virtual machine

Create a virtual machine Create a virtual machine

MSDN Platforms (a763295-7i0d-4342-adda-dbc286dbe45¢c)

(ELEss Define network connectivity for your virtual machine by configuring network interface card (NIC) setfings. You can control ports, inbound
and outbound connectivity with security group rules, or place behind an existing load balancing solution. Leam more
NETWORK INTERFACE

Azure-FW-VM / When aeating a virtual machine, a network interface will be created for you

Central US ~ (CONFIGURE VIRTUAL NETWORKS
4 ]

No infrastructure redundancy required

Windows Server 2016 Datacenter

Azure-FW-SN (10.0.1.0/24)
Standard DS1 v2
1 vepu, 3.5 GB memory

(new) Azure-PW-VM_-PIP

ADMINISTRATOR ACCOUNT

Note the private IP address. You'll use it later when you create the default route.

Deploy the firewall

Create a firewall Create a firewall

Create a firewall

"~ PROJECT DETALS

MSDN Platforms (a7632f95-7f0d-4342-adda-dbc286dbed5c)

Azure-FW-RG

INSTANCE DETAILS

Azure-FW
Central US
Create new Use existing

Azure-FW-VN (Azure-FW-RG)

Create new Use existing
Azurefirewalls-PIP

Standard

==
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B Overview

F Activitylog

Access control (IAM) ! ) : a763205-70d-4342-adda-dbc286dbedSc

Tags
Setiings
=% Rules
¥ Threat intelligence
1l Properties
8 lods
B Automation script
Monitoring

i1 Metrics

Create a default route

From all services serach for route table and after create Click Refresh then Click Subnets > Associate

Azure-FW-RT

<o Azure-FW-RT Associate subnet

Associate subnet

Access control {IAM) Subscription ID : aT63295-TRA-4342-adda-dbc2B6dbedsc
Tags
X Diagnose and solve problems
Settings. Routes
& Configuration
NAME
“& Routes
Subnets No results.
Il Properties
& lods

Subnets

B Automation script NAME

Support + troubleshaoting Mo results

# Effective routes

s New support request

Now all incoming traffic will forwarded to the firewall so, now you can allow or deny network traffic coming to that
subnet.
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Click Routes > Add.

Add route

L]
Virtual appliance

i Ensure you have IP forwarding enabled on your virtual appliance. You can enable this by
navigating fo the respective network interface’s IP address settings.

Configure an application rule

Create route table

Azure-FW-RT

MSDN Platforms (a7632f95-7f0d-4342-a

From firewall under setting select Rules, n this lab allows incoming RDP. Also change rdp port from 3389 to 5555

Edit NAT rule collection

] Azure-FW - |

allow-rdp

100

# Ovenview
Fl Activity log

Access control (1AM)
NAME

allow-rdp

allow-rdp2

DESTINATION ADDRE.... “TRANSLATED ADDRESS

52230216228 10014

52.230.216.228 b v 100.1.4

also
|nternet |S e & http: ww . yahoo.com L-a 2 yahoo.com
blocked HTTP request from 10.0.1.4:50042 to www.yahoo.com:30. Action: Deny. No rule matched. Proceeding with default action
?
so we
h t Add application rule collection
ave 1o ] f\zure—FW - I
alloe =

httpa nd https
traffic.

# Overview

5l Activity log
Access control (IAM]
Tags

Settings.

2= Rules

® Threat intelligence

Il Properties

8 Llocks

B Automation script

Monitoring

allow-intemet

Rules
FQDN tags

HAME FODN TAGS

0 selected

i FODN tags may require additional configuration.

Target FQDNs

allow-internet
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Network Routing and Endpoints
System Routes

Azure uses system routes to direct network traffic between virtual machines, on-premises networks,
and the Internet. The following situations are managed by these system routes:

e Traffic between VMs in the same subnet.

e Between VMs in different subnets in the same virtual network.

e Data flow from VMs to the Internet.

e Site-to-Site and ExpressRoute communication through the VPN gateway.

Creating User defined Route

1- First create the routing table
2- Create routes

Create Route table

Basics Tags  Review + create

Project details

Subscription

L

Resource group

Instance details

Region
Marme

Propagate ga
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2 Test-RT »

Route table

ol % Move Delete Refresh

A& Owverview Essentials

Resource group ( Associations ¢ 0subnet associations

Bl Activity log
Location D West US 2
Access cantrol (JARM)
Subscription

¢ Tags -
Subscription D t Bbdedl1b-Tc73-4f7d-8942-8d3baa2 29533

£# Diagnose and solve problerms
Tags ( B

Settings
Routes

= Configuration yel

Routes MName T)  Address prefix

Subnets Mo results,

Properties
Subnets

Locks

Autornation Marme TL  Addressrange Ty Wirtual network

ita Tasks (preview) Mo results,

Add route

Test-RT

Route narme

Firenrall- Route

Sddress prefix
10.0.0.024

Mext hop type (O
Virtual appliance
Wirtual netweork gatewvay

Wirtual netirork
Internet
Yirtual appliance

Mane
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Test-RT | Subnets
tabile

Virtual network T,

Create a resource

@ Home
. + Subnet Refresn
W Dashboard
Al services Dverview [EEearch subnes
& FAVORITES vity log Mame 1y Address range T4 IPvd available addresses T4 Delegated to T4 Security group Ty
¥ Virtual machines Access control (1AM) Jefaul 100.0.0/24 250
Ly

B3 Al resources
®) Resource groups

<% Vinual networks

& Load balancers

B Storage accounts & Con

& App Service Subnets

£.% detaul
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Azure Load Balancers
Create 3 VMs to host web server

Home > Virtual machines >

Create a virtual machine

o Based on the number of availability zones selected, 3 virtual machines will be created. The following settings will be applied to each virtual machine unless specified otherwise.

Basics  Disks  Networking ~ Management  Monitoring ~ Advanced  Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more &7

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * ® | MSDN 5C v I
— Resource group * @ ‘ (New) LBLabs v |
Create new

Instance details

Virtual machine names O ‘ web-1, web-2, web-3 |

3 virtual machines will be created with the names shown above. Edit names

Region * © | (US) Central US v I
Availability options O ’ Availability zone v l
Availability zone * { Zones 1,2, 3 v I

o Based on your zone selection, we will place 3 virtual machines, one in each
selected zone. It is highly recommended to place them behind a load balancing
solution to make your configuration resilient. You can do this in the 'Networking'

tab
Security type @ ’ Standard v I
Image * © ’ EJ Windows Server 2019 Datacenter - Gen2 v I

See all images | Configure VM generation

VM architecture @ () Arme4

(®) x64

o Arm64 is not supported with the selected image.

Run with Azure Spot discount @ D
Size * O ’ Standard_DS2_v2 - 2 vcpus, 7 GiB memory (SAR 399.67/month) v
See all sizes

www.abdelwahed.me



http://www.abdelwahed.me/

Azure Administrator (AZ-104) | Lab Guide

Administrator account

Username * @ ‘ ahmed ~

password * (@

teessnsnnene ~

Confirm password * © ‘ ------------ W

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * (D O None
{9 Allow selected ports

|
Select inbound ports * [ ‘ HTTP (80), RDP (3389) v

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced contrals in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

Basics  Disks  Networking Management Monitoring Advanced  Tags  Review + create

Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more '

Disk options

OS disk type * @O [ Standard SSD (locally-redundant storage) v
If performance is critical for your workloads, choose Premium SSD disks for lower
latency, higher IOPS and bandwidth, and bursting. Learn more

Delete with VM @

Enable encryption at host D

o Encryption at host is not registered for the selected subscription. Learn more about enabling this feature '

Encryption type * [ (Default) Encryption at-rest with a platform-managed key v

Enable Ultra Disk compatibility © D
Ultra disk is not supported for the selected VM size Standard DS2 v2 in Central US.
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Basics  Disks  Networking  Management  Monitoring  Advanced  Tags  Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports,
inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.

Learn more '

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (@ [ (new) LBLabs-vnet v ‘
Create new

Subnet* ® l (new) default (10.2.0.0/24) v ‘

Public P ® H (new) web-1-ip, web-2-ip, web-3-ip 4 ‘

Configure IP address

o 3 public IPs will be created with the names shown above.

NIC network security group @ O None

@ Basic

O Advanced

Delete public IP and NIC when VM is
deleted @

Enable accelerated networking ©

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more &'

Load balancing options ® O None

| @ Azure load balancer
Supports all TCP/UDP network traffic, port-forwarding, and outbound flows.

O Application gateway
Web traffic load balancer for HTTP/HTTPS with URL-based routing, SSL
termination, session persistence, and web application firewall.

Select a load balancer * (O No existing load balancers in current subscription and location. Y
Create a load balancer |
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Create a load balancer X

Load balancer name * l Ahmed-LB01

*
per©
Provides outbound connections for virtual

machines inside your virtual network
using public load balancers.

O Internal

Used to load balance traffic inside a
virtual network. A load balancer frontend
can be accessed from an on-premises
network in a hybrid scenario.

Protocol * (O @
() uop

Rules

Rules Load balancer rule

Inbound NAT rule

Load balancer rule

A load balancing rule distributes incoming traffic that is sent to a selected IP address and
port combination across a group of backend pool instances. Only backend instances that
the health probe considers healthy receive new traffic.

Port * (O [ 80

Backend port * l 80

Inbound NAT rule

An inbound NAT rule forwards incoming traffic sent to a selected IP address and port
combination to a specific virtual machine.

Frontend port range start * (O l 50000

Backend port * (O l 3389

- J[RCEN

www.abdelwahed.me



http://www.abdelwahed.me/

Azure Administrator (AZ-104) | Lab Guide

Delete public IP and NIC when VM is D
deleted @
Enable accelerated networking ©

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more '

Load balancing options © O None
@ Azure load balancer
Supports all TCP/UDP network traffic, port-forwarding, and outbound flows.

O Application gateway
Web traffic load balancer for HTTP/HTTPS with URL-based routing, SSL
termination, session persistence, and web application firewall.

Select a load balancer * ‘ (new) Ahmed-LB0O1 v
Create a load balancer

l < Previous “ Next : Management >

Virtual machines =

Default Directory (ahmedabdulwahedoutlook179.onmicrosoft.com)

-+ Create (ﬁ Switch to classic ® Reservations ié} Manage view ~ O Refresh i Export to CSV ‘%’ Open query @ Assign tags
[ Filter for any field... Subscription equals all Type equals all Resource group equals all X Location equals all X +v Add filt
D Name T Type T Subscription Ty Resource group T Location T Status T
D BB web-1 Virtual machine MSDN 5C LBLabs Central US Running
D K web-2 Virtual machine MSDN 5C LBLabs Central US Running
D B veb-3 Virtual machine MSDN 5C LBLabs Central US Running

www.abdelwahed.me



http://www.abdelwahed.me/

Azure Administrator (AZ-104) | Lab Guide

Now, access each server to add and configure web server (iis) using default installation settings.

- ) N .
Be; Add Roles and Features Wizard — O

Se|ect server ro|eS -, Add Roles and Features Wizard X

S Add features that are required for Web Server (IIS)?
elect one or more rolg

Roles The following tools are required to manage this feature, but do not
have to be installed on the same server.

Active Directory
Active Directory 4 Web Server (IIS)
Active Directory 4 Management Tools
Active Directon [Tools] 1IS Management Console

Active Directory
Device Health
DHCP Server
DNS Server
Fax Server

b [M File and Storag
Host Guardian
Hyper-V
Network Contri
Network Policy, Include management tools (if applicable)
Print and Docu
Remote Access|

RefioteDesktd l Add Features ‘ ’ Cancel l
= \olume-Activati
eb Se |
T Qenvirac ‘
« v 4 | > This PC » Windows (C:) » inetpub > wwwroot v O  Search wwwroot
Name Date modified Type
7t Quick access
B Desktop * | :@ iisst 9/29/2022 2:23 AM HTML Document
= iissta Open 9/29/2022 2:23 AM PNG File
¥ Downloads * Open in Same Window
Documents » Print
& Pictures »* & Share
B This PC > 2 Internet Explorer
Restore previous versions . Microsoft Edge
ﬁ Network
Seamd 6o > |-.7] Notepad
cut Search the Microsoft Store
Copy Choose another app
j iisstart - Notepad
cile Edit Format View Help
<!DOCTYPE html>
<html>
<body style="background-color:gray;">
<br>
<br>
<hl style=text-align:center;" >[5 Keo/I=oRV.\sle [ ATET =0 MUISNQN S BN D)< /h1>
<br>
<h4 style="text-align:center;">NICE TO JOIN US</h4>
<br>
</body>
<html>
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Using Load balancer public IP address, you can access web service in these 3 servers

Home > Load balancing | Load Balancer > Ahmed-LB01

Ahmed-LB01

Load balancer

L Search

« + Add () Refresh

& Overview
W Activity log
R,Q Access control (IAM)

€ Tags

Frontend IP configuration

P? Give feedback

‘ A Filter by name...

Name Ty

Ahmed-LB01-frontendconfig01

/2 Diagnose and solve problems

Settings

B Frontend IP configuration ]

W Backend pools

IP address Ty

20.221. 23 [Ahmed-LBO1-publicip)

Home > Load balancing | Load Balancer > Ahmed-LBO1

'@ Ahmed-LBO1 | Backend pools

Load balancer

[P Search l « -+ Add C_) Refresh ,f\j Give feedback
£ Overview -
A Filter by name... I
H Activity log
f‘h Access control (IAM) Backend pool == all Resource Name == all Resource Status == all IP address == all
& Tags Group by Backend pool ~ I
ﬂ Diagnose and solve problems
Backend pool Resource Name Resource Status IP address
Settings /' Ahmed-LB01-backendpool01
B Frontend IP configuration Ahmed-LBO1-backendpool- web-1 Running 102.04
Backend pools Ahmed-LBO1-backendpool... web-3 Running 10205
¥ Health probes Ahmed-LBO1-backendpool- web-2 Running 10206
Y= Load balancing rules
B Inbound NAT rules
& C m A Notsecure |[20.221.117.223
[ Bookmarks £ Mentor FJE FJSE [ aure £ aws FJ movs [F] VMware [) System Architect ] MCT 2019

Network interface == all Availi

Network interface Availability zone

web-117_z1 1
web-1478_z3 3
web-1779_z2 2

A @ 0O
FIMcT P RHEL [ Im
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To test load balancer refresh or shutdown web-2 and try to access using load balancer IP address

< C ® A Notsecure ||20221.117.223 A s = O @

[ Bockmarks F7] Mentor FJ) E [ SE [ azure [ aws ) movs [) VMware [7) System Architect ] MCT2019 [ mMcT [ RHEL FJ Impor
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Azure Storage

Azure Storage is a service that you can use to store files, messages, tables, and other types of information. You
can use Azure storage on its own—for example as a file share—but it is often used by developers as a store for
working data. Such stores can be used by websites, mobile apps, desktop applications, and many other types of
custom solutions. Azure storage is also used by laaS virtual machines, and PaaS cloud services. You can generally
think of Azure storage in three categories.

Storage for Virtual Machines

This includes disks and files. Disks are persistent block storage for Azure laaS virtual machines. Files are

fully managed file shares in the cloud.

Unstructured Data

This includes Blobs and Data Lake Store. Blobs are highly scaleable, REST based cloud object store. Data

Lake Store is Hadoop Distributed File System (HDFS) as a service.

Structured Data

This includes Tables, Cosmos DB, and Azure SQL DB. Tables are a key/value, auto-scaling NoSQL store.

Cosmos DB is a globally distributed database service. Azure SQL DB is a fully managed database-as-a-service
built on SQL

Creating an Azure Storage account

Home > Storage accounts >

Create a storage account

Basics  Advanced Networking Data protection Encryption Tags Review
Resource group * StorageRG N
Create new

Instance details

If you need to create a legacy storage account type, please click here.

Storage account name @ * ohist02

Region @O * (US) East US A

x .
Performance (@) Standard: Recommended for most scenarios (general-purpose v2 account)

s " i
O Premium: Recommended for scenarios that require low latency.

Redundancy © * Geo-redundant storage (GRS) s

Make read access to data available in the event of regional unavailability.

< Previous Next : Advanced >
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Home > Storage accounts >

Create a storage account

Basics  Advanced Networking Data protection Encryption Tags Review

Network connectivity

You can connect to your storage account either publicly, via public IP addresses or service endpoints, or privately, using a
private endpoint.

Network access * ) .
(@) Enable public access from all networks

O Enable public access from selected virtual networks and IP addresses

O Disable public access and use private access

[ ] Enabling public access from all networks might make this resource available
publicly. Unless public access is required, we recommend using a more restricted
access type. Learn more

Create a storage account

Basics  Advanced Networking Data protection Encryption Tags Review

Enable soft delete for blobs

Soft delete enables you to recover blobs that were previously marked for deletion, including blobs that were overwritten. Learn
more

Days to retain deleted blobs © 7

Enable soft delete for containers
Soft delete enables you to recover containers that were previously marked for deletion. Learn more

Days to retain deleted containers © 7

Enable soft delete for file shares

Soft delete enables you to recover file shares that were previously marked for deletion. Learn more

Days to retain deleted file shares © 7

Tracking

Manage versions and keep track of changes made to your blob data.

D Enable versioning for blobs
Use versioning to automatically maintain previous versions of your blobs. Learn more

< Previous Next : Encryption >
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Home > Storage accounts >

R 4 ohist01 = %

Storage account

/> Search ‘ « ? Upload :_'. Open in Explorer Iﬂ[ Delete —> Move ™ O Refresh E Open in mobile ;':P Feedback
= Overview - A Essentials
Activity log Resource group (move) : StorageRG Performance : Standard
@ Tags Location : East US Replication : Read-access geo-redundant storage (RA-GRS)
. Primary/Secondary Location : Primary: East US, Secondary: West US Account kind : StorageV2 (general purpose v2)
£ Diagnose and solve problems
Subscription (move) : MSDN 5C Provisioning state : Succeeded
8 Access Control (IAM)
Subscription ID 1 a7632f95-7f0d-4342-adda-dbc286dbedsc Created 1 9/29/2022, 9:00:34 AM
& Dat i
& Data migration Disk state . Primary: Available, Secondary: Available
¥ Events
Tags (edit) : Click here to add tags
5 storage browser
Properties Monitaring Capabilities (7) Recommendations Tutorials Developer Tools
Data storage —
= Containers = Blob service L security
& File shares Hierarchical namespace Disabled Require secure transfer for REST API Enabled
) operations
M Queues Default access tier Hot
. Storage account key access Enabled
B Tables Blob public access Enabled
Minimum TLS version Version 1.2
Blob soft delete Disabled
Security + networking Infrastructure encryption Disabled
Container soft delete Disabled
2 Networking f
Versioning Disabled E Networking
# Azure CDN Change feed Disabled
Allow access from All networks
&  Aecane L - NES w2 Nicahlad

Create Container and File Share

Home > ohist01

= ohist01| Containers =

Storage account

earcl « ontainer nange access leve estore containers v erres| elete

|9 search \ + 8 Chang I 9 R () Refresh | Ti] Del

— ) o

= Overview ‘ Search containers by prefix

Activity log

& Tags Name Last modified Public access level
2 Diagnose and solve problems [] slogs 9/29/2022, 9:00:59 AM Private

82 Access Control (IAM) ] an 9/29/2022, 9:03:56 AM Container

‘t

Data migration
Events

S Storage browser

Data storage

= Containers

8 File shares

M Queues

B Tahlac

‘a )

® ) Show deleted containers

Lease state
Available

Available
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Home > ohist01

& ohist01] File shares »

S count
Search « -+ File share (“_) Refresh
= Overview File share settings
B Activity log Active Directory: Not configured Soft delete: Disabled Maximum capacity: 5 TiB Security: Maximum compatibility
¢ Tags R—
Search file shares by prefix (case-sensitive) (] Show deleted shares
£2 Diagnose and solve problems
Ry Access Control (IAM) .
Name Modified Tier Quota
W Data migration -
% archive-data 9/29/2022, 9:12:50 AM Cool 100 GiB
Events .
8 hr-share 9/29/2022, 9:11:25 AM Hot 5TiB
BS Storage browser .
i it-share 9/29/2022, 9:11:05 AM Transaction optimized 5TiB
Data storage
= Containers
™ Queues
Connect to file share

- e L e Connect

& comect T uplosd + Adddirectory () Refresh [@ Deleteshare B Changetier 2 Edit quots
h -
Name Type
Fa. Access Control (AM Sirecton
irecte
Settings
Operations
& snopshot
@ snapshots
5 Hide script
& sackop

tion -ComputerName

[Nindows PowerShell
[Copyright (C) Microsoft Corporation. All rights reserved.
Try t
form PowerShell https://aka.ms/pscoreé
indows\system32> netsh advfirewall set all|

i 0

PS C:\Windows\system32> $c esult = Test-NetConnection ohist@l.file.core.windows.net
S C:\Windows\system32> if ($connec tRes .TcpTestSucceeded) {

cmd.exe /C

New-PSDrive FileSystem

Write-Error

: Credential added successfully.

Used (GB) Free (GB) Provider Root

100.88 FileSystem \\ohist@1.file.core.windows.net\...
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Home > Storage accounts > ohist01 | File shares > archive-data

il archive-data | Properties

File share

| B search

B Overview

£? Diagnose and solve problems
pp, Access Control (JAM)
Settings

:!' Properties

Operations

= Snapshats

& Backup

Q Map Metwork Drive

NAME

archive-data

URL

https://ohist01.file.core.windows.net/archive-data

LAST MODIFIED
9/26/2022, 2:12:50 AM

ETAG
Ox2DAATDO4172E4DF

QUOTA
100 GiB

USAGE
472,61 KiB

TIER
Cool

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: |I:

¥ |

Folder: | YWohistD1 file.core.windows.net\archive-data v|

Example: \\server\share

Reconnect at sign-in

[] Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

Finish | = Cancel
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4 DA

[ Desktop

% Documents

D Music

=] Pictures

B Videos

‘i Local Disk (C:)
= New Volume (D)

= RECOVERY (F:)

~ Devices and drives (4)
- Local Disk (C:)
.
bl

hetwork locationg (13

302 GB free of 378 GB

New Volume (D:) DVD RW Drive (E)

~

41.5 GB free of 97

archive-data
(\\ohist01 file.core.windows.net) (...

®

Access all storage account items using Microsoft storage explorer

= e

Fle tdr View Help
EXFLORER
p v
Collapse All Refresh Al

% Quick Access
v & Emulator & Attached

v =

A

v
< il ~

<

>
>

S WH Data | ake Storane Genl [denrecated)

Storage Accounts

(Attached Containers)
1 Blob Containers

8 File Shares

™ Queues

B Tables

(Emulatar - Default Ports) (Key)
Ahmed Storage (Key)

7 Blob Containers

I $logs

™ ahmed-container

File Shares

& archive-data

&8 hr-share

M it-share

Queues

Tables

L

=

Actions = Properties

Custom Domain

Soft Delete

A

Disabled

i archive-data “m X%

L

Download

. Get Started X

e+

Open  New Folder

T .

Upload

Select All

— 2w ’]\ Current v archive-data

MName %

HR
IT

Sales

Showing 1to 3 of 3 cached items
Activities

Clear completed  Clear successfu

Q Deletion of 'EQ100/M4LW_Invoice.pdf’ from ‘ahmed-

=2 Release Notes: 1.25.1

% 7 ahmed-container X

m E] EI] anh
Copy Paste Clone | More

Search by prefix (case-insensitive)

Size

Copy AzCopy Command to Clipboard

container/” completed: 1 completed (used SAS, discovery

completed)
Started at: 9/28/2022 10:24 AM, Duration: 4 seconds

& Transfer of 'D\Admin Profile\BitLocker Recavery Key

Copy AzCopy Command to Clipboard

F1184065-FOE6-4D44-BA32-104278DB2449.TXT' to "ahmed-
container/ITDATA complete: 1 item transferred (used SAS,

discovery completed)
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Data Protection

Backup Azure VMs
We have to create recovery service vault

Home > Recovery Services vaults >

Create Recovery Services vault

*Basics Tags  Review + create

Project Details

Select the subscription and the resource group in which you want to create the vault.

Subscription * (O I MSDN 5C A% ]
Resource group * (D I LBLabs v ]
Create new

Instance Details

Vault name * O I AhmedRSV N

Region * @ | Central US v
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Go for properties to check vault configuration
AhmedRSV = ¥

Recovery Services vault

‘}3 Search ‘ « -+ Backup -+ Enable Site Recovery ]E Delete O Refresh R'_J Feedback

. -
& Overview O For backups, try our new Backup Center. It offers Azure Backup customers a unified view of Recovery Services Vaults used for backup in Azure. It alsc

) with new governance capabilities. Click here to get the new experience.
@ Activity log

Ra Access control (IAM) Vv Essentials

Tags . .
¢ Tag Overview  Backup Site Recovery
ﬁ Diagnose and solve problems

What's new
Settings

Identit Azure Backup Metrics are now in public preview —
» Identity

. ) i Multi-user authorization for Azure Backup is now generally available —
<I> Private endpoint connections

Multiple backups a day for Azure Files is now in public preview —>
Properties

El Lock Enhanced experience far archive is now generally available —
ocks

Backup for Azure Managed Disk is now Generally Available —
Getting started

A new and improved way to enable Azure Site Recovery on your VMware machines is in public preview —
& Backup

& Site Recovery

Protected items

% Backup items

B Replicated items Backup Site Recovery

Home > Microsoft.RecoveryServicesV2-1664425538893 | Overview > AhmedRSV o Backup Conflguratlon X
i ) AhmedRSV | Properties  # - AhmedRsy
Recovery Services vault B save X Discard
‘ £ Search ‘ « o v .
ulti-User Authorization for Backup is now generally available. Click here to configure. = Storage replication type
& Overview - [ Locally-redundant  Zone-redundant '
Resource group ~ ~
W Activity |
cmbioa (BLabs I}
A Access control (IAM) o This option cannot be changed after protecting items. Geo-Redundant Storage (GRS) provides a
‘ X . higher level of data availability than Zonal-Redundant Storage and Local-Redundant Storage.
@ Tags Diagnestics Settings Zonal -Redundant Storage helps to replicate the data in the availability zones of the same region.
Update Review the trade-offs between lower cost and higher cost availability_here
£ Diagnose and solve problems
Settings C/ross Region Restorer
BACKUP enstle QD)
% ldentity N -
. . Backup Configuration Note:
<5 Private endpoint connections
Update * This allows you to restore in the secondary region for both BCDR drills and outage scenarios.

il! Properties

Encryption Settings * This is available for Azure Virtual Machines and SQL/SAP HANA databases running inside Azure

& Locks VMs in this vault. No support for classic VMs.
Update

Getting started » Cross Region Restore is currently non-reversible storage property.
Multi-User Authorization Learn more about Cross Region Restore and pricing impact,

& Backup Update

& site Recovery

Security Settings
Bratartad itame Undate
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Home > Microsoft.RecoveryServicesV2-1664425538893 | Overview > AhmedRSV

Security Settings

AhmedRSV | Properties  # - AhmedRSY
Recavery Services vault save 3 Discard

(0 Search | « @ Multi-User Authorization for Backup is now generally available. Click here to configure. —

& Overview A o If you have enabled Azure multi-factor authentication, you will be required to
Resource group additionally authenticate using another device (for example, a mobile phone) while

. signing in to the Azure portal
Wl Activity lo
vied | LBLabs @
Access control (IAM)

gt Soft Delete (For workloads running in Azure)

@ Tags Diagnostics Settings Enable this setting to protect backup data for Azure VM, SQL Server in Azure VM and SAP
Update HANA in Azure VM from accidental deletes. Learn More

/® Diagnose and solve problems IS

|\ Enabled Disable )

Settings N

BACKUP Security Features (For workloads running on-premises)
% Identity Enable this setting to protect hybrid backups against accidpntal deletes and add additional

Backup Configuration layer of authentication for critical operations. Refer this link for minimum agent version

s Private endpoint connections P g requirement to enable this setting. Learn more.
Update e

il! Properties i Disable )

& Locks Encryption Settings
Update

Getting started

Multi-User Authorization
Update

& Backup

& Site Recovery

Protected items

Start VM backup

AhmedRSV | Backup

Recovery Services vault

‘ £ Search « A The storage replication is set to Geo-Redundant. This option cannot be changed later. Before proceeding further, click here. —

& Overview

. P
Activity log Where is your workload running?

I Azure e ]
9}‘.{ Access control (IAM)
0 Tags What do you want to backup?

I n Virtual machine ~ ‘
f Diagnose and solve problems
Settings Step: Configure Backup

o

<5 Private endpoint connections

11! Properties

8 Locks

Getting started

& Ssite Recovery
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Home > Microsoft RecoveryServicesV2-1664425538893 | Overview > AhmedRSV | Backup > Create policy

Configure Backu - Azure Virtual Machine

Ah mgwg p @ The value has a length of at least 3.
e

) @ The value has a length of at most 150.
Poli D AhmedBKPolic; v
olioyname © @ Characters are valid

Policy sub type * (O standard @ Policy name is available.
- Once a day backup " Multiple backups per day (Preview)  Backup schedule
. 1-5 days operational tier s 1-30 days operational tier
Frequency * Start time * Schedule * Duration * Timezone *
Vault t Vault i
v YaulLlier o Vaulthier Hourly v |sooam v | [Eeryamours v | [ 12Hows v [ (UTC) Coordinated Universal Time
ZRS resilient snapshot tier - ZRS resilient snapshot tier : .
Support for Trusted Azure VM - Support for Trusted Azure VM Instant Restore (O
Retain instant recovery snapshot(s) for | 7 | Dayls) ©
Backup policy * @ EnhancedPolicy v

Create a new policy | Retention range

Protection operations are based on the OS disk type selected for Azure VM. Enhanced Policy takes the first snapshot as *
configuration. Pricing of Standard pelicy and enhanced palicy varies. Learn more.

Policy Details @ Azure Backup transfers the data from instant restore point to vault once a day. Learn more

Full Backup Backup Frequency
Every 4 hour(s) starting 800 AM UTC for 12 Hour(s) [ Retention of daily backup point

Instant Restore For

Retain instant recovery snapshot(s) for 2 day(s)
30 Day(s)

Retention of daily backup point
Retain backup taken every day for 30 Day(s)
[_] Retention of weekly backup point

Virtual Machines Not Configured

Name D Retention of menthly backup point

Mo Virtual machines selected. Not Configured

add [] Retention of yearly backup point

Enable backup Download a template for automation

Home > Microsoft.RecoveryServicesV2-1664425538893 | Overview > AhmedRSV | Backup > Select virtual machines
Configure Backup
AhmedRSY
_ Vaulttier ) Valt tier @ Discovering virtual machines that can be backed up, are in the same region as vault and not protected by anather vault
ZRsS resilient snapshot tier - ZRS resilient snapshot tier
Support for Trusted Azure VM  Support for Trusted Azure VM ‘ A Filter items by name
Virtual machine name Resource Group
Backup policy * @ (new) AhmedBKPolicy ~
Edit this policy web- LBLabs
Protection operaticns are based on the OS disk type selected for Azure VM. Enhanced Policy takes the first snapshot as * D web-2 LBLabs
configuration. Pricing of Standard pelicy and enhanced policy varies. Learn more.
[] web-3 LBLabs
Policy Details
< Previous | Page| 1 v |of1 Next >
Full Backup Backup Frequency | j B

Every 4 hour(s) starting 8:00 AM UTC for 12 Hour(s)

Instant Restore
Retain instant recovery snapshot(s) for 7 day(s)

Retention of daily backup point
Retain backup taken every day for 30 Day(s)

Virtual Machines

Name

No Virtual machines selected.

Add

@ o5 Disk only backup option allows you to backup Azure Virtual Machine with only OS disk and exclude all the data disks. You ¢
feature, its limitation and pricing- Learn more.

Enable backup Download a template for automation Cancel

www.abdelwahed.me



http://www.abdelwahed.me/

Azure Administrator (AZ-104) | Lab Guide

Home > ConfigureProtection-1664426939480 | Overview > AhmedRSV

& AhmedRSV | Backup items

~ Recovery Services vault

[,O Search ‘ « O Refresh

& Overview
o For backups, try our new Backup Center. It offers Azure Backup customers a unified view of Recovery Services Vaults used fo
Activity log Click here to get the new experience.

A Access control (IAM)

(Primary Region Secondary Region)

€ Tags

2 Diagnose and solve problems
BACKUP MANAGEMENT TYPE BACKUP ITEM COUNT

Settings | Azure Virtual Machine 1

o Identity Azure Backup Agent 0
<I5 Private endpoint connections Azure Backup Server 0
Il Properties P 0
£ Locks Azure Storage (Azure Files) 0
Getting started SQL in Azure VM 0
& Backup SAP HANA in Azure VM 0

& Site Recovery

Protected items

Backup items

Replicated items

Home > ConfigureProtection-1664426939480 | Overview > AhmedRSV | Backup items »

Backup Items (Azure Virtual Machine)

AhmedRSV

(D Refresh —+ Add 57 Filter

€@ with Backup center, you can view all your laasVM items across vaults, subscriptions and regions in a single pane of glass. Click here to use the new experience. —>

o All data fetched from the service.

‘)3 Filter items ...

Name Ty Resource Group T Backup Pre-Check Last Backup Status Latest restore point T4
LBLabs @ Passed A\ Warning (Initial backup pending)

‘ < Previous Page| 1 ~ |of 1 Next >
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web-1

Backup Item

49 Backup now ") Restore VM ) File Recovery ® Stop backup O Resume backup ]j] Delete backup data ) Restore to Secondary Region ) Undelete

@ For backups, try our new Backup Center. It offers Azure Backup customers a unified view of Recovery Services Vaults used for backup in Azure. It also provides improved sorting and filtering along with new governance capz

 Essentials

Recovery services vault : AhmedRSV Backup Pre-Check o Passed

Subscription (move)  : MSDN 5C Last backup status  : A Warning (Initial backup pending)
Subscription ID : a7632f95-7f0d-4342-adda-dbc286dbed5c Backup policy : AhmedBKPolicy,

Alerts (in last 24 hours) : View alerts Oldest restare point : -

Jobs (in last 24 hours) : View jobs

Recovery points
This list is filtered for last 30 days of recovery points. To recover from recovery point older than 30 days, as well as vault-archive, click here.

Long term recovery points can be moved to vault-archive. To move all ‘recommended recovery points' to vault-archive tier, click here

CRASH CONSISTENT APPLICATION CONSISTENT FILE-SYSTEM CONSISTENT
0 0 0
Time Ty Consistency Recovery type

No restore points available.

Home > ConfigureProtection-1664426939480 | Overview > AhmedRSV

v— AhmedRSV | Backup Jobs

Recovery Services vault

Frewa ]«

= Backup items

Choose columns 5 Filter Ty Expaort jobs O Refresh ,‘Qj Feedback

Filtered by: Item Type - All, Operation - All, Status - All, Start Time - 8/28/2022, 10:52:43 AM, End Time - 9/29/2022, 10:52:43 AM
B Replicated items

€ For backups, try our new Backup Center. It offers Azure Backup customers a unified view of Recovery Services Vaults used for backup in Azure. It also provides impraved sarting and filtering along with new governance «
Manage Click here to get the new experience.

EE Backup policies

B Backup Infrastructure @ All data fetched from the service.

B site Recovery infrastructure

[E Recovery Plans (Site Recovery) | A Filter items ..

@il Backup Reports Workload name 1Ty Operation Status Type Starttime Ty Total Duration Ty Details
Monitoring web-1 Backup @ In progress Azure Virtual Machine 9/29/2022,10:52:30 AM 00:00:11 View details
H Alerts web-1 Backup @ In progress Azure Virtual Machine 9/29/2022, 10:31:53 AM 00:20:48 View details
G Metrics web-1 Configure backup @ Completed Azure Virtual Machine 9/29/2022, 8:49:11 AM 00:00:30 View details

& Diagnostic settings . ——
- 9 9 < Previous | Page| 1 ™ |of1 Next >
i logs

@ Advisor recommendations

Site Recovery jobs
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Now you can restore and stop the backup

Home » AhmedRSV | Backup items > Backup Items (Azure Virtual Machine) »

web-1

Backup ltem

49 Backup now “) File Recovery () Resume backup [i] Delete backup data ) Restore to Secondary Region ' Undelete

A Backup pre-checks for this item point to issues that may lead to backup failures. Click here to resolve them —>

/ Essentials

Recovery services vault : AhmedRSV Backup Pre-Check O Warning

Subscription (move) : MSDN 5C Last backup status  : o Success 9/29/2022, 10:52:30 AM
Subscription ID a7632f35-7f0d-4342-adda-dbc286dbed5c Backup policy : AhmedBKPolicy

Alerts (in last 24 hours) : View alerts Oldest restore point : 9/29/2022, 10:31:57 AM (37 minute(s) ago)

Jobs (in last 24 hours) : View jobs

Recovery points
This list is filtered for last 30 days of recovery points. To recover from recovery point older than 30 days, as well as vault-archive, click here.

Long term recovery points can be moved to vault-archive. To move all 'recommended recovery points’ to vault-archive tier, click here.

CRASH CONSISTENT APPLICATION CONSISTENT FILE-SYSTEM CONSISTENT

0 2 0

Time Ty Consistency Recovery type
I 9/29/2022, 10:52:33 AM Application Consistent Snapshot
I 9/29/2022, 10:31:57 AM Applicaticn Cansistent Snapshot

Home > AhmedRSV | Backup items > Backup Items (Azure Virtual Machine) > web-1 >

Restore Virtual Machine

web-1

Restore allows you to restore VM/disks from a selected Restore Point.

Restore point * 9/29/2022, 10:31:57 AM
Select
Data Store Snapshot

Restore Configuration

@ Create new

O Replace existing

o To create an alternate configuration when restoring your VM (from the following menus), use PowerShell cmdlets.

Restore Type * O ‘ Create new virtual machine ~

. X Create new virtual machine
Virtual machine name * ©

Restore disks

Resource group * (O | LbLaps v
Virtual network * @ ‘ Select an option v
Subnet* ® ‘ Select an option ~
Staging Location * ® ‘ Select an option v

Can't find your storage account ?
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Backup files and folders

»

Home > Recovery Services vaults > AhmedRSV

AhmedRSV | Backup

Recovery Services vault

£ Search « . .
Where is your workload running?

& Overview - I On-Premises

Bl Activity log What do you want to backup?
& Access control (JAM) Files and folders

@ Tags Files and folders
/2 Diagnose and solve problems D Hyper-V Virtual Machine

. [j VMWare Virtual Machine
Settings
D Microsoft SQL Server
» Identity

[j Microsoft SharePoint
<> Private endpoint connections

" [j Microsoft Exchange
11! Properties

D System State

E| Locks
D Bare Metal Recovery

Getting started

& Site Recovery

& AhmedRSV | Backup

Recovery Services vault

‘,O Search ‘ « ) )

Where is your workload running?
& Overview “ | on-Premises v ‘
& Activity log What do you want to backup?
%D\ Access control (IAM) ‘ Files and folders W ‘
@ Tags

. Step: Prepare Infrastructure
/2 Diagnose and solve problems

§ | Prepare Infrastructure |
Settings

Download both of backup agent and vault credentials to the server you want to backup (I'll use web-2 VM)
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Home > Recovery Services vaults > AhmedRSV | Backup >

Prepare infrastructure

Recovery Services Agent
Please follow the steps mentioned below.

1. Install Recovery Services agent
Download Agent for Windows Server or Windows Client

2. Download vault credentials to register the server to the vault. Vault credentials will expire after 10 days.

Already downloaded or using the latest Recovery Services Agent

3. Schedule backup using Recovery Services Agent Ul. Learn More

4. Once the backups are scheduled, you can use backup jobs page to monitor the backups. Browse jobs page

5. You can also Configure Notifications from alerts page to receive email alerts for backup failures. Browse alerts page
13 Microsoft Azure Recovery Services Agent Setup Wizard

L‘—}t Installation Settings

=

Installation Stages Installation Folder

@ Installation Settings Microsoft Azure Recovery Services Agent will be installed in the following folder. To choose a different

installation folder, click Browse. The location specified must have at least 1 GB of free space.

@ Proxy Configuration

@ Microsoft Update Opt-in

@ Installation |C:\Prog'an Files\Microsoft Azure Recovery Services Agent | ‘ Browse ‘
Cache Location

Microsoft Azure Recovery Services Agent can use this to keep track of files being backed up from
your computer. The location specified must have free space which is atleast 5% of the backup
a.

[C:\Program Files\Microsoft Azure Recovery Services Agent\Scratch |
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ﬁ Microsoft Azure Recovery Services Agent Setup Wizard

‘gﬁ Installation
Installation Stages
@ Installation Settings Microsoft Azure Recovery Services Agent uses some optional Windows features that might not be
installed on this server. The setup wizard is checking that the prerequisite software is installed.
@ Proxy Configuration
@ Microsoft Update Optn Any missing software will be installed along with Microsoft Azure Recovery Services Agent.
@ Installation
Required software Status
@ Microsoft NET Framework 4.5 Available
& Windows Powershell Available

t‘; Microsoft Azure Recovery Services Agent Setup Wizard

‘—b‘:‘ﬁ Installation
Installation Stages
@ Installation Settings Microsoft Azure Recovery Services Agent uses some optional Windows features that might not be
) installed on this server. The setup wizard is checking that the prerequisite software is installed.
@ Microsoft Update Opt-n Any missing software will be installed along with Microsoft Azure Recovery Services Agent.
@ Installation
Required software Status
@ Microsoft NET Framework 4.5 Available
& Windows Powershell Available
Validating install...
|
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1—3 Microsoft Azure Recovery Services Agent Setup Wizard X
;_?M > Installation
Installabon Stages
@ Installation Settings Microsoft Azure Recovery Services Agent uses some optional Windows features that might not be
installed on this server. The setup wizard is checking that the prerequisite software is installed.
@ Proxy Configuration
@ Microsoft Update Opt-n Any missing software will be installed along with Microsoft Azure Recovery Services Agent.
@ Installation
Required software Status
@ Microsoft NET Framework 4.5 Available
& Windows Powershell Available
@ Microsoft Azure Recovery Services Agent installation has completed successfully.
Click proceed to registration to register the server to a backup vaultt.
| Proceed to Registration Close
() Register Server Wizard X
Vault Identification
‘ault ldentification Select the vault credentials downloaded from the quick start page in the Microsoft Azure Backup
Encryption Setting Vault.
Server Registration
Vault Credentials: C\Users\ahmed\Desktop\AhmedRSV_Thu Sep 29 2022.VaultCre | Browse ]
Backup Vault: AhmedRSV
Region: centralus

Subscription Identifier:| a7632f95-7f0d-4342-adda-dbc286dbed5c

Vault Credential expiry:L_10/00/2022 07:58:54
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2 Register Server Wizard
Encryption Setting
Vault Identification Backups are encrypted to protect the confidentiality of your data.

G te or type a passph to encrypt and decrypt backups from this server.

Server Registration

Enter Passphrase (minimum of 16 characters)

| (36) Generate Passphrase

Confirm Passphrase

| (36)

Enter a location to save the passphrase

IC:\Users\ahmed\Dsktop El Browse

/i, Saving the passphrase locally does not protect it from corruptions and disasters. Microsoft
cannot recover data, if the passphrase is lost or forgotten. It is strongly advised to store a copy
of the passphrase in a secure ‘external’ location, like the Azure Key Vault. Learn to store the
passphrase in an Azure Key Vault

< Previous Next > Finish Cancel
Now server registered and we can back up our files
Register Server Wizard
Server Registration
Vault Identification o Microsoft Azure Backup is now available for this server.

Encryption Setti
NEYpHon Seng The passphrase was saved to the following file :

_ C\Users\ahmed\Desktop\9 29 2022 08 03 30 AhmedRSV web-2.txt

O WARNING! Storing the passphrase locally can lead to passphrase loss due to
deletions and ransomware attacks. Microsoft cannot help to recover your data
if the passphrase is lost. Save a copy of the passprase to another computer or
Azure Key Vault immediately.

Learn how you can store the passphrase in re Key Vault.

Before your server is backed up you must configure and schedule backup
options.

[V Launch Microsoft Azure Recovery Services Agent
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Now going to back up user documents

Microsoft Azure Backup ~ | Actions

g Microsoft Azure Backup supports scheduled backups of files and folders, and Windows System State (New) to an online location Register Server
Now you can also backup Windows System State and protect your File Servers, Domain Controllers and IIS \Web-Servers from corruptions. attacks and disasters. Learn more.
You can also Configure Notifications from Alerts blade to receive email alerts for backup failures. Learn More, “ Recover Data
Change Properties
Jobs (Activity in the past 7 days, double click on the message to see details)
Open Portal
Jobs  Alerts
About Microsoft Azure Reco
Status Time ) Message Description a Privacy & Cookies
View
Help
Status
Last Backup Next Backup Available Recovery Points Last Recovery
Status: - Status: Not Scheduled Total backups: None Status: -
Time: - Time: - Latestcopy: - Time: -
View details Oldest copy: - B view details
= View details
‘-‘G Schedule Backup Wizard
@ Select Items to Backup
Getting started Click Add Items to select the files and folders you want to backup.
Select tems to B p Name
Specify Backup Schedule ... ‘i CAUsers\ahmed\Doc \
Select Retention Policy (F...
Choose Initial Backup Ty...
Confirmation
Modify Backup Progress
a8 9 s | Documents -_ a X
- Home Share View v .
« v 4 #| > This PC > Documents v O SearcH Documents P
“  Name Date modified Type I Add ltems I \ Remove ltems ‘
v o Quick access

© 929 2022_08_03_30_AhmedRSV_web-2 9/29/2022 8:03 AM Text Exclusion Settings

I Desktop » 4
AhmedRSV_Thu Sep 29 2022 VaultCredentials 9/29/2022 7:59 AM VAUI
¥ Downloads |#
% Documents :
B Dirtiirar < 55 B8 >

2items -
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# Schedule Backup Wizard

@ Specify Backup Schedule (Files and Folders)

Getting started Define a schedule when you want to create a backup copy for selected files and folders

Select ltems to Backup

Specify Backup Schedule ... Schedule a backup every

Select Retention Policy (F... @® Day ) Week

Choaose Initial Backup Ty...

Confirmation At following times (Maxi llowed is three times a day)

Modify Backup Progress 1130 PM . 400 PM -~ 830PM .

“% Schedule Backup Wizard

Q Select Retention Policy (Files and Folders)

Batug st Specify the retention policy for the backup copy of files and folders
Select Items to Backup o
Specify Backup Schedule ... 11:30 PM —
Select Retention Pol Hetain backip copios taton At 400 PM for heo 3 Days
Choose Initial Backup Ty... [] Weekly Retention Policy Ll
Confirmation —
Modify Backup Progress mm";‘ Satiyclay Modify 104 3 \ Weeks
[ Monthly Retention Policy
Retain backup Saturday of Last Modi =]
copies taken on ® Week | ify 60 T Months
On day(s) 1 [
o | Modiy

[ Yeary Retention Policy

Retain back Saturday of Last I = 7
e SO i e Mosty | for |10 2] v
March 1 =
O | Modify

“% Schedule Backup Wizard

Choose Initial Backup Type (Files and Folders)

Getting started Initial Backup transfers a full backup of your data to Azure. Subsequent backups transfer only changes in your data.
Select Items to Backup Specify the option for transferring the Initial Backup. Help me choose.
Specify Backup Schedule ...
Select Retention Policy (F... Online
Choose Initial Backup Ty... (@ Transfer over the network
Confirmation Uses your network to move the inital backup data to Azure
Modify Backup Progress
Offline

(i) Seed initial backup using storage devices without using network. Recommended for limited network bandwidth envi |
backups are done over the network.

O Transfer using Microsoft Azure Data Box disks

Order an Azure Data Box (up to 100TB) or a single Data Box disk (up to 8TB) to transfer data from this server to Azure. Saves effort to procure and ship
disks. Ensure you have already ordered your Data Box device. To order go to Azure > Data Box. Learn more.

O Transfer using my own disks
To transfer initial backup using this option. you must use Azure-compatible disks, connectors and shipping partners. Refer to our Offline Backup
documentation for more details.Learn more,
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“% Schedule Backup Wizard

Confirmation

Getting started
Select ltems to Backup

You are about to save the following backup schedule and initiate intial backup.

Specify Backup Schedule ... .
ech .p i Policy Type Files and Folders
Select Retention Policy (F... )
Choose Initial Backup Ty... Backup ltems Selected items (C:\)
Confirmation File () Excluded: None
Modify Backup Progress Backup Time: 11:30 PM, 4:00 PM, 8:30 PM
Backup Days: Everyday
Weekly frequency: Every 1 week(s)
Retention Days: 180
Initial Backup
Creation Network
Schedule Backup Wizard
@ Modify Backup Progress
Getting started Stat
Select ltems to Backup
Specify Backup Schedule ...
Select Retention Policy (F... @ You have successfully created a backup schedule.
Choose Initial Backup Ty...
Confirmation
izl = Status
OCreate backup schedule for Files and Folders Success

@ Back Up Now Wizard

Back Up Now will backup this server using the following settings.

Confirmation
L
You can also backup now Select Backup ftem
| Retain Backup Till Backup Items:
Backup progress
Files excluded:
Retain Backup Tilk:
Server Settings
" Network throttling settings:
Proxy server settings:
. p .
i
< Previous

None
10/29/2022

Not Configured
Not Configured

Next > || Back Up || Cancel
1

Register Server
Schedule Backup

e

& Back Up Now

]

Recover Data

Change Properties

Open Portal

About Microsoft Azure

8 Privacy & Cookies
View

Help
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Home > Recovery Services vaults > AhmedRSV

» | i AhmedRSV | Backup items

=" Recovery Services vault

£ Search « () Refresh

& Overview
o For backups, try our new Backup Center. It offers Azure Backup customers a unified view of Recovery Services V
B Activity log along with new governance capabilities. Click here to get the new experience.

R Access control (IAM)

B .
(_Primary Region  Secondary Region j'

@ Tags
/2 Diagnose and solve problems
BACKUP MANAGEMENT TYPE BACKUP ITEM COUNT
Settings . )
Azure Virtual Machine 1
|
o Identity [ Azure Backup Agent 1 J

Home > Recovery Services vaults > AhmedRSV | Backup items > Backup Items (Azure Backup Agent) >

C:\ on web-2.

Backup Item

~ Essentials

Recovery services vault : AhmedRSY Last backup status : o Success
Computer name T web-2. Last refreshed at  : 9/29/2022, 1:24:05 PM
Item Type : File-Folders

Monitoring

Recovery points

Latest 9/29/2022, 1:22:12 PM
Oldest 9/29/2022, 1:22:12 PM
Total 1
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To recover these data, you have to recover from azure backup agent

@ Recover Data Wizard X
Register Server
@ Gmi“g Started L@ Schedule Backup

&% Back Up Now
You can use this wizard to recover files from a backup service and restore them to your server. [‘— Racoves Deta

Change Properties

F

|

Select Becovery Wode To get started, identify the server on which the backup was originally created.

Select Volume and Date I ® This fweb-2) ] Open Portal

Browse And Recover Files O} Anicthes saver About Microsoft Azure Recovery ..

a Privacy & Cookies
™ Recover Data Wizard X
@ Select Recovery Mode
Getting Started What do you want to recover?
(® Individual files and folders

Select Volume and Date Mounts a backup of the selected volume that can be used to browse and recover individual files
e e e and folders. This option is best suited for recovering files and folders up to 80 GB in size.

™ Recover Data Wizard

Q Select Volume and Date

Getting Started
"9 Select the volume:  C\ v
Select Recovery Mode
Available backups
Select Volume and Date Oldest available backup: 9/29/2022 9:22 AM
Browse And Recover Files Newest available backup: 9/29/2022 9:22 AM

Select the date of a backup to use for recovery. Backups are available for dates shown in bold.
Backup date: 9/29/2022

< September 2022 4 Tine 922 AM 7
Sun Mon Tue Wed Thu Fri Sat
1 2 3

4 5 6 7 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28[29] 30

@ Clicking 'Mount' will mount the selected recovery point as a volume. This might take a few
minutes.

< Previous vee [ Mount ]| cancel
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I & Re ver Data Wiz:

|

.@ Browse And Recover Files
Getting Started Status: Recovery volume mounted as disk. Browse volume from file explorer to recover items.
Select Recovery Mode

ErrrmreErE "

Recovery Volume : FA

- O X
j v @
M
hmed > Documents v O Search Documents P
ame Date modiffed "YPEm explorer to browse and copy items, to recover
! : finish ing.
929 2022 08_03_30_ AhmedRSV._web-2 0/20/2022 §03 AM  Text * 2nd finish recovering

||AhmedRSV_Thu Sep 29 2022 VaultCredentials 9/29/2022 159 AM VAU3:30:57 PM. Mount time is extended to a
‘ile-copy. Any backups scheduled during
unted.

>
—
-

< Previous Next > Browse Unmount
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Azure Site Recovery

Configuring ASR for on-premises resources
1. Prepare Infrastructure
2. Replicate Application
3.  Manage Recovery Plans

» AbdelwahedRSV01 - Site Recovery

Recovery Services vaults « I!I AbdelwahedRSV01 - Site Recovery

ahir fHhGOET 7 I .

Edit columns

Settings FOR ON-PREMISES MACHINES
i Properties @ Prepare Infrastructure
8 Locks

5 . FOR ON-PREMISES MACHINES AND AZURE VIS
B Automation scnpt

& Step 1: Replicate Application
Getting started

& Badup B Step 2 Manage Recovery Plans

> Protection goal

- Site Recovery X Prepare infrastructure X Protection goal

¢ These are long running tasks done on-premises.

FOR ON-PREMISES MACHINES.

. Prepare Infrastructure

FOR ON-PREMISES MACHINES AND AZURE VMS
& Step 1:Replicate Application

B Step 2:Manage Recovery Plans
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> Deployment plani

Create a resource AbdelwahedRSV01 - Site Recovery : Prepare infrastructure b Deployment planning

Home
Tz o () o s e A s Site Recovery performs optimally when sufficient
network bandwidth and storage are provisioned.

All services FOR ON-PREMISES MACHINES Allocating insufficient capacity can lead to

Dashboard

replication issues.
FAVORITES @ Prepare Infrastructure
Recovery Services vaults ks and run the deployment planner to

- FOR ON-PREMISES MACHINES AND AZURE VMS. accurately estimate network bandwidth, storage
Resource groups Sty veploy planning and other requirements to meet your replication
needs.

= &' Step 1: Replicate lication
All resources w plcaic Applic

P Recent B Step 2: Manage Recovery Plans

App Services
ELEHES Yes, | have done it
Virtual machines (classic) 1 will do it later
Virtual machines ~ .

plicated items

Cloud services (classic)

Subscriptions

Azure Active Directol

: Provider Installation

Azure Site Recovery Provider Setup (Hyper-¥ server) -

Specify where you want to install the Microsoft Azure Site Recovery Provider. This setup will install Azure Site
® Microsoft Update Recovery Provider and Azure Recovery Services Agent on this computer.

Installation Location

Browse

‘0 Configuring Service
‘0‘ Installation of Azure Recovery Services Agent completed
G

Continue to register this server in an Azure Site Recovery vault.

Installation of Azure Site Recovery Provider completed

Microsoft Azure Site Recovery Registration Wizard -

Vault Settings...
\

Select the registration key file you downloaded from the Azure Site Recovery portal and specify vault settings. Learn M

Key file AbdelwahedRSVOT1_AbdelwahedSite_Tue Jan 08 2019.VaultCredentials

® Proxy Settings

@ Registration Subscription a7b32f95-7f0d-4342-adda-dbc286dbed5c
Vault name AbdelwahedRSVO1
Hyper-V site name AbdelwahedSite
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Proxy Settings...

Specify how the Provider running on the server connect to Azure Site Recovery, Connectivity will be verified when
@ Vault Settings you click Mext.

Click next to check connectivity with Azure Site Recovery Service.

@ Registration
®) Connect directly to Azure Site Recovery without a proxy server
() Connect to Azure Site Recovery using a proxy server

Specify how the Provider running on the server connect to Azure Site Recovery, Connectivity will be verified when
@ Vault Settings you dlick Next.

Checking connectivity with Azure Site Recovery Service.

@ Registration [ [ | |

® Connect directly to Azure Site Recovery without a proxy server
() Connect to Azure Site Recovery using a proxy server

Registration

Configuring Azure Site Recovery for registration
® Vauleting: | —

@ Proxy Settings

Registration

Registering the server

® Vool Setings | —

® Proxy Settings

Registration

0 The server was registered in the Azure Site Recovery vault
® Vault Settings

® Proxy Settings
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Add Server

Prepare infrastructure Prepare source ; Add Server
Al A Al 1

These are long running tasks done on-premises. Hyper-V Site Hyper-V Server

[FOR OM-PREMISES MACHINES ) ] ' Step 1: Select Hyper-V site

. = — ’ Adding Hyper-V server may take
AbdelwahedSite 15 minutes to 30 minutes

FOR ON-PREMISES MACHINES AND AZURE VMS
. ister your Hyper-V host(s)
&' Step 1: Replicate Application | have done it + Step 2: Ensure Hyper-V servers are added Reg & =

S Manage Recovery Plans
. o hid BMZShare.Binzafrah.com . Make sure the host is running Windows

Server 2012 R2 or above.

Configure Proxy setting and ensure each
host can access the

the installer for the Microsoft
Azure Site Recovery Provider.

Download the vault registration key to
register the host in a Hyper-V site

Install the Provider on the Hyper-V host

I" AbdelwahedRSV01 - Site Recovery Prepare infrastructure

These are long running tasks done on-premises. Storage account

Overview FOR ON-PREMISES MACHINES L]
MSDN Platforms (a7632f95-7f0d

Activity log . Prepare Infrastructure - Hyper-V VMs to Azure

Access control (JAM) ﬂ

FOR ON-PREMISES MACHINES AND AZURE VMS
Resource Manager

Tags
) Step 1: Replicate Application ) I have done it
4 Diagnose and solve problems
Step 2: Manage Recovery Plans ) +/ Step 2: Ensure that at least one
Settings compatible Azure storage account exist
AbdelwshedSite Storage account(s) &

ﬂ Locks Found abdelwahedstrg01diag (Standard)
fes storage account.

Il Properties

B Automation script

Getting started
+' Step 3: Ensure that at least one
& Badwp compatible Azure virtual network exist

& Site Recovery Network(s) &
abdelwahedstRG1-vnet
Protected items
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Create and assodiate policy

Prepare infrastructure Replication policy X Create and associate policy [

These are long running tasks done on-premises. Create and Associate o
AbdelwahedPolicy
Step 1: Ensure "AbdelwahedSite is assodated to at least one replication policy °
Hyper-V VMs to Azure
Mo replication policies exist. Click “+Create and Assodate’ button on top to aeate a
replication policy and associate "AbdelwahedSite” to it.

I have done it

AbdelwahedSite

Replication policy

Prepare infrastructure Replication policy
L 1

These are long running tasks done on-premises. Create and Associate
FOR ON-PREMISES MACHINES Step 1: Ensure "AbdelwahedSite’ is assodiated to at least one replication policy
& Prepare Infrastructure ; Hyper-V VMs to Azure R i [

AbdelwahedPolicy
FOR ON-PREMISES MACHINES AND AZURE VMS

@ Successfully created replication policy
Step 1: Replicate Application I have done it

=== Associating ‘AbdelwahedSite’ to replication policy
Step 2: Manage Recovery Plans

AbdelwahedSite
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Replication policy

- Site Recovery x Prepare infrastructure X Replication policy
AbdelwahedR5V AbdelwahedRSV

X
@ 220 PM

Successfully completed the operation.
These are long running tasks done on-premises. Create and Assodiate

FOR ON-PREMISES MACHINES + Step 1: Ensure ‘testsite’ is assodated to at least one replication policy

® Prepare Infrastructure Replication policy @
shmedreplicate

FOR ON-PREMISES MACHINES AND AZURE VMS.

@ Successfully created replication policy
& Step 1: Replicate Application

. @ Successfully associated “testsite” to replication policy
Step 2: Manage Recovery Plans

Replication settings
Prepare

> > Source

- Site Recovery X | Enable replication X | Source
AbdelwahedRSV AbdelwahedRSV

Select your source environment

‘I Source
FOR ON-PREMISES MACHINES Configure

@ Prepare Infrastructure
on @

FOR ON-PREMISES MACHINES AND AZURE VMS
& Step 1: Replicate Application

. Step 2: Manage Recovery Plans

I!I AbdelwahedRSV - Site Recovery Enable replication Target
Recovery Servi t alwahedRS\ AbdeivahedRSY

Select your target settings for recovery

L]
Settings FOR ON-PREMISES MACHINES

1] Properties @ Prepare Infrastructure
S ne

& lods MSDN Platforms (a7632f95-7f0d-4342-...
FOR ON-PREMISES MACHINES AND AZURE VM5
B Automation script

& Step 1: Replicate Application
Getting started

. Step 2: Manage Recovery Plans
& Badap

& Site Recovery

Protected items

& Badkup items

W Replicated items

Manage

B Badwp policies
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Select virtual machines

I!I AbdelwahedRSV - Site Recovery X | Enable replication X | Select virtual machines

o Finished retrieving data.
Settings FOR ON-PREMISES MACHINES

1] Properties . Prepare Infrastructure
&8 Lods

FOR ON-PREMISES MACHIMES AND AZURE VIS

B Automation script
& Step 1: Replicate Application

Getting started ual machines
. Step 2: Manage Recovery Plans Select

& Badwp

& Site Recovery
Protected items
L ] Backup items

L] Replicated items

Manage

B Badwp policies

= Badwp Infrastructure

=: Site Recovery infrastructure

Configure properties

Enable replication Configure properties
Abdel RSV

05 DISK DISKS TO REPLICATE
v | Need to select per VM. Need to select per VM.

v BNZVDC v All Disks [1]

Properties

‘Configure properties
replication

Configure replication settings

R - .o c Enabl; licati
X | Enable replication X | Configure replication settings e feplication
Abdel

Replication policy

FOR ON-PREMISES MACHINES 5 | ahmedreplicate

@ Prepare Infrastructure
Copy frequency 5 Minutes

FOR ON-PREMISES MACHINES AND AZURE VMS Recovery point retention 2 Hours

# Step 1: Replicate Application App consistent snapshot frequency 1 Hour

. Step 2: Manage Recovery Plans Vi : Initial replication start time Immediately 4 Proper
Configured

Encrypt data stored on Azure Off

Properties VMM settings Mot configured 5 Rey
Configured ahmedreplicate

Replication settings
‘Configure replication settings

Arigate \l
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Failover readiness
- " Last successful Test Failover
Il Properties i Click above to see the latest
recovery points.
B Compute and Network i Configuration issues @ Mo issues =

2 Disks

AbdelwahedRSV - Replicated items
Recovery Services vaults . ‘ AbdelwahedRSV - Replicated items

ahm D

Replicate Columns

Edit columns Refresh

= _ - You can run your machines on managed disks after a failover or migration from on-premises to Azure. Set the option to
N ST use managed disks in Replicated ftem —> Setfings -> Compute and Network.

Getting started Last refreshed at: 1/8/2019, %:52:05 PM

& Backup

Finished loading data from service.
&' Site Recovery

Protected items
W Badwp items
W Replicated items

Manage

Ili' Properties
B Compute and Network

= Disks
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Failover and migrating the VM

Failover
lanned Failover Failover Test Failover

Failover readiness

Last successful Test Failover
'y

Click abave to see the latest

=T recovery points.

Protected

7 secs [As on 1/8/2019,
11:51:58 PM]

Events - Last 72 hours(1)

TIME EVENT NAME SEVERITY

1/8/2019, 10:57:34 PM Target configuration of ... ¥ Critical

«| % Connect Q pestar M stop =P Move [ Deete () Refr

@ 01 s not using Managad Disks. Migrate 1o Managed Disks 1o get mare benefits, <»

# .
X ¢
SETTINGS
£ Dis
-

»* Network

]

Complete Migration

cannot change t

machine.

This will remoy

the machine,

1 by Azure Sit

longer be prote
Protection co nfiguration and settings for this

machine will be cleaned up automatical

Failover

Failover direction
L]

Recovery Point
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