Hyper-V Replication on Windows Server 2016
Step by Step iy

Ahmed Abdelwahed
Microsoft Certified Trainer
Ahmed abdulwahed@outlook.com



mailto:Ahmed_abdulwahed@outlook.com

Hyper-V Replication on Windows Server 2016

Contents
1] BT o1 T o T TP PRSPPI UPTUPPTPPROPRRRP 3
EXISTING ENVIFONMENT ... ..ttt ettt e e e e s et bttt e e e e e e s s bbb et e e e e e e e s aab e b aaeeeeeaaaanbbbaeeeeesessaassebaeaeeeesasansneaaeaens 3
WOTKING WItN HYPEI-V .ttt et e e e st e e e s s bte e e e abeeae e s sbaee e asaeaesasseeeesansseaeeasbeeesennseeesensseeesennrens 4
add Hyper-V role through POWEISNEI .......cco ittt ettt e e et e e e s sabee e e e s abee e s esabeeesesabaeesennreeas 4
FTo [0 VT o U E ] BN ol T o B Y] o 1T Y SRR 4
INStall SErVEr Core 2016 ON HYPEI-V .....oii ettt ettt e e ettt e e e ettt e e e e eate e e e e eataee e eeabaeeesaabaeaeeasbaeeeeasbaeeeennsaeeesanbaeeeennseeeeannsenns 5
Manage SErver 2016 COre I0CAIIY ...uiiiiiiiii et e st e e e st e e e s s bae e e s sbteeessbeeeessbteeesanstaeeesnseeeessnsteeesnanes 14
Windows Server 2016 Initial CONFIGUIATION ..cciiuiiiiiiiiie ettt e e s e e st ae e e ssabae e e e sanbeeesansseeesnnsseaeens 14
o (o I RN 2o L= O TS O OOV STO PO PPRRPRR 15
(000} =V =N o AV oY Y A Y=Y o] [ ot Y=Y V7Y O PR 16
add Hyper-V role through POWEISNEIL ........co.eeiiii ettt ettt e e e ctte e e e e tte e e s e bt e e e s eabteeeesstaeeesstaeaesassenaesnnes 16
o [0 VT o T I Y Y ol g T o B 1Y 1T Y P PRTPUPPRNE 16
HYPEI-V REPIICALION PrOCESS ..eiiiutiiiiiiiiiee ittt e ettt s s ettt e e s ettt e e s ebte e e esbteeeesbteeessabeaeesasbeaeesasteeeeaaseeeesanseeeessnsseeeesssaeessnsseeeesnnes 17
Enable Hyper-V REPlCation SEELINES .......uiii ittt e et e e e et e e e e et e e e e e ataeeeesbeeeeesseeeeennseeeeenraneeennsenas 17
20T o] [Tor= Y 4 [o) g T ad o Lol Y] 3R 19
20T o] [Tor A Lo T] = (U P TSPR 23
LS A= o] Lot L =T A A PP UPR 25

2|Page
http://www.mycertprofile.com/Profile/3992184764




Hyper-V Replication on Windows Server 2016

Lab Scenario
This lab provides basic information about:

1- Install and configure Hyper-V 2016 Server role.

2- Install Windows Server 2016 Core VM on Hyper-V.

3- Enable and configure Hyper-V 2016 Replica Server.

4- Replicate Server Core 2016 VM from Hyper-V server to another through Hyper-V.

Existing Environment

we have Active Directory and DNS in Windows Server 2016 named ITPROLABS.XYZ, for this lab
we join another 2 Windows Server 2016 machine named Hyper-V01 & Hyper-V02 to our domain,
one of these servers will play Hyper-V server Role which host Windows Server core 2016, while
second one will act as Hyper-V replica server to receive replicated VM from first Hyper-V server.

Domain: ITPROLABS.XYZ

DC IP: 192.168.153.10

DNS: 192.168.153.10

Hyper-V01: 192.168.153.50

Hyper-V02 replica server: 192.168.153.51
Server Core VM: 192.168.153.52

For full Windows Server 2016 active directory lab check the following link:

https://gallery.technet.microsoft.com/Install-Windows-Server-f37e3c6d?redir=0

For full Hyper-V and Windows Server 2016 Core lab check the following link:

https://gallery.technet.microsoft.com/Install-and-Configure-b70f4cc2 ?redir=0
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Hyper-V Replication on Windows Server 2016

Working with Hyper-V

Login to server that will play Hyper-V role.

Server name: Hyper-V01
IP address: 192.168.153.50
Domain: ITProLab.xyz

add Hyper-V role through PowerShell
Install-WindowsFeature -Name Hyper-V -IncludeManagementTools -Restart
EX Select Administrator: Windows PowerShell Host Name: HYPER-V01

PS C:\Users\Administrator> Install-WindowsFeature IP Address: 192.168.153.50
DNS Server: 192.168.153.10

C°‘1§§t1"9 data... Logon Domain: ITPROLABS
[0000000000 User Name: Administrator
0S8 Version: Windows Server 2016

add Virtual Switch to Hyper-V
Add external virtual switch so we can connect VMs that hosted in Hyper-V with other VMs

8 Hyper-V Manager 5 X
File Action View Help
= nm@ BE
[ Hyper-V Manager T Actions.
B HYPER-VO1 n HYPER-VO1 o fad
Name State CPUUsage  Assigned Memory  Uptime Status Configurati...
B WebServer off 80 o New
{5 Import Virtual Machine...
[ Hyper-V Settings...
ﬁg Virtual Switch Manager...
. Virtual SAN Manager...
s EditDisk...
) Inspect Disk..
Checkpoints S| | @ stopSenvice
The selected virtual machine has no checkpoints. X Remivesever
© Refresh
View »
Help
E3 Virtual Switch Manager for HYPER-V01 — X

# Virtual Switches <% Create virtual switch
o5 New virtual network switch

# JE. Internal SW What type of virtual switch do you want to create?
Internal only
[+ of, Private SW
Private virtual switch
X Global Network Settings
.3. MAC Address Range

00-15-5D-99-32-00 to 00-15-5D-9...

2 Create Virtual Switch

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

http://www.mycertprofile.com/Profile/3992184764
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Hyper-V Replication on Windows Server 2016

55 Virtual Switch Manager for HYPER-VO1

A Virtual Switches e Virtual Switch Properties

% New virtual network switch
wia Internal SW

Name:
Internal only ’ IExtemaISW
s Private SW

Private virtual switch Notes:

=k External SW
Intel(R) 825741 Gigabit Netwo...

X Global Network Settings

[ mAcC Address Range .
00-15-5D-99-32-00 to 00-15-5D-9... Connection type
What do you want to connect this virtual switch to?

o (® External network:
Intel(R) 82574 Gigabit Network Connection

[[] Enable single-root I/0 virtualization (SR-IOV)

[ Allow management operating system to share this network adapter

Apply Networking Changes X

| Pending changes may disrupt network
connectivity

This computer may lose its network connection while
the changes are applied. This may affect any network
operations in progress, These changes also may
overwrite some static changes. If that happens, you
must reapply the static changes to restore network
connectivity. Do you want to continue?

snagement operating system

e virtual switch is created. An external

[J Please don't ask meOTI . No |

VINtOaT SWITTT Wit SR=TOV Enabied cann

switch.

ot be converted to an internal or private

C :—,rm° Apply

Install Server Core 2016 on Hyper-V

from Hyper-VO1 server manager access Hyper-V management console and follow the below figures to install

Server Core 2016 VM.

File Action View Help
€=z H

HYPER-V01
192.168.153.50
192.168.153.10

ITPROLABS

Administrator

Virtual Machine...
Hard Disk...

Import Virtual Machine...

Hyper-V Settings... Floppy Disk...

EF Hyper-V Manager z
B HYPER-VOT Virtual Machines
Name State CPU Usage Assigned Memory
No virtual machines were found on this server.
<
Checkpoints

Virtual Switch Manager...
o Virtual SAN Manager...
. Edit Disk... -
i Inspect Disk... -

http://www.mycertprofile.com/Profile/3992184764
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Hyper-V Replication on Windows Server 2016

EH New Virtual Machine Wizard X

) Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name: erebServer
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options Store the virtual machine in a different location
Summary Location: !C:\°rogramDataWicrosoft\Windows‘Hyper-V\ ] }yvgowse. v |

A If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints include virtual machine data and may require a large amount of space.

3 New Virtual Machine Wizard X

&3 Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location () Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
L virtual hardware which has been available in all previous versions of Hyper-V.
Assign Memory o
Configure Networking ® Generation 2
Connect Virtual Hard Disk This Vir’ﬁ:al'mad'lhg generation provides .support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.
s ey A Once a virtual machine has been created, you cannot change its generation.
Summary

6|Page
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New Virtual Machine Wizard X

Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
5 3 MB through 12582912 MB. To improve performance, specify more than the minimum amount
Specify Name and Location recommended for the operating system.

Specify Generation
e
Assign Memory —
se Dynamic Memory for this virtual machine.

Configure Networking d
: When you decide how much memory to assign to a virtual machine, consider how you intend to
Conmect ekl Hard ek use the virtual machine and the operating system that it will run.
Installation Options
Summary

EH New Virtual Machine Wizard

Configure Networking

Before You Begin Each new virtual machine includes a network adapter. You can configure the network adapter to use a
Specify Name and Location virtual switch, or it can remain disconnected.
Specify Generation Connection: |Not Connected <
Assign Memory ;\lot Connected
nternal SW

Configure Networking Private SW
External SW

Connect Virtual Hard Disk
Installation Options

Summary

Browse and select Windows Server 2016 I1SO image to use it as installation source

Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
Specify Name and Location _—
Spadfs Ceneration (O Install an operating system later

| Assign Memory (® Install an operating system from a bootable CD/DVD-ROM
Configure Networking - Media
Connect Virtual Hard Disk O Physical CD/DVD drive: | D:

(® Image file (.iso): IC:VJsers\Administrahor\Deskhop\Server 2016\ | I Browse...
Summary

(O Install an operating system from a bootable floppy disk

http://www.mycertprofile.com/Profile/3992184764
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New Virtual Machine Wizard X

] Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the
{Fy Nowoe oy nestion storage now or configure it later by modifying the virtual machine’s properties.
Spedify Generation (® Create a virtual hard disk
Pk Memiry Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking Name: WebServer.vhdx |
Connect Virtual Hard Disk Locatior |C:\ProgramDataMicrosoft\Windows\Hyper-ViWebServer \Virtual Ha]l Browse...
Installation Options Ty -

Size: GB (Maximum: 64 TB)

Summary

(O Use an existing virtual hard disk

Connect to Server Core VM and start installation process

ii Hyper-V Manager -
File Action View Help
&= 75

ﬁ Hyper-V Manager
E HYPER-VO1 Virtual Machines

Name State CPU Usage Assigned Memory
WebServer _of |

Import Virtual Machine...

Hyper-V Settings...

Be O ¢

Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...

Inspect Disk...

Stop Service

The selected virttual machine has no checkpoints. Remevie Sarver

Refresh

e X®Ig i

View
Help

mﬂ Erver

Connect...
WebServer ﬁ Settings...

8|Page
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ction Media Clipboard View Help

D@0 B

Press any key to from CD or DVD...

4 Windows Setup

indows Server: 2016

Language to install: [English (United States) v
R EEL L RSB LI English (United States) v

Enter your language and other preferences and click "Next" to continue.

© 2016 Microsoft Corporation. All rights reserved

9|Page




File Action Media Clipboard View Help

B 1 @0 n Ibrﬁ‘a

i Windows Setup

==~Windows Server: 2016

Install now

Repair your computer

© 2016 Microsoft Corporation. All rights reserved.

& ,@ Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email you received after buying a digital copy of Windows or on a label inside the box that
Windows came in.

The product key looks like this: XXX - XK - OO - XXXXX

If you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later.

]

Privacy statement #l don't have a preduct key
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Select Windows Server 2016 Standard Core

@ & Windows Setup

Select the operating system you want to install

Operating system | Architecture | Date modified |

FWindows Server 2016 Standard 64 112172016
Windows Server 2016 Standard (Desktop Experience) x64 11/21/2016
Windows Server 2016 Datacenter 11/21/2016

Windows Server 2016 Datacenter (Desktop Experience) 11/21/2016

B

Description:

This option (recommended) reduces management and servicing by installing only what is needed
to run most server roles and applications. It does not include a GUI, but you can fully manage the

server locally or remotely with Windows PowerShell or other tools. For more details see "Windows
Server Installation Options.”

@ % Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS) A

Diagnostic and Usage Information. Microsoft automatically collects this
information over the internet, and uses it to help improve your installation,
upgrade, and user experience, and the quality and security of Microsoft
products and services. Consistent with these purposes, the information may
be associated with your organization. Windows Server 2016 has four (4)
information collection settings (Security, Basic, Enhanced, and Full), and uses
the “Enhanced” setting by default. This level includes information required
to: (i) run our antimalware and diagnostic and usage information
technologies; (ii) understand device quality, and application usage and
compatibility; and (iii) identify quality issues in the use and performance of
the operating system and applications.

’ [V 1accept the license terms

11|Page
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@ ) Windows Setup
Which type of installation do you want?
Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.
Custom: Install Windows only (advanced)
The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

@ ) Windows Setup

Where do you want to install Windows?

‘ Name Total snze] Free spacel Type |

IE f Enve 0 Enallocates § ?g;g EE lg; 0 G% i

44 Refresh ’( Delete Jformat 36 New

§* Load driver g Extend

12 |Page
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p@ Windows Setup

Installing Windows

Status

Copying Windows files
files ready for installation (3%)

atures

Getting

After installation is done, change local administrator password (we need it to access our server for first time)

5 | C:\Windows\system32\LogonUl.exe E]@
dministrator

he user’s password must be changed before signin

X

5 | C:\Windows\system32\LogonUl.exe =|[a]
lknter new credentials for Hdministrator or hit ESC to
ew paSSl-JOl‘d = FEREIEFEFEFIIIFIEE
onfirm password I OO0
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Manage server 2016 Core locally
Windows Server 2016 Initial Configuration

Login to server core using local administrator account, then use Sconfig to change server Initial Configuration like Server

name and network configuration, so we can join our server to ITPROLABS.XYZ domain.

Server Name: WebServer 8 Administrator: C:\Windows\system32\cmd.exe

C:\Users\Administratorisconfig,

IP address: 192.168.153.52
SM:255.255.255.0
DNS: 192.168.153.10

DG: 192.168.153.2

§ Administrator: C:\Windows\system32\cmd.exe - sconfig
rosoft (R) Windows Script Host Version 5.812
opyright (C) Microsoft Corporation. All rights reserved.

r Configuratio
Workgroup: WORKGROUP
WIN-BB4GVEB1KMD
Enabled
Windows Updat ettings: DownloadOnly

j Download and tall Updates
) Disabled

hut Down S er
15) Exit to Command Line

Enter number to select an option:

E® Admini or: C:\Wind
14) Shut Down Server
15) Exit to Command Line

ystem32\cmd.exe - sconfig

Enter number to select an option:

) Domain/Workgroup: Domain: itprolabs.xy
Computer Nam WEBSERVER
Add Local "3

) Configure Remote Management Enabled

) Windows Update Settings: DownloadOnly
Download and Install Updates
) Remote Desktop: Disabled

Network Settings
9) Date and Time
10) Telemetry settings
11) Windows Acti

Log Off User
Restart Server
Shut Down Server
5) Exit to Command Line
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add IS Role

Type 15 to exit sconfig to command line mode then type PowerShell to access PowerShell mode. Through

PowerShell use the following command to install IIS server role

Install-WindowsFeature -name Web-Server -IncludeManagementTools -verbose

File Action Media Clipboard View Help

Ba D@0 nm |k

&% Administrator: C:\Windows\system32\cmd.exe - powershell

Start Installation...
24%
[ 0000000000000000000000000

No

After IIS installation is done, you can access WebServer through web as shown down

@ e websener | 9 - & @ i1s Windows Server

=R Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

&>z% Benvenuto #i

‘ 3 *.. Bienvenido Hos geldiniz | oxan ooma

Bem-vindo i
Kotg [o6po
Vitejte: oploate v noxanosars [Udvozoljik

http://www.mycertprofile.com/Profile/3992184764
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Configure Hyper-V Replica Server

add Hyper-V role through PowerShell

EX Select Administrator: Windows PowerShell Host Name: HYPER-V02
IP Address: 192.168.153.51

Iﬁsltaﬂat%qn

2 : Continue with ir .ta1:|.a.t1-:>n'-" DNS Server: 192.168.153.10

erequisite proc ing started... e
rerequisite proc ng succeeded. Logon Domain: lTPROLABs
User Name: Administrator
0OS Version: Windows Server 2016

add Virtual Switch to Hyper-V

F 7 Settings for WebServer on HYPER-V02 I

A Hardware g Network Adapter
!" Add Hardware
3 Firmware

Boot from Fie Virtual switch:
@ security lExhema| SW
ecure Boot enabled Not connected

Specify the configuration of the network adapter or remove the network adapter.

W Memory W
15 E gble virtual LAN ideptification |

= [Z} Processor

= & SCsI Controller

¥ o Hard Drive
DVD [;r'ive' B 7 Bandwidth Management

gne [] Enable bandwidth management

1 Network Adapter

-] Integration Services

. Checkpoints
prcLseon To remove the network adapter from this virtual machine, dick Remove.

’:ﬂ Smart Paging File Location
ers\Public\Documents\Hyper- Remove

# ﬂ%’a F{epllcabon

ﬁ Automatic Start Action

Eﬁ Automatic Stop Action

Cancel

16| Page
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Hyper-V Replication Process

Enable Hyper-V Replication settings
To allow WebServer VM to replicate from Hyper-VO1 server to another Hyper-V server (Hyper-V02),
enable Hyper-V replication settings on both Hyper-V servers

El& Hyper-V Manager =)

File Action View Help

ol AR:AY 0|
E Hyper-V Manager ‘ iV‘ e Actions
HYPEP Vi1 irtual hines
E New ¥ ” HYPER-VOT.
State CPU Usage Assigned Memory  Upt =
Import Virtual Machine... Runni 0% 632 MB 00! ew
e — I3 Import Virtual Machine...
D Hyper-V Settings...

Virtual SAN Manager... Virtual Switch Manager...

Virtual SAN Manager...

Edit Disk... oo
Inspect Disk... wa Edit Disk...
5 Inspect Disk...
Stop Service - -
Remove Server (m) Stop Service
Refresh The selected virtual machine has no checkpoints. % Remove Server
Refresh
View > o
View
Hel
L T Help

=
ia Hyper-V Manager -
[ Hyper-V Settings for HYPER-VO1 -

File Action View Help

€ ql . | ASSERTET Hﬁ Replication Configuration

E Hyper-V Manager - Virtual Hard Disks
HYPER-VO1 C:\Users'Public\Documents Enable this computer as a Replica server.
5

% | Virtual Machines
C:'\ProgramDataMicrosoft\Windo...
5§ Physical GPUs
Manage RemoteFX GPUs
B NUMA Spanning

Authentication and ports

Specify the authentication types to allow for incoming replication traffic. Ensure
that the ports you specify are open in the firewall.

Use Kerberos (HTTP):

Allow NUMA Spanning Data sent over the network will not be encrypted.

E|® Live Migrations
No Live Migrations Settings X
[ storage Migrations

2 Simuitaneous Migratior 0 Configure the firewall to allow inbound
E® Enhanced Session Mode traffic.

No Enhanced Session Md
» aﬁ Berhcation Eonfiaiation Ensure the inbound TCP exception for port ‘80" is

Bt et enabled in the firewall. If you are using Windows
A User Firewall, enable "Hyper-V Replica HTTP Listener
£ Keyboard (TCP-In)" rule.

Use on the virtual machif

25 Mouse Release Key Select Certificate..
« o

CTRL+ALTHEFT Arrol [ Please don't show me this again 6 P oK |
B2 Enhanced Session Mode

Use if avaiable Authorization and storage
?_1/ Reset Check Boxes Spedify the servers that are allowed to replicate virtual machines to this
Reset check boxes COOpLIEL:
w) Allow replication from any authenticated server
Spedify the default location to store Replica files:

|C:VJsers\"uinc\DocumentsV-iyper-V\Virmal Hard Disks |

Browse... '

(O allow replication from the specified servers:

Primary Server Storage Location Trust Group

oK Cancel App

http://www.mycertprofile.com/Profile/3992184764
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also, enable same settings on Hyper-VO2 server

File Action View

IE Hyper-V Settings for HYPER-V02 =

i 79 7 3
€9 l & | | . A Server ﬁﬁ Replication Configuration ()
EF Hyper-V Manager o Virtual Hard Disks
& HYPER-VO1 C:\Users\Public\Documents\Hyp: Enable this computer as a Replica server.
£ | Virtual Machines Authentication and ports
N P'rc»gramData WMiarasoftiWindo,.. Specdify the authentication types to allow for incoming replication traffic. Ensure
58 Physical GPUs that the ports you specify are open in the firewall.
Manage RemoteFX GPUs
5 Use Kerberos (HTTP):
[ NUMA Spanning )
Allow NUMA Spanning Data sent over the network will not be encrypted.
R J— i
E[® Live Migrations
No Live Migrations Settings p4
B storage Migrations
2 Simultancous Migration Configure the firewall to allow inbound
E2 Enhanced Session Mode F traffic
No Enhanced Session Mg 5
Péepﬁ[:la:o? C_ogﬁglt_xraﬁon Ensure the inbound TCP exception for port ‘80" is
devohd e enabled in the firewall. If you are using Windows
A User Firewall, enable "Hyper-V Replica HTTP Listener
o Keyboard (TCP-In)" rule.
Use on the virtual machir
£ Mouse Release Key Select Certificate...
- . :
CTRL+ALT+LEFT ARROU ] Please don't show me this again 6 “
? Enhanced Session Mode
Use if available Authorization and storage
9 Reset Check Boxes Spedfyt:e servers that are allowed to replicate virtual machines to this
computer.

Reset check boxes
Allow replication from any authenticated server

Specify the default location to store Replica files:
|C:\leers\PublicDoaJmentsV-ivper-V\thJal Hard Disks |

\ Browse... }
(O Allow replication from the specified servers:
Primary Server Storage Location Trust Group
v
0K Cancsl Anply
18 |Page
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Replication Process

From Hyper-VO1 server enable WebServer VM replication to Hyper-V02 server

3 Hyper-V Manager =
File Action View Help
&= | 75
EH Hyper-V Manager =
E HYPER-VO1 Virtual Machines
Name State CPU Usage Assigned Memory
[ :Jwebserver - o 632 MB
Connect... ﬁ’j; Import Virtual Machine...
Settings... D Hyper-V Settings...
o 28 Virtual Switch Manager...
Shut Down... o Virtual SAN Manager...
< Save «a Edit Disk...
Checknoints Pause _ Inspect Disk...
i T el Reset (m) Stop Service
. hs no checkpoints. % Remove Server
Checkpoint
@ Refresh
Move... View
Export...
d Hel
Rename... . S
B8 Ensble Replication for WebServer X
gl Before You Begin
Before You Begin This wizard helps you to configure replication for a virtual machine.
Specify Replica Server Before you proceed, ensure that you have configured a server to allow replication from this computer.
Spedfy Connection To verify this, use the Replication Configuration page of the Hyper-V Settings for the specified Replica
Parameters server. To prepare for completing this wizard, you can learn more about replication settings by clicking
R the help link.
Choose Replication VHDs P
Configure Replication
Frequency
Configure Additional
Recovery Points
Choose Initial Replication
Method
Summary
[ Do not show this page again.
More about enabling replication for a virtual machine
Next > Finish Cancel

http://www.mycertprofile.com/Profile/3992184764
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Hyper-V Replication on Windows Server 2016

Browse and select Hyper-V server which will host the replicated VM, in our scenario replica server will be Hyper-

V02 server.
HB Enable Replication for WebServer
gl Specify Replica Server

Before You Begin Spedify the Replica server name to use to replicate this virtual machine. If the Replica server is on a
failover duster, specify the name of the Hyper-V Replica Broker as the Replica server. Use the
Spedify Replica Server Failover Cluster Manager on the Replica server to find the name of the Replica Broker.

Specify Connection

Parameters Replica server: |HYPER-V02 || Browse...

Choose Replication VHDs

Configure Replication
Frequency

Configure Additional
Recovery Points

Choose Initial Replication
Method

Summary

#8 Enable Replication for WebServer

g Specify Connection Parameters

Before You Begin Replica server: |HYPER-V02.imroIabs.xyz

Specify Replica Server -

Replica server port: 80
Spedify Connection i i
Parameters Authentication Type

Choose Replication VHDs (® Use Kerberos authentication (HTTP)

Configure Replication Data will not be encrypted while being transmitted over the network.
Frequency

Configure Additional
Recovery Points

Choose Initial Replication
Method

Summary

Select Certificatz..,

[ compress the data that is transmitted over the network.

et o> | | o || cnce

http://www.mycertprofile.com/Profile/3992184764
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Hyper-V Replication on Windows Server 2016

ﬂﬂ Enable Replication for WebServer
gl Choose Replication VHDs

Before You Begin Clear the check boxes of any virtual hard disks (VHDs) that you do not want to replicate (for example,

Specify Reglica Server a VHD used for a dedicated paging file).

Specify Connection Not replicating certain VHDs, such as the operating system VHD, could result in the Replica virtual
Parameters machine not starting up properly.

Choose Replication VHDs Virtual Hard Disks:

Con e Replication

Freq?;geL::cy o8 C:\ProgramData\Microsoft\Windows\Hyper-V\WebServer\Virtual Hard Disks\WebServer.vhdx
Configure Additional

Recovery Points

Choose Initial Replication

Method

Summary

d\lext> | | Fnsh | cancel |

Eﬂ Enable Replication for WebServer {

[ Configure Replication Frequency

Before You Begin
Spedify Replica Server
Specify Connection
Parameters

Choose Replication VHDs

Configure Replication
Frequency

Configure Additional
Recovery Points

Choose Initial Replication
Method

Summary

Choose the frequency at which changes will be sent to the Replica Server

5 minutes v|

o | e || oo |
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Hyper-V Replication on Windows Server 2016

H Enable Replication for W

/ebS
Eﬂ

Before You Begin
Specify Replica Server

Specify Connection
Parameters

Choose Replication VHDs

Configure Replication
Frequency

Configure Additional
Recovery Points

Choose Initial Replication
Method

Summary

v

m

ﬂﬂ Enable Replication for W

ge

Before You Begin
Spedify Replica Server
Specify Connection
Parameters

Choose Replication VHDs

Configure Replication
Frequency

Configure Additional
Recovery Points

Choose Initial Replication
Method

Summary

m

Configure Additional Recovery Points

You can choose to store only the latest recovery point of the primary virtual machine on the Replica
server or to add additional recovery points, allowing you to recover to an earlier point in time.
Additional recovery points require more storage and processing resources.

Configure additional recovery points for this virtual machine

(® Maintain only the latest recovery point
(O Create additional hourly recovery points

onmmmsisnlp{ N> || Fesh || Concel |

m

Choose Initial Replication Method

Before replication can start, an initial copy of all virtual hard disks that you selected must be
transferred to the Replica server.

Size of the initial copy of selected virtual hard disks: Calculating...
Initial Replication Method
(® Send initial copy over the network
(O send initial copy using external media
Specify the location to export initial copy.
Browss.,,
(O Use an existing virtual machine on the Replica server as the initial copy.

Choose this option if you have restored a copy of this virtual machine on the Replica server.
The restored virtual machine will be used as the initial copy.

Schedule Initial Replication

(@ Start replication immediately

(O Start replication on:
8/ 7/2017 2:00 AM

(OU Can choose
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Hyper-V Replication on Windows Server 2016

From task manager check network traffic, you will notice that there is no traffic before replication

Options  View

cesses Performance Users Details Services

) CPU g8 Completing the Enable Replication wizard
=i - Ethernet
Throughput
) 'zvt',e??)%;y 65% Before You Begin You have successfully completed the Enable Replication wizard. You are about to enable replication for
6/4. (65%) | . s "WebServer” with the following settings:
Specify Replica Server
) Ethernet = pecphan:
S: 0Kbps R: 0 Kbps 1 £ 2 Replica server: HYPER-VO2.itprolabs.xyz
| 00se Repication VDs Replica server port: 80
) Ethernet | g:‘e"ﬁuge“r:e Replication Compress data: Yes
S: 0Kbps R: 0Kbps | Ccrf:i urceyA dditional Authentication type: Kerberos authentication
| Recogery Points VHDs not selected for replication: None
Choose Initial Replication Replication Frequency: 5 minutes
| Method Store additional recovery points:  No
Initial replication method: Using network, start immediately
60 seconds
Send Adapte
‘0Kb ps Conne| To enable replication and dose the wizard, dick Finish.
. IPvd aq
Receive  |pvad
0 Kbps

Replication Status

When replication start, notice send traffic increase because the replication go through network as we

configured.

B8 Hyper-V Manager - o
File Action View Help
Task o [m] |
| I
Options  View =
a r WebServe
icesses  Performance Users Details Services =] -
4
) CPU (. Completing the Enable Replication wizard
0% 3.20 Ghz Ethernet
Throughput
) Memory T T i -
2.4/4.0 GB (60%) Peforeifatizeon re about to enable replication for
Specify Replica Server
) Ethernet Spedify Connection 0 Replication enabled successfully
3 . Parameters
5: 0 Kbps R: 0 Kbps
Choose Replication VHDs Replica virtual machine WebServer was successfully
) Ethernet Configure Replication created on the specified Replica server HYPER-V02.
. . Frequency
ZoR Rt i Configure Additional The network adapters for the Replica virtual machine
it Recovery Points are not connected to any network. You can manually
| Choose Initial Replication configure the network adapter settings for the Replica
| Method virtual machine. N
it o | -
60 seconds
: Send E
632 Kbps ‘1 To enable replication and dose the wizard, diick Finish. »
I
Recenve |
0 Kbps
e . | e
23 |Page
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54 Hyper-V Manager

File Action View Help
|

Virtual Machines

Name State CPU Usage

WebServer Running

Assigned Memory
632 MB

Uptime ' Status

Configurati...

Sending Initial Replica (72%)

Checl

=53 WebServer - Inttial Replica - (8/7/2017 - 1:04:26 AM)
Lo p Now

Go to another Hyper-V server which receive replicated VM, will notice increment in receive traffic

Ei Hyper-V Manager

http://www.mycertprofile.

com/Profile/3992184764

- O X
File Action View Help
| 2@ B
—
jer = Actions
& HYPER-VO2) Virtual Machines Vo2 ﬁ
Name State CPU Usage Assigned Memory u %N A ’
B webServer Off i
ﬁ:‘;. Import Virtual Machine...
18 Task Manager - O X h Hyper-V Settings...
File Options View kg Virtual Switch Manager...
Processes Performance Users Details Services ‘IEL Virtual SAN Manager...
. Edit Disk...
O CPU ¥ 2 }-
e A Ethernet intei(r) 825741 Gigabit Network Conne... 2 nspectDisk..
Throughput 54 Mbps ;ih Stop Service
O Memory k K <
1.7/4.0 GB (43%) e
b Refresh
View >
C 32 Mbp Help
60 seconds K
+ Send Adapter name: Ethernetd
E 512 KbpS Connection type:  Ethernet
e IPv4 address: 192.168.153.51
T IPv6 address:
- 94.4 Mbps
24 |Page




54 Hyper-V Manager
File Action View Help

[ B &

Virtual Machines

Name State CPU Usage Assigned Memory Uptime Status Configurati...

B webserver Off Receiving changes (85%) 80

Test replicated VM
- Shutdown the main webserver VM then try to access IIS which hosted on this server

&S =|[al)>
4) Full

Enter new telemetry setting (Blank=Cancel): 2

Domain/Workgroup: Domain: itprolabs.xyz
) Computer Name: WEBSERVER
3) Add Local Administrator
Configure Remote Management Enabled

Windows Update Settings: DownloadOnly
Download and Install Updates
Remote Desktop: Disabl
Shut Down
Network Settings
9) Date and Time
10) Telemetry settings asi Are you sure you want to shut down?

11) Windows Activation

Log Off User
Restart Server
Shut Down Ser
Exit to Commg

Enter number to

The virtual machine "WebServer' is turned off

To start the virtual machine, select 'Start' from the Action menu
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Now, IIS services is down.

P~ & This page can't be displayed *

This page can't be displayed

* Make sure the web address http://webserver is correct.
* Look for the page with your search engine.

* Refresh the page in a few minutes.

- Gotoreplicated VM and follow the figures below to operate the replicated VM

'li Hyper-V Manager

Virtual Machines
Name State CPU Usage Assigned Memory Uptime Status Configurati...
Connect...

Settings...

Start Test Failover...
B Pause Replication
gheckuont Extend Replication...
Checkpoi Move... View Replication Health...
Export... Remove Replication
Reairmie e seieuey viuarmachine has no checkpoints.
B8 Hyper-V Manager
File Action View Help
«=| 25|
T Virtual Machines
Name State CPU Usage Assigned Memory  Uptime Status Configurati...
B WebServer Off Initiate Failover (50%) 80
B® Failover X

Do not proceed with this task unless the primary vitual machine has failed. Because this
Replica virtual machine might not have the latest replicated data, data loss may result.

Checkpoints
If this is a planned failove lover task on the primary
virtual machine. Failover
f this is an unplanned fail pachine online by
specifying a recovery sn;
Specify the recovery poi

WebServer - Latest Recovery Point - (8/7/2017 1:42:54 AM)

Fail Over Cancel
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try again to access IIS on WebServer VM, Now is working through replicated VM.

[ OF rr=ra £+ | @ 15 Windows server

=R Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

&3c% Benvenuto #2

L & "‘ Bienvenido  Hos geldiniz | o~xan oona

Bem-vindo LA
KaAwg o
Vitejte  OploaTte EID: er oxanosars |Udvozoljiik

http://www.mycertprofile.com/Profile/3992184764

27 |Page




